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LAB - XAC THU'C VA PHAN QUYEN LOGIN BANG TACACS+

I. So do:

Cisco ISE

=

10.215.26.49

g3~
< VnPro Network

Switch

Ta c6 bang thong tin nhu sau:

Tén thiét bi Interface [P/Netmask Gateway
Cisco ISE INIC 10.215.26.49 -
Switch FO/1 DHCP -
PC NIC DHCP -

I1. Yéu cau:
1. CAu hinh ban du

- Thye hién cau hinh IP cho PC, Switch sao cho switch va PC c6 thé ping thdy ISE

SErver.

2. Ciu hinh TACACS+:
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- Tién hanh x4c thuc va phan quyén privilege cho cac user truy cap telnet dén

Switch nhu sau (viéc xac thyc/phan quyén phai do Cisco ISE kiém soét):
e Username: guest, password VnPro@123, privilege 7

e Username: adminvnpro, password VuPro@ 123, privilege 15

- CAu hinh x4c thyc local véi privilege cho cac user nhu trén dé khi hoat dong
xéc thyuc v6i Cisco ISE khong thanh cong, chuyén sang phuong thic xac

thie/phan quyén local.

III. Thue hién:

CAu hinh cho Switch

Switch(config)#no cdp run
Switch(config)# int f0/1
Switch(config-if)#no switchport
Switch(config-if)# ip address dhcp

Switch(config-if)# no shutdown

CAu hinh telnet:

Switch(config)# line vty 0 4

Switch(config-line)#transport input telnet

Két n6i PC v6i VnPro Network. Tién hanh ping dé kiém tra két ndi t6i ISE Server:
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Reply from )
Reply from ) 2 time=1lms TTL=61
Reply from 18.215 9: byte 2 time=2ms TTL=61

Bat tinh nang TACACS+ trén ISE:

Pau tién, ta mé trinh duyét va truy cap vao IP 10.215.26.49 (IP cua ISE Server).

Dang nhap bang username va password:
Username: admin

Password: VnPro@123

v Vao Administration - Deployment - Tich chon hostname cta Cisco ISE =

Edit:

'3;.' Configure New Cisco ISE24 Inst. X @ Identity Services Engine X + 1
< C A Notsecure | 10.215.26.49/admin/#administration/administration_system/administratig@/system_deployment
‘dses’ Identity Services Engine Home  » ContextVisibiity ~ » Operaions  » Policy [ERFNWISSISEINE » Work Centers
vSystem | » Identity Management  » Network Resources  » Device Portal Management  pxGrid § System 1
Deployment  Licensing  » Certificates » Logging  » Maintenance  Upgrade  » Backup & Res Imen(
= [cenSIHQ
Certificates
Logging 2
Deployment 3 Deployment Nodes Maintenance

" 5 Upgrade
Y= v
° - / Backup & Restore
» o%a Deployment X =
g ? Edit D Register | &9) Syncup FADE!’E Admin Access

«= PAN Failover g Settings

[} Hostname 4 Personas .
Identity Management

Cisco-ISE-2 Administral |dentities
Groups
External Identity Sources
4 Identity Source Sequences
Settings

v O phﬁn Policy Service, chon Enable Device Admin Service va Save lai:
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v| w Policy Service
v| w Enable Session Services i

Include Node in Node Group None > G

v Enable Profiling Service (i
O Enable Threat Centric NAC Service (§
w Enable SXP Service i

Use Interface GigabitEthernet 0 v

Enable Device Admin Service i

Enable Passive Identity Service i

O pxGrid (i

Thém Switch vao ISE:

v Vao Work Centers — Device Administration — Network Resources —
Network Devices — Add:
v Nhap tén, va IP ctia Switch ma ta nhan duoc tir DHCP do VnPro Network

cap:

I:'.'sE'& Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Cenfers

» Network Access  » Guest Access » TrustSec  » BYOD » Profiler  » Posture | « Device Administration » PassivelD

» Overview b Identities  User Identity Groups  Extld Sources = Network Resources  » Policy Elements  Device Admin Policy Sets  Report

[ <]
Natwaork Devices Network Devices
Metwork Device Groups
Default Devices r?’ Edit :ﬂ:ﬂldd |:|"_1|3uplicate oImport g Export © Generate PAC | 3 Delete
TACACS External Servers MName a | IPMMask Profile Name Location

TACACS Server Seguence
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Home » Administration

» Context Visibility

» Operations » Policy

» Network Access b GuestAccess P TrustSec » BYOD  » Profiler » Posture | v Device Administration

~ Network Resources
=, - =-————=1

» Overview  » Identities  User Identity Groups  Ext Id Sources

» Policy Elements

Network Devices List > New Network Device
Network Devices

Network Devices
Network Device Groups

T a—
Desrpon [ ]

Default Devices
TACACS External Servers

TACACS Server Sequence

Device Admin Policy Sets

¥ Work Centers

» PassivelD

Reports  Settings

IP Address v FIP: | 10.215.24.154

2

v Ophin TACACS Authentication Settings ta chi dinh chudi “Shared Secret”

dé Switch va ISE giao tiép voi nhau.

O » RADIUS Authentication Settings

=

+ TACACS Authentication Settings

Shared Secret

o

- ||Show |

™ 123abc

* ' Legacy Cisco Device
TACACS Draft Compliance Single Connect Support

Enable Single Connect Mode D

O [} SNMP Settings

O » Advanced TrustSec Settings

| Cancel |

v Sau d6 bAm submit.

v Céu hinh xic thwe/phin quyén bing TACACS+:

v Vao Work Center - Device Admin Policy Sets:

Identity Services Engine

cisco Home » Context Visibility » Operations » Policy

Network Access TrustSec Profiler
Overview Overview Overview
Identities Components Ext Id Sources
Id Groups TrustSec Policy Network Devices
Ext Id Sources Policy Sets Endpoint Classification
Network Resources SXP Node Config
Policy Elements Troubleshoot Feeds
Policy Sets Reports Manual Scans
Troubleshoot Settings Policy Elements
e e

utube.com
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v Administration

v Work Centers

Device Administration |
Overview
Identities
User Identity Groups
Ext Id Sources
Network Resources
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Device Admin Policy Sets

Reports
Settings
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v Chon Policy Elements — Result - TACACS Command Sets — Add:

< @ A Not secure | 10.215.26.49/admin/#workcenters/workcenter_device_administration/workcenter_device_administration_policy_ele

bt Identity Services Engine

Home » Context Visibility » Operations » Policy » Administration v Work Centers

» Network Access b GuestAccess » TrustSec » BYOD  » Profiler  » Posture | v Device Administration | » PassivelD

» Overview P Identities  User Identity Groups  ExtId Sources  » Network Resources v Policy Elements  Device Admin Policy Sets  Reports  Settings

TACACS Command Sets
» Conditions 3 1
0 Selected
» Network Conditions
< Refresh <+ Add Duplicate T Trash+v Edit A Import & Export
¥ Results
Name Description
Allowed Protocols
DenyAllCommands Default Command Set

TACACS Command Sets ‘
TACACS Profiles \ 2
v Tao command set cho user adminvnpro c6 thé dung day du cac 1énh khi telnet:

TACACS Command Sets » CommandSet1

Command Set

Name CommandSet15

Description Full Privilege for Admin

Commands

Permit any command that is not listed below ¥

=+ Add M Trash+ Edit Move Up

-
~  Grant Command Arguments

No data found.
4

v Tich chon “Permit any command that is not listed below” va bam Save.
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v Ta cling tao thém command set cho user guest c6 privilege 1a 7, khi user nay

telnet vao Switch chi dung dugc 1énh céc Iénh show:

‘tes’ Identity Services Engine Home  » ContextVisibility b Operaions  » Policy  » Administration [ERSNEEe e

» Network Access  » GuestAccess  » TrustSec » BYOD  » Profiler  » Posture = v Device Administration | » PassivelD
» Overview  » Identities  User Identity Groups  Extld Sources  » Network Resources v Policy Elements  Device Admin Policy Sets  Reports ~ Settings
—
o
TACACS Command Sets = CommandSet7
» Conditions

Command Set
» Network Conditions
Name CommandSet7
¥ Results
Description Privilege level 7 for Guest
Allowed Protocols

TACACS Command Sets
Commands
TACACS Profiles

Permit any command that is not listed below

=+ Add i Trashv Edit Move Up Move Down
Grant Command Arguments
PERMIT show™

v Sau d6 bAm Submit.

v Tiép theo, ta vao TACACS Profiles — Add:

‘tses' Identity Services Engine Home  » ContextVisbiity  » Operaions  » Policy  » Administration [N rLO e

» Network Access » Guest Access » TrustSec  » BYOD » Profiler » Posture =~ Device Administration » PassivelD

» Overview  » Identities  User Identity Groups  Ext|d Sources  » Network Resources  + Policy Elements  Device Admin Policy Sets
oo ———}

TACACS Profiles

» Conditions

0 Selected 2
» Network Conditions
O Refresh == Add Duplicate 1@ Trashv Edit
¥ Results
Name Type Description
Allowed Protocols
Default Shell Profile Shell Default Shell Profile
TACACS Command Sets
Deny All Shell Profile Shell Deny All Shell Profile

TACACS Profiles

\ 1 ; WLC ALL WLC WLC ALL

WLC MONITOR WLC WLC MONITOR
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v Tao profile cho adminvnpro véi privilege 15:

luilie Identity Services Engine

Home » Context Visibility » Operations » Policy » Administration ¥ Work Centers

» Network Access » GuestAccess P TrustSec » BYOD » Profiler  » Posture =~ Device Administration » PassivelD

» Overview » Identities  User Identity Groups  Ext|d Sources  » Network Resources v Policy Elements  Device Admin Policy Sets  Reports

(<]
TACACS Profiles > New
» Conditions
TACACS Profile
» Network Conditions
Name Shell 15
~ Results
Description Shell for user admin, privilege 15
Allowed Protocols
TACACS Command Sets
TACACS Profiles Task Attribute View Raw View

Common Tasks

Common Task Type = Shell v
v Default Privilege [15 v I (Select 0 to 15)
« Maximum Privilege [15 v ] (Select 0 to 15)

v Profile cho guest voi privilege 7:
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Identity Services Engine Home » Context Visibility » Operations » Policy » Administration v Work Centers

» Network Access P GuestAccess P TrustSec » BYOD  » Profiler » Posture = v Device Administration » PassivelD

» Overview  » |dentities  User Identity Groups  ExtId Sources  » Network Resources v Policy Elements  Device Admin Policy Sets  Reports
e

(<]
TACACS Profiles > New
» Conditions
TACACS Profile
» Network Conditions
Name Shell 7
v Results
Description Shell for user Guest
Allowed Protocols
TACACS Command Sets
TACACS Profiles Task Attribute View Raw View

Common Tasks

Common Task Type = Shell v

¢ Default Privilege {7 v t(SelectOto 15)

@ Maximum Privilege 57 © l(Select0t015)
Access Control List ‘ V) ’
Auto Command I & \
No Escape | V) ’ (Select true or false)
Timeout [ © \Minutes (0-9999)
Idle Time l

© ’ Minutes (0-8999)

v Vao Administration - Groups - User Identify Groups - Add:

< C A Notsecure | 10.215.26.49/admin/#administration/administration_identitymanagement/administration_identit

2||'s:-.'o' Identity Services Engine Home » Context Visibility » Operations » Policy ¥ Administration » Work Centers

» System | ~ldentity Management | » Network Resources b Device Portal Management  pxGrid§  system

» Identites  Groups  External Identity Sources  Identity Source Sequences  » Settings Dveployvment
e Llcensmg
Certificates
Logging
Identity Groups User Identity Groups Maintenance
[ - p] Upgrade
= Backup & Restore
vikzv O JEdit dbAdd | Y Delete v @almport Admin Access
» [ Endpoint Identity Groups = | Settings
ame
» || User Identity Groups pes Identity Management
O & ADmin7 Identities
[0 28 ALL_ACCOUNTS (default) Grou
= - pS
O 58 Employee External Identity Sources
[ 58 GROUP ACCOUNTS (default Identity Source Sequences
- = Settings
O 28 GroupAdmin

v Tao 2 group cho user adminvnpro va user guest:
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tece’  Identity Services Engine

Home » Context Visibility

» Operations » Policy ¥ Adm

» System = ~vldentity Management | » Network Resources  » Device Portal Management  pxGrid Services
» Identites  Groups  External Identity Sources

|dentity Source Sequences P Settings
e
Identity Groups User Identity Groups > New User Identity Group
Identity Grou
(= o) ty p
AviEy iéév * Name |Group_Admin |
» || Endpoint Identity Groups
— e . - Description | Group for user admin
¥ || User Identity Groups
&L ADmin7
= ub Cancel
SR ALL_ACCOUNTS (defautt) iy | Concel |

tsco  Identity Services Engine

Home » Context Visibility

» Operations » Policy
» System = ~ldentity Management | » Network Resources  » Device Portal Management  pxGrid Services

» Identities  Groups  External Identity Sources  Identity Source Sequences  » Settings
_———

Identity Groups User Identity Groups > New User Identity Group

Identity Grou
(= o) ty p

= "
- Vv E-v MYl
¢ -

e * Name | Group_Guest |
» | | Endpoint Identity Groups
5 ¢ < Y 2 Description | Group for user guest
v [ User Identity Groups
&R ADmin7 S
- Submit Cancel
5 ALL ACCOUNTS (default) - I—J

v Vao Identities - Add - Tao user adminvnpro:

Website: wwv

vn | Forum: www.vnpro.org | Video: ht
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‘thehe  Identity Services Engine Home » Context Visibility » Operations » Policy v Administration » Work Centers

» System = ~ldentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

v |dentities  Groups  External Identity Sources  Identity Source Sequences  » Seftings
EE——
(<]

Ve Network Access Users List > New Network Access User
w Network Access User

Latest Manual Network Scan Results

* Name I adminvnpro

Status Enabled

Email |

w Passwords

Password Type: Internal Users v

Password Re-Enter Password

] VnPro@123 |

«e VnPro@123 | | Generate Password | i

* Login Password

Enable Password | | | | [ Generate Password | i

» User Information
» Account Options
» Account Disable Policy

w User Groups

: |Group_Admin vl

(G

Trong do:
° Password Type: Internal Users

L User Group: Group Admin
Tuong tu, ta cling tao thém user guest véi User Groups 1a Group Guest:

w MNetwork Access User

* Name | guest

Status Enabled

Email |

w User Groups

| Group_Guest O|

=)

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http / utube.cor prol49
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v Két qua:

bt [dentity Services Engine

Home » Context Visibility » Operations » Policy ¥ Administration

» System | ~ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Thr
v |dentities  Groups  External Identity Sources  Identity Source Sequences P Settings
e}
(<]
Network Access Users
Users

Latest Manual Network Scan Results

J Edt dpAdd | Echange status v @oImport  @oExport v M Delete v {3 Duplicate

Status Name De.. | F.w  LastNa.. | E.. User Identity Groups
O Enabled ¢ adminvnpro Group_Admin
O Enabled ¢ guest Group_Guest

v Tiép theo, ta vao Work Center - Device Admin Policy Sets > bam ( +):

< C A Notsecure | 10.215.26.49/admin/#workcenters/workcenter_device_administration/workcenter device administration,

“hal |dentity Services Engine

Home » Context Visibility » Operations » Policy » Administration ¥ Work Centers

» Network Access  » GuestAccess P TrustSec » BYOD  » Profiler  » Posture = v Device Administration | » PassivelD

» Overview  » |dentities  User Identity Groups  Ext Id Sources  » Network Resources  » Policy Elements  Device Admin Policy Sets  Reports

- 1
Poth

+ Status  Policy Set Name Description Conditions /
s ©  PoicyforTacacs ——— 2 Pat tén cho policy -+
@ Default Tacacs Default policy set

v Tao policy nhu sau:

Conditions Studio 1. Click vao chon DEVICE: Device Type

Library Editor
(€
Search by Name

Click to add an attribute

08020 HEBFRERECLOER

Equals v Attribute value

No conditions found - reset filters.

2. Click vao chon All Device Types

New AND OR

Z

3
v Sau khi click “AND” ta chon “New” va thiét 1ap nhu sau:

ite: www.vnpro.vn | Forum: www.vnpro.org | Vi 1tube.con
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DEVICE-Device Type

Equals v All Device Types v

Network Access-Protocol

Eq uals v TACACS+ v

AND v AND v

New AND OR

New AND OR

Set to 'ls not' Duplicate @

v Sau d6 bam “Use”, ta duoc két qua:

‘asce’ Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access b GuestAccess P TrustSec » BYOD  » Profiler » Posture | v Device Administration | » PassivelD

Click here to ¢
» Overview b Identities  User Identity Groups  ExtId Sources  » Network Resources  » Policy Elements  Device Admin Policy Sets  Reports  Settings
e,
Policy Sets Click vao chon "Default Device
Admin"
+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence

E; DEVICE-Device Type EQUALS All Device Types
Kd @ Policy for Tacacs AND Select from fist v o+
E Network Access-Protocol EQUALS TACACS+

(o] Default Tacacs Default policy set Default Device Admin x v i

v/ Sau d6 save lai.

v Sau d9, ta click vao miii tén qua phai cua policy vira mdi tao:

Allowed Protocols / Server Sequence Hits  Actions View

Default Device Admin x v == 0 {:}

Default Device Admin x v o= 0 ﬁ' >
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<« C A Not secure | 10.215.26.49/admin/#workcenters/workcenter tration_policy_sets_new % o B QO F m

“dseh Identity Services Engine Home b ConlextVishifty  » Operaions  » Poicy  » Administration [REGee License Waming A

» Network Access  » GuestAccess » TrustSec » BYOD » Profiler » Posture v Device Administration b PassivelD
Click here to do wireless setup and visibility setup Do not

» Overview  » Identities  User Identity Groups  Extld Sources  » Network Resources  » Policy Elements  Device Admin Policy Sets  Reports  Settings
Policy Sets = Policy for Tacacs ‘
Status  Policy Set Name Description Conditions Allowed Protocols / Server St
B DEVICE Device Type EQUALS All Device Types

Default Device Admin

(©] Policy for Tacacs AND

[A  Network Access-Protocol EQUALS TACACS+

¥ Authentication Policy (1)

+ Status Rule Name Conditions Use

Internal Users xv

7 ©  Defaut N
Options

v Tiép theo, ta ciu hinh phan Authorization Policy:

¥ Authorization Policy (2)

/

Status Rule Name Conditions

1

s @  AdminPriviege 15— 2 D3t tén +

@ Default

v CAu hinh conditions nhu sau:

Conditions Studio

Library Editor
Seaich by Name IdentityGroup-Name ‘
9H0|sje BuEF = SR & Equals v x User Identity Groups:Group_Admin i
E EAP-MscHAPV2 @ Set to 'ls not! Duplicate m
EAP-TLS @
Guest_Flow 6]

New AND OR

Network_Access_Authentication_Passed @

v Sau d6 bAm “Use” dé quay lai muc Authorization Policy, & muc bén phai, ta

chon command set 14 “CommandSet15” va shell profile 1a “Shell 15”.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://ww : (@vnprol49
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Results
Status  Rule Name Conditions Command Sets Shell Profiles
@  Admin Privilege 15 &% IdentityGroup-Name EQUALS User Identity Groups:Group_Admin « CommandSet15 + Shell 15 x v [
®  Default * DenyAlCommands - Deny All Shell Profile x v &+

v Tuong tu vy, ta cling tao Authorization Policy cho account guest:

IdentityGroup-Name

a2

. amm
Equals v x User |dentity Groups:Group_Guest HH
' 1] H
Set to 'ls not Duplicate Save
New AND OR
Results
3
Status Rule Name Conditions Command Sets Shell Profiles Hits  Actions
/7 ©  GuestPriviege 7 k& IdentityGroupName EQUALS User Identity Groups:Group_Guest * CommandSet7 + || shei7 «v o+
©  Admin Privilege 15 & IdentityGroup Name EQUALS User Identity Groups:Group_Admin x CommandSet15 +  shelts v & 0
©  Defaul x DenyAllCommands - Deny Al Shell Profile x v [ 0

v Sau d06 ta save lai.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htty w.youtube.com/(@vnprol149
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Chi dinh TACACS+ Server cho Switch:

Switch(config)#aaa new-model
Switch(config)#tacacs server ISE
Switch(config)#address ipv4 10.215.27.205

Switch(config)#key ciscol23

Céu hinh Switch xc thue véi ISE bing giao thirce TACACS+:

Trén Switch, ta dung cac 1énh sau:

Switch(config)# aaa new-model
Switch(config)# aaa group server tacacs+ ISESRV
Switch(config-sg-tacacs+)# server 10.215.26.49

Switch(config-sg-tacacs+)# exit

Switch(config)#aaa authentication login VTY group ISESRV local

Switch(config)#aaa authorization exec VTY group ISESRYV local if-authenticated

Switch(config)#aaa accounting exec default start-stop group ISESRV

Switch(config)#aaa accounting commands 1 default start-stop group ISESRV

Switch(config)#aaa accounting commands 15 default start-stop group ISESRV

Switch(config)#aaa accounting network default start-stop group ISESRV

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Switch(config)#aaa accounting connection default start-stop group ISESRV

Switch(config)#aaa accounting system default start-stop group ISESRV

Céu hinh telnet cho Switch:

Switch(config)#line vty 0 4
Switch(config-line)#login authentication VTY
Switch(config-line)#authorization exec VI'Y

Switch(config-line)#exit

v Ta ding PC telnet vao Switch thong qua IP ma VnPro network cap voi

username la adminvnpro password la VaProw123:

Telnet 10.215.24.154

v G0 “?” dé kiém tra cac 1énh user nay c6 thé sir dung, ta thay user adminvnpro
co thé dung tat ca cac 1énh:
v Takiém tra Tacacs+ log trén cisco ise: Operation->Tacacs->Live logs duoc

nhu sau:
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Live Logs
Live Sessions Refresh | Never v | show| Latest20 records V| Within | Last 3 hours v

O Refresh 3 Export Tov Triter~ K~
Logged Time Status Details Usemname Type Authentication Policy Authorization Policy Ise Node Network Device . Network D -

8 v v se Node
Jun 18, 2020 12:26:28.073 AM a — Authorization tacacescuatin >> admin7 Cisco-ISE-1 switch238 10215142
Jun 18, 2020 12:26:28.051 AM a —_— Authentication NN - > Default Cisco-ISE-1 swilch238 10215142
Jun 18, 2020 12:26:21.187 AM [ a _— Authentication NN - Default Cisco-ISE-1 swilch238 10.215.142
Jun 18, 2020 12:25:57.262 AM a — Authorization tacaccscuatin >> admin15 GiscoISE-1 switch238 10.215.14.2
Jun 18, 2020 12:25:57.230 AM a — Authentication ISR - Defaut Gisco-ISE-1 switch238 10215.142

v Dau tick mau xanh cho thdy di pass xdc thwe néu mau dé la chua hoan tdt

lab
v Hoan tat bai lab.
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