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Lab - Bao mat dir liéu trong Ansible playbook véi
Ansible Vault

I. Y twéng:

Dua trén bai lab HSRP trude ddy. Ta s& dé ssh username, ssh password va
enable password vao 1 file riéng ma khong nam chung file chtra IP cac thiét bi. Sau
d6 s€ ma hoa file nay véi Ansible Vault. Muc dich chinh 1a bdo mat thong tin

tranh bi tan cong.

So d6 mang:

Personal Computer

Mo ta:

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https:/www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

{NPWO DC:  276- 278 Ung Van Khiém, P. Thanh My Tay, Tp. Hb Chi Minh
B iy

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

- Sodd gém 1 Router, 2 Distributed Switch, 2 Access Switch, 2 PC cho 2 Vlan,
dugc két ndi voi Ansible Server. M hinh thyc hién trén Linux OS va cac thiét
b1 do.

II.  Yéu cau:
Bai lab duogc thuc hién trén moi truong Linux. May thuc hién da dugc cai Ansible.

May két ndi dugc dén cac thiét bi bang cac cong cu nhu Putty hay CLI.

- Thuc hién cac cong viéc sau:
o Cac cl phap co ban véi Ansible Vault.
o Tao file playbook pass.yml.
o Chay playbook da dugc ma hoa.

Cac buoc thuc hién:
Céu hinh Router va 4 Switch, cac ban tham khao bai trude:

https://www.forum.vnpro.org/forum/ccna%C2%AE/devnet-associate/421460-lab-

QuUBE1%BA%A3N-1%C3%BD-v%C3%A0-tri%E1%BB%83n-khai-t%E1%BB%B1-

%C4%91%E1%BB%99ng-h%E1%BA%AL-t%E1%BA%A7Ng-M%BEL1%BA%A1ng-d%C3%BIng-

ansible

Code cac file thyc hién, cac ban ¢ thé tham khao & day:

https://github.com/vnpro149/Ansible/tree/master/HSRP

Luwu y trong khi viét file playbook thue thi tic vu:

- Thém khai bao file vao code doan sau trudc mdi phan tasks trong file
playbook dé bao mat cho céc tac vu khi thuc thi cac cau hinh 1én thiét bi:
name: A5l
hosts: AS1
gather_facts: no
vars_files:
- pass.yml
tasks:
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- Day la khai béo file pass.yml dé 14y ssh user, ssh password, ... néu dit file

khong nam chung véi file playbook, ta can khai bao duong dan chinh xéac

dén vi tri file vd: roles/group_vars/pass.yml

- Céc giai thich chi tiét vé cu phap file YAML di c6 & bai trude, néu quén, cac

ban ¢6 thé xem lai

- Tao file playbook 1a pass.yml chira cac thong tin can bao mat: ssh username,

ssh password, enable password, sudo password, ....

Mot vai ¢t phap co ban khac khi dung Ansible Vault:

Buwére 1: Tao file Ansible Vault

- Pé tao file Ansible Vault gdm 2 cach:

(@)

Cich 1: Tao playbook nhu binh thudng bang bét cit cong cu editor nao
ban mudn: vi, vim, nano,.... sau d6 ma hoéa file d6 v&i Ansible Vault
bang cau lénh: sudo ansible-vault encrypt <filename>.yml

Cach 2: Tao 1 file Ansible Vault vo1 cau 1énh: sudo ansible-vault create
<filename>.yml. Tuy nhién, cach nay mac dinh ansible s& chon vi [am
editor. Cac ban c6 thé chinh thanh editor minh mubn trong file
~/.bashrc: sudo nano ~/.bashrc va thém dong export EDITOR=nano

hodc bat ctr cong cu editer nao ma ban mudn.

-  Dé sura file:

(@)

@)

(@)

@)

@)

sudo ansible-vault edit <filename>.yml hoac don gian la giai ma file va
stra no, sau d6 ma hoa lai.

Ma héa file: sudo ansible-vault encrypt <filename>.yml

Giai ma file: sudo ansible-vault decrypt <filename>.yml

Thay d6i mat khau ma héa: sudo ansible-vault rekey <filename>.yml

Xem ndi dung file d@ ma hoa: sudo ansible-vault view <filename>.yml

e Luwu y: cic cau 1énh rekey, encrypt, decrypt co thé sir dung cho nhiéu file

cung 1 luc, vd: ansible-vault rekey filel.yml file2.yml

Noi dung file pass.yml cua minh:
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ansible ssh user: admin
ansible ssh pass: 123

ansible_become password: 321

Noi dung file pass.yml sau khi ma hoa:

khoa@ubuntu sudo cat pass.yml
SANSIBLE VAULT;1.1;AES256
64353832653530336535373232646636656161626161633038346337656164393133663539326235
3530616136646463373362373534643834393738616361650a626562333930313565343838373462
64666433343166306264393638653161653263373634353263643962643037313937613663663164
6135643338643535330a323236663132333761663038633766316538303038653739666530323764

30623232623563356561313432633738306636646334303739383238303935383362383265383839

62366339346534613435373266643130346462326635333065313038333834353938383363316361
6 6432616361363135383063363534613037356166643461346162333264306362663730326363
6630663662313036333630623761383938313064393962663063633766303661333832393165

Luwu y: can ghi nhé mat khau ma hoa. C6 thé dat nhiéu password cho 1 file.
- Chay cac playbook véi pass.yml da dugc ma hoa.

sudo ansible-playbook <filename>.yml --ask-vault-pass sau d6 nhap mat khau

ma hoa
- C6 thé luu mat khau ma hoa riéng & 1 file hodc 1 script va chay véi 1€nh sau:
sudo ansible-playbook <filename>.yml --vault-password-file password.txt
hoac
sudo ansible-playbook <filename>.yml --vault-password-file password.py
Giai thich:

- -vault-password-file 12 1iy password file chira password.

- -ask-vault-pass 1a cho nhap password khi chay

Két qua:

- Chay file AS.yml:
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TThunderbirdMailig ed/1 - €0/2 sang mode Lrunk] ****kxdskrkdkasksdrhrdrrkrhskrrss
: [As2]

[SHOW Trunking] o ek s ek sk koo ek ke ek ke ek

K [@bgq] kb ekt ek ek e ok ek ek ke ek ok ek ek ek ok ke

PLAY RECAP 3k e e e e e e e e e oo e o e e e e o e e e e o e e e o o ok
unreachable=0 failed= skipped=0 rescued=0 ignored=
unreachabl: skipped=0

TASK [Creat VLAn On DS ok ekt ok e e ek ook ok ok e e o o ok ok e ok e ek e
[Set mode trunk ON DS2] #**#kkdkdsskskh b bk dsdadkhdh bk bk A Ak HEHERHRHERE R I IR KR AR A HE IR HR AR A FEHER AR AR A FEFER AR AR AL FE AR
[Chuyen cong eB/1 - e8/3 sang mode Lrunk] ****FxExdkadkadds stk r kXX AFAKIEXERH XA IHHHKIEIERH KA IRHREIEIERH KA K RKREHEIERH KA AR AL HER
[SHOW VLGN On DS sk ek ekt ok e kb e ok ok e ok e o e o ok ok ok ek e o ke e ke
[HSRP V0an 10] ***#*#sksksadaddsdssdhdhah bk dsd sk hdhdh bk d kA h b ddhdh o kA AR R AR EREE AR I IR AR HE AR FEFERER AR R FEFER AR AR R EHE AR
[HSRP V0an 20] ***#dstedkakakdsd sk hdkakakdkdkk kA £ XX IAHAKIEIERHRA IR RAIEIERERH IR R I IERHEH IR R I IERE R A IR R I IERA R AR R AL AR
L R
TR R
[Set Ethernetl/0 IPv4 address] **#xtxtkskaddsdsddhdkakakrkdkhdhERFRXXAKAKIEXERHRHIHKHAHEXERH KA IRHREIEIERA KA I AR I HERA KA KRR AL HER

PLAY RECAP %% ok sk ok sk ok ke ook ok ook ook oo ok oo oo koo ok ok o ok ok oo ook ook sk oo koo koo ko ook ok ook ek ook

unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
unreachable=0 faile skipped rescued=0 ignore

Chay router.yml:
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t fastEthernet1/0 IPv4 address] ik ik ik ik ki hhhookdohook i koo ik ook dok ok dedek kb ko e ook ek ek ek ek ke
[Router]
IR D e S e S e T

+

QSPF FO 1] ik ook ook ek kb ek ek sk b ek ek ek
ter]
R R e e

[SROW LP] sk desk otk ek kb bbbk e ek ke kb ek

L@ ¢ ket ke e e ke e ook ek ek ke e ok e e e e e e e ke e e e e e e o ks ok ke ek ek ok ek o

PLAY RECAP ke sk ks ok ok ok koo ok ook ob ok ok ook ook oo ok ok ook ook oo ok ok ok koo o e ok ook ok ko e ook ek ok ook ook oo ek kb ek

H chan 7 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
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