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LAB — Cau hinh WCCP véi Cisco switch layer3 giao tiép véi WSA
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Budc 1: Thuc hién ciu hinh trén switch layer 3 Cisco

Set up service number 14 91 & global config mode trén switch. Tién hanh tao access list dé giGi
han céac ip dugc di net ( & day chung ta cau hinh permit any dé thuan tién).

no aaa new-model

system mtu routing 1504
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ip routing

ip wccp 91 redirect-list wsa

!

ip access-list extended wsa
permit tcp any any eq ww

permit tcp any any eq 443

Trén cong nhan goi tin di web tir client va web server, ta ciu hinh weep inbound dé chuyén cac
g0i vé& wsa phan tich trudc khi cho phép di.(Trong lab 1a cong Fa0/1 va Fa0/3)

interface fastethernet0/1
no switchport
ip address 10.0.1.1 255.255.255.0
ip wcecp 91 redirect in
!
interface fastethernet0/3
no switchport
ip address 10.0.3.1 255.255.255.0

ip wccp 91 redirect in

Céu hinh dinh tuyén RIP dé quang ba cac 16p mang cho router

router rip
version 2
network 10.0.0.0

no auto-summary

Budc 2: CAu hinh router

Céc cAu hinh bao gém : dat ip , nat , dinh tuyén rip va quang ba default route tir ISP vé
LAN(default-information originated).
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interface FastBthernet0/0
ip address 10.0.5.2 255.255.255.0
ip nat inside
ip virtual-reassembly
duplex anto
speed auto
!
interface FastBthernet0/1
ip address dhep
ip nat outside
ip virtual-reassembly
duplex anto
speed auto
!
interface Seriall/1/0
no ip address
shutdown
clock rate 2000000
|

ronter rip

version 2

network 10.0.0,0
defanlt-information criginate
no anto-summary

|

|

!

no ip http server

no ip http secure-server

ip nat inside source list 1 interface FastBthernet0/1 overload
|

access-list 1 permit any

Budc 3: Thiét lap WCCP trén WSA virtual
Sau khi set up IP cho wsa qua CLI , ta tién hanh truy cap vao web dé cau hinh WCCP.

Chon Network -> Transperent redirection
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Web Security Appliance is getting a new

" Reparting Wieb Security Manager Securty Services  [NTEUTU  Svstem Adminisiraion

Inerlaces
Edit Web Proxy Settings Reutez
ons
Webs Praxy Settinas High Avaiabity
 Enable Proxy e
[p— Upstream ramy

T External OLP Servers
Web Traffi Tap
Cartificate Managament
Cisco Dafanse Orchastrator
Identification Services
Authansication
1dersity Frovider for Saas

Advanced Settings

Persistent Connecton Tmeouts | clu side:  [50 I

Server Sider 500 seconds

In-Use Connection Timeouts | ciues sige:  [30 I

ServerSde: [0 seconds

E T L p————
Generate Hesdersi | y o yardad-For Send @ 0o Mot Send

Request Side VIA: @ Send ) O fot Send

Respense Side VIa: @ Send O Not Send

Use Recaived Hoaders: | (7] Enabie dentfication of Client IF Addresses usng X-Forwardad-For

Trusted Downstream Proxy or Laad Balancer |_add fow

Range Request Forwarding:

i save bandwidkh, but may resu

Web Security Appliance is getting a new look. Try it |

'S Reporting Web Security Manager Security Services Network System Administration

Edit WCCP v2 Service

WCCP v2 Service
Service Profile Name: | fwece

Service:

© Standard service 1D: 0 web-cache (destination port 80)

Oynamic serviee 10 B |1-255

Port numbers:  [g0,443
(up t0 8 port numbers, separated by commas)

Redirect based on destination port

Redirect based an source port (return path)

For IP spoofing, define two services, one based on destination port and another based on
source port (return path).

Load balance based on server address

) Load balance based on client address

Applies only if more than one Web Security Appliance is in use.

Router 1P Addresses | 10.0.1.1

Enter either 1Pv4 or IPv6 addresses; IP address familiss may not be combined within 3 single service profile. Separate
multiple entries with line breaks or commas.

Router Security: | [ gnable security for Service

Passphrase!
The passphrase must be between 1 and 7 characters lang.

Confirm Passphrase:

» Advanced: | Optional settings for customizing the behavior of the WCCP vz Router.

Copyright © 2003-2019 Cisco Systems, Inc. Al rights reserved. | Privacy Statement

Thiét 1ap nhu anh bao gém : service mode 12 91 , Redirection based on Dest port ( dé kiém soat
nhting truy nhap di web http (80) https(443)). Sau d6 chon Submit.

Tiép tuc chon Security Services -> Web proxy -> Edit Setting.
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Security Appliance is 19 3 new look. Try it | e ——

Reporting

Web Security Manager

Edit WCCP v2 Service

Service Profil

Router 17 Addresses:

Router Security:

Proxy Settings.

FTP Proxy
TIPS Proxy

SOCKS Proxy

PAC File Hosting

Policy Services

Acceptable Use Contrals
Ants-Malware and Reputation
Oata Transfer Fiters.
AnyConnect Secure Nabilty
End-User Notification

L& Traffic Monitar
SenzorBase

Reporting

Cisca Cloudiock

Cisco Cogniive Threet Ansiytics

10011

Enatle Security for Service

Passphease: [

System Admistration

web-cache (destination port 80)

o oaass

Lod balance based on server address
Load balance based on dient address

How-Tos

b Advanced:

Confiem Passphease: [

Optional settings for customizng the behavior of the WCCP v2 Router.

‘Copyright € 2003-2019 Cisco System. inc. Al rights resarved.

| Privacy Statement

Ta thiét 1ap nhu anh du6i. Sau d6 nhan Submit va Commit Changes.

£ Cisco Web Secuity Virtual Ap: X
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Web Security Appliance is getting a new look. Try it |

Wieb Security Manager

Reparting Securiy Services Netwark

Edit Web Proxy Settings

Wieb Praxy Settings

System Admnisirstion

Basic sertings
HITP Parts to praxy:

Caching:
Praxy Mode:

1P Spoafing:

Persistert Connectian Timeout: (7

In-Use Cannectan Timeous: (7

‘Smutaneaus Persistent Connections:

Generate Hesders:

Use Received Hoaders:

Advanced Settings

| Server Manimum Number: [5a0

[

® Traasparent

Radire: an in Farward made,

Enabia 1P Spoofeg

i For Transparent Conractions Orly

Cliort Side:  [350 snconds
Server Sider [300 seconds
Cliert Side:  [300 secands

Server Side: [500 seconds:

X-Forwardad-For Send @ 0o ot Send
® send

Response Side VIA: @ Send

Requast Side VIA; O et Send
O ot Send

Enable Identfication of Ciient IP Addresses usng K-Formarded-For

Trusted Downstream Proxy or Laad Balancar

Add Row

—

Range Request Farwarding: | [7] Enable Range Request Farwarding

Budc 5: Tién hanh bt goi tin trao d6i WCCP giita switch va WSA
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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[i |woqlz . m '] Expression +

Mo. l&‘ Source Destination Protocol  Length Info

- 7 7.16@8258 18.8.1.3 16.6.1.1 WCCP 178 2.8 Here I am
8 7.163819 10.6.1.1 10.6.1.3 WCCP 162 2.8 I see you
22 17.155934 18.9.1.3 16.6.1.1 WCCP 174 2.8 Here I am
23 17.185681 18.8.1.1 16.8.1.3 WCCP 198 2.8 I see you
34 27.129814 18.6.1.3 16.6.1.1 WCCP 178 2.8 Here I am
35 27.133127 16.8.1.1 18.6.1.3 WCCP 198 2.8 I see you
39 33.143431 10.0.1.3 10.6.1.1 WCCP 658 2.8 Redirect assign
43 37.150831 18.9.1.3 16.6.1.1 WCCP 698 2.8 Here I am
44 37.152325 18.8.1.1 16.8.1.3 WCCP 718 2.8 I see you
51 47.150642 19.6.1.3 10.6.1.1 WCCP 698 2.8 Here I am
52 47.153676 16.6.1.1 18.6.1.3 WCCP 718 2.8 I see you
57 57.15e884 18.8.1.3 16.8.1.1 WCCP 698 2.8 Here I am
58 57.153334 16.0.1.1 16.6.1.3 WCCP 718 2.8 I see you
65 67.177288 18.8.1.3 18.6.1.1 WCCP 698 2.8 Here I am
66 67.179887 10.6.1.1 10.6.1.3 WCCP 718 2.8 I see you
71 77.152763 18.9.1.3 16.6.1.1 WCCP 698 2.8 Here I am

5 72 77.154968 18.8.1.1 16.8.1.3 WCCP 718 2.8 I see you

Frame 7: 178 bytes on wire (1424 bits), 178 bytes captured (1424 bits) on interface @

Ethernet II, Src: 50:00:00:01:00:01 (50:00:80:01:80:01), Dst: Cisco f8:cl:cl (18:8c:cf:f8:cl:cl)
Internet Protocol Version 4, Src: 18.8.1.3, Dst: 18.8.1.1

User Datagram Protocol, Src Port: 2848, Dst Port: 2848

Web Cache Communication Protocol

VW W VY

5000 18 8c of T8 cl cl 50 @0 00 Bl B0 01 B3 80 45 0B "
6010 @8 a4 2f 77 @0 80 40 11 34 cf Ba B0 Bl B3 Ba BB

0020 @1 @1 B3 90 B8 @0 9@ 99 d7 1d B0 B0 PO Pa B2 BB

0050 @@ B 0O B0 @0 B4 00 @B 0D B9 B0 Bl B9 18 B1 Sb

pe4e o 86 00 oo oo 12 [ENEE @1 bb 00 00 00 0O BB PO

0050 @B G BB 0O B0 B0 0@ @3 BB 2c Ba B0 Bl B3 0O 0B

0PG50 @9 @5 B9 B0 B PO 0@ 0O 0P BP B0 PO DO 0O 0 BF

0070 @ B 0O 0O GO G 0D OO 0O BB OO BO BB DD BO BO - oo

0050 @B G B0 Bl GO O O ©5 DO BC OO BB BB BD BO BO oo ooooe- .
@ 7 wireshark - 2019101120054 a15932.pcapna || Packets: 75 - Displaved: 17 (22.7%) || Profile: Default
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