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LAB - VIET CHUONG TRINH DUNG NGON NGU PYTHON
SU DUNG RESTCONF PE THUC HIEN CHINH SUA IP VA
SUBNET MASK TREN THIET BI SANDBOX CISCO

I. So do

Hinh 1: So d6 bai Lab

I1. M6 ta
- S0 @6 bai thyc hanh gdm 1 PC va 1 thiét bi chay h¢ diéu hanh I0S XE dugc dau

ndi véoi nhau nhu hinh 1.

- Trén so d0 nay, hoc vién thuc hién két ndi dén thiét bi mang, viét chuong trinh dé
thay d6i dia chi IP bang ngon ngit Python.

- May PC phai dép (mg yéu cau da cai dat tram lam viéc cho developer.

II1. Yéu cau k¥ thuat
- Hoc vién thyc hién két ndi may tinh dén Agent bang mang Internet.
- Cai dat thu vién requests trén may tinh.
- Viét code bang Python thuc hién yéu cau:
+ Ly danh sach céc cong.
+ Hoi user chon céng mudn chinh stra dja chi IP.
+ In ra thong tin ciia cong da chon.
+ Yéu cau nhéap IP va Subnet mask.
+ Gui c4u hinh cong 1én server.

+ In két qua cong sau chinh stra (c6 thé dung lai ham & yéu cau s6 1).
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IV. Cac buéc thuc hién
4.1. Cai dat thuw vién

Thuc hién cai dat thu vién nhu cac cong doan da trinh bay ¢ Lab 13.

4.2. Viét chwong trinh

- Import cac thu vién va khai bao cac thong tin can dé giao tiép véi thiét bi:

import Jjson
import requests
import sys

requests.packages.urllib3.disable warnings ()

HOST = 'ios-xe-mgmt.cisco.com'
PORT = '9443"

USER = 'developer'

PASS = 'Clscol2345'

Host, port, user, pass la cac thong tin 1ay duoc & phan C.

Xac dinh cong Management (dé ngudi ding khong duoc chon cong do dé chinh sira):

|MANAGEMENT_INTERFACE = "GigabitEthernetl" |

Tao url base:

| url base = "https://{h}:{p}/restconf".format (h=HOST, p=PORT) |

Khai bao headers:
headers = {'Content-Type': 'application/yang-data+json',
'Accept': 'application/yang-data+json'}

Ham lay danh sach cac cong:

def get configured interfaces():
url = url base + "/data/ietf-interfaces:interfaces"

response = requests.get (url,auth=(USER, PASS),headers=headers,
verify=False)

return response.json() ["ietf-interfaces:interfaces"]
["interface"]
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- Tao url dé guri bang cach ndi thém phan can thiét vao url base.
- LAy thong tin bing get bao gdm url, authentication(user va pass), headers,verify.

Céu hinh IP cong:

def configure ip address(interface, ip):
# RESTCONF URL cua cdng

url = url base + "/data/ietf-interfaces:interfaces/interface
={1i}".format (i=interface)

#Tao payload dé& suta IP
data = {
"ietf-interfaces:interface":{
"name": interface,
"type": "iana-if-type:ethernetCsmacd",
"ietf-ip:ipv4":{
"address": {
"ip": ip["address"],

"netmask": ip["mask"]

}

}
#Dung PUT dé& chinh sua

response = requests.put (url,auth=(USER,PASS),headers=headers,
verify=Fals, json=data)

print (response.text)

Vao MG-Soft NetConf Browser dé biét cach viét phan payload (chon ietf-
interfaces):
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MG MG-SOFT NetConf Browser Professional Edition - default = o X
File Edit Module Tools Window Help
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"ietf-interfaces:interfaces":{
"interface":[

%

"name" : "x",
"description”:"x",
"type":"iana-if-type:vdsl2",
"enabled":false,
"link-up-down-trap-enable":"disabled",
"ietf-ip:ipv4":{
"enabled" :false,
"forwarding":false,
"mtu":68,
"address":[
{
['ip":"136.122.166.54",
"prefix-length":0

1,

Luu y:

"type": "iana-if-type:ethernetCsmacd" do Router trén sandbox su dung loai
cong nay.

"netmask": ip["mask"] do bai lab nay yéu cau nhap netmask.
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Lay thong tin chi tiét ctia cong da chon:

def print interface details (interface):

url = url base + "/data/ietf-interfaces:interfaces/interface
={1}".format (i=interface)

response = requests.get (url,auth=(USER, PASS),
headers=headers,verify=False)

intf = response.json () ["ietf-interfaces:interface"]
print ("Name: ", intf["name"])
try:

print ("IP Address: ", intf["ietf-ip:ipv4"] ["address"][0]
["ip"], "/",intf["ietf-ip:ipv4"] ["address"][0] ["netmask"])

except KeyError:
print ("IP Address: UNCONFIGURED")

print ()

return (intf)

Chi lay phan IP va netmask nén ta s& vao toi phan [ip] va [netmask] ciia intf.

- Hoi ngudi dung chon cong nao (Néu chon cong Management thi phai chon lai):

def interface selection(interfaces):

sel = input ("Ban mubn cdu hinh véi cbdbng nao? ")

while sel == MANAGEMENT INTERFACE or not sel in [intf["name"]
for intf in interfaces]:

print ("INVALID: Select an available interface.™)

print (" " + MANAGEMENT INTERFACE + " is used for
management.")

print (" Choose another Interface")

sel = input ("Ban mubén cdu hinh véi cbdng nao? ")

return (sel)

O day ta s& sir dung vong lip while dé bit ngudi dung nhap lai néu chon cong
management hozc nhép sai chinh ta tén cong.
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- Yéu cau ngudi dung nhép IP va Mask:

def get ip info():

ip = {}

ip["address"] = input ("Nhép IP address: ")
ip["mask"] = input ("Nhdp subnet mask: ")

return (ip)

- Ham main:

def main() :
#L4y danh sach cac cdéng

interfaces = get configured interfaces/()

print ("Router cé nhiing cdng sau: \n")
for interface in interfaces:
print (" * {name}".format (name=interface["name"]))

print (nu)

#Hd1i user chon cbng nao
selected interface = interface selection(interfaces)

print (selected interface)

#In ra théng tin cua cbdng da chon
print ("Théng tin cdng hién tai:")

print interface details(selected interface)

#Yéu cdu ngudi dung nhdp IP va Mask

ip = get _ip info()

#Gui cdu hinh cbng 1é&n server
configure ip address(selected interface, ip)

#In két qua

print ("Théng tin cdng sau cdu hinh:")
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print interface details(selected interface)

if name == "' main ':

sys.exit (main())




