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Bai Lab Bao Mat DNS

+ Tw tay cdu hinh DNS véi CoreDNS + Unbound + mé phéng tdn céng DNS Cache
Poisoning + trién khai DNSSEC

Hi€u dung ban chat DNS va nguy co bj tan cong

DNS (Domain Name System) gitip chuyén déi tén mién dé nhé (nhw www.cisco.com) thanh
dia chi IP (nhw 203.0.113.100). Tuy nhién, DNS ciing 12 m6t muc tiéu hdp dan cho tin cong
"DNS Cache Poisoning", noi attacker chén ban ghi gia vao cache ctia resolver va danh ltra
client truy cap vao trang web gia mao.

Vi du: ban g6 www.cisco.com nhung bi din dén trang gia mao dé 1dy cip tai khoan!

Muc tiéu bai lab

- C4u hinh hé thong DNS v&i CoreDNS (server) va Unbound (client resolver)

- Phéan tich géi tin DNS d€ hiéu ré qua trinh phan giai tén mién

- M6 phong tin cong DNS Cache Poisoning

- Ap dung cac bién phap phong vé: DNSSEC, random héa truy van, quan ly cache
- Trién khai DNSSEC dé bao vé do tin ciy cia phan hoi DNS

Client DNS Server Real Website

1. Request to
Real Website

i

3. Resolve to

2. Inject Malicous Malicious Website

DNS Entry

(i
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Chuan bi Lab

Mo6i treong gom:

- 2 may Linux Alpine (Client va Server)
- 1 router lam NAT (IGW)

- Switch két n6i ndi bd

C&u hinh IP ndi bd: 192.168.1.0/24
X4c minh két n6i Internet:

““bash
ping 8.8.8.8

Néu dung Cisco Modeling Labs (CML), ping c6 thé bi chdn — béd qua.

Cai dat CoreDNS (DNS Server)
Trén may Server:

““bash

sudo apk update

sudo apk add coredns

C4u hinh Corefile:
““bash
cat <<EOF | sudo tee /etc/coredns/Corefile
A
forward . 8.8.8.8 {
}
cache 30
log

}
EOF

Khéi chay CoreDNS:
““bash
sudo coredns -conf /etc/coredns/Corefile
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Cai dat Unbound (DNS Resolver trén client)

. E0/0 .Q

192.168.1.254 I@V internet

EO0M

i. LAN o=

client server

192.168.1.10 192.168.1.1

Trén may Client:
““bash

sudo apk update

sudo apk add unbound

ASNN

Tao file cAu hinh:
““bash
cat <<EOF | sudo tee /etc/unbound/unbound.conf
Server:
forward-zone:
name: "."
forward-addr: 192.168.1.1

EOF

ASNN

Khéi dong Unbound:
““bash
sudo rc-service unbound start

ASNN

C4u hinh hé diéu hanh s dung localhost lam DNS:
““bash
echo "nameserver 127.0.0.1" | sudo tee /etc/resolv.conf

ANNN
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Kiém tra hoat dong DNS

““bash
nslookup www.cisco.com

ping www.cisco.com

ASNN

Ban sé thdy qu4 trinh phan giai tén mién, tir www.cisco.com chuyén sang mdt chudi cac
canonical name roi cudi cung thanh dia chi IP thuec té.

Phén ti€p theo: Tan cong & Phong thu

- Md phong cache poisoning bang cach tiém ban ghi DNS gia

- Trién khai DNSSEC dé xac minh tinh hgp 1é phan hoi DNS

- Phéan tich log + géi tin thwc té dé hiéu chi tiét cich DNSSEC ngén chén gid mao

Két ludn

DNS 14 nén tang cua Internet nhung lai rat dé bi khai thac néu khéng c4u hinh va bao vé
ding cach. Hay thir lab nay dé hiéu thit sw cach ma DNS hoat dong — va phong vé trwéc khi
bi tin cong.
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M6 Xé DNS Query, DNS Response va
Tan Cong Cache Poisoning — M6 phong
thuc té vdi CoreDNS & Unbound

Mot trong nhitng 16 hdng dé bi khai thac nhit trong ha ting mang doanh nghiép chinh la
DNS Cache Poisoning. Chi mot ban ghi gia mao, toan bo truy cip cta ngwoi dung c6 thé bi
chuyén hwéng dén trang gia mao. Trong bai lab nay, ching ta sé vira hoc vira thwc hanh mo
phéng ttr ddu dén cubi qué trinh truy vin DNS, quan sat qua Wireshark/Packet Capture, va
cubi cung la giad 1ap tin cong cache poisoning trén CoreDNS. DAy 1a ndi dung cuc Ky bé ich
cho anh em hoc MCSA, Azure, AWS hodc trién khai lab bdo mit mang.

Intermediate Authoritative

Client DNS Server DNS Server

Original DNS Request Upstream DNS Request

>

N
\

Response to Client Response from

Upstream Server

I. Qua trinh DNS Query va DNS Response dién ra nhw thé nao?
1. M6 hinh mang Lab:

- Client: 192.168.1.10 - ¢6 cai Unbound lam DNS Resolver.

- Server: 192.168.1.1 - chay CoreDNS, forward truy vin 1én DNS céng cong.

- Public DNS: 8.8.8.8 (hoac 208.67.222.222 tuy mdi treong).

2. Quy trinh phan giai DNS:

Khi client can truy cp www.ietf.org, chudi s kién xay ra:

- Client —» Unbound (192.168.1.1): gri query loai A (IPv4).

- Unbound — CoreDNS (néu chwa c6 cache): forward ti€p 1én DNS cong cong.
- CoreDNS — 8.8.8.8: truy van dich.

- 8.8.8.8 tra 1oi: IP hop 1€, kéem RRSIG néu c6 DNSSEC.

- CoreDNS tra vé cho Unbound — Client nhin két qua: lwu cache néu duoc.

Vi du lénh trén client:

nslookup -querytype=A www.ietf.org
Két qua:

Name: www.ietf.org
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3. Phan tich géi tin:

Dung tinh nang Packet Capture ctia Cisco Modeling Labs d€ phén tich:

- Bat g6i DNS trén link EO tir server — switch.

- Nhap dns trong filter.

- Click tirng packet dé thiy chi tiét: Query ID, UDP source port, response tir 8.8.8.8, A record
tra ve.

Il. Thwec hanh md phdng DNS Cache Poisoning

o E0/0 .Q

192.168.1.254 IdN internet
EO0/1
®
.@
EO “EO
® LAN
Link
client Stop
192.168.1.10
Packet Capture
Disconnect
Delete

DNS Cache Poisoning la gi?
La ky thuit tiém ban ghi DNS gia vao bd nhé dém ctia resolver, khién client nhén IP sai, c6
thé bi chuyén hwéng t&i website gia mao/phishing.

1. Co’ ché tan céng cd dién:

- D dodn transaction ID va source port.

- Glri hang loat phan héi gia mao trwdc khi phan héi hop 1é dén.

- Néu resolver nhin phan hoi sai, n6 lwu lai va tra cho cac client sau.

2. M6 phéng tan céng don gian:
Thay vi fake packet, ta chinh file c4u hinh CoreDNS dé tra vé IP gia.

Cac buéc thye hién:
- Dirng CoreDNS: Ctrl + C
- Stra Corefile:
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sudo vi /etc/coredns/Corefile
Noi dung:
A
hosts {
192.0.2.100 www.ietf.org
fallthrough

}
forward. 8.8.8.8 {

}
cache 30
log

}

- Hodc dung mét 1énh duy nhat dé tao:
cat <<EOF | sudo tee /etc/coredns/Corefile
A
hosts {
192.0.2.100 www.ietf.org
fallthrough

}
forward . 8.8.8.8 {

}
cache 30

log

}
EOF

- Khéi dong lai CoreDNS:
sudo coredns -conf /etc/coredns/Corefile

- Truy vén lai tir client:

nslookup -querytype=A www.ietf.org
Két qua:

Name: www.ietf.org

Address: 192.0.2.100
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Client Encrypted DNS Traffic DNS Resolver

?

DNS Communication over
HTTPS/TLS

I1l. Kién thirc thue chién danh cho ban

- CoreDNS va Unbound Ia hai cdng cu phé bién dé thiét 1ap moi tredrng DNS trong ndi b va
kiém thir bdo mat.

- Viéc phéan tich packet DNS gitip ban hiéu chi tiét vé transaction ID, UDP port, va cach thirc
giao tiép cua recursive resolver.

- Viéc chinh stra file cAu hinh DNS chinh la cdch ma attacker dung dé "tiém doc" vao qua
trinh phén giai tén mién.

IV. Goi y nang cao

- B4t DNSSEC validation & Unbound dé kiém thit chit ky RRSIG.

- M6 phong DNS over HTTPS (DoH) dé kiém thr bao méat ning cao.

- Viét script giam sat DNS logs dé phat hién truy van bat thwong tir client.

Néu ban dang hoc MCSA, Azure Fundamentals, AWS, hodc lam quan tri hé théng, dirng bo
qua viéc ndm chic nguyén ly DNS - khong chi d€ van hanh, ma con dé bdo vé ngwdi dung noi
bd khoi bi diéu hwéng doc hai.
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Bao vé hé thong DNS khdi tdn cong DNS
Cache Poisoning bang DNSSEC

DNS Cache Poisoning la gi?

Khi client gtri truy van tén mién (nhw www.cisco.com) dén may chi DNS trung gian, néu
phan hoi tra vé bi gid mao (spoofed) va dwoc lwu vao bd nhé dém (cache), thi tit ca truy van
sau d6 déu sé bi chuyén hwéng sai. Hiu qua? Nguoi dung truy cip vao trang web gia mao,
noi ké tdn cong c6 thé danh cip mat khiu, cookie, session hoic cai ma doc vao hé thong.

Client Encrypted DNS Traffic DNS Resolver

?

DNS Communication over
HTTPS/TLS

Chién lwoc phong chdng DNS Cache Poisoning
- DNSSEC - Gd&c ré ciia su tin cay:

Str dung chir ky s6 d€ dam bao tinh toan ven va xac thyc ctia ban ghi DNS. Néu chir ky
khong hop 1€, resolver sé tir ch6i phan hoi.

- DNS over TLS (DoT) hodc DNS over HTTPS (DoH):
M3 hoa truy vin DNS dé ngan ké tdn cong doc hodc thay doi dir liéu khi dang truyén.

- Random héa truy van:
Thém tinh ngiu nhién cho source port va transaction ID.

- TTL ngan va flush cache dinh ky:
Giam thoi gian séng cia ban ghi DNS.

- Giéi han quyén va theo doi log:
Han ché nguoi chinh stra zone file, audit log thwdng xuyén.
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Trién khai DNSSEC v&i Unbound trén may khach
Bworc 1: Tai Trust Anchor

sudo mkdir -p /var/lib/unbound

sudo chown unbound:unbound /var/lib/unbound

sudo unbound-anchor -a /var/lib/unbound/root.key

Bwérc 2: C4u hinh unbound.conf
sudo tee /etc/unbound/unbound.conf <<EOF
server:
auto-trust-anchor-file: " /var/lib/unbound/root.key"
forward-zone:
name: "."
forward-addr: 192.168.1.1

EOF

Bwdrc 3: Khéi dong lai Unbound
sudo rc-service unbound restart

Bwérc 4: Cai dig dé kiém tra DNSSEC
sudo apk add bind-tools
dig +dnssec @127.0.0.1 www.example.com

Client Recursive Server Authoritative Server
www.example.com www.example.com
A A
\ -
Validated A, RRSIG N -

A =——> Hash1

: DNSKEY 5
: RRSIG =———> Hash2

Legitimate Website e eeereeeeeeeeeeenaraeeeeeeaaananrnnaaaes :

Kiém chirng hiéu qua ciia DNSSEC

Gia lap truy van véi mot ban ghi da bi chinh siva (VD: www.ietf.org) va xem phan hoi:
dig +dnssec @127.0.0.1 www.ietf.org

Két qua trd vé SERVFAIL => DNSSEC da chidn phan héi doc hai thanh cong.
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Két luin cho cdng déng MCSA / Azure / AWS

DNSSEC khong phai 1a mot tinh nidng xa la - né 12 mot chu&n bat budc néu ban mudén van
hanh mot hé thdng DNS an toan trong moi trwedng on-prem, hybrid cloud hodc production
trén AWS, Azure. Mot dong ciu hinh ding = Ngan ca mang khai bi tdn c6ng 4m tham
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