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Infrastructure Security

LAB — Thuc hién Private VLAN
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1. Mo ta

Trong nhiéu trudng hop, cac thiét bi ¢ thé nam trong ciing moét VLAN do cung chung mot vi tri
dit may. Van dé bao mat 1a mot trong nhimg yéu té khéc trong thiét ké VLAN: céc thiét bi khac
nhau trong cac VLAN khéac nhau khong nhan broadcast. Thém vao do, viéc chia cdc may tinh ra
cac VLAN khac nhau s& dan dén yéu cau dung router hodc cac switch da 1p giita cac subnet va
cac kiéu thiét bi nay thudng c6 thém nhiéu chirc ning bao mat. Trong mot vai truong hop, nhu cau
tang tinh bao mat bang cach tach cac thiét bi bén trong moét VLAN gay khé khan trong viéc quan
1y dia chi IP. Tinh ning private VLAN cua Cisco gitip giai quyét van dé nay. Private VLAN cho
phép mot switch tach biét cac may tinh nhu thé cac may tinh nay trén cac VLAN khac nhau trong
khi van dung duy nhat mot IP subnet. Mot tinh hudng pho bién dé trién khai private VLAN 14
trong phong trung tim dit lidu (data center) ctia cic nha cung cap dich vu. Nha cung cép dich vu
c6 thé cai dat mot router va mot switch. Sau do, nha cung cép dich vu s€ gén cac thiét bi tir cac
khach hang khac nhau vao ciing mét switch. Private VLAN cho phép nha cung cap dich vu ding
mdt subnet duy nhét cho c toa nha, cho cac cong khac nhau ciia khach hang sao cho n6 khong thé
giao tiép tryc tiép trong khi van hd tro tat ca cac khach hang trong mot switch duy nhat.

Mot private VLAN bao gdm céc dic diém sau:

- Céc cong can giao tiép vai tat ca cac thiét bi khac.
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Céc cong can giao tiép v6i nhau va véi cac thiét bi khac, thlmng la router.
- Céc cong giao tiép chi véi nhirng thiét bj dung chung.

Dé hd tro nhitng nhém cbng trén, mot private VLAN bao gdm mot VLAN chinh goi 1a Primary
VLAN va mét hodc nhidu VLAN phu goi 12 Secondary VLAN. Céc cong trong primary VLAN
duogc goi 1a Promiscuous c6 nghia 14 nd c6 thé giri va nhan khung véi bat ky céng nao khac, ké ca
v6i nhitng cong duge gan vao secondary VLAN. Céc thiét bi dugc truy cap chung, ching han nhu
router hay server thudng dugc dit vao trong primary VLAN. Céc cong khéc, chang han nhu céc
cong cua khach hang s& gan vao mot trong nhitng secondary VLAN

C6 thé hinh dung primary VLAN c6 tac dung chuyén chd cac luu luong dit liéu ctia may tinh ndm
trong cac secondary VLAN ra ngoai. Secondary VLAN chia ra lam 2 loai: Isolated VLAN va
Community VLAN.

- Isolated: bt ki cong cta switch nao gan vao isolated VLAN s& chi c6 thé giao tiép véi
primary VLAN ma thoi, khong thé giao tiép véi cac secondary VLAN khac. Thém vao d6, néu
cac may tinh thuoc cing mot isolated VLAN ciing khong thé glao tlep dugc vé1 nhau mdc du
ching cling ndm trong mot VLAN. Céc may tlnh nay chi c¢6 thé giao tiép v6i primary VLAN dé
di ra khoi local subnet ma thoi. Cac may tinh nam trong isolated VLAN hoan toan ¢ 1ap, ngoai
trir voi may tinh trong primary VLAN.

- Community: cac cong ciia switch gan vao community VLAN c6 thé néi chuyén duoc véi
nhau va véi primary VLAN, nhung d6i véi cac secondary VLAN khéc thi khong dugc.

Tat ca secondary VLAN phai duoc két hop voi mot primary VLAN. Private VLAN 1a mot loai
VLAN déc biét nén no chi cd y nghia cuc bd trén mgt switch ma thoi. Switch nao c4u hinh private
VLAN thi chi c6 switch d6 méi c6 cac VLAN nay thoi. Giao thirc VTP sé khong quang ba thong
tin vé& private VLAN cho cac switch khac. Khi cdu hinh private VLAN thi chung ta ciing bi yéu
cau phai thuc hién ché 46 VTP transparent.

Dbi voi private VLAN dinh nghia ra 2 loai cong: Promiscuous va Host. Promiscuous 13 cong ctia
switch két nbi véi gateway. Quy tic ctia private VLAN khong ap dung cho loai cong nay. Cong
nay c6 thé giao tiép voi cac loai primary VLAN hay secondary VLAN ma khong bi giéi han nao
ca. May tinh két nbi v6i cong ciia switch thudc loai isolated VLAN hay community VLAN. Cong
community chi c6 thé giao tiép véi cong promiscuous hodc cic cong khac nam trong ciing mot
community VLAN. Ddi v6i cac may tinh nam trong isolated VLAN thi ciing khong giao tiép duoc
v6i nhau, ma chi co thé giao tiép véi cong promiscuous ma thoi.

Thuc hién Private VLAN véi yéu cau:

- Tao 3 VLAN:
+ Vlan 10: Vlan Primary.
+ Vlan 20: Vlan Secondary (Community).
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Vlan 30: Vlan Secondary (Isolated). \
- Tao cong:
+ Interface fa0/24: Promiscuous
+ Interface fa0/1 — fa0/5: Thudc Vlan 20
+ Interface fa0/6 — fa0/10: Thuoc Vlan 30
Tt ca PC va router cling mang.
2. Cau hinh
Private VLAN chi dugc cdu hinh khi switch 13 VTP transparent:

Switch (config) #vtp mode transparent

Setting device to VTP TRANSPARENT mode.

Dinh nghia primary Vlan:

Switch (config) #vlan 10 Switch(config-vlan) #private-vlan primary

Dinh nghia community Vlan:

Switch (config) #vlan 20 Switch(config-vlan) #private-vlan community

Dinh nghia isolated Vlan:

Switch (config) #vlan 30 Switch(config-vlan) #private-vlan isolated

Két hop Vlan 20, 30 vé6i Vlan 10:

Switch (config) #vlan 10

Switch (config-vlan) #private-vlan association 20,30

Dinh nghia cong promiscuous:

Switch (config)#interface fa0/24
Switch (config-if) #switchport mode private-vlan promiscuous

Switch (config-if) #switchport private-vlan mapping 10 20,30

Dinh nghia cong host cho Vlan 10, 20:

Switch (config) #interface range fal0/1 - 5
Switch (config-if-range) #switchport mode private-vlan host

Switch (config-if-range) #switchport private-vlan host-association 10 20

Dinh nghia cong host cho Vlan 10, 30:

Switch (config) #interface range fa0/6 - 10
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Switch (config-if-range) #switchport mode private-vlan host

Switch (config-if-range) #switchport private-vlan host-association 10 30

Trong trudng hop cin giao tiép 16p 3 v6i nhimg Vlan khac:

Switch (config) #interface vlan 10 Switch(config-if) #private-vlan mapping 20,30

3. Cau hinh day du

Switch

Building configuration...
Current configuration : 2332 bytes !
version 12.2

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|

hostname Switch

|

no file verify auto
spanning-tree mode pvst
spanning-tree extend system-id
|

vlan internal allocation policy ascending
!

vlan 10

private-vlan primary
private-vlan association 20,30
!

vlan 20

private-vlan community

!

vlan 30

private-vlan isolated

!
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interface FastEthernet0/1

switchport private-vlan host-association 10 20 switchport mode private-vlan
host

!
interface FastEthernet0/2

switchport private-vlan host-association 10 20 switchport mode private-vlan
host

!
interface FastEthernet0/3

switchport private-vlan host-association 10 20 switchport mode private-vlan
host

|
interface FastEthernet0/4

switchport private-vlan host-association 10 20 switchport mode private-vlan
host

!
interface FastEthernet0/5

switchport private-vlan host-association 10 20 switchport mode private-vlan
host

!
interface FastEthernet0/6

switchport private-vlan host-association 10 30 switchport mode private-vlan
host

!
interface FastEthernet0/7

switchport private-vlan host-association 10 30 switchport mode private-vlan
host

|

interface FastEthernet0/8

switchport private-vlan host-association 10 30
switchport mode private-vlan host

|

interface FastEthernet0/9

switchport private-vlan host-association 10 30 switchport mode private-vlan
host
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interface FastEthernet0/10

switchport private-vlan host-association 10 30 switchport mode private-vlan
host

interface FastEthernet0/24

switchport private-vlan mapping 10 20,30 switchport mode private-vlan
promiscuous !

interface GigabitEthernet0/1
!

interface GigabitEthernet0/2
|

interface Vlanl

no ip address

!

interface V1anlO

no ip address

private-vlan mapping 20,30

|

ip classless

ip http server

ip http secure-server

|

control-plane

!

line con O

line vty 5 15

!

end

4, Kiém tra
PC1 c6 thé giao tiép v6i PC2 va router.

PC3 va PC4 khong thé giao tiép voi nhau nhung cé thé giao tiép véi router.
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Switch# sh interfaces fa0/24 switchport

Name: Fa0/24

Switchport: Enabled

Administrative Mode: private-vlan promiscuous
Operational Mode: private-vlan promiscuous
Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: 10 (VLAN0010) 20 (VLAN0020)
30 (VLANOO30)

Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:

10 (VLANOO10) 20 (VLAN0O20) 30 (VLANO030)

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled

Unknown multicast blocked: disabled

Appliance trust: none

Switch# sh interfaces fa0/1 switchport
Name: Fa0/1

Switchport: Enabled
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Administrative Mode: private-vlan host

Operational Mode: private-vlan host

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: 10 (VLAN0010) 20 (VLAN0020)
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:

10 (VLANOO10) 20 (VLANO0OO0O20)

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled

Unknown multicast blocked: disabled

Appliance trust: none

Switch# sh interfaces fal0/6 switchport

Name: Fa0/6

Switchport: Enabled

Administrative Mode: private-vlan host
Operational Mode: private-vlan host
Administrative Trunking Encapsulation: negotiate

Operational Trunking Encapsulation: native
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Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: 10 (VLAN0O010) 30 (VLANOO30)
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:

10 (VLANOO10) 30 (VLANOO30)

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled

Unknown multicast blocked: disabled

Appliance trust: none

Switch#sh vlan

VLAN Name Status Ports

1 default active Fa0/11, Fa0/12, Fa0/13, Fal0/14
Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22

10 VLANQOO10 active Fa0/23, Gi0/1, Gi0/2
20 VLANOO020 active

30 VLANOO30 active

1002 fddi-default act/unsup

1003 token-ring-default act/unsup
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1004 fddinet-default act/unsup

1005 trnet-default act/unsup

10 20 community Fa0/1, Fa0O/2, Fa0/3, Fal0/4,
Fa0/5, Fa0/24

10 30 isolated Fa0O/6, FaO/7, Fa0/8, Fa0/9,
Fa0/10, Fa0/24
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