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Lab — BGP Communities
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Bang quy hoach IP
IPv6 Link-
Device Interface IPv4 Address IPv6 Address Local
R1 e0/0 10.1.2.1/24 2001:db8:acad:1012::1/64 | fe80::1:1
S1/1 10.1.3.129/25 2001:db&:acad:1014::1/64 | fe80::1:2
S1/0 10.1.3.1/25 2001:db8:acad:1013::1/64 | fe80::1:3

Loopback0 192.168.1.1/27 | 2001:db8:acad:1000::1/64 | fe80::1:4
Loopback1 192.168.1.65/26 | 2001:db8:acad:1001::1/64 | fe80::1:5
R2 e0/0 10.1.2.2/24 2001:db8:acad:1012::2/64 | fe80::2:1
e0/1 10.2.3.2/24 2001:db8:acad:1023::2/64 | fe80::2:2
Loopback0 192.168.2.1/27 | 2001:db8:acad:2000::1/64 | fe80::2:3
Loopback1 192.168.2.65/26 | 2001:db8:acad:2001::1/64 | fe80::2:4

R3 e0/0 10.2.3.3/24 2001:db8:acad:1023::3/64 | fe80::3:1
S1/1 10.1.3.130/25 2001:db8:acad:1014::3/64 | fe80::3:2
S1/0 10.1.3.3/25 2001:db&:acad:1013::3/64 | £e80::3:3

Loopback0 192.168.3.1/27 | 2001:db8:acad:3000::1/64 | fe80::3:4
Loopback1 192.168.3.65/26 | 2001:db8:acad:3001::1/64 | fe80::3:5
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Mo ta:
:

e Bai lab duogc dung trén EVE gém 3 router dugce dau ndi v6i nhau va dit dia chi IP nhu so
dd trén.

e File IOL str dung cho Router: 86BI LINUX-ADVENTERPRISEK9-M (Version 15.5(2)T)
Yéu cau:

1. Céu hinh d4u ndi co ban: dit dia chi IP trén céc interface ciia router theo quy hoach IP
duoc chi ra bén trén.
2. Céu hinh BGP Multi-Protocol trén tit ca cac router.
3. Céu hinh thudc tinh BGP Community trén tat ca cac router.
Céu hinh

1. CAu hinh d4u noi co ban:
Trén R1:

Rl (config) #interface e0/0

Rl (config-if) #ip address 10.1.2.1 255.255.255.0

Rl (config-if) #ipv6 address 2001:db8:acad:1012::1/64
Rl (config-if) #ipv6 address fe80::1:1 link-local

Rl (config-if) #no shutdown

Rl (config-if) #exit

Rl (config) #interface sl1/1

Rl (config-if) #ip address 10.1.3.129 255.255.255.128
Rl (config-if) #ipv6 address 2001:db8:acad:1014::1/64
Rl (config-if) #ipv6 address fe80::1:2 link-local

Rl (config-if) #no shutdown

Rl (config-if) #exit

Rl (config) #interface s1/0

Rl (config-if) #ip address 10.1.3.1 255.255.255.128
Rl (config-if) #ipv6 address 2001:db8:acad:1013::1/64
Rl (config-if) #ipv6 address fe80::1:3 link-local

Rl (config-if) #no shutdown

Rl (config-if) #exit

Rl (config) #interface loopback 0

Rl (config-if) #ip address 192.168.1.1 255.255.255.224

Rl (config-if) #ipve address 2001:db8:acad:1000::1/64
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R1 (

config-if) #ipv6 address fe80::1:4 link-local
Rl (config-if) #exit
Rl (config) #interface loopback 1
Rl (config-if) #ip address 192.168.1.65 255.255.255.192
Rl (config-if) #ipv6 address 2001:db8:acad:1001::1/64
Rl (config-if) #ipv6 address £fe80::1:5 link-local

Rl (config-if) #exit

Trén R2

R2 (config) #interface e0/0

R2 (config-if) #ip address 10.1.2.2 255.255.255.0

R2 (config-if) #ipv6 address 2001:db8:acad:1012::2/64
R2 (config-if) #ipv6 address fe80::2:1 link-local

R2 (config-if) #no shutdown

R2 (config-if) #exit

R2 (config) #interface e0/1

R2 (config-if) #ip address 10.2.3.2 255.255.255.0

R2 (config-if) #ipv6 address 2001:db8:acad:1023::2/64
R2 (config-if) #ipv6 address fe80::2:2 link-local

R2 (config-if) #no shutdown

R2 (config-if) #exit

R2 (config) #interface loopback 0

R2 (config-if) #ip address 192.168.2.1 255.255.255.224
R2 (config-if) #ipv6 address 2001:db8:acad:2000::1/64
R2 (config-if) #ipv6 address fe80::2:3 link-local

R2 (config-if) #exit

R2 (config) #interface loopback 1

R2 (config-if) #ip address 192.168.2.65 255.255.255.192
R2 (config-if) #ipv6 address 2001:db8:acad:2001::1/64
R2 (config-if) #ipv6 address fe80::2:4 link-local

R2 (config-if) #exit

Trén R3:
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config) #interface e0/0
R3(config-if) #ip address 10.2.3.3 255.255.255.0
R3(config-if) #ipv6 address 2001:db8:acad:1023::3/64
R3(config-if) #ipv6 address fe80::3:1 link-local
R3 (config-if) #no shutdown
R3(config-if) ffexit
R3(config) #interface sl1/1
R3(config-if) #ip address 10.1.3.130 255.255.255.128
R3(config-if) #ipv6 address 2001:db8:acad:1014::3/64
R3 (config-if) #ipv6 address £feB80::3:2 link-local
R3 (config-if) #no shutdown
R3(config-if) #exit
R3 (config) #interface s1/0
R3(config-if) #ip address 10.1.3.3 255.255.255.128
R3(config-if) #ipv6 address 2001:db8:acad:1013::3/64
R3(config-if) #ipv6é address fe80::3:3 link-local
R3 (config-if) #no shutdown
R3(config-if) #exit
R3 (config) #interface loopback 0
R3(config-if) #ip address 192.168.3.1 255.255.255.224
R3 (config-if) #ipv6 address 2001:db8:acad:3000::1/64
R3(config-if) #ipv6é address fe80::3:4 link-local
R3(config-if) #exit
R3 (config) #interface loopback 1
R3 (config-if) #ip address 192.168.3.65 255.255.255.192
R3(config-if) #ipv6 address 2001:db8:acad:3001::1/64
R3(config-if) #ipv6 address fe80::3:5 link-local

R3 (config-if) #exit

Kiém tra cac router timg cip ping thdy nhau.

2. Céu hinh BGP Multi-Protocol
Phén nay s& cdu hinh BGP Multi-Protocol trén tit ca céc router:
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Trén R1:

Rl (config) #ipv6 unicast-routing

Rl (config) #router bgp 6500

Rl (config-router) #bgp router-id 1.1.1.1

Rl (config-router) #no bgp default ipvé4-unicast

Rl (config-router) #neighbor 10.1.2.2 remote-as 500

Rl (config-router) #neighbor 10.1.3.3 remote-as 300

Rl (config-router) #neighbor 10.1.3.130 remote-as 300

Rl (config-router) #neighbor 2001:db8:acad:1012::2 remote-as 500
Rl (config-router) #neighbor 2001:db8:acad:1013::3 remote-as 300

Rl (config-router) #neighbor 2001:db8:acad:1014::3 remote-as 300

Rl (config-router) #address-family ipv4 unicast

Rl (config-router-af) #network 192.168.1.0 mask 255.255.255.224
Rl (config-router-af) #network 192.168.1.64 mask 255.255.255.192
Rl (config-router-af) #no neighbor 2001:db8:acad:1012::2 activate
Rl (config-router-af) #no neighbor 2001:db8:acad:1013::3 activate
Rl (config-router-af) #no neighbor 2001:db8:acad:1014::3 activate
Rl (config-router-af) #neighbor 10.1.2.2 activate

Rl (config-router-af) #neighbor 10.1.3.3 activate

Rl (config-router-af) #neighbor 10.1.3.130 activate

Rl (config-router-af) #exit

Rl (config-router) #address-family ipv6 unicast

Rl (config-router-af) #network 2001:db8:acad:1000::/64

Rl (config-router-af) #network 2001l:db8:acad:1001::/64

Rl (config-router-af) #neighbor 2001:db8:acad:1012::2 activate

Rl (config-router-af) #neighbor 2001:db8:acad:1013::3 activate

Rl (config-router-af) #neighbor 2001:db8:acad:1014::3 activate

Trén R2:

R2 (config) #ipv6 unicast-routing

R2 (config) #router bgp 500
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config-router) #bgp router-id 2.2.2.2
R2 (config-router) #no bgp default ipv4-unicast
R2 (config-router) #neighbor 10.1.2.1 remote-as 6500
R2 (config-router) #neighbor 10.2.3.3 remote-as 300
R2 (config-router) #neighbor 2001:db8:acad:1012::1 remote-as 6500

R2 (config-router) #neighbor 2001:db8:acad:1023::3 remote-as 300

R2 (config-router) #address-family ipv4 unicast

R2 (config-router-af) #network 192.168.2.0 mask 255.255.255.224
R2 (config-router-af) #network 192.168.2.64 mask 255.255.255.192
R2 (config-router-af) #no neighbor 2001:db8:acad:1012::1 activate
R2 (config-router-af) #no neighbor 2001:db8:acad:1023::3 activate
R2 (config-router-af) #neighbor 10.1.2.1 activate

R2 (config-router-af) #neighbor 10.2.3.3 activate

R2 (config-router-af) #exit

R2 (config-router) #address-family ipv6 unicast

R2 (config-router-af) #network 2001:db8:acad:2000::/64

R2 (config-router-af) #network 2001:db8:acad:2001::/64

R2 (config-router-af) #neighbor 2001:db8:acad:1012::1 activate

R2 (config-router-af) #neighbor 2001:db8:acad:1023::3 activate

Trén R3:

R3(config) #ipv6 unicast-routing

R3 (config) #router bgp 300

R3 (config-router) #bgp router-id 3.3.3.3

R3 (config-router) #no bgp default ipv4-unicast

R3 (config-router) #neighbor 10.1.3.1 remote-as 6500

R3 (config-router) #neighbor 10.1.3.129 remote-as 6500

R3 (config-router) #neighbor 10.2.3.2 remote-as 500

R3 (config-router) #neighbor 2001:db8:acad:1013::1 remote-as 6500

R3 (config-router) #neighbor 2001:db8:acad:1014::1 remote-as 6500

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

ﬂ'PﬁW@ DC: 276 - 278 Ung Vin Khiém, P. Thanh My Tay, Tp. Ho Chi Minh
P\

DT: (028) 33 Hotline: 0933427079 Email: vnpro@vnpro.org

R3 (config-router) #neighbor 2001:db8:acad:1023::2 remote-as 500

R3 (config-router) #address-family ipv4 unicast

R3 (config-router-af) #network 192.168.3.0 mask 255.255.255.224
R3 (config-router-af) #network 192.168.3.64 mask 255.255.255.192
R3 (config-router-af) #no neighbor 2001:db8:acad:1013::1 activate
R3 (config-router-af) #no neighbor 2001:db8:acad:1014::1 activate
R3 (config-router-af) #no neighbor 2001:db8:acad:1023::2 activate
R3 (config-router-af) #neighbor 10.1.3.1 activate

R3 (config-router-af) #neighbor 10.1.3.129 activate

R3 (config-router-af) #neighbor 10.2.3.2 activate

R3 (config-router) #address-family ipv6 unicast

R3 (config-router-af) #network 2001:db8:acad:3000::/64

R3 (config-router-af) #network 2001:db8:acad:3001::/64

R3 (config-router-af) #neighbor 2001:db8:acad:1013::1 activate
R3 (config-router-af) #neighbor 2001:db8:acad:1014::1 activate

R3 (config-router-af) #neighbor 2001:db8:acad:1023::2 activate

Sau khi cau hinh MP-BGP trén céc router, s& co thong béo trang thai neighbor giita cic router
duoc thiét 1ap:

*Sep 17 07:47:05.739: $BGP-5-ADJCHANGE: neighbor 10.1.2.2 Up

*Sep 17 07:47:07.676: $BGP-5-ADJCHANGE: neighbor 2001:DB8:ACAD:1012::2 Up

Sau khi cdu hinh MP-BGP xong, ta thuc hi¢n kiém tra thiét lap két ndi BGP gifta cac router va cac
prefix nhan dugc:

Rl#show bgp ipv4 unicast summary

BGP router identifier 1.1.1.1, local AS number 6500

BGP table version is 5, main routing table version 5

4 network entries using 576 bytes of memory

4 path entries using 320 bytes of memory

2/2 BGP path/bestpath attribute entries using 304 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
. TRUNG TAM TIN HQC VNPRO
”Pﬁlf@ DC: 276 - 278 Ung Viin Khiém, P. Thanh My Tay, Tp. Ho Chi Minh
A DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

0 BGP filter-list cache entries using 0 bytes of memory
BGP using 1224 total bytes of memory

BGP activity 8/0 prefixes, 8/0 paths, scan interval 60 secs

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
10.1.2.2 4 500 5 6 6 0 0 00:22:53 4
10.1.3.3 4 300 2 7 6 0 0 00:14:32 4
10.1.3.130 4 300 2 8 6 0 0 00:14:35 4

Tuong tu kiém tra d6i véi IPv6

Rl#show bgp ipv6 unicast summary

BGP router identifier 1.1.1.1, local AS number 6500

BGP table version is 11, main routing table version 11

6 network entries using 1008 bytes of memory

6 path entries using 624 bytes of memory

3/3 BGP path/bestpath attribute entries using 456 bytes of memory
2 BGP AS-PATH entries using 48 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of memory

BGP using 2136 total bytes of memory

BGP activity 12/0 prefixes, 14/0 paths, scan interval 60 secs

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
2001:DB8:ACAD:1012::2

4 500 29 31 9 0 0 00:23:57 4
2001:DB8:ACAD:1013::3

4 300 18 18 9 0 0 00:08:34 4
2001:DB8:ACAD:1014::3

4 300 22 25 9 0 0 00:15:37 4

Kiém tra théng tin trong bang BGP table, & day ta thdy R1 c6 nhiéu duong dé di dén mang dich,
trong d6 dia chi next hop c6 biéu tugng “>" 1a dudng di t6t nhat.

Rl#show bgp ipv4 unicast
BGP table version is 6, local router ID is 1.1.1.1
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Status codes: s suppressed, d damped, h history, * valid, > best, i -
internal,

r RIB-failure, S Stale, m multipath, b backup-path, f RT-
Filter,

X best-external, a additional-path, c¢ RIB-compressed,
Origin codes: i1 - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*> 192.168.1.0/27 0.0.0.0 0 32768 1
*> 192.168.1.64/26 0.0.0.0 0 32768 1

[y

* 192.168.2.0/27 10.1.3.130 0 300 500

* 10.1.3.3 0 300 500
*> 10.1.2.2 0 0 500 1

* 192.168.3.0/27 10.1.2.2 0 500 300 1
* 10.1.3.130 0 0 300 1

*> 10.1.3.3 0 0 300 i

* 192.168.3.64/26 10.1.2.2 0 500 300 1
* 10.1.3.130 0 0 300 1

*> 10.1.3.3 0 0 300 i

Rl#show bgp ipv6 unicast
BGP table version is 9, local router ID is 1.1.1.1
Status codes: s suppressed, d damped, h history, * wvalid, > best, i -
internal,

r RIB-failure, S Stale, m multipath, b backup-path, f RT-
Filter,

X best-external, a additional-path, c¢ RIB-compressed,
Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*> 2001:DB8:ACAD:1000::/64
HE 0 32768 1
*>  2001:DB8:ACAD:1001::/64
HE 0 32768 1
* 2001:DB8:ACAD:2000::/64
2001:DB8:ACAD:1013::3
0 300 500 i
* 2001:DB8:ACAD:1014::3
0 300 500 i
*> 2001:DB8:ACAD:1012::2
0 0 500 i
* 2001:DB8:ACAD:2001::/64
2001:DB8:ACAD:1013::3
0 300 500 i
Network Next Hop Metric LocPrf Weight Path
* 2001:DB8:ACAD:1014::3
0 300 500 i
*> 2001:DB8:ACAD:1012::2
0 0 500 i
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*> 2001:DB8:ACAD:3000::/64
2001:DB8:ACAD:1013::3

0 0 300 1
* 2001:DB8:ACAD:1012::2
0 500 300 i
* 2001:DB8:ACAD:1014::3
0 0 300 1
*> 2001:DB8:ACAD:3001::/64
2001:DB8:ACAD:1013::3
0 0 300 i
* 2001:DB8:ACAD:1012::2
0 500 300 i
* 2001:DB8:ACAD:1014::3
0 0 300 1

Chi nhing tuyén dudng nio t6t nhat BGP méi dua vao trong bang dinh tuyén, do d6 chi c6 nhimng
route dugc danh dau “>” trong bang BGP table méi dugc dua vao trong bang dinh tuyén, ta c6 thé
kiém tra thong tin trong bang dinh tuyén:

Rl#show ip route bgp | begin Gateway
Gateway of last resort is not set
192.168.2.0/24 is variably subnetted, 2 subnets, 2 masks
B 192.168.2.0/27 [20/0] via 10.1.2.2, 00:00:12
B 192.168.2.64/26 [20/0] via 10.1.2.2, 00:00:12
192.168.3.0/24 is variably subnetted, 2 subnets, 2 masks
B 192.168.3.0/27 [20/0] via 10.1.3.3, 00:00:12
B 192.168.3.64/26 [20/0] via 10.1.3.3, 00:00:12
Rl#show ipv6é route bgp
IPv6 Routing Table - default - 15 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, HA - Home Agent, MR - Mobile Router, R - RIP
H - NHRP, I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea
IS - ISIS summary, D - EIGRP, EX - EIGRP external, NM - NEMO
ND - ND Default, NDp - ND Prefix, DCE - Destination, NDr - Redirect
O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
ON1l - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, la - LISP alt
lr - LISP site-registrations, 1ld - LISP dyn-eid, a - Application
B 2001:DB8:ACAD:2000::/64 [20/0]
via FE80::2:1, Ethernet0/0

B 2001:DB8:ACAD:2001::/64 [20/0]
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via FE80::2:1, Ethernet0/0

B 2001:DB8:ACAD:3000::/64 [20/0]
via FE80::3:3, Seriall/O

B 2001 :DB8:ACAD:3001::/64 [20/0]

via FE80::3:3, Seriall/O

3. Céu hinh thudc tinh BGP Community trén cac router
Phan nay cau hinh BGP community trén tat ca cac router va quan sat cac anh hudng cua céc thudc
tinh community khéc nhau dén quyét dinh chon dudng di cta router.

Bueée 1: Cau hinh cho cdc router giri thong tin community.

CAu hinh trén tat ca cac router hd tro dinh dang méi (new-format) dé trao doi thong tin community
va bat tinh nang trao doi thong tin community trén tit ca cac router. Thudc tinh BGP community
1a mot gia tri ¢6 32 bit, c6 thé gdm c6 cd (flag) hodc nhan (tag). BGP community c¢6 thé cau hinh
va hién thi dudi dang 2 s6 16 bit AA:NN thuong duoc dé cap 12 new-format. Dé cu hinh sir dung
AA:NN, ta dung cau I¢nh ip bgp-community new-format.

Rl (config) #ip bgp-community new-format

Rl (config) #router bgp 6500

Rl (config-router) #address-family ipv4 unicast

Rl (config-router-af) #neighbor 10.1.2.2 send-community

Rl (config-router-af) #neighbor 10.1.3.3 send-community

Rl (config-router-af) #neighbor 10.1.3.130 send-community

Rl (config-router-af) #address-family ipv6 unicast

Rl (config-router-af) #neighbor 2001:db8:acad:1012::2 send-community
Rl (config-router-af) #neighbor 2001:db8:acad:1013::3 send-community
Rl (config-router-af) #neighbor 2001:db8:acad:1014::3 send-community

Rl (config-router-af) #exit

Thuc hién tuong tu cho R2 va R3.
Bueée 2: Cau hinh thudc tinh community no-export

Ta s& cau hinh R3 thiét lap gia tri community no-export, khi d6 cac gia tri trong ban tin update
gui sang cho R1 s€ la cac local network ctia R3. Khi nhan dugc cac thong tin update nay, R1 sé&
khong chuyén thong tin vé cac con dudng nay cho cic eBGP neighbor ctia né, cu thé & day 1a R1
s& khong giri thong tin vé cac duong mang duge danh déu 1a no-export cia R3 sang cho R2.

Trudce tién, thuc hién Iénh show bgp ipv4 unicast 192.168.3.0/27 dé xem céc duong di tir R2 dén
mang 192.168.3.0/27 dé biét dang di qua nhirng con dudng nao.
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R2#show bgp ipv4 unicast 192.168.3.0/27
BGP routing table entry for 192.168.3.0/27, version 5
Paths: (2 available, best #2, table default)
Advertised to update-groups:
1
Refresh Epoch 1
6500 300
10.1.2.1 from 10.1.2.1 (1.1.1.1)
Origin IGP, localpref 100, valid, external
rx pathid: 0, tx pathid: O
Refresh Epoch 2
300
10.2.3.3 from 10.2.3.3 (3.3.3.3)
Origin IGP, metric 0, localpref 100, valid, external, best

rx pathid: 0, tx pathid: 0xO

Ta thiy c6 2 dudng di dén mang 192.168.3.0/27, mot dudng di truc tiép dén AS 300 —déay 1a duong
t6t nhat, mot duong di qua AS 6500. Khi d6 AS 6500 tré thanh mot transit AS, day 1a mot viéc
khong mong muén dbi véi mot doanh nghiép. Dé khic phuc viée ndy, ta s& dung prefix list két
hop véi thude tinh community no-export dé ngin thong tin cac dudng mang ctia R3 duge R1
quang ba cho R2.

Tao mot prefix list trén R3 khop véi cac duong mang ciia AS 300.

R3(config)# ip prefix-list LOCAL NETWORK COMMSET seq 5 permit 192.168.3.0/24
le 27

R3 (config)# ipv6 prefix-list LOCAL 6 NETWORK COMMSET seq 5 permit
2001:db8:acad:3000::/64

R3 (config) # ipv6 prefix-list LOCAL 6 NETWORK COMMSET seq 10 permit
2001:db8:acad:3001::/64

Tiép theo, xdy dung IPv4 va IPv6 route map trén R3 dung prefix list ndy. Néu cac network khép
véi cac gia tri trong prefix list thi s& thiét 1ap gid tri community 12 no-export additive, cac network
khong khép véi gia tri trong prefix list thi thiét 1ap gid tri community 13 internet additive. Mic
dinh khi thiét 1ap mot community, cdc community c6 san co thé bi ghi d¢, ta co thé giit lai bang
cach st dung tur khoa additive.

R3(config) #route-map COMMSET permit 10

R3 (config-route-map) #match ip address prefix-1list LOCAL NETWORK COMMSET
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R3 (config-route-map) #set community no-export additive

R3 (config-route-map) #exit

R3 (config) #route-map COMMSET permit 20

R3 (config-route-map) #set community internet additive

R3 (config-route-map) #exit

R3 (config) #route-map COMMSET 6 permit 10

R3 (config-route-map) #match ipv6 address prefix-list LOCAL 6 NETWORK COMMSET
R3 (config-route-map) #set community no-export additive

R3 (config-route-map) #exit

R3 (config) #route-map COMMSET 6 permit 20

R3 (config-route-map) #set community internet additive

Ap céc route map nay vao phan thiét 1ap neighbor véi R1

R3 (config) # router bgp 300

R3(config-router) # address-family ipv4 unicast

R3(config-router-af) # neighbor 10.1.3.1 route-map COMMSET out

R3 (config-router-af)# neighbor 10.1.3.129 route-map COMMSET out
R3(config-router-af) # address-family ipv6 unicast

R3 (config-router-af)# neighbor 2001:db8:acad:1013::1 route-map COMMSET 6 out

R3 (config-router-af) # neighbor 2001:db8:acad:1014::1 route-map COMMSET 6 out

Reset adjacency voi R1 theo chiéu outbound méa khong lam gian doan neighbor.

R3# clear bgp ipv4 unicast 6500 out

R3# clear bgp ipv6 unicast 6500 out

Trén R2, ta kiém tra lai cac con duong di dén mang 192.168.3.0/27, 1an nay ta thiy dudng di qua
next-hop 10.1.2.1 (qua AS 6500) d3 mat. Twong ty ddi v6i IPv6

R2#show bgp ipv4 unicast 192.168.3.0/27
BGP routing table entry for 192.168.3.0/27, version 5
Paths: (1 available, best #1, table default)
Advertised to update-groups:
2
Refresh Epoch 2

300
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10.2.3.3 from 10.2.3.3 (3.3.3.3)

Origin IGP, metric 0, localpref 100, wvalid, external, best

rx pathid: 0, tx pathid: 0xO0

Tuong tu, thuc hién I¢nh kiém tra [Pv6:

R2#show bgp ipv6 unicast 2001:db8:acad:3000::/64
BGP routing table entry for 2001:DB8:ACAD:3000::/64, version 6
Paths: (1 available, best #1, table default)
Advertised to update-groups:
2
Refresh Epoch 2
300
2001:DB8:ACAD:1023::3 (FE80::3:1) from 2001:DB8:ACAD:1023::3 (3.3.3.3)
Origin IGP, metric 0, localpref 100, valid, external, best

rx pathid: 0, tx pathid: 0xO

Buoc 3: Thém thudc tinh private community vao cdc route dwoc quang ba boi R1.

Phan nay, ta s& cau hinh R1 thém vao chudi community tiy chon (custom community) d6i voi
cac route [Pv4 va IPv6 khi quang ba sang R2.

Trén R1, tao 2 route map, mot route map add gid tri community 650:400 cho tat ca cac route IPv4
s& giri sang R2 (AS500) va route map thi hai thém gia tri community 650:600 cho tat ca cac route
IPv6 s€ gui sang R2 (AS500)

Rl (config) #route-map ADDCOMM permit 10

Rl (config-route-map) #set community 650:400 additive
Rl (config-route-map) #exit

Rl (config) #route-map ADDCOMM 6 permit 10

Rl (config-route-map) #set community 650:600 additive

Sau d6, ap route map phu hop vao 1énh thiét 1ap quan hé neighbor v6i R2.

Rl (config) #router bgp 6500

Rl (config-router) #address-family ipv4 unicast

Rl (config-router-af) #neighbor 10.1.2.2 route-map ADDCOMM out
Rl (config-router-af) #address-family ipv6 unicast

Rl (config-router-af) #neighbor 2001:db8:acad:1012::2 route-map ADDCOMM 6 out
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IRl(config—router—af)#end

Tiép dén, thuc hién reset mdi quan hé adjacency véi R2 chiéu outbound.

R1# clear bgp ipv4 unicast 500 out

R1# clear bgp ipv6 unicast 500 out

Dé kiém tra két qua cua viéc danh ddu community cho cac network tir R1 giri sang, ta sang R2
thue hién kiém tra nhu sau:

R2#show bgp ipv4 unicast 192.168.1.0/27 | i Community
Community: 650:400
R2#show bgp ipv6 unicast 2001:db8:acad:1000::/64 | i Community

Community: 650:600

Trén R3, néu thuc hién cdc cau 1énh kiém tra s& co két qua tuong tu, do community 1a thudc tinh
c6 tinh chat bac cau, méc dinh n6 truyén qua cac neighbor eBGP.

Bude 4: Cdu hinh thudc tinh community-based dé loc va hiéu chinh duong di.

Phéan nay, cau hinh Route filtering va hiéu chinh duong di bang gia tri community da thiét lap &
trén

Ta cdu hinh cho R3 drop céc route di tir R2 ¢6 gia tri community 650:400. Va c4u hinh trén R3
thiét 1ap gia trj local preference cao hon cho cic route xuat phat tir R2 twong tmg véi community
la 650:600

Trén R3, tao 2 community list, mot list thi khép véi gia tr1 650:400 va mot list khop voi gia tri
650:600

R3 (config) #ip community-list 100 permit 650:400

R3 (config) #ip community-list 101 permit 650:600

Sau d6, ta s& tao mot cip route map sir dung cac gia tri community list vira tao. Route map dau
tién s& drop céac route cé gia tri community duoc thiét 1ap 650:400 va cho phép cac route con lai.
Route map thtr hai c6 gia tri community 650:600, cac route khop community s€ dugc gan gia tri
local preference 1a 250.

R3 (config) # route-map COMMCHECK 4 deny 10

R3 (config-route-map) # match community 100

R3 (config-route-map) # route-map COMMCHECK 4 permit 20
R3 (config-route-map) # exit

R3 (config) # route-map COMMCHECK 6 permit 10

R3 (config-route-map) # match community 101
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R3 (config-route-map) # set local-preference 250
R3 (config-route-map) # route-map COMMCHECK 6 permit 20

R3 (config-route-map) # exit

Ap route map pht hop vao cau 1énh thiét 1ap quan hé neighbor voi R2.

R3 (config) #router bgp 300

R3 (config-router) #address-family ipv4 unicast

R3 (config-router-af) #neighbor 10.2.3.2 route-map COMMCHECK 4 in
R3 (config-router-af) #address-family ipv6 unicast

R3 (config-router-af) #neighbor 2001:db8:acad:1023::2 route-map COMMCHECK 6 in

Tiép theo, ta reset quan hé adjacency v6i R2 chiéu inbound.

R3# clear bgp ipv4 unicast 500 in

R3# clear bgp ipv6 unicast 500 in

Trén R3, kiém tra xem viéc ap policy IPv4 da ding chua bang cau 1énh show bgp ipv4 unicast
192.168.1.0/27 | i Community, s€ khong c6 thong tin community.

R3#show bgp ipv4 unicast 192.168.1.0/27 | i Community

Ké dén, thuc hién ciu 1énh show bgp ipv4 unicast dé kiém tra, két qua khong c6 duong nao di
dén AS 6500 di qua R2, ching da bi loc.

R3#show bgp ipv4 unicast
BGP table version is 13, local router ID is 3.3.3.3

Status codes: s suppressed, d damped, h history, * valid, > best, i -
internal,

r RIB-failure, S Stale, m multipath, b backup-path, f RT-
Filter,

X best-external, a additional-path, c¢ RIB-compressed,
Origin codes: i1 - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
o 192.168.1.0/27 10.1.3.129 0 0 6500 1
*> 10.1.3.1 0 0 6500 1
o 192.168.1.64/26 10.1.3.129 0 0 6500 i
*> 10.1.3.1 0 0 6500 1
* 192.168.2.0/27 10.1.3.129 0 6500 500 1
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10.1.3.1 0 6500 500 1
*> 10.2.3.2 0 0 500 1
* 192.168.2.64/26 10.1.3.129 0 6500 500 1
* 10.1.3.1 0 6500 500 1
*> 10.2.3.2 0 0 500 1
*> 192.168.3.0/27 0.0.0.0 0 32768 1
*> 192.168.3.64/26 0.0.0.0 0 32768 1

Tiép tuc kiém tra véi cac dudng mang IPv6, thyuc thi 1énh show bgp ipv6 unicast, két qua ta thiy
nhirng route thudc AS 500 di tr R2 da dugc gan gié tri local preference.

R3#show bgp ipv6 unicast
BGP table version is 15, local router ID is 3.3.3.3
Status codes: s suppressed, d damped, h history, * wvalid, > best, i -
internal,

r RIB-failure, S Stale, m multipath, b backup-path, f RT-
Filter,

X best-external, a additional-path, c¢ RIB-compressed,
Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
& 2001 :DB8:ACAD:1000::/64
2001:DB8:ACAD:1014::1

0 0 6500 i
* 2001:DB8:ACAD:1013::1
0 0 6500 1
*> 2001:DB8:ACAD:1023::2
250 0 500 6500 i
& 2001:DB8:ACAD:1001::/64
2001:DB8:ACAD:1014::1
0 0 6500 1
* 2001:DB8:ACAD:1013::1
0 0 6500 1
*> 2001 :DB8:ACAD:1023::2
250 0 500 6500 i
Network Next Hop Metric LocPrf Weight Path

* 2001:DB8:ACAD:2000::/64
2001:DB8:ACAD:1014::1
0 6500 500 i
* 2001:DB8:ACAD:1013::1
0 6500 500 i
*> 2001:DB8:ACAD:1023::2
0 0 500 i
* 2001:DB8:ACAD:2001::/64
2001:DB8:ACAD:1014::1
0 6500 500 i
* 2001:DB8:ACAD:1013::1
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0 6500 500 1

*> 2001:DB8:ACAD:1023::2
0 0 500 i
*> 2001:DB8:ACAD:3000::/64
e 0 32768 1
*> 2001:DB8:ACAD:3001::/64
H 0 32768
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