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Lab - Quan ly va trién khai ty déng ha ting mang dung
Ansible HSRP

So d0 mang:

» 372521(fa1/0)

Internet

- Sodd g6m 1 Router, 2 Distributed Switch, 2 Access Switch, 2 PC cho 2
Vlan, dugc két ndi v6i Ansible Server. M6 hinh thyc hién trén Linux OS va
céc thiét bj ao.

- May tinh ctia hoc vién c6 két ndi mang bén trong VnPro

Yéu céu:

- Thuyc hién cac cong viéc sau:
o Thém thiét bi vao file hosts — file luu IP cac thiét b
o Tao playbook YAML dé thuc hién cc cdu hinh ty dong cho Router, 2
DS (Distributed Switch), 2 AS(Access Switch).
o Chay céc playbook trén.
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Cac budc thuc hién:

CAu hinh SSH Router:

R# configure terminal

R(config)# username admin password 123
R(config)# ip domain-name vnpro
R(config)# enable password 321
R(config)# crypto key generate rsa

1024

R(config)#line vty 0 4

R(config-line)# password 123
R(config-line)# login local

CAu hinh SSH cho 4 Switch

SW# configure terminal

SW(config)# ip domain-name vnpro
SW(config)# username admin password 123
SW(config)# enable password 321
SW(config)# crypto key generate rsa

1024

SW(config)#line vty 0 4

SW(config-line)# password 123
SW(config-line)# login local

Cai dat Ansible trén Linux OS:

Chay 3 dong 1énh sau:

sudo apt-add-repository ppa:ansible/ansible

sudo apt update

sudo apt install ansible

Chuyén t6i thu myc d3 cai ansible va sira doi file hosts — file chtra cac thiét bi
cd /etc/ansible

sudo nano hosts

Ta sé& thém cac thiét bi vao day: thém IP va password dé SSH dén, username va
password.
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63 ansible become_passwords=
ansible become password=

.228 ansible become password=321

ansible u

ansible

ansible

ansible b

ansible b |
ansible network os=ios

Giai thich:
- Ansible host: dia chi IP cia thiét bi dung dé SSH

- Ansible become password: 12 enable password cua thiét bi

- Ansible_connection: network_cli 1a phuong thirc két nbi dén thiét bi thong qua
SSH

- Ansible become: ‘yes’ va ansible become method: enable 1a cho phép ansible
c6 thé vao privilege mode trude khi thuc thi cac task

- Ansible network os: ios & ddy do dung cac thiét bi ctia Cisco nén khai bao nhur
vay

Luu ¥: thr tr khai bao c6 thé thay d6i ma khong anh huéng dén két qua

Sau khi xong nhan Ctr + X, sau d6 Y va enter dé luu file lai.

Tao cac file Playbook:

Tao file playbook bang cau 1énh sau: sudo nano <filename>.yml. Nén tham khao

thém cac viét file YAML

Vi du: mét sb 1énh st dung trén thiét bi Cisco [0S dé viét cac nhiém vu trong

playbook bang ngon ngit YAML, chay trén Ansible server.

[os command: thyc hién khi thiét bi & mode Privileged

tasks:
- name: chay 1én show version
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ios_command:
commands: show version

- name: chay 1énh show version bao gom I0S
ios_command:
commands: show version
wait_for: result[0] contains I0S

- name: chay nhiéu 1énh
i0s_command:
commands:
- show version
- show interfaces

- name: chay 1énh yéu cau tra 151 prompt
i0s_command:
commands:

- command: 'clear counters GigabitEthernet0/1'
prompt: 'Clear "show interface" counters on this interface \[confirm\|'
answer: 'y'

- command: 'clear counters GigabitEthernet0/2'
prompt: '[confirm]'
answer: "\r"

los_config: thyc hién khi thiét bi & mode Configuration

- name: cau hinh hostname trong inventory
i0s_config:
lines: hostname {{ inventory_hostname }}

- name: cau hinh cong
i0s_config:
lines:
- description test interface
- ip address 172.31.1.1 255.255.255.0
parents: interface Ethernetl

- name: cdu hinh ip helper-address trén nhiéu cong
ios_config:
lines:
- ip helper-address 172.26.1.10
- ip helper-address 172.26.3.8
parents: "{{ item }}"
with_items:
- interface Ethernetl
- interface Ethernet2
- interface GigabitEthernetl
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los interface: thyc hién trén cong

- name: cdu hinh cong
ios_interface:
name: GigabitEthernet0/2
description: test-interface
speed: 100
duplex: half
mtu: 512

- name: x6a cong looback
1os_interface:
name: Loopback9
state: absent

- name: md cong(up)
1os_interface:
name: GigabitEthernet(0/2
enabled: True

- name: tat cong(down)
ios_interface:
name: GigabitEthernet0/2
enabled: False

los vlan: thyc hién trén vlan

- name: Tao vlan
ios_vlan:
vlan_id: 100
name: test-vlan
state: present

- name: Thém cong vao vlan
ios_vlan:
vlan_id: 100
interfaces:
- GigabitEthernet0/0
- GigabitEthernet0/1

- name: Xoa vlan
ios_vlan:
vlan_id: 100
state: absent

- name: Thém vlan dung aggregate
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ios_vlan:
aggregate:
- { vlan_id: 100, name: test-vlan, interfaces: [GigabitEthernet0/1,
GigabitEthernet0/2], delay: 15, state: suspend }
- { vlan id: 101, name: test-vlan, interfaces: GigabitEthernet(/3 }

File dé cAu hinh cho Router:

sudo nano R.yml

- name: dat ip cho loobpack
hosts: R # tén cua thiét bi trong Ansible server( vi & day chi co router nén c6
thé dé all)
# cac tac vu
tasks:
- name: Set loopback IPv4 address # Dit tén task dé quan 1y
ios_13_interface: # do ciu hinh router nén bat budc khai bao nhu vay
name: loopback 2 # tén cong
ipv4: 10.0.0.1/24 # dia chi IP cta loopback

- name: Set fastEthernet0/1 IPv4 address # dit IP cho cong
ios_13 interface:
name: fastEthernet1/0 # tén cong
ipv4: 172.16.13.1/24 # dia chi IP cho cong
- name: Set fastEthernet1/0 IPv4 address
ios_13 interface:
name: fastEthernet0/1
ipv4: 172.16.12.1/24
#Xem lai tat ca cac cong
- name: Show ip
ios_command: # Viét 1énh dé giri & mode command line cta router
commands:
- show ip int brief
register: show_ip # gin két qua vao bién show ip
- name: set OSPF # cai dat OSPF
ios_config:
parents: # vao mode config cua 1énh dudi
- router ospf 1
lines:  # cac 1énh s€ thuc hién
- router-id 1.1.1.1
- name: set ip OSPF 10/1
i0s_config:
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parents:
- int f0/1
lines:
- no shut
-ip ospf 1 area 0
- name: set ip OSPF £1/0
ios_config:
parents:
- int £1/0
lines:
- no shut
- ip ospf 1 area 0
- debug: var=show _ip.stdout_lines # debug: in ra man hinh, dit bién
var(lay thong tin clia cac dong tir show ip gin vao),in bién var

File dé cAu hinh 2 Access Switch

sudo nano AS.yml

- name: AS1
hosts: AS1
gather facts: no

tasks:
- name: tao vlan
i0s_vlan:
aggregate:
- { vlan_id: 10, name: KeToan, interfaces: [Ethernet3/1] }
- { vlan_id: 20, name: KyThuat, interfaces: [Ethernet3/2] }

- name: show vlan
ios_command:
commands:
- show vlan brief
register: show_vlan
- name: Set mode Trunking Vlan
i0s_config:
lines:
- spanning-tree mode rapid-pvst
- name: chuyen cong e0/1 - 0/2 sang mode trunk
i0s_config:
parents:
- int range e0/1-2
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lines:
- sw trunk en dot1Q
- sw mode trunk

- name: Show Trunking
10s_command:
commands:
- show int trunk
register: show_trunk
- debug: var=show _ip.stdout lines, var=show trunk.stdout lines
#
- name: AS2
hosts: AS2
gather facts: no
tasks:
- name: tao vlan
10s_vlan:
aggregate:
-{ vlan_id: 10, name: KeToan, interfaces: [Ethernet3/1], delay: 5}
-{ vlan_id: 20, name: Kythuat, interfaces: [Ethernet3/2], delay: 5}
- name: Show vlan
10s_command:
commands:
- show vlan
register: show ip
- name: config
10s_config:
lines:
- spanning-tree mode rapid-pvst
- name: chuyen cong e0/1 - e0/2 sang mode trunk
10s_config:
parents:
- int range e0/1-2
lines:
- sw trunk en dot1Q
- sw mode trunk
- name: Show Trunking
ios_command:
commands:
- show int trunk
register: show_trunk

- debug: var=show _ip.stdout lines
File cau hinh cho 2 DS (Distributed Switch):

sudo nano DS.yml
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-name: DS
hosts: DS
gather facts: no

tasks:
- name: tao vlan
i0s_vlan:
aggregate:
-{vlan id: 10 }
- {vlan_id: 20 }
- name: Show vlan
10s_command:
commands:
- show vlan

register: show_ip
- name: config
10s_config:
lines:
- spanning-tree mode rapid-pvst
- name: chuyen cong e0/1 - e0/3 sang mode trunk
10s_config:
parents:
- int range e0/1-3
lines:
- sw trunk en dot1Q
- sw mode trunk

- debug: var=show _ip.stdout lines
File dé cau hinh thém cho DSI :

sudo nano DS1_HSRP.yml

- name: HSRP DS1
hosts: DS1
gather facts: no

tasks:
-name: HSRP 10
ios_config:
parents:
- int vlan 10
lines:
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- ip address 10.1.10.252 255.255.255.0
- standby 10 ip 10.1.10.254
- standby 10 priority 150
- standby 10 preempt
-ip ospf 1 area 0
- name: HSRP 20
ios_config:
parents:
- int vlan 20
lines:
- ip address 10.1.20.252 255.255.255.0
- standby 20 ip 10.1.10.254
- standby 20 priority 150
- standby 20 preempt
- ip ospf 1 area 0
- name: OSPF
10s_config:
parents:
- router ospf 1
lines:
- router-id 2.2.2.2
- name: Set interface e1/0
10s_config:
parents:
- int e1/0
lines:
- N0 SW
- no sh
- ip address 172.16.12.2 255.255.255.0
File dé cdu hinh thém cho DS2 :

sudo nano DS2 HSRP.yml

- name: HSRP DS2
hosts: DS2
gather facts: no

tasks:
-name: HSRP 10
i0s_config:
parents:
-int vlan 10
lines:
- ip address 10.1.10.253 255.255.255.0
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- standby 10 ip 10.1.10.254
- standby 10 priority 100
- standby 10 preempt
-ip ospf 1 area 0
- name: HSRP 20
10s_config:
parents:
- int vlan 20
lines:
- ip address 10.1.20.253 255.255.255.0
- standby 20 ip 10.1.10.254
- standby 20 priority 100
- standby 20 preempt
-ip ospf 1 area 0
- name: OSPF
i0s_config:
parents:
- router ospf 1
lines:
- router-id 3.3.3.3
- name: Set interface e1/0
ios_config:
parents:
- intel/0
lines:
- N0 SW
- no sh
- ip address 172.16.12.2 255.255.255.0
Chay cac playbook:

Thuec hién chay file playbook bang cau 1énh sau ansible-playbook <filename>

ansible-playbook AS.yml
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ansible-playbook DS.yml
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$ ansible-playbook DS1_HSRP.yml
PLAY [HSRP DS1] °

TASK [HSRP 108] **:

changed: [D51]

TASK [HSRP 28] **
changed: [DS1]

TASK [0SPF]

TASK [Set interface el/@]
changed: [D51]

changed=3 unreachable=0 failed=6 skipped=8 rescued=0 ignored=0

o
-

IP-Address Method 5 u Protocol
DHCP u up
unset u up
unset u up
unset u up

[

o

10.215.26.1

L

unassigned

[
Ly ]

o

L

TR i TR R I O [ S
[}

manual u up
unset U up
unset u up
unset U up
unset u up
unset U up
unset u up
unset U up
unset u up
unset U up
unset u up

up

administratively down down
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L
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L
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1istratively down down
HVEAM administratively down down
NVEAM administratively down down

HVEAM up L+l

L

L
L
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e

L
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o

PLAY [HSRP DS2]

TASK [HSRP 10]

changed: [DS2]

TASK [HSRP 20] *%F&#sssssssssisssdssssssst st sissiiisiti ittt s ississl arasssiiatsrsaistsssss s aesss

changed: [DS52]
TASK [OSPF] *
TASK [Set interface el/8] °
changed: [DsS2]

DLAY RECAP ®5*&##&sdssddsdddd ki dfdfd s ik £ f S £ d i d Sk o R R R

unreachable=e tailed=0 skipped=0 rescued=0 ignored=6
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ASK [Set OSPF] **ssissssssssssssrssssssssssss
Set ip OSPF fo/1] *x*rxrxxrxxsxxzsxsxxsxs

b OSPF f1/8] *
SK [Show ip] ===+ wsssssssssssssssssssssssssss

TASK [debug] **

PLAY RECAP **

Kiém tra:

Str dung PC1 thude Vlan 10, ping t6i1 dia chi IP caa Switch HSRP 10.1.10.254
Va Router 172.16.12.1

Két qua ping dén Switch HSRP:

£ vlan1D — O x

TR

Két qua ping dén Router:
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