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LAB — DHCP Snooping, DAI va IP Source Guard

1. C4u hinh DHCP Snooping
Kich hoat tinh ning DHCP Snooping

SW(config) #ip dhcp snooping

SW(config)#no ip dhcp snooping information option
SW(config) #ip dhcp snooping vlan 1

SW(config) #interface fal/24

SW(config-if)#ip dhcp snooping trust

Kiém tra
bia chi IP duoc cép trén Server DHCP

DHCP# sh ip dhcp binding

IF address Hardware address Lease expiration Type
192.168.1.5 0100, 1bfc. 36ec. a4 Mar 02 1955 12:435 am Automatic
192.168.1.4 0100, 1bfc. 36ec. dd Mar 02 19595 12:435 amM Automatic

Switch xay dung bang co s¢ dir li¢u dya vao thong tin cia DHCP Request va Reply
swi#sh ip dhop snooping binding

Macaddress Ipaddress Lease(sec) Type vLAN  Interface
00:1B:FC:36:EC:DD  152.168.1.4 BH309 dhcp-snooping 1 FastEtherneto,1
00:1B:FC:36:EC:E4  152.168.1.3 85300 dhcp-snooping 1 FastEthernet(,2

Total number of bindings: 2

Thong tin cong tin cay

Swizh ip dhcp snooping

Switch DHCP snooping s enabled

DHCP =nooping 1s configured on following wLANS:

1

DHCP =nooping is configured on the following Interfaces:

Insertion of option 82 is disabled
circuit-id format: vlan-mod-port
remote-id format: MAC
option 82 on untrusted port is not allowed
verification of hwaddr Tield is enabled
Interface Trusted rRate 1imit Cpps)

FastEthernet 0,24 Was un1imited
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Trong mot s6 truong hop ké tan cong co thé thuc hién DHCP Request voi dia chi MAC gia, sir
dung hét diy dja chi trén Server DHCP. Va Server DHCP khong con dija chi dé cdp cho ngudi
ding khac . Bé han ché DHCP Snooping cho phép gidi han téc dd goi Request dugc goi

SW(config) #interface range fal/1 - 2

SW(config-if-range) #ip dhcp snooping limit rate 10

Switsh ip dhop snoopin

Switch DHCP snooping s enabled

DHCP snooping s configured on following wvLans:

1

DHCP snooping 15 configured on the following Interfaces:

Insertion of option 82 is disabled
circuit-id format: wlan-mod-port
remote-id format: Mac

option 82 on untrusted port s not allowed

verification of hwaddr field is enahled

Interface Trusted Rate Timit (pps)
FastEtherneto1 Ho 10
FastEthernetos 2 Ho 10
FastEtherneto, 24 was unlimited

2. Cau hinh Dynamic ARP Inspection
Trang thai bang ARP trén PC2
\WINDOWS' system32' crd.exe
F:\>arp -a

Interface: 192.168.1.3 —— Bx18083
Internet Address Physical Address Type

192.168.1.1 AB—-A7-Be—%a—-Ad—cA dynamic
Fzn>

Thuc hién ARP spoofing véi tng dung Switchsnarf trén PC1

Xac dinh cong ma goi ARP gia mao sé dugc goi
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" Configuration

= Local Adapters

=) Generic dialup adapter

Mac Address
IP Address
Subnet Mask,
Gateway IP

0o 1B FC: 36 EC:DD
192.168.1.4
255,255,255.0
192.168.1.1

=l|Attansic LO0OZ Fast Ethernet Controller (Micr-..|

Mac Address
IP Address
Subnet Mask,
Gakeway IP

Ilpdate ARP Tables every seconds

00 1B FC 36 EC:DD
192.168.1.4
265,255, 255.0
192,168.1.1

| ok

J ’ Cancel ]

Resolve Hostnames

Chon Scan Network dé tim PC trén mang

Chon PC ma c6 phan Description 13 Sniffable, chon Start Spoofing

U SwitchSnarf

QD Setup

B Metwark

Operations

I& Scan Metwork
.g Start Spoofing
@ Stop Spoofing
[@) Exit

About

#1 About

a Reqisker

@ Suppart (web)
Q Support (e-mail)

Hosts }/ Connections ]

Hosk Mame IP Address MaC Address Description

C0189 192168.1.4 00:1B:FC:36:EC:DD My Computer

192188.11 192188.11 00:07:0E:94:00:C0 Gateway

Log A

412702009 3:12:18 PM Spoofing stopped

412702009 3:13:03 PM Mebwork Adapter Opened Successfully!

412702009 3:13:03 PM Metwork, Scan Started

412702002 3:113:03 PM

412702009 3:13:12 PM Spoafing started =
b

IP Address: 192,168.1.4  MAC Address: 00:16:FC:36:EC:DD  Routed Packets -0 Evaluation

Thuc hién Telnet ttir PC2
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Telnet 192.168.1.1 100 =l

Uzer Access Uerification

Password:

Béang ARP trén PC2 bi thay doi
INDOWS system32.cmd.exe
F:“>arp —a

Interface: 172_.168.1.3 —— Bx18003
Internet Address Physical Address Type

192.168.1.1 B8—-1b—fc—-36—ec—dd dynamic

Fzv

Dung Wireshark dé thyuc hién phan tich ndi dung goi

7 Follow TCP Stream M{=1E3

Streamn Conkent

User Access wverification
Password: ... ... P ANSI..wnpro
DHCP>eennaa

% WO password set
DHCP}F

Entire corvversation (139 bytes) “ |(3) ascI () EBCDIC ) Hex Dump () C Arrays () Raw
[ Close l [ Filter Qut This Stream

Goi Telnet goi dén PC1 trude khi dén Router
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 SwitchSnarf (=1e3

Hosks Connections ]

Source IP [eskionation IP Source Pork Deskination Pork Flag
192.168.1.1 192.168.1.3 23 1825 ACK
192.168.1.3 192.168.1.1 1825 23 FIN ACK
132168.1.1 192.168.1.3 23 1824 ACK
Operations [1327851.3 19216611 1624 i} FIN ACK i

@ Scan Metwork
.*7 Start Spoofing
@ Stop Spoofing

@) Exit
About
e_"? About Log ~
=4 Register 4)27/2009 3:12:18 PM Spoofing stopped
@ Suppart {web 412712009 3:13:03 PM Nebwork Adapter Opened Successfully!
@ Support {e-mail) 412702009 3:13:03 PM Mebwork Scan Started
412712009 3:13:03 PM
412702009 3:13:12 PM Spoafing started =
v

IF Address: 192,168.1.4  MAC Address: 00:1E:FC:36:EC:D0  Routed Packets - =88 Evvaluation

Trong trudong hop néu DHCP Snooping dd duoc cdu hinh truée do, ban chi can xac dinh VLAN
su dung tinh ndng DAI

SW(config)#ip arp inspection vlan 1
Xac dinh cbng tin cdy (tlt cd cac cbdng con lai 1a khéng tin cay)
SW(config) #interface fal/24

SW(config-if)#ip arp inspection trust

Kiém tra
Chay lai ing dung Switchsnarf trén PC1, thong tin log cho biét goi ARP Reply khong hop 18 bi

loai bo

00:54:51: %SW_DAI-4-DHCP_SNOOPING_DENY: [ Invalid ARPs (Res) on Fa0/l, vian
1.([001b.fc36.ecdd/192.168.1.3/0007.0e9a.0dc0/192.168.1.1/00:54:51 UTC Mon Mar 1 1993])

00:54:51: %SW _DAI-4-DHCP_SNOOPING DENY: [ Invalid ARPs (Res) on Fa0/l, vilan
1.([001b.fc36.ecdd/192.168.1.1/001b.fc36.ece4/192.168.1.3/00:54:51 UTC Mon Mar 1 1993])

Trong trudong hop néu nhu PC2 khai bao dia chi tinh, Switch s& khong c6 thong tin dé kiém tra,
ban c6 thé xay dung thong tin tinh dé kiém tra su gid mao

SW (config) #arp access-1list ARPINSPECT
SW(config-arp-nacl) #permit ip host 192.168.1.3 mac host 001B.FC36.ECE4

SW(config) #ip arp inspection filter ARPINSPECT vlan 1
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Swi#sh p arp inspection

Source Mac validation : Disahled

pestination Mac wvalidation : Disabled

IFP Address walidation : Disabled

wlan Configuration Operation ACL Match Static acL
1 Enahbled Active ARPIMSPECT MO

Mic dinh DAI chi kiém sy vi pham dua vao ndi dung ctia g6i ARP, ma khong kiém tra gia tri cia
header cua goi ARP. Thuc hién cau 1€nh sau khi can kiém tra thém gia tri header ciua goi ARP

SW(config) #ip arp inspection validate ?
dst-mac Validate destination MAC address
ip Validate IP addresses

src-mac Validate source MAC address

B Frame 691 (42 hbytes on wire, 42 hytes captured)

WLEs
= Ethernet II, src: asustekc_36:ec:dd (o0:lb:fc:3a:ec:dd), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
@ Destination: Broadcast (Ff:ff:ff:ff:FF:Ff)
@ source: Asustekc_3IG:ec:dd (o0:lbh:fc:3G:ec:dd)
Type: arRP (0x0808)
= Address resolution Protocol (reguest)
Hardware type: Ethernet (0x0001)
Protocol type: IP (0xO800)
Hardware size: 6
Protocol size: 4
opcodes ET (Ox000L]
gnder mMmaC address: asustekC_36:ec:dd (00:lb:fc:i36:ec:dd
sender IP address: 192.168.1.4 (192.165.1.40
Target MaC address: Q0:00:00_00:00:00 CO0:00:00:00:00:00)
= IP address: 192.168.1.1 (1%2.1658.1.1]0

e Src-mac: Kiém tra dai chi MAC ngudn trong header Ethernet v6i dia chi MAC ctia nguoi
gd1 trong goéi ARP Reply

e Det-mac: Kiém tra dia chi MAC dich trong Ethernet header v6i dia chi MAC dich trong
g01 ARP Reply

e IP: Kiém tra dia chi IP ctia ngudi goi trong tat ca cac goi ARP Request, kiém tra dia chi IP
ctia thiét bi goi véi dia chi IP dich trong tat ca goi ARP Reply

3. Ciu hinh IP Source Guard

Xac dinh céng va kich hoat tinh nang IP Source Guard

SW(config) #interface range fal/1 - 2

SW(config-if-range) #ip verify source

Kiém tra
Dia chi ctia g6i duge nhan trén cong phai khép véi thong tin co duge tir DHCP Snooping

swish ip werify source

Interface Filter-type Filter-mode IP-address Mac-address vlan
Faos1 ip active 152.168.1.4 1
Fal/2 ip active 192.168.1.3 1
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Thuc hién kiém tra su hop 1¢ véi PC1

D:AWINDOWS\system d 2\cmd. exe | ﬂ

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . . . 192.168.1.4
Subnet Mask . . . . 255.255.255.8
Default Gateway . . . 1922.168.1.1

D:“>ping 192.168.1.1
Pinging 1922.168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: bytez=32 time=2ms TTL=255
192 _168.1.1: bhytes=32 time=imz TTL=255
1922.168.1.1: hytes=32 time=1ms TTL=255

Reply from 192.168.1.1: bytes=32 time=1ms TTL=255L

Ping statistics for 192.168.1.1:

Packets: Sent = 4. Received = 4, Lost = 0 (8x loss>,
Approximate round trip times in milli—seconds:

Minimum = ims, Maximum = Zms, Average = 1ms

D=2

Thay d6i dia chi bang cach gan tinh trén PC1, goi s& bi loai bé do khong hop 18

D:AWINDOWSAsystem 3 2\cmd. exe
D:vipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . . . . 192.168.1.5
Subnet Mask . . . . . . 255.255.255.8
Default Gateway . . . .

D:v>ping 192_168.1.1
Pinging 1922_168_.1_.1 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.1.1:
Packets: Sent = 4. Received 4 (188% loss>,

Tz

Trong trudng hop ban mudn kiém tra thém dia chi MAC cta goi

SW (config-if-range) #ip verify source port-security

Swish ip verify source

Interface Filter-type Filter-mode IP-address Mac-address wlan
Fa0/1 ip-mac active 152.168.1.4 permit-all 1
Fal,2 p-mac active 192.168.1.3 permit-all 1

Tuy nhién trong trudng hop nay tat ca dia chi MAC lai dugc cho phép, ban can dung két hop vai
port-security dé xéc dinh dia chi IP va MAC cu thé duoc cho phép

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

Hotline: 0933427079 Email: vnpro@vnpro.org

T PC: 276 - 278 Ung Viin Khiém, P. Thanh My Tay, Tp. H6 Chi Minh
A wpmo DT: (028) 35124257
SW(config) #interface range fal/1 - 2

SW(config-if-range) #switchport mode access

SW (config-if-range) #switchport port-security

Sw¥sh ip verify source

Interface Filter-type Filter-mode IP-address Mac-address wlan
Fao/1 Tp-mac active 192.1658.1.4 Q0:1B:FC:36:EC:DD 1
Fao/2 Tp-mac active 1%92.1658.1.3 O0:1B:FC:36IECIES 1

Trong trudng hop khong sir dung dit liéu cia DHCP Snooping ban c6 thé xay dung dit liéu tinh

SW(config) #ip source binding 001B.FC36.ECE4 vlan 1 192.168.1.3 interface
fa0/2

switsh ip source binding statdic
MacAddress IpAddress Leasae(sec) Type vLAaN  Interface

00:1B:FC:36:EC:ES 192.168.1.3 infinite static 1 Fastethernet0,/2
Total number of bindings: 1
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