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Lab — Network Address Translation
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Hinh 1 — So d6 bai lab
Mo ta:

e Bai lab gom 5 router dugc két ndi véi nhau theo so d6 hinh 1.
e Cac router R1 dén R4 dong vai trd cac router ciia mot mang doanh nghiép.

e Router ISP gia 1ap mdi truong Internet. Mang doanh nghiép gia lap & trén su dung hai
duong két ndi Internet cho muc dich dy phong 1an nhau (multihoming).

e Trong bai lab nay, hoc vién s€ khao sat mot sb ky thuat NAT nang cao trén router.
Yéu ciu:
1. Céu hinh ban diu:

e Hoc vién thuc hién cau hinh cac dia chi IP trén cac interface cua cac router nhu dugc chi
ra trén hinh 1.

o Trén phﬁn mang Inside Network, thuc hién cdu hinh OSPF Area 0 dam bao moi dia chi
trong mang Inside co thé di dén dugc nhau.

e Hiéu chinh OSPF dam bao R1 di dén R2 theo duong link ndi giita hai cong G1.12 ciia R1
va R2 nhung R2 di vé R1 theo dudng trung chuyén qua router R3.

e Trén R1 thuc hién céu hinh hai static defaut — route tré dén ISP:

o Trong d6, ddm bao R1 s€ sir dung duong link G1.15 lam duong chinh di Internet,
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duong G1.51 chi sir dung dé du phong.

o Thyuc hién co ché track béng I[P SLA dé dam bao hoat dong du phong
dién ra.

Céu hinh:
Céu hinh OSPF trén Inside Network:

Rl (config) #router ospf 1

Rl (config-router) #network 172.16.1.1 0.0.0.0 area O
Rl (config-router) #network 172.16.12.

Rl (config-router) #network 172.16.13.

R2 (config) #router ospf 1

R2 (config-router) #network 172.16.2.1 0.0.0.0 area O
R2 (config-router) #network 172.16.12.2 0.0.0.0 0
R2 (config-router) #network 172.16.22.1 0.0.0.0 area O
R2 (config-router) #network 172.16.23.2 0.0.0.0 0

R3 (confiqg) #router ospf 1

R3 (config-router) #network 172.16.3.1 0.0.0.0 area O
R3 (config-router) #network 172.16.13.
R3(
R3(

) 3 0.0.0.0 area O
config-router) #network 172.16.13.3 0.0.0.0 area O
config-router) #network 172.16.23.3 0.0.0.0 area O

Hiéu chinh dudng di v6i OSPF theo yéu cau dit ra:

R2 (config) #int gl.12
R2 (config-subif) #ip ospf cost 3

CAu hinh defaut — route trén R1 cho hoat dong di Internet:

R1
R1
R1
R1

config) #ip sla 1

config-ip-sla) #icmp-echo 100.0.15.5 source-interface gl.15
config-ip-sla-echo) #frequency 5

config-ip-sla-echo) #fexit

—~ e~~~

Rl (config) #ip sla schedule 1 start-time now life forever

Rl (config)#track 1 ip sla 1

Rl (config-track) #exit

Rl (config) #ip route 0.0.0.0 0.0.0.0 100.0.15.5 5 track 1
Rl (config) #ip route 0.0.0.0 0.0.0.0 100.0.51.5 10

Sau khi c4u hinh xong default — route, thyc hién lan truyén default — route ndy vao mang bén
trong:

Rl (confiqg) #router ospf 1
Rl (config-router) #default-information originate
Rl (config-router) #exit

Kiem tra:

Dinh tuyén OSPF da hoi tu trong Inside Network:

Rl#show ip route ospf
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172.16.0.0/16 is variably subnetted, 11 subnets, 2 masks
172.16.2.1/32 [110/2] wvia 172.16.12. 00:23:52, GigabitEthernetl.12
172.16.3.1/32 110/2] via 172.16.13. 00:23:21, GigabitEthernetl.13
172.16.22.1/32 [110/2] via 172.16.12. 00:23:53, GigabitEthernetl.12
172.16.23.0/24 [110/2] via 172.16.13. 00:23:11, GigabitEthernetl.13
110/2] via 172.16.12. 00:23:11, GigabitEthernetl.12

~

O O O O

N W N wN
~

~

[
[
[
[

R2#show ip route ospf

O*E2 0.0.0.0/0 [110/1] wvia 172.16.23.3, 00:03:08, GigabitEthernetl.23
172.16.0.0/16 is variably subnetted, 12 subnets, 2 masks

0 172.16.1.1/32 [110/3] via 172.16.23.3, 00:11:27, GigabitEthernetl.23

0 172.16.3.1/32 [110/2] via 172.16.23.3, 00:23:14, GigabitEthernetl.23

0 172.16.13.0/24 [110/2] via 172.16.23.3, 00:23:14, GigabitEthernetl.23

R3#show ip route ospf

O*E2 0.0.0.0/0 [110/1] wvia 172.16.13.1, 00:03:18, GigabitEthernetl.13
172.16.0.0/16 is variably subnetted, 11 subnets, 2 masks
172.16.1.1/32 [110/2] via 172.16.13.1, 00:23:24, GigabitEthernetl.13
172.16.2.1/32 [110/2] via 172.16.23.2, 00:23:24, GigabitEthernetl.23
172.16.12.0/24[110/2] via 172.16.13.1, 00:23:24, GigabitEthernetl.13
172.16.22.1/32[110/2] via 172.16.23.2, 00:23:26, GigabitEthernetl.23

O O O O

R1 di dén R2 theo link G1.12:

Rl#{traceroute 172.16.2.1

Type escape sequence to abort.

Tracing the route to 172.16.2.1

VRF info: (vrf in name/id, vrf out name/id)
1 172.16.12.2 5 msec * 1 msec

R2 di d¢én R1 theo dudng trung chuyén qua R3:

R2#traceroute 172.16.1.1

Type escape sequence to abort.

Tracing the route to 172.16.1.1

VRF info: (vrf in name/id, vrf out name/id)
1 172.16.23.3 4 msec 4 msec 4 msecC
2 172.16.13.1 3 msec * 3 msec

Hién tai, R1 dang di Internet theo cong output G1.15 (next — hop IP 100.0.15.5):

Rl#show ip route 0.0.0.0
Routing entry for 0.0.0.0/0, supernet
Known via "static", distance 5, metric 0, candidate default path
Routing Descriptor Blocks:
* 100.0.15.5
Route metric is 0, traffic share count is 1

Néu link G1.15 n6i dén ISP down (gia lap bang cach shutdown cong G1.15 phia ISP), link
du phong dugc st dung:

ISP (config)#int gl.15

ISP (config-subif) #shutdown

Rl#show ip route 0.0.0.0

Routing entry for 0.0.0.0/0, supernet
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Known via "static", distance 10, metric 0, candidate default path
Routing Descriptor Blocks:
* 100.0.51.5
Route metric is 0, traffic share count is 1

Sau khi kiém tra xong, nhé no shutdown cong G1.15 cua ISP lai nhu cil.

2. Du phong véi NAT (1):

e Chuhinh NAT trén R1 dam bao server 172.16.22.1 bén trong Inside Network s& dugc NAT
thanh dia chi public 100.0.15.22 khi duong di Internet chinh ciia mang doanh nghi¢p dang
duoc st dung.

e Bén canh do, cling thyc hién cAu hinh NAT trén R1 dam béo server 172.16.22.1 s& duogc
NAT thanh dia chi public 100.0.51.22 khi duong Internet chinh down va duong Internet
du phong ctia mang doanh nghiép dugc stir dung.

Ciu hinh:

Trong cdu lab ndy, yéu cau dit ra 1a can phai NAT dia chi Inside local 172.16.22.1 thanh hai
dia chi outside global bén ngoai dé dam bao muc dich du phong. Tuy nhién, néu thuc hién static
NAT theo cach thirc thong thuong, IOS trén router s& bao 16i:

Rl (config) #ip nat inside source static 172.16.22.1 100.0.15.22
Rl (config) #ip nat inside source static 172.16.22.1 100.0.51.22
SNAT: 172.16.4.1 already mapped (172.16.22.1 -> 100.0.15.4)

Rl#show run | inc ip nat
ip nat inside source static 172.16.22.1 100.0.15.22

Két qua thuc hién & trén cho thay chi mot dong cu hinh static NAT khai bao trudc méi duge
ghi nhan vao cAu hinh NAT cua router, dong khai b4o sau khong dugc cap nhat.

Pé thyc hién yéu cau dit ra, can phai thuc hién static NAT ¢ trén tham chiéu dén cac route
— map:

Rl (config) #access-1list 1 permit 172.16.22.1

R1
R1
R1
R1

config) #route-map PRIMARY
config-route-map) #fmatch ip address 1
config-route-map) #fmatch interface gl.15
config-route-map) #fexit

—~ e~~~

R1
R1
R1
R1

config) #route-map BACKUP
config-route-map) #fmatch ip address 1
config-route-map) #match interface gl.51
config-route-map) #exit

—~ e~~~

Rl (config)#ip nat inside source static 172.16.22.1 100.0.15.22 route-map
PRIMARY
Rl (config) #ip nat inside source static 172.16.22.1 100.0.51.22 route-map BACKUP

Rl (config) #interface gl.12
Rl (config-subif) #ip nat inside
Rl (config-subif) #exit
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Rl (config) #interface gl.13

Rl (config-subif) #ip nat inside
Rl (config-subif) #exit

Rl (config) #interface gl.15

Rl (config-subif) #ip nat outside
Rl (config-subif) #exit

Rl (config) #interface gl.51

Rl (config-subif) #ip nat outside
Rl (config-subif) #exit

Trong cau hinh & trén, cac route — map PRIMARY va BACKUP di gitip phan biét giita hai
ménh dé NAT dugc khai béo.

Kiéem tra:

Bang NAT cua R1 da ghi nhan hai dong thong tin NAT da khai béo:

Rl#show ip nat translations

Pro Inside globallInside local Outside local Outside global
--— 100.0.15.22172.16.22.1 -—= -—=

--— 100.0.51.22172.16.22.1 -—= -—=
Total number of translations: 2

Dia chi 172.16.22.1 ¢6 thé truy nhap duogc Internet, dugc NAT thanh IP Inside global
100.0.15.22:

R2#ping 8.8.8.8 source 172.16.22.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Packet sent with a source address of 172.16.22.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 6/6/6 ms

Rl#show ip nat translations

Pro Inside global Inside local Outside local Outside global
--- 100.0.15.22 172.16.22.1 - -

--- 100.0.51.22 172.16.22.1 - -

icmp 100.0.15.22:3 172.16.22.1:3 8.8.8.8:3 8.8.8.8:3

Total number of translations: 3

Thuc hién shutdown cong G1.15 cia ISP dé kiém tra hoat dong du phong:

ISP (config) #interface gl.15
ISP (config-subif) #shutdown

Khi link chinh down, server 172.16.4.1 van c6 thé truy nhap duogc Internet thong qua link
backup va IP public dy phong 100.0.51.4:

R2#ping 8.8.8.8 source 172.16.22.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Packet sent with a source address of 172.16.22.1

Success rate is 80 percent (4/5), round-trip min/avg/max = 5/5/6 ms

Rl#show ip nat translations
Pro Inside global Inside local Outside local Outside global
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--—- 100.0.15.4 172.16.22.1 -——= —_—
--—- 100.0.51.4 172.16.22.1 -——= ——
icmp 100.0.51.22:4 172.16.22.1:4 8.8.8.8:4 8.8.8.8:4

Total number of translations: 3

Nhu vay, hoat dong du phong cho viéc NAT server 172.16.22.1 ra Internet da dién ra dang
theo yéu cau dit ra.

Sau khi kiém tra xong, nhé no shutdown cong G1.15 cua ISP lai nhu cil.

3. Dw phong véi NAT (2):
e CAu hinh NAT overload trén R1 dam bao moi dia chi con lai trong mang Inside s& duoc

NAT thanh dia chi trén cong G1.15 ctia R1 dé ¢ thé truy nhap Internet.

e Khi duong Internet chinh down va duong du phong dugce st dung, cac dia chi trong mang
Inside s& dugc NAT thanh dija chi trén cong G1.51 ciia R1 dé c6 thé truy nhap Internet.

Céu hinh:

Pé thuc hién yéu clu 3, mot access — list bao ham céc dia chi can di Internet phai dugc NAT
overload thanh dia chi trén cong G1.15 va céng G1.51. Tuy nhién, twong tu nhu trén, Cisco I0S
s& khong cho phép NAT mot source thanh nhiéu destination cting mét luc néu nhu khéng c6 yéu
t6 phan biét giita hai ménh d& NAT nay:

Rl (config) #access-1list 2 deny 172.16.22.1
Rl (config) #access-1list 2 permit 172.16.0.0 0.0.255.255

Rl (config) #ip nat inside source list 2 interface gl.15 overload
Rl (config) #ip nat inside source list 2 interface gl.51 overload
Cannot change mapping's interface name; remove mapping first

Do do, can phai tham chiéu dén cac route — map dé thuc hi¢n yéu cau nay:

R1
R1

config) #route-map OVERLOAD PRIMARY
config-route-map) #fmatch ip address 2

(

(
Rl (config-route-map) #match interface gl.15
Rl (config-route-map) #exit
Rl (config) #route-map OVERLOAD BACKUP
Rl (config-route-map) #match ip address 2
Rl (config-route-map) #match interface gl.51
Rl (config-route-map) #exit

Rl (config) #ip nat inside source route-map OVERLOAD PRIMARY interface gl.15
overload
Rl (config) #ip nat inside source route-map OVERLOAD BACKUP interface gl.51
overload

Kiem tra:

Thuc hién ping di Internet tor mét dia chi bét ky ngoai trir dia chi 172.16.4.1:

R3#ping 8.8.8.8
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
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Success rate is 100 percent (5/5), round-trip min/avg/max = 5/6/9 ms
Bang NAT trén R1:

Rl#show ip nat translations

Pro Inside global Inside local Outside local Outside global

--- 100.0.15.22 172.16.22.1 -—= -—=

--- 100.0.51.22 172.16.22.1 -—= -—=

icmp 100.0.15.1:1 172.16.23.3:1 8.8.8.8:1 8.8.8.8:1

Total number of translations: 3

C6 thé thay dja chi 172.16.23.3 ctia R3 dd duoc NAT thanh dia chi trén cong G1.15 cia R1
khi R3 truy nhap Internet.

Shutdown cong G1.15 cta ISP dé kiém tra hoat dong du phong:

ISP (config)#interface gl.15
ISP (config-subif) #shutdown

Tur Inside Network van c6 thé di duoc Internet du link chinh d3 down:

R3#ping 8.8.8.8
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 5/7/15 ms
Bang NAT trén R1 cho thay luc nay dia chi 100.0.51.1 trén cong G1.51 ctia R1 da duoc sir
dung cho hoat dong NAT:
Rl#show ip nat translations
Pro Inside global Inside local Outside local Outside global
--- 100.0.15.4 172.16.4.1 -——= -——=
--- 100.0.51.4 172.16.4.1 -——= -——=
icmp 100.0.51.1:1 172.16.23.3:2 8.8.8.8:2 8.8.8.8:1

Total number of translations: 3

Nhu vay, hoat dong NAT du phong da dién ra dang theo yéu cau dit ra.

Sau khi kiém tra xong, nhé no shutdown cong G1.15 cta ISP tré lai nhu cil.
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