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Lab - CI/CD co ban ( Hello World)

1. Mo hinh LAB

GitLab Server

-
3/ g g a
Your PC Metwork Device

GitLab Runner

Hinh 1: M6 hinh LAB st dung dé thuc thi.

2. Yéu cau

3

Thuc hién xay dung ludng CI/CD co ban dé thuc hién deploy thanh cong in ra ©

Hello World” véi gitlab server va Gitlab Runner.
3. Cac budc thuce hién

a) Thuc hién cai dit Gitlab Server va Gitlab Runner theo file hwéng din hoic ¢6
thé 1am theo cac buédc sau ddi véi may a0 Centos

- Cac budc cai Gitlab Server

sudo yum -y update

sudo yum -y install curl vim policycoreutils python3-policycoreutils
sudo yum -y install postfix

sudo systemctl enable postfix & & sudo systemctl start postfix
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curl -s https://packages.gitlab.com/install/repositories/gitlab/gitlab-

ce/script.rpm.sh | sudo bash
sudo yum install gitlab-ce
sudo vi /etc/gitlab/gitlab.rb

external url 'http://gitlab.example.com' # Luu y: chinh stra file thanh dia chi
card mang dé phu hop bang 1énh trén Centos: ifconfig

sudo gitlab-ctl reconfigure
sudo firewall-cmd --permanent --add-service={ssh,http,https} --permanent
sudo firewall-cmd --reload

Sau d6 dang nhap véi username mac dinh thudng 1a root va password tai vi tri

:/etc/gitlab/initial_root password theo dia chi da tao card mang ¢ trén.
- Cac budec cai Gitlab Runner

curl -L "https://packages.gitlab.com/install/repositories/runner/gitlab-

runner/script.rpm.sh" | sudo bash
sudo yum install gitlab-runner -y

- Sau khi cai @it xong thire hién cac buéc dé register Gitlab Runner véi

Gitlab Server

b) Tao project méi trén Gitlab Server dé register Gitlab Runner

- Tao project trén Gitlab Server

Dang nhép vao Gitlab Server sau khi c6 username va password chon “New

project”:
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Projects

Your projects 5 Starred projects 0 Explore projects  Explore topics Filter by name.. Name

Al Personal

C Administrator / CICDBASIC @ Maintainer ® *0 ¥0 110 Do Updated 17 hours ago
H Administrator / Hello_World @  Maintainer ® %0 %0 130 Do Updated 1 hour ago
L Administrator / LABCICDDEMO @ Maintainer ©® %0 ¥0 110 Do Updated 1 hour ago
M GitLab Instance / Monitoring {J  Owner %0 ¥0 10 D0 Updated 1 day ago

This project is automatically generated and helps monitor this GitLab instance. Learn more.

S Administrator / Shell Version @ Maintainer @ %0 ¥0 130 Do Updated 25 minutes ago

Sau do chon “Create blank project”

Create blank project Create from template

@ Create a blank project to house your @ Create a project pre-populated with
files, plan your work, and collaborate the necessary files to get you started
on code, among other things. quickly.

Import project

<
= @ Migrate your data from an external
o source like GitHub, Bitbucket, or

another instance of GitLab.

Sau d6 dién tién ciing nhu Description (néu c6) va chon ché do “Private,
Internal, Public can thiét va nhan “Create project” phia cu6i trang.
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@ Mew project » Create blank project

Project name

My awesome project

Create blank project

Create a blank project to house your files, plan Project URL Project slug

your work, and collaborate on code, among

other things. http://192.168.159.1... | root v my-awesome-project

Want to house several dependent projects under the same namespace? Create a group.

Project description (optional)

Description format

Project deployment target (optional)

«

Select the deployment target

Visibility Level (%)

@ @ Private
Project access must be granted explicitly to each user. If this project is part of a group, access will be granted to members of the group.

O @ Internal
The project can be accessed by any logged in user except external users.

O @ public
The project can be accessed without any authentication.

Project Configuration

Initialize repository with a README

Allows you to immediately clone this project’s repository. Skip this if you plan to push up an existing repository.

- Cau hinh SSH-Key
+ Trén cira s6 Terminal cta Centos nhap cac 1énh sau dé tao SSH-Key:
ssh-keygen -t rsa

+ Mot ctra sO hi¢n ra nhu bén dudi bao gom chon noi luu Key cling nhu

mat khau néu khong, c6 thé bo qua.
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= root@localhost:~

File Edit View Search Terminal Help
ocalhost ~]# ssh-

Dverwrite
Enter
Enter
Your

d_rsa.pub.

:Ny9J12+XRypFYTl6zrSKyjcpwry+2i/nmrhhwaqWr+GA root@localhost.localdomain
randc

| oE.
|+..0 *4..
|+oo0 +BXB

- Tiép theo thém Key vao ssh-agent
eval "$(ssh-agent -s)"
ssh-add ~/.ssh/id_rsa
cat ~/.ssh/id_rsa.pub
- Sau d6 doan ma Key hién ra va thuc hién copy:

= root@localhost:~

File Edit View Search Terminal Help

~1# eval "%(s

/S root (root@localhost.localdomain)
host —~]1# cat —; id rsa.pub

a AAAAB3INzaClyc2EAAAADA BAAABgODMECLX3IEttug2B/ WxLRSTFEV2FHbpeWH3gB9IO0Op2p0

rer2Us2LyYvOooyKIpZx eDm47P43cvdMow NS514b7IUBa3Zj+CE6GZiYEWFgXEOpeXKeP /

XGv+7T/3DZSBewT4000DMTzHKWDB8MNPNMdY 7ps6mX3ajSTTUgWuCK650Zz3xvpVC5 LRIfmvYh

3CPPQgGQcKt+0rQfScUzDrR3PUXWIIKLoZBLrEOd+2yJjixpTLD5tEE0SKY /hKOL1PL

WVw2hsEoLz riGLuA8ldbyClvbvewnwWFpxdUbKvjIsZoxmI1LtNdZFX+UFVUHKB/6mub&6CWkEYVW+dzWn

DgncYYCA3HSBpOPGZujwasVsoUufoq/GdHC2IcIRTeBLNXVG3 Xy FA7Y TNUoyCQOpZCkJ12jS1hFeug

WWGSUNXY I LTHKMY ynPzVIn/7R6W+s5LGUzhHbzZZFYNMNOLZyZK ) OppGGgYWEETeoDNxt4m8= root@lo
calhost.localdomain
[root@localhost —~]#
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- Tiép theo mé gitlab Server dé thém SSH-Key. Tao cira s nhap vao biéu
tugng hinh bén goc phai va nhan chon Edit profile

h Gitlab

figuration file is found. Administrator 1
able it in order for Auto DevOps to work. @root
Set stptus < 2

Edit profile

Preferences

+ Sign out

- Sau d6 nh4n chon SSH Keys bén goc trai:

]
4 ™

- 22 - User Settings
&

@ Profile

oo
+

Account

Applications
Chat

Access Tokens
Emails
Password

Motifications

55H Keys

GPG Keys

Preferences

m % (v 0 0 0

Active Sessions

Authentication log
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- Sau d6 nhap SSH_Key da copy va nhap cac thong tin can thiét sau d6
nhan Add Key.

User Settings » SSH Keys

‘ Q search settings

SSH Keys Add an SSH key

SSH keys allow you to establish a secure Add an SSH key for secure access to GitLab. Learn more.

connection between your computer and GitLab. Key

ssh-rsa

AAAAB3NZaC1yc2EAAAADAQABAAABIQDMECLX3EttuG2E WXIRSFFEZ2FHbpeWH3GBOIOp2p0
uyCkobrtr2Us2LyYvOGyKlpZx32qe Dm47P43cvdMowrzxhS14b71U8a3Zj+ CE6GZIYEwFgXEOpeXK
P/uPI22XGv~+71/3DZSBewf4000DMTzHKWDBNPNMAY7ps6mX3ajSTUgWuCK65023xvpVCsdd
k8LRJfmv YhylU227Czp + sokw3CpPqg GQCKt+ OrQfScUzDrR3PUXWIIKLOZBLIEO + 2yJjixpTIDSLEE
0SkY/hKO1PLVW2hsEoLzMw/riGLUA81dbyC1vbvEWnWFpxdUbKyjlsZoxmlltNd2FX + UFVUHKB/6
mubSCWKEYY +dzWn0gncYYCA3Hs Bp9PGZujwd5Vs0UfOq/GAHC 2JcRieBINXVGIxyk8MFATYEN

UoyCQOpZCkJ12j5IhF OUquuGSUNYIHKMYynPzVin/7R6W-~s5LGUZhHbeZZFYNmnOLZyZKiOpp |

2 A L
Co pV keV bo vao Begins with 'ssh-rsa’, 'ssh-dss’, "ecdsa-sha2-nistp256’, ‘ecdsa-sha2-nistp384’, ‘ecdsa-sha2-nistp521",

ssh-ed25519", "sk-ecdsa-sha2-nistp256 @openssh.com’, or 'sk-ssh-ed25519@openssh.com’

Title Expiration date

|| root@lacalhostiocaldomain || 21022023 sl

Give your individual key a title. This will be Key can still be used after expiration
publicly visible.

Add key

Your SSH keys (1)

root@localhost.localdomain a
£ afa7:98:65:00:b7:08:3d:d8:d5:fb:8d:T:2e:4a:75
Created 4 hours age

Last used: Never Expires: 2023-03-21

- Sau d6 ciing tai gitlab Server tir project da tao mai dé nhan cac thong tin

can thiét dé register cho Gitlab Runner.

@ Centos @Wiki @ Documentation @ Forums

& Gitlab = Menu

::: User Settings User Settings » SSH Keys

® Profile / X
‘ Q Search settings ‘

8% Account ' J

Add an SSHk

o8 Applications SSH Keys an ey

O chat 5H keys allow you to establish 2 secure Add an S5H key for secure access to Gitlab. Learn more.
connection between your computer and GitLab. Ke

@ Access Tokens 4

B4 Emails

B Password

1 Notifications

£ 55H Keys

£ GPG Keys 4

Begins with 'ssh-rsd, ‘ssh-dss', 'ecdsa-shaZ-nistp256', 'ecdsa-sha2-nistp384, ‘ecdsa-sha2-nistp521',

« Collpse sideb 'ssh-ed25519', 'sk-ecdsa-sha2-nistp256@openssh.com’, or ‘sk-ssh-ed25519@openssh.con’,
ollapse sidebar
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- Tiép theo nhan Settings va chon vao CI/CD va muc bén phai ngay

Runners chon Expand

En Project information Administrator > Hello » CI/CD Settings
B Repository
@ Issues 0 Q search settings

13 Merge requests 0
@ o General pipelines Expand

@ Security & Compliance Customize your pipeline configuration and coverage report.

@ Deployments
[ Monitor Auto DevOps Expand

@ Infrastructure Automate building, testing, and deploying your applications based on your continuous integration and delivery configuration. How do |

get started?
B Packages & Registries

1 Analytics
Runners Expand
2 wid /
Runners are processes that pick up and execute CI/CD jobs for GitLab, How do | configure runners? 3
© Settings || Cr—— .
1 Artifacts Expand
General
A job artifact is an archive of files and directories saved by a job when it finishes.
Integrations
Webhooks 3
Variables Expand

Access Tokens ) ) o o .
Variables store information, like passwords and secret keys, that you can use in job scripts. Learn more,

Repository
Variables can be:
Cl/Co <
== 2 ¢ Protected: Only exposed to protected branches or tags.
It
ontor + Masked: Hidden in job logs. Must match masking requirements. Learn more,
Usage Quotas

- Ta s€ nhan dugc link URL va Registeration dé register cho Gitlab

Runner;
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Runners

Runners are processes that pick up and execute CI/CD jobs for GitLab. How do | configure runners?

Register as many runners as you want. You can register runners as separate users, on separate servers, and on your local machine.

Runners are either:

® | active - Available to run jobs.
® paused - Mot available to run jobs.

Specific runners Shared runners

These runners are specific to this project. These runners are shared across this GitLab instance.

The same shared runner executes code from multiple
O e T e projects, unl.essly?u comflgure autoscaling with MaxBuilds

set to 1 (which it is on GitLab.com).
1. Install GitLab Runner and ensure it's running.
2. Register the runner with this URL:

Enable shared runners for this project
http://102.168.150.131/ [ preJ

And this registration token: This GitLab instance does not provide any shared runners yet.
GR1348941WMr fursnu2mjulyicans  [5 Instance administrators can register shared runners in the admin
area.

Reset istration tok
eset registration token GFOUP runners

Show runner installation instructions i o
These runners are shared across projects in this group.

- Tiép theo ta mé Gitlab Runner tai cira s6 Terminal ctia Centos:
Nhap 1énh: # sudo gitlab-runner register

- Vanhap cac URL va Token nhu hudng din trén. Ngoai ra cac thong sd
con lai ¢6 thé khai bao khac nhung ¢ day Excutor minh chon 1a thuc hi¢n

v6i docker va co thé chon shell
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[root@localhost ~]# sudo gitlab-runner register

Runtime platform arch=amd64 os=linux pid=4196
6 revision=c6e7el94 version=14.8.2

Running in system-mode.

Enter the GitLab instance URL (for example, https://gitlab.com/):
http://192.168.159.131/

Enter the registration token:

GR1348941WMrfwronu2mjulYj6aqQs

Enter a description for the runner:

[localhost.localdomain]: hello

Enter tags for the runner (comma-separated):

hello

Enter optional maintenance note for the runner:

hello

Registering runner... ede runner=GR134894

Enter an ecutor: docker, parallels, docker+machine, docker-ssh+machine, virtua
lbox, kubernetes, custom, docker-ssh, shell, ssh:

Enter the default Docker image (for example, ruby:2.7):

centos:8
free start it, but if it's running alrea
y reloaded!

[root@localhost ~]# I

- Sau do m¢ gitlab server va reload lai mot Gitlab Runner da dugc tao.

These runners are specific to this project. These runners are shared across this GitLab instance.

The same shared runner executes code frem multiple
projects, unless you configure autoscaling with MaxBuilds set

Set up a specific runner for a project
pasp prol to 1 (which it is on GitLab.com).

1. Install GitLab Runner and ensure it's running.
2. Register the runner with this URL:

http://192.168.152.128/ [ Enable shared runners for this project

)
And this registration token: This GitLab instance does not provide any shared runners yet.
GR1348941PBtXPZLTPKT -Wyz5XNjz [D Instance administrators can register shared runners in the admin

area.

Reset registration token

Group runners

Show runner installation instructions
These runners are shared across projects in this group.

Group runners can be managed with the Runner API.

Available specific runners
This project does not belong to a group and cannot make use of

@ =1 (V-Xy4RDK) Zln group runners.

hello

hello

- Sau khi tao xong sé& xuat hién Avaiable specific runners nhu trong hinh.
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- Sau d6 nhan vao nut chinh stra dé thay doi cac thong tin can thiét nhu

hinh bén dudi tich chon Indicates... va bé chon When...... va nhan

Nut chinh stra

Available specific runners -
® 7 ey @ I o ner

hello

hello

Save changes

. & } i
Active @ Paused runners don't accept new jobs

Protected () This runner will only run on pipelines triggered on protected branches

Run untagged jobs Indicates whether this runner can pick jobs without tags

Lack to current projects [0 When a runner is locked, it cannot be assigned to other projects

IP Address | 192.168.159.131

Description | hello

Maximum job timeout |

Enter the number of seconds, or other human-readable input, like “1 hour". This timeout takes precedence over lower timeouts set for the project.

Tags | hello

You can set up jobs to only use runners with specific tags. Separate tags with commas.

¢) Thuc hién clone project da tao veé trén may Centos
- Dau tién nhan vao project va nhan vao miii t€n bén canh Clone s€ hién thi

link dé chiing ta clone vé. O diy minh chon 1a HTTP.
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Administrator > Hello

H Hello & &lla~v]| wsar|o]| ¥ Fork |0
Project ID: 39 [B

-0-1Commit ¥ 1Branch ¢ 0 Tags 31 KB Files [ 31 KB Storage 1 \

main helle / | + ~ History Find file Web IDE &y v

Clone with SSH

el commit it@192.168.159.131 t/hell it [
Administrator authored 17 minutes ago 5it@192. . - :root/hello.gi )

Clone with HTTP

I, Upload File [ README ©) Auto DevOps enabled [# Add LICENSE i Add CHA| http://192.168.159.131/rcot/hello. | [3

B Add Kubernetes cluster || @ Configure Integrations ; Open in your IDE \
. Visual Studio Code (SSH)
Name Last commit
Visual Studio Code (HTTPS) 2
m+ README.md Initial commit

™ DEANRAE wmd

- Tiép theo, ta thyc hién clone project vé bang cach 1énh sau trén cira so

Terminal cua Centos:

[root@localhost ~]# git clone http://192.168.159.131/root/hello.git
Cloning into 'hello’...

remote: Enumerating objects: 3, done.

remote: Counting objects: 180% (3/3), done.

remote: Compressing objects: 100% done.

e: Total 3 (delta @), reused ©

r

- Tiép theo tao file m&i voi tén 14 .gitlab-ci.yml trén may Centos bang cac
1énh sau:
- Bang céach tro dén thu myc bang 1énh: ed <tén_thw muc>

- Tiép theo thém file m&i bang cach: vim .gitlab-ci.yml

[root@localhost ~]# cd hello

[root@localhost hello]# vim .gitlab-ci.yml

- Sau d6 nhan chit “I” dé dién cau 1énh nhu hinh va nhan ESC sau dé

nhap :wq dé luu va thoat.
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= root@localhost:~/hello

File Edit View Search Terminal Help

hello world:
script

".gitlab-ci.yml" 2L, 48

- Sau d6 thuc hién cac Iénh sau nhu hinh bén dudi:

git add .
git commit -m “Loi nhin”

[root@localhost hellol]l# git add
[root@localhost hello]# git status

On branch main

Your branch is up to date with 'origin/main’.

Change be committed:
(use i restore --staged =file=..." to unstage)

[root@localhost hello]# git commit -m "add file™

[main 33d9e52]

Committer: root <root@ localdomain=

Your name and email ac re configured automatically
on your name and h ame . s e that they are
You can suppress this me e ting them explicitly:

git config - .name "Your MName"
git config - .email yo cample.com

After doing this, you may fix the identity used for this commit with:
git commit --amend

1 file changed, 2 insertions(+)
create mode 180644 .gitlab-ci.yml

- Sau d6 nhan git push va nhap thong tin username va password dé day file

vura tao 1€n project thanh cong
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Enumerating objects: 4, done.

Counting objects: 100% (4/4), done.
Delta compression using up to 2 threads
Compressing objects: 100% (2/2), done.

Writing objects: 100% (3/3), 313 bytes | 313.00 KiB/s, done.
Total 3 (delta 0),
To http://192.168.159.131/root/hello.git

b8758f8..33d9e52 main -> main

- Sau d6 kiém tra lai file trén project d tao tén gitlab Server bang cach

reload lai trang:

Name Last commit Last update
& gitlab-ci.yml add file 3 minutes ago
M+ README.md Initial commit 30 minutes ago

- File mdi1 da duoc tao.
- Cudi cung kiém tra két qua bang cach nhan vao CI/CD va chon pipelines

két qua nhu hinh bén dudi.

H  Hello Administrator * Hello » Pipalines
Q Project information Al 1 Finished  Branches  Tags Clear runner caches | | Cllint | OGRS
@ Repositary
O issues 0 Filter eline ‘ Q ‘ Show Pipeline ID ~
11 Merge requests 0
& cieo Status Pipeline Triggerer Stages

Pipelines

P add file

Editor #26 ¥ main -0 33d9e52a @ E H

Jobs latest

Schedules

@ Ssecurity & Compliance
@) Deployments

G Monitor

& Infrastructure

3 Packages & Registries
I Analytics

Q2 wiki

X Snippets

@ settinas
- Cudi cung nhan vao Jobs dé xem céac budc chay va in thanh cong “Hello

World”
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=y

(¥) passed | Job hello world triggered 1 minute ago by Administrator

N

P

Running with gitlab-runner 14.8.2 (c6e7el94)
on hello stmYBhWy3

Using Docker executor with image centos:8 ...

Pulling docker image centos:8 ...

Using docker image sha256:5d@da3dc976460b72c77d94c8alad043720b0416bfcl16c52c45d4847e53fadbb for centos:8 with digest centos@sha256:a27fd8080b

00:04

517143cbbbab9dfb7c8571c40d67d534bbdee55bd6c4 7314326177 ...

Running on runner-stmybwy3-project-39-concurrent-@ via localhost.localdomain...

Initialized empty Git repository in /builds/root/hello/.git/

60:82

Using docker image sha256:5d@8da3dc976468b72c77d94c8aladB43720b8416bfc16c52c45d4847e53fadbb for centos:8 with digest centos@isha256:a2/fd8088b
517143cbbbab9dfb7c8571c48d67d534bbdee55bdbcd 7314320177 ...

Hello World

Chu y: ¢ dau st dung docker excutor dé thuc thi néu ban chua tai no sé bao 15
ban ciing c6 thé thay d6i thanh shell & budc register gitlab-runner dé khong gap 16i hoic
néu mudn cai docker dé st dung vé sau c6 thé tham khao cac budc cai sau:

https://www.liguidweb.com/kb/how-to-install-docker-on-centos-8/

none of the providers can be installed

- package docker-ce-3:20.18.7-3.el8 64 requires containerd.io == 1.4.1, bu

none of the provid can be instal

- package docker-ce-3:20.10.8-3.el8.x86 64 requires containerd.io =»= 1.4.1, bu

none of the providers can be install

- package docker-ce-3:20.10.9-3.el8.x86 64 requires containerd.io == 1.4.1, bu

none of the providers can be installed

- package docker-ce-3:20.10.10-3.el8.x86 64 requires containerd.io 1.4.1, b
ut none of the providers can be installed

- package docker-ce-3:20.10.11-3.el8.x86 64 requires containerd.io 4. b
ut none of the providers can be installed

- package docker-ce-3:20.10.12-3.el8.x86 64 requires containerd.io 4. b
ut none of the providers can be installed

- package docker-ce-3:20.10.13-3.el8.x86 64 requires containerd.io 4. b
ut none of the providers can be installed
(try to add '--allowerasing' to command line to replace conflicting packages or
'--skip-broken' to skip uninstallable packages)
[root@localhost ~]#

wnow

Wowmow

- Néu gip 16i & bude nay chi can nhap lai:

dnf install docker-ce --nobest —allowerasing

- Khi @6, Gitlab s& bo qua cac 16i va tiép tuc cai dit docker:
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Verifying : docker-ce-rootless-extras-20.10.13-3.e

Verifying : docker-scan-plugin-0.17.0-3.e18.x86 64

Verifying . buildah-1.22.3-2.module el8.5.0+911+f19012f9. XB6 6 .
Verifying : cockpit-podman-33-1. nm-iu'lw 'r']_u 5.0+890+6b136181.no 9/12
Verifying : Cnﬂtdlﬂwl“ - common- . el8.5.0+890+6b13610 10,11
Verifying : po .1-9.module B.5.€ F+blﬂ)b?41 86 64
Verifying : PO mn-catatunlt- 1 9. ruulil.ll

nstalled:
containerd. i:‘l 1.5.10-
-1uclwr ce-3:20.10.13-
£ -ce-cll 1:20.108.13- %8
-ce-rootle -w»traf ’0 10 13- clS.x36_64
scan-plugin-0.17.0- .Clu.huﬂ_ﬁ4
oup-0.41-19.el8 .06_64

3.
3.

1 -
£

buildah-1.22.3-2.module el8.5.0+911+f19012f9.x86 64
cockpit-podman-33-1. mudulc_ 3.5.0+890+6b1361601.noarch
containers-common-2:1-2 - els.

podman-3.3.1-9.module el8.5.0+988+bl1T0b741 L
podman-catatonit-3.3.1-9.module el8.5.0+988+b1T0b741.x86 64

- Sau d6 chung ta nhap: systemctl enable --now docker dé bat docker
1én.

- Tiép tuc nhap dé confirm docker: systemctl status docker.

- Sau @6, add user 14 root dé cip quyén thuc thi docker: usermod -aG

docker root.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol149



