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LAB - TICH HQP STEALTHWATCH

I. SOPO:
10.215.26.88/24 SMC: 102152672
FLowCollector: 10.215.26 71
ISE: 10.215.26 49
=1
=
FlowCollector
(e0i0)
swi Vnpro Clou ___________‘————-
DOT1x
& =
II. MUC PiCH:

Trong bdi canh an ninh mang thi tim quan trong ctia visibility trong hé théng mang
1a rat 16n. Bé dap umg nhu cau cua quan tri mang thi Cisco da mang dén cho cac
quan tri vién hay cac giai phap chuyén vé bao mat trong d6 1a Cisco ISE va
Stealthwatch, hai thiét b nay c6 chuc nang va thé manh khac nhau. Chinh vi thé

Cisco da dua ra giai phap tich hop hai thiét bi trén théng qua giao thirc PxGrid
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III. THUC HIEN:
Phin 1: lién két Stealth Watch va Cisco Ise qua giao thirc PxGrid
Cau hinh:

v Dau tién 6 bude 1 chung ta tién hanh vao Stealthwatch Management Console

dé tao ra 1 CSR file (Cisco Cloud Services Router) c6 dudi .csr dé c6 thé dung

cho Cisco ISE & budc 2 dé Cisco ISE c6 thé tao ra 1 Certificate phan hoi.

Bwoec 1:

1.1: Bang nhép vao Stealthwatch Management Console.

afrafn

cisco
Stealthwatch
USER NAME *
admin
PASSWORD *

Copyright ® 2022 Cisco Systems Inc. All rights reserved. Privacy Statement
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1.2 Click vao biéu tuong Global Settings sau d6 click Central Management.

W seGues x| [l sepofii x| [l Ciscowi x MsWine X @ identity’ x = Searity x B wico x B evEiTor x | Bl BVEITop x

10.215.28.200

N Stealthwatch Dashboard: Monitor Analyze Jobs Configure Deploy e Q G

cisco

security Insight Dashboard

Alarming Hosts @

Top Alarming Hosts =i o Alarms by Type Today's Alarms

No data to display

No data to display No data to display

1.3: Tai Appliance Manager inventory, click vao biéu twong mé rong ctia phia bén

phai cing ciia SMC (biéu twong hinh tron mau xanh nhu hinh bén dudi):

W secoe x| [l seeo x| [l Gscov x MSWir X | @ identity X T Securit x = Invento x [ wiczc x | B evelT x| @ evE|

10.215.28.200,

App Manager @

alial

asco  Stealthwatch Central Management Applia

2 Appliances found

Q Filter Appliance Inventory Table
APPLIANCE STATUS LICENSE STATUS HOST NAME TYPE IP ADDRESS ACTIONS
Up 90 Days or Less SFC Flow Collector 10.215.28.201
Up 90 Days or Less SMC SMC 10.215.28.200

My
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‘élxls‘é‘c;‘ Stealthwatch Central Management Update Manager App Manager 0
Inventory
2 Appliances found
Ap e Ir y Tabl
Edit Appliance
APPLIANCE STATUS LICENSE STATUS HOST NAME TYPE ¥ Configuration CTIONS
Up 90 Days or Less SFC Flow Collector 102
SR A View Appliance
140684 Manage Licenses

Up 90 Days or Less SMC SMC 10.2

liance

Shut Down Appliance

Remove This Appliance

Up 90 Days or Less StealthWatchManagamentConso SMC 10.215.26.72 ﬂ-/‘
le 2 5 fab-

1.4: Tiép tuc ta vao Additional SSL/TLS Client Identities ngay phia duéi cia muc
Appliance

x W MSWir X | @ Identit S = Applian x B wcc x | EevElr x| Bl evEIT x

10.215.28.200,

‘y"s‘ég‘ tealtt tch Central Manaaement & Manager App Manager @
Appliance Configuration - SMC Ex
SMC (10.215.28.200) / Last Updated: 11/06/2022 5:53 PM by admin
Menu ¥
Appliance Network Services General
L/TLS Appliance Identity ® Modification Requires Reboot Identity
FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER KEY LENGTH
SMC.vnpro.local SMC.vnpro.local SMC.vnpro.local 2022-11-06 15:40:25 2027-11-07 15:40:25 29c99d3d567e4dc852d49 8192 bits

0laae2e8e92ab4c039

FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER KEY LENGTH ACTIONS

There is no data to dis
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1.5: Ta tién hanh click vao Add new, hop thoai bén dudi s€ hién ra ta tién hanh

click Next

= Appliar x HB wic

App Manager @

“':l"s'é‘c‘)‘ Stealthwatch Central Management Lpdste Mersager
Appliance Configuration - SMC [ Concel |
SMC (10.215.28.200) / Last Updated: 11/06/2022 5:53 PM by admin
e
Network Services General

Do you need to generate a CSR?

® Yes

No

Help to update the

A Your certificates are critical for your system's security. Improperly modifying your certificates can break your Stealthwatch system. Follow the instructions in

Additional SSL/TLS Client Identities.

FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER KEY LENGTH ACTIONS

There is no data to display

L/TLS Client

Do you need to generate a CSR?

@ Yes

O No

A Your certificates are critical for your system's security. Improperly modifying your certificates can break your Stealthwatch system, Follow the instructions in Stealthwatch Help to update the

Additional SSL/TLS Client Identities.

1.6: Ta tién hanh Generate CSR theo mau vi du bén dudi, sau d6 click Generate

CSR:
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X @ identiy x < Applian x BB wcc x | EevET x| B EEIT X+

‘él"s‘ég‘ Stealthwa Update Manager App Manager @
Appliance Configuration - SMC [ Concel |
SMC (10.215.28.200) / Last Updated: 11/06/2022 5:53 PM by admin
U v
Network Services General
Generate a CSR o
RSA KEY LENGTH * COMMON NAME
2048 bits () 4096 bits (3 8192 bits SMC.vnpro.local
ORGANIZATION ORGANIZATIONAL UNIT
VnPro
LOCALITY OR CITY STATE OR PROVINCE
COUNTRY CODE EMAIL ADDRESS
N
Your certificates are critical for your system's security. Impro modifying your certificates can break your Stealthw; 1. Follow the in: atch Help to update the
A f S F
Additional SSL/TLS Client Identities.
I L
FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER KEY LENGTH ACTIONS

Additional SSL/TLS Client

Generate a CSR

RSA KEY LENGTH * COMMON NAME
© 2048 bits () 4096 bits ) 8192 bits StealthV! nentConsole.stealthwatch.vnpro.org
ORGANIZATION ORGANIZATIONAL UNIT
VnPro m
LOCALITY OR CITY STATE OR PROVINCE
COUNTRY CODE EMAIL ADDRESS

G

1.7: Tiép theo tai Additional SSL/TLS Client Identities ta click vao biéu tugng
Download CSR.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
PC 276 - 278 Ung Vin Khiém, P. Thanh My Tay, Tp. Ho Chi Minh

DT: (028) 35124257 | Hotline:

0933427079 Email: vnpro@vnpro.org

Wcso x [Wcso x Wsec x | [l sepr x [l Csco x MSW X | @ Ident S sea = Applic x Ewc x Eever x BevEl x

10.215.28.200,

Appliance Configuration - SMC [ concel |
SMC 21 00) / Last Updated: 11/C 22 5:53 PM by admin
=
Network Services General

Add SSL/TLS Client Identity

FRIENDLY NAME CERTIFICATE FILE

FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER KEY LENGTH ACTIONS

There is no data to d

Wso x|l

10.215.28.200, N > ThisPC » Desktop

Appliance Configuration - SMC

SMC 215.28.200) / Last Updated: 11 22 5:5.

Network Services General

Add SSL/TLS Client Identity

FRIENDLY NAME

ACTIONS

FRIENDLY NAME

ISSUED TO

Additional SSL/TLS Client Ident

L/TLS Client Identity

FRIENDLY NAME CERTIFICATE FILE

Add S

File

v Sau khi c¢6 dugc 1 CSR file tir Stealthwatch ta tién hanh thyc hién budc tiép
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theo 14 dua CSR file nay vao Cisco ISE dé Cisco ISE c6 thé tao ra 1 chimg
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chi (Certificate) phan hdi c6 dudi .cer lai cho Stealthwatch véi mat khau cia

chtng chi phan hoi nay s& duoc thiét dit trén Cisco ISE.

Bwoec 2:

2.1: Ta dang nhép vao Cisco ISE Management Interface.
2.2: Tién hanh vao Cisco ISE dé bat PxGrid cho phép Stealthwatch giao tiép voi
Cisco ISE thong qua giao thuc nay: ta vao Administration — System —

Deployment.

“tseh: Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

¥ System » Identity Management  » Network Resources » Device Portal Management  pxGrid Services  » Feed Service P Threat Centric NAC

Deployment  Licensing  » Certificates  » Logging » Maintenance  Upgrade » Backup & Restore  » AdminAccess  » Settings
P ——

Deployment Deployment Nodes
v v
» % Deployment
e 9 o= 2
¢4 Edit Register Y) Syncu Deregister
«%a PAN Failover (@ Regit s p | [lveres
[] | Hostname S Personas
[0 cisco-ISE-2 Administration, Monitoring, Policy Service, pxGrid
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Vv Ta click vao Cisco-ISE-2 — tick vao box PxGrid va click Save.

Hostname Cisco-ISE-2
FQDN Cisco-lSE-2.CiscolSE

IP Address 10.215.26.49

Node Type Identity Services Engine (ISE)

Role STANDALONE Make Primary

v Administration

¥ w Monitoring

Role PRIMARY v
Other Monitoring Node

v w Policy Service
| = Enable Session Services i

Include Node in Node Group | None v | G

7 Enable Profiling Service
] Enable Threat Centric MAC Service
w» Enable SXP Service i

Use Interface GigabitEthernet 0 v

Enable Device Admin Service

Enable Passive Identity Service i

pxGrid

r

L1t
L'
L1
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2.3: Tiép theo ta tién hanh vao Administration/ PxGrid Services/ Settings va tick vao

box Automatically approve new certificate-based accounts/ Save.

il Identity Services Engine Home  » ConlextVisibiity  » Operations  » Poiicy [ et ieiel

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services | » Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates
—_—

PxGrid Settings

Automatically approve new certificate-based accounts
[] Allow password based account creation

Use Default | (21050

Test

Connected to pxGrid Cisco-ISE-2.CiscolSE

2.4: Sau d6 tién hanh tao Certificate: di chuyén dén Administration / PxGrid Services
/ Certificates.(Ta tién hanh dién vao mau nhu bén duéi sau d6 click Create). Vi
thong tin trong muc Certificate Signing Request Details 1a ndi dung cua file .csr vira

download & budc trén.

‘st Identity Services Engine Home  »ConlextVisbilty  » Operaions b Poiicy (RGN License Waming A

» System b Identity Management  » Network Resources  » Device Portal Management = pxGrid Services  » Feed Service  » Threat Centric NAC

AlClents  WebClients  Capabilties  Livelog  Seftings _ Certificates
Pl

Generate pxGrid Certificates

Iwantto”  Generate a single certificate (with certificate signing request) v

Certficate Signing Request Details *  -—-END CERTIF

Description ~ SMC_CSR

Certificate Template  PxGrid_Centificate_Template @

Subject Altemative Name (SAN) v
Centificate Download Format * PKCS12 format (including certificate chain; one file for both the certificate chain and key) v 0
Certificate Password * o
Vnpro123

Confirm Password *
Vopro123

Connected to pxGnid Cisco-ISE-2 CiscolSE
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v/ Sau khi click Create ta lap tic duoc file dang .zip, giai nén file .zip duoc 1
file dang .p12

2

SMCuvnpro.lo
cal_SMCvnpr
o.localpi12

v Sau khi ta ¢6 duogc Certificate Request tir Cisco ISE thi luc nay ta tién hanh
dua file .p12 trén vao Stealthwatch dé Stealthwatch c6 thé thém Cisco ISE
vao SSL/TLS Client Identities cua minh

Bwoec 3:

3.1: Quay tr¢ lai man hinh cua budc 1.7 ta tién hanh chon Choose File, sau d6 chon
duong dan dén file ma ta da giai nén c6 dudi .p12 di giai nén & bude 2.4 vao, sau do

tién hanh dién password ma ta da nhap & budc 2.4 va click Add Client Identity:

cisco x | s x | [l sere x | [l Gsco x MS W Zosear x = Applc x BB Gsco x Bl EVEl X

10.215.28.200

l1al

\Isléc‘)‘ stealthwatch Central Management Appliance Manager Update Manager App Manager @

"
C

Appliance Configuration - SMC [ Concel |

SMC (10.215.28.200) / Last Updated: 11/06/2022 5:53 PM by admin

Network Services General

Add SSL/TLS Client Identity

FRIENDLY NAME * CERTIFICATE FILE *
FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER KEY LENGTH ACTIONS
There is r 0 display

B 1668051426395 certzip A

| L A
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Appliance Configuration - SMC B sMCnprolocal SMCvnprojocal.pi2 11/10/2022 1037 AM

SMC (10.215 00) Jpdated: 11/06/2022 5:53 P!

Applian Network Services General

Add SSL/TLS Client Identity

FRIENDLY NAME

FRIENDLY NAME ISSUED TO ACTIONS

File name: | SMC.vn |_SMCvnprolocal p12

1668051426395 _certzip A

m 9 4 I R A - NG 1038 AM

Bcso x [lisec x [l osere x [ Cisco MSW x @ identi X | Sea = Appli B Bever x B eve

10.215.28.200

Appliance Configuration - SMC [ concel |
SMC (10.215.2¢ 0) ast Updated: 11/0 5:53 PM by admin
Appliance Network Services General

Add SSL/TLS Client Identity

FRIENDLY NAME CERTIFICATE FILE
ISE
BUNDLE PASSWORD CONFIRM PASSWORD
[ o [ cirsiomy
FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER KEY LENGTH ACTIONS

10 data t

There

Add SSL/TLS Client Identity Download CSR
FRIENDLY NAME * CERTIFICATE FILE *

CiscolSE
BUNDLE PASSWORD * CONFIRM PASSWORD *

Vnpro123 Vnpro123
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3.2: Tiép theo ta tién hanh click Apply Change va thu dugc két qua nhu sau:

Additional SSL/TLS Client Identites © @IIEZZED

FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER KEY LENGTH ACTIONS
ISE VnPro Certificate Services 2022-11-09 10:37:05  2024-11-09 10:37:05  14120e834a7b4111ab 2048 bits
Endpoint Sub CA - ISE 5d6657d30b7842

Revert

FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER KEY LENGTH ACTIONS

~:: E: Cl selfSMC Certificate Services 2019-11-17 20:47:34  2021-11-17 20:15:34  29¢c3cbb3532a4464808 2048 bits Delete ‘
Endpoint Sub CA - aff5a496e4506
Cisco-ISE-2

v Sau khi hoan tit budc 3 lac nay ta vao lai Cisco ISE dé c6 thé lay Certificate
¢ dudi .pem, khi c6 file Cert tir Cisco ISE chung ta c¢6 thé quay lai Trust Store
cua Stealthwatch va thém Cisco ISE vao Trust Store cua minh thong qua file

.pem ma Cisco ISE di cung cép.
Budrc 4:

4.1: Tai giao dién Cisco ISE, ta di chuyén vao Administration > System >
Certificates, chon tiép tuc Certificate Authority va click Certificates Authority
Certificates. Tai day ta chon Certificate Services Endpoint Sub CA - cisco-ISE va
Click Export.

w System » |dentity » Network » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings
——

o
» Certificate Management CA Certificates
~ Certificate Authority [/ Edt | (e Import | (&> Export | (X Delete | [ View | (@ Refresh
Friendly Name Status Trusted For Serial Number Issued To |ssued By Valid From Expiration Expiratio
Overview Date Status
Issued Certificates ¥ cisco-ISE-6
Certificate Services 3DY0E3123B7E Certificate Services  Certificate Services Sat 30 Nov ”
Gstincate hirlbietty Cerficaled (J RootCA-ciscoiSE- [ Enabled  Infrastructure Endpoints 4F 45A7 37 9AD1  Root CA- cisco-ISE-  Root CA-Cisco-ISE- Sun, 20Nov2020 5o ="
Internal CA Seftings 6#00001 AC 03 B4 A4 6 6 .
Certificate Services 306A458A7CD7 Certificate Services  Certificate Services Sat. 30 Nov
Certificate Templates [J Node CA-cisco-ISE- [@ Enabled Infrastructure Endpoints 4E379B872D78  Node CA- cisco-ISE- Root CA- cisco-ISE-  Sun, 29 Nov 2020 2030
6#00002 525C 36 F8 6 6
External CA Settings Certificate Services 4F 6C DF 6A34 E3 Certificate Services Certificate Services Sat. 30 Nov
Endpoint Sub CA- & Enabled Infrastructure Endpoints 4DA4 BE 16 30 EC  Endpoint Sub CA - Node CA- cisco-ISE- Sun, 29 Nov 2020 203'0
cisco-ISE-6#00003 C57F DA4A Cisco-ISE-6 [}
Certificate Services 789C 7277 BC B6 Certificate Services  Certificate Services Sun. 30 Nov
[J OCSP Responder - B Enabled Infrastructure Endpoints 4D CB A3AB8C 06 OCSP Responder-  Node CA- cisco-ISE- Sun, 29 Nov 2020 2025
cisco-ISE-6#00004 E5 6E DO 8A cisco-ISE-6 6
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v Sau khi click Export ta dugc popup dé tai vé 1 file .pem (Luu ¥ trinh duyét

web cho phép bat popup dé tai file)

4.2: Tai Appliance Configuration — SMC ta chuyén sang tab General nhu hinh bén

dudi va click Add New tai muc Trust Store:

alial
cisco

Update Manager App Manager

Stealthw

Appliance Configuration - SMC

SMC (10.215.28.200) / Last Updated: 11/06/2022 5:53 PM by admin

Appliance Network Services General
FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER
yiywytihndyymtflyjaOm2 SMC.vnpro.local SMC.vnpro.local 2022-11-06 15:40:25 2027-11-07 15:40:25 99d3d567e4dc852

SFC.vnpro.local 2022-11-06 15:40:47 2027-11-07 15:40:47

SFC.vnpro.local

SFC.vnpro.local
318567 7baf825f7efSbc
3

Enable Strict Certificate Management

When you enable strict certificate management:
B CNisEsiselocalOU...pem A

Ht

m 9 4

cisco Appliance Manager

Stealthwatch Central Management Update Manager App Manager

Inventory | Appliance Configuration

Appliance Configuration - SMC

StealthWatchManagamentConsole (10.215.26.72) / Last Updated: 11/18/2019 8:28 PM by admin

Appliance Network Services General

Trust Store

FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER
2019-11-08 15:06:00 2024-11-08 15:06:00 6d38083edabd84659...

cert

F .stealthw... F tealthw. .stealthw... 2019-11-08 15:05:09  2024-11-08 15:05:09  153081a081179fde6...

KEY LENGTH

8192 bits Delet

5dd5daf3b86c476d153 8192 bits

Add New

ACTIONS

Delete

ENG 1044 AM

[ configuration Menu ¥

KEY LENGTH ACTIONS
8192 bits [ Delete |
8192 bits Delete
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4.3: Ta dién Friendly Name sau d6 click Choose File dé chon file ma ta dd Export &
budc 4.1.

Add Certification Authority Certificate

FRIENDLY NAME * CERTIFICATE FILE *

CiscolSE Choose File

4.4: Click Apply Changes, sau d6 cho qua trinh thiét dat cau hinh hoan thanh.

cisco  OlE7 \ithwatch Central Management Appliance Manager Update Manager App Manager 0

Appliance Configuration - SMC [ concel W Appy Setiings

SMC (10.215.28.200) / Last Updated: 11/06/2022 5:53 PM by admin

Appliance Network Services 3

FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER KEY LENGTH ACTIONS

jhndyymtflyjaOm2 SMC.vnpro.local SMC.vnpro.local 2022-11-06 15:40:25  2027-11-07 15:40:25 8192 bits

muln

SFC.vnpro.local SFC.vnpro.local SFC.vnpro.local 2022-11-06 15:40:47 2027-11-07 15:40:47 3 8192 bits Delete

ISE ISE.sise.local Certificate Services 2022-11-07 18:43:13  2027-11-08 18:43:13 247, 41e6a94 4096 bits

Enable Strict Certificate Management

When you enable strict certificate management

Apply Configuration Changes to Appliance

While the system applies changes, you cannot make any additional modifications. If a reboot is
required, the appliance will go offline until the process has finished.

urations have changed:

Appliance:

General:

=N e

Hi m 9 F 5 O O 7 e « Y A 0 7 dx NG 1045AM B
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v Sau khi hoan tit budc 4.4 thi tai tab General cta Stealwatch Central

Management & muc Trust Store s& thay Cisco ISE da duoc thém vao:

CiscolSE Cisco-ISE-2.CiscolSE Cisco-ISE-2.CiscolSE 2019-09-14 19:21:13  2020-09-13 19:21:13  5d7cdb330000000053 2048 bits
6a545d1a2f6769

Delete

v Sau khi d hoan tit budc 4 chiing ta tién hanh Cisco ISE Configuration vao
Stealthwatch SMC.

Buwoec 5:

5.1: Ta quay tr¢ lai giao dién cua Stealthwatch Management Console: Chon Deploy
— Cisco ISE configuration — click Add new configuration, Ta dién thong tin name,

chon Certificate, dién IP cta Cisco ISE, dién username va click Save.

10.215.28.200

"
<

leslé‘c’:‘ Stealthwatch Dashboard: Monitor Analyze Jobs Configure Deploy e @ o -

security Insight Dashboard

Alarming Hosts ®

Top Alarming Hosts g Alarms by Type — Today's Alarms N

No data to display

No data to display No data to display
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“cll‘s‘élc;' Stealthwatch Dashboards Monitor Analyze

Cisco® ISE Conhguration

Cisco ISE Configuration @

Cisco ISE Configuration Setup @
CLUSTER NAME:

CiscolSE
CERTIFICATE: @

SelfSMC

PRIMARY PXGRID NODE: *

10.215.26.49

USER NAME: @ *

0 0 0 €D

SECONDARY PXGRID NODE:

v Tacho qué trinh thiét dat hoan tat. sau khi hoan tat budc 5.1 trén SMC ta vao

Deploy — Cisco ISE Configuration s& thiy dugc trang thai tai tab Status thi

Active nhu sau:

il Stealthwatch Dashboards  Montor  Analyze

Sisco® ISE Configuration

Cisco ISE Configuration ®

< Cluster Name < Primary pxGrid Node < Secondary pxGrid Node

CiscolSE 10.215.26.49

Jobs Configure Deploy (o W@ W M Deskiop Cient
Add new configuration
< User Name Status Actions
admin z

5.2: Trén Cisco ISE ta vao Administration — PxGrid Services dé kiém tra xem Cisco

ISE di c6 thé giao tiép v6i Stealthwatch qua giao thirc PxGrid hay chura.

AllClents W s Capablities  Livelog  Setings  Certficates
—

bl @Osable @Qhvprove @ Growp @ Declne Qoeete v @Refresh  Total Pending Appronal(0) v 1-6006  Show | 25 v perpage pageﬁ—:‘
[0 | ChentName Client Description Capabities Status Client Group(s) Auth Method Log
0 » isemat-ciscodse2 Capabities(2 Pub, 1 Sub) Online (XMPP) Administrator Certificate View
0 » ise-bridgeciscoise-2 Capabiities(0 Pub, 5 Sub) Online (XMPP) Administrator Certificate View
0 » ise-admincscolse Capabiities(S Pub, 2 Sub) Online (XMPP) Administrator Certificate View
0 » isepubsubciscotse-2 Capabiities(0 Pub, 0 Sub) Certificate View
[E b admin Capabuities(0 Pub, 4 Sub) | ANC Session Certificate View
[ » e ntemal test Capabities(0 Pub, 0 Sub) Offine (XMPP) Session Certificate View

v Ta da thiy duoc Client name “admin” ma chung ta da tao tai budc 5.1 trén

stealthwatch SMC.

v Sau khi hoan thanh budc 5.2 thi chung ta da co thé thdy duoc rang lic nay ca

Cisco ISE va Stealthwatch déu c6 thé thdy nhau thong qua giao thirc PxGrid.
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Tiép theo, ching ta s& tién hanh thuc nghiém qud trinh trao doi thong tin vé ngudi
dung gitta Cisco ISE va Stealthwatch thong qua cdu hinh Wired Dotl1x va Flexible
NetFlow.

Budrc 1: Thuc hién cu hinh Dotlx trén switch dé thue hién xac thuc gitra switch-

client (may tinh Windows) va xac thuc Radius gitra switch-Cisco ISE.

v Dau tién trén cac cong cua switch cau hinh dua vé mode access va dat ip cho

interface vlan 1

SW1(config)#int range g0/0-2
SW1(config-if-range)#switchport mode access

SW1(config-if-range)#exit

SW1(config)#int vlan 1
SW 1 (config-if)#ip add 10.215.26.85 255.255.255.0

SW1(config-if)#no shut

SWl#show ip int bri

Interface [P-Address  OK? Method Status Protocol
Ethernet0/0 unassigned  YES unset up up
Ethernet0/1 unassigned  YES unset up up
Ethernet0/2 unassigned  YES unset up up
Ethernet(/3 unassigned  YES unset up up
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Vlanl 10.215.26.85 YES manual up up
SWil#show vlan bri

VLAN Name Status  Ports

1 default active Et0/0, Et0/1, Et0/2, Et0/3
1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

SW1(config)#aaa new-model

SW1(config)#aaa authentication dotlx default group radius
SW1(config)#dotlx system-auth-control

SW1(config)#int g0/1

SW1(config-if)#dotlx port-control auto
SW1(config-if)#dotlx pae authenticator

SW1(config-if)# authentication host-mode multi-auth
SW1(config)#radius-server host 10.215.26.49

SW1(config)#radius-server key Vnprol23

CAu hinh dia chi ip cho cong €0/0 ctia R1 va tré default route vé dam may cia
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R 1(config)#int g0/0
R1(config-if)# ip address 10.215.26.88 255.255.255.0

R1(config)# ip route 0.0.0.0 0.0.0.0 10.215.26.1

v Tiép theo, chung ta tiép tuc thyc hién tao policy va chi dinh Switch cho
cisco ISE chung thuc.

v Chung ta tién hinh thuc hién cdu hinh cisco theo day hinh bén duoi.

v Administration

System Network Resources pxGrid Services
Deployment ——
Licensing Network Device Groups Profiler
Ceriificates Network Device Profiles
Logging External RADIUS Servers Threat Centric NAC
Maintenance RADIUS Server Sequences Third Party Vendors
Upgrade NAC Managers
Backup & Restore External MDM
Admin Access Location Services
=eiings Device Portal Management

Identity Management Blacklist
Identities BYOD
Groups Certificate Provisioning
External Identity Sources Client Provisioning
Identity Source Sequences Mobile Device Management
Settings My Devices

Custom Portal Files
Settings

v Chuyén huéng dén Administration / Network Resources / Network Devices
v Name: SW1

v 1P: 10.215.26.85/32

v Click vao RADIUS: va dién share secret
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* Name |Swi1

[ Address  ~| *IP: [10.215.26.85 | /[32 ]

© IPv6 is supported only for TACACS, At least one IPv4 must be defined when RADIUS is selected

* Device Profile | % Cisco| v €

Software Version l:]

* Network Device Group

Location [All Locations © | [ set To Default |

IPSEC [No © | [ set To Default |

Device Type Al Device Types © | [ set To Defautt |

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

* Shared Secret [Vnpro123 | [ Hide |

CoAPort [ 1700 | [ Set To Default |

RADIUS DTLS Settings G

DTLS Required [] &

Shared Secret |radius/dtls i
CoAPort [ 2083 | [[Set To Default |
Issuer CA of ISE Certificates for CoA ]Select if required (optional) - ] i
DNS Name | |

General Settings

Enable KeyWrap O a

* Key Encryption Key Show
* Message Authenticator Code Key Show
Key Input Format = ASCII HEXADECIMAL

(i S S ==y SIS

v Tiép tuc chung ta set policy dot1x va radius trén cisco ISE.Vio tab Policy =
Policy Sets.

Identity Services Engine Home » Context Visibility » Operations ~ Policy ~ Administration » Work Centers

» System  » Identity Management = v Network Resources = » Device Portal Managemel Profiling

~ Network Devices ~ Network Device Groups ~ Network Device Profiles  External RADIU  Posture Client Provisioni
e (<) Software Version I: Policy Elements
Network Devices 2::;:2:29

* Network Device Group
Default Device Results
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policy name — Trong muc condition bAm vao ddu + hoic diu ciy but —
kéo tha nhu anh dudi day.

v/ Tao moét policy méi: Dotlx Radius

Reset Reset Policyset Hitcounts ‘ m

Policy Sets
Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits Actions View

Q

(] Dot1x_Radius T Select from list { {@} >

(V] Default Default palicy set Default Network Access & v 0 {:(_:)} >

0 X
Conditions Studio
Library Editor
By Name = Wired_802.1X

s[o[alel: 7

PEEREERFER

NEW  AND OR

=| Wired_802.1X
Wired_MAB
= Cisco ISE Policy - Policy Sets Q ® @ &
Policy Sets Reset Reset Policyset Hitcounts ‘ m
Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits Actions View
A
Q
(] Dot1x_Radius E]  wired_802.1x Default Network Access <X {é:)} >
(] Default Default policy set Default Network Access &4 + 0 {@} >

v Chon Use, sau d6 bam vao miii tén & cudi hang.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol49




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET

’ TRUNG TAM TIN HQC VNPRO
WPWO DPC: 276 - 278 Ung Vin Khiém, P. Thanh My Ty, Tp. Hé Chi Minh
o

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Trong myc Authentication Policy — Tick chon dau “+” dé add policy — Trong
muc Condition kéo tha muc wired_802.1X tur bén trai qua bén phai nhu anh dudi

day — Chon Use.

Conditions Studio

Library

m m

M M M M @ (@ @ m @

v" Chung ta cé thé diéu chinh cac option dé hiéu chinh cho viéc xéc thuc,

chéng han néu xac thuc fail thi s& REJECT.

= Cisco ISE Policy - Policy Sets Q,
__) Status Rule Name Conditions Use Hit:
Q
Internal Users K] v

~  Qptions

If Auth fail

REJECT & v
[ ] Dot1x [F  wired_soz.1x

If User not found

REJECT &K v

If Process fail

DROP @ v

v Chung ta tiép tuc set policy Authorization. Thuc hién nhu anh dudi day.
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v Authorization Policy (1)

Results
) Status Rule Name Conditions Profiles Security Groups Hits Actions
(] Dotix [F]  wired_802.1x PermitAccess Select from list @
(] Default DenyAccess Select from list / 0 {:(J)}

Reset
ps://10.215.28.20/admin/#collapse3-authorization e m

Nhu vay chung ta da set xong policy. Bay gio chung ta tién hanh tao user trén cisco
ISE — Chon tab Administration — Identity Management — Identities. Chiung

ta tién hanh tao user nhu 2 anh dudi day.

» System = Identity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~|dentities  Groups  External Identity Sources  Identily Source Sequences  » Seifings
—

Users v Network Access User

Latest Manual Network Scan Results *Mame [ stealthwatch user

Status | Enabled «

Emai [

~ Passwords

Password Type:  Internal Users

| a

Password Re-Enter Password

* Login Password ‘-------- ‘ ‘-------- ‘ \ Generate Password | i
| |

Enable Password | | | Generate Password | i

~ User Information

First Name ‘ |

Last Name | |

v Nhu vay ching ta da tao duogc user va set policy cho wired dotlx trén Cisco
ISE.

v Trén PC chiing ta tién hanh diéu chinh card mang cho vi¢c xac thyc dotlx.
Dau tién, ta bam t6 hop phim Windows+R 2 services.msc & Tim services
Wired Autoconfig = Chuot phai chon Properties = Trong tab General chon

cac chi muc nhu anh dudi day.
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Q, Services L =1oix|
File Action View Help
e mEo=Heml> = unn
Bl © *
General I Log On | Recovery I Dependencies |
Wired AutoC Startup T LogOnAs =
Servicerame:  TIEANE Automatic (D... Local System
Stop the servi¢ Manual Local System
Restart the se Display name:  Wired AutoConfig Manual Local System
Desciption: e Wired AutoConfig (DOT3SVC) service is = Manual Network S...
Descrliphon: Z sponsible for performing IEEE 802.1X :] Automatic Local Service
Z’E‘f‘c’e"zdr 25“; Automatic Local Service
v x
802.1X auther  Fathto exectable: Automatic (D...  Local Service
interfaces, Ify  C:\Windows\system32\svchost exe « LocalSystemNetworkRestricted Manual Local Service
dﬁz‘:‘/mnﬁ“; Bl | - l | Manuzl Local System
authentication atup type: Automatic X 7
should be conf Automatic Local System
establishing La RS et o e e e Manual Network S...
P"Q‘/‘ddmgtaﬁi Manual Network S...
Wired networl
2 Manual Network S...
802. X auther  Service status:  Started
the DOT3SVC ¢ Manual Local System
St | Sop || Pase Resume Manual Local Service
Manual Network S...
You can speciy the start parameters that apply when you start the service Automatic (D... Local System
from here. Manual Local Service
AL 1
Start parameters I Automatic (... Local System
Manual Local Service
Automatic Local System
Manual Local System
OK I Cancel Apply | Manual Local System
- = Automatic Network S...
4 WWAN AutoConfig This servic... Manual Local Service -
Extended A Standard /

v Chuyén sang diéu chinh card mang, Chudt phai vao card mang dang chay —
Properties — Trong tab Authentication tick chon nhu dnh duédi day.

Local Area Connection Properties ]|

"Networking Authentication |

Select this option to provide authenticated network access for
this Ethemet adapter.

¥ Enable IEEE 802.1X authertication
Choose a netwark authertication method:

II'v1icroscrﬂ: Protected EAF (PEAP) j Settings |

[ Remember my credentials for this connection each
time I'm logged on

" Fallback to unauthorized network access

Additional Settings... |

ok | cance |

v Trong tab Choose a network authentication method Chon Settings — B0 tick
Validate server certificate (trong moi trudng lab, chiing ta khong can windows
xac thuc chung chi cua Cisco ISE) — Trong muc Select Authentication

Method Chon Configure... — Bo tick Automatically use my Windows logon
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name and password (do chiing ta khéng dung domain nén khong can dung dén

muc nay) — Chon Ok — Tiép tuc Ok dé quay lai tab Authentication.

!B'_ Network Connections S =1oix|
‘ OO | @ ~ Control Panel ~ All Control Panel Items ~ Network Connections ~ - @ | Search Network Connections @(
ramiza w  Dieshla thic mahunck Asvica  Nizsamacs Hhic ~ameastinn e this connection  » @: + Ol @
1l Local Area Connection Properties
Protected EAP Properties X|ction 3 l:_ Local Area Connection 4
== _Disabled
When connecting: t Secure Mobility Cli... mg Cisco Systems VPN Adapter

I Validate server certificate

I~ | Conmect to these servers; I

| EAP MSCHAPv2 Properties 5]
Trusted Root Certification Authorities:
[} Baltimore CyberTrust Root When connecting:

B Si:rs:si:tfzrmzn:hﬁmum putoty r Automatically use my Windows logon name and

password {and domain if any).
[ Microsoft Root Certificate Authority
[ thawte Timestamping CA

[ verisign Class 3 Public Primary Certification Authorit Cancel |

I™ Do ot prompt User ta authorize new servers or trusted
certification authorities,

Select Authentication Method:

|Secured password (EAP-MSCHAP v2) ﬂ Configure... |

IV Enable Fast Reconnect
I Enforce Network Access Protection
I Disconnect if server does not present cryptobinding TLV

Era ™ Enable Identity Privacy I
oK | Cancel I

service Pack:
Boot Time:
Netwrokinfo:

v Ta tiép tuc chon Additional Settings... — Tick chon Specify authentication

mode — Chon user authentication — Chon Save/Replace credentials dé nhap

username/password da tao trén cisco ISE.
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2l

nection

| Metwarking Authentication

| ect Sec

x|

302, 1% settings |

—¥ Spedfy authentication mode

ILIser authentication j Replace credentials

[T Delete credentials for all users

— Enable single sign on for this network

{*  Berform immediately befare user logon
| Berfarmimmediately after user logon

Maximunm delay (seconds ] 10 E

¥ allow additional dislags be be displayed during single
Sign on

r This mebwatk uses separate vitkual LANs Far machine
and/user authentication

QK Cancel
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Internet Protocol Version 4 (TCP/IPv4) Properties | % |=3]

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, vou need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically
@) Lse the following IP address:

IP address: 10,215, 26 . 167
Subnet mask: 255,255,255 . 0
Default gateway: 10,215, 26 . 83
Obtain DNS server address automatically
@) Lse the following DNS server addresses:
Preferred DNS server: 8 .8 ] ]
Alternate DNS server: 8.8 .4 .4
Yalidate settings upon exit | (o |

[ Ok ll Cancel |

.| Administrator: C\Windows\system32\cmd.exe

WINS Proxy Enabhled. . . . . . . . = Mo

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Description . . . . . . . . .
Physzical Adderess. . . . .

DHGE Enabled. . . . .
HuJ‘cunflguratlun Enahled
Link-local IPvt Address
IPv4 Address. . . . .
Subnet Mask . . . .
Default Gateway . .
DHCPuve IAID . . .
DHCPué Client DUID.

ntel(R> PRO-1880 MT Metwork Connection
B-29-00—A3-B8-868

I
5
Mo
Ye
PEBE tdd3dact6c3d:eeS2icc2bxll(Preferred)
18.215_26.167{Preferred)

255 .255.255.8

18.215.26.88

2482764808
A8-81-08—@1-1C-84-B5-64-52-54-B0—12-34-56

v Trén cisco ISE chung ta c6 thé thdy PC da x4c thuc thanh cong va truy cap

dugc vao mang.
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dentity Services Engine LicenseWaming A © @ ©

Clear all }

NACTIVE ENDPOINTS @ © &  AUTHENTICATION STATUS @ © O  AUTHENTICATIONS @ © ¢  NETWORK DEVICES @
Falure Reason  Identity Store  Identity Group Location  Type  Device Name
I 12931...ssage: [50%} 12321..cate: [50%]
118 11125 discomnec ted: [100%——
Last Activity Date locat...tions: [100%}

Rows/Page 3 v 1 " Go  3Total Rov
+ W ANC Change Authorizaion > Clear Threals & Vulnerabiliies  Expot~  Import=  MOM Actions Release Rejecied  Revoke Ceriificate Yriter-
MAC Address Status. |Pv4 Address Username Hostname Location Endpoint Profile Authentication Failure Reason  Authentication Policy ~ Authorization Policy  Authentication Protoco
MAC Status v | | IPv4 Address Usemame Hostname Location Endpoint Profile Authentication Failure Reason Authentication Policy Authorization Policy Authentication Protocol
I 50:29:00:03:00:00 10.215.26.167 stealthwatch ... Location= Al...  Microsoft-Workstation - Dot1X MSCHAPV2 I

Budc 2: Cau hinh Flexible netflow trén switch va router.
Trén R1:

Flow Record dinh nghia cac thong tin Netflow, chang han nhu nhitng packet trong
flow. Néu chtng ta mudn thiét 1ap 1 Flow Record tity chinh, thi chung ta s& st dung
t6 hop 1énh match va collect dé chi dinh cac thong tin can gui di trong goi NetFlow
PDU. “Match” str dung cho dinh nghia cac flow chinh(key flow), “Match” quyét
dinh tinh duy nhét cua flow. “Collect” chi chi dinh nhiing thong tin thém-phu trg
bao gdm viéc cung cip nhing chi tiét dén Stealthwatch FlowCollector dé report va

phan tich.

Nhitng thong tin trong t6 hop 1énh flow record bén dudi:
Tos : type of service.
TTL: time to live

Source port v destination port ctia goi TCP hodc application chay trén nén

tep.

Interface vao/ra (input/output).
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Ngoai ra con c6 thé ciu hinh thém nhiing théng sé quan trong nhu ipv4 source

address,ipv4 destination address....

R1(config)# flow record FLOW-RECORD

R 1(config-flow-record)#description stealthwatch router
R 1(config-flow-record)# match ipv4 tos
R1(config-flow-record)# match ipv4 ttl

R 1(config-flow-record)# match ipv4 protocol

R 1(config-flow-record)# match transport tcp source-port
R 1(config-flow-record)# match transport tcp destination-port
R 1(config-flow-record)# match interface input

R 1(config-flow-record)# match interface output

R 1(config-flow-record)# collect transport tcp flags
R1(config-flow-record)# collect counter bytes long

R 1(config-flow-record)# collect counter packets long

R1(config)# flow exporter FLOW-EXPORTER
Trong destination can tré vé stealthwatch FlowCollector/
R 1(config-flow-exporter)# destination 10.215.26.71

source trong exporter chung ta s& chon cong can giri thong tin vé stealthwatch, do

1a cong €0/0 trén R1/
R 1(config-flow-exporter)# source Ethernet0/0

Stealthwatch str dung port 2055 dé nhan flow/
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R 1(config-flow-exporter)# transport udp 2055

Flow monitor dung dé lién két cac flow exporter va record hay cac cdu tric khac cua
flexible netflow lai v6i nhau. Ngoai ra trong flow monitor, cau hinh cache timeout
dugc khuyén dung vi mac dinh stealthwatch chi dinh thoi gian nay 1a 30 giay. Trong

c4u hinh nay thoi gian dugc tinh bang gidy.

R1(config)# flow monitor FLOW-MON
R 1(config-flow-monitor)# exporter FLOW-EXPORTER
R1(config-flow-monitor)# cache timeout inactive 60

R 1(config-flow-monitor)# cache timeout active 15

R 1(config-flow-monitor)# record FLOW-RECORD

v Sau d6 chiing ta can cho phép céc ciu hinh netflow trén timg cong ma chiing

ta can phan tich flow.

R1(config)# interface g0/0

R1(config-if)#ip flow monitor FLOW-MON input
R 1(config-if)# ip flow monitor FLOW-MON output
R1(config-if)# ip flow ingress

R 1(config-if)# ip flow egress

R 1(config)#ip flow-export destination 10.215.26.71 2055
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v Trén Switch 1: Ching ta thuc hién twong tu trén router.

SW1 (config)# flow record FLOW-RECORD

SW1 (config-flow-record)#description stealthwatch
SW1 (config-flow-record)# match ipv4 tos

SW1 (config-flow-record)# match ipv4 ttl

SW1 (config-flow-record)# match ipv4 protocol

SW1 (config-flow-record)# match transport source-port
SW1 (config-flow-record)# match transport destination-port
SW1 (config-flow-record)# match interface input

SW1 (config-flow-record)# match interface output
SW1 (config-flow-record)# collect transport tcp flags
SW1 (config-flow-record)# collect counter bytes long

SW1 (config-flow-record)# collect counter packets long

SW1 (config)# flow exporter FLOW-EXPORTER
/Destination sé& tro vé stealthwatch FlowCollector.
SW1 (config-flow-exporter)# destination 10.215.26.71

SW1 (config-flow-exporter)# transport udp 2055

SW1 (config)# flow monitor FLOW-MON
SW1 (config-flow-monitor)# exporter FLOW-EXPORTER

SW1 (config-flow-monitor)# cache timeout inactive 15
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SW1 (config-flow-monitor)# cache timeout inactive 15

SW1 (config)#ip flow-exporter destination 10.215.26.71 2055

SW1(config)#interface g0/0-2

SW1(config-if-range)# ip flow ingress
SW1(config-if-range)# ip flow egress
SW1(config-if-range)# ip flow monitor FLOW-MON input

SW1(config-if-range)# ip flow monitor FLOW-MON output

v Trén Stealth Watch-SMC:

whale Stealthwatch Doswooards  Mosior Ao ks Conbows  Deply 000 =

Security Insight Dashboard

Top Alarming Hosts / Alarms by Type -2 Today's Alarms
No Dl
el Stealthwatch Dashboards Mailtor Analyze Jobs Configure Deploy (o @ ) eskiop Ciient
Isers
Current Filters Users
de Hosts Sorted by overall severity @
ar Al
< User Name Sessions ta im $RC < cac tEP sos ‘ot SDOH S EX ey AN Locations i
Filter Results By: A B RFC
/ 8. RFC

v Thir d6i dia chi MAC hoic dung PC khéc dé login vao user khac ¢ card
mang va di traffic bat ky.
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v Co thé thay trong hinh dudi déy, stealthwatch da bat duoc 3 user di login
vao mang vdi username nguoi dung dugc gui tu cisco ISE.

Dashboards Monit Analyze Jobs Confgure Deploy Q0 Q

Stealthw

Wil
cisco
Current Filters Users
0
< User Name SEP s oS sor SOH S EX PV AN Locations in 24 hours Devices s Las
Filter Results By ) &
on v .
17 = 2¢
&
,
Host Summary Traffic by Peer Host Group (last 12 hours) s Alarms by Type (last 7 days)
Host IP No data to displ
] 10.215.26.1700
. -£0. O
I Flows ‘ 1 Classify ‘ ‘ History ‘
Status: Multicast United Sta...
Hostname: 10.215.26.170
Host Groups: Catch Al
Location: RFC 1918
First Seen: 11/26/19 5:57 PM
Last Seen: 11/26/19 6:26 PM
Policies: inside
MAC Address: 50:29:00:03:00:01
ISE ANC Policy: -~ Edit

Top Security Events for 10.215.26.170

No events were found. If you are sure this result is incorrect, contact your Stealthwatch administrator.

Users & Sessions Application Traffic

MAC Address: MAC Vendor: Unknown Device Type: Microsoft-

50:29:00:03:00:01 Workstation Application = Total % Sent Ratio Received 7-day Trend H
User Start Eod There are no application traffic details to display

& khoinguyen  11/26/19 5:47 PM )

v Chuét phai vao duong flow tir 10.215.26.172 di US chon View Flows,
chung ta c6 thé quan sat flows di dugc tir client trén ma cu thé 1a goi icmp di

dén 8.8.8.8
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Host Summary

=

Host IP
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Traffic by Peer Host Group (last 12 hours)

Top Reports
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No data to display

Flows | Classify History
Subject Host IP:
Status: & Multicast 10.215.26.170 United Sta... ®
P— Peer Host Group: United
States
Host Groups: Catch Al from: 11/26 6:30 AM
Lot REC 1918 t0: 11/26 6:30 PM
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Policies: Inside
MAC Address: 50:20:00:03:00:01
ISE ANC Policy: -~ Edit
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Nov 26, 2019 25 0.218.26 icMp Catch All 2 iomp 128 8888 icup United States
> 62507PM
(2min 305 ag0)
Nov 26, 2019 - 1021526170 icup Catch Al 64 cmp 6 8888 cMp United States -
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(28min 375 ago)
s0 - 1 i
i1 SteaithWetch Management Console (sdmin - 10.215.26.72) - o X
File Edt View Top Ststus Securty Hosts Traffic Repots Flows Configuration Help
Search:

5 Enterpnse.

(© Stealtnatch Labs Intefligence Center

x| D) resfoce 5

Mrex-t
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v Ngoai ra ching ta con ¢ thé quan sat duoc nhimg dir liéu application khac

hay céc transport udp/tcp.
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(3min 7s ago)
50 v

Jobs Configure Deploy ° @ e Desktop Cllent
Save Search Save Results Start New Search
100% Complete Delete Search

APPLICATION TOTAL BYTES PEER IP ADDR... PEER PORT/P... PEER HOST G... PEER BYTES ACTIONS
NetBIOS 275K ).215.26.255 138/UDP Catch Al
(unclass
Undefined UDP 748 224.0.0.252 5355/UDP
Undefined UDP 120 5353/UDP Mutticast
Undefined 40 224.0.0.22 IGMP Mutticast -
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