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LAB - CISCO ISE TRUSTSEC

il VLAN 20
(e0r2)

1.SO DO
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@ »SwW > ISE
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# Staff

I1. Muc dich bai LAB:

v Tao security group, xac thuc nhian dang user va gan user vao security group
sau do ap policy theo group

v Hé théng gdm:
v Cisco ISE 2.3
v Switch 3560x loaded firmware support Cisco Trustsec SGACL
v Clients window 7
v Cu thé:
C6 2 user thudc 2 group VNE-staff va VNE-guest

Sau khi xac thyc bang 802.1X, 2 users dc gan Vlan 10 va vao 2 security
group VNE-staff, VNE-guest

v Ap policy:
VNE-staff to VNE-guest (cho phép Ping & Remote)

VNE-guest to VNE-staff (chi dugc Ping)
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v Trén Cisco ISE: cdu hinh 802.1x véi 3560X, tao cac Policy cho group
Guest va Staff

v Chuyén huéng dén Policy / Policy Elements/ Authorization / Authorization
Profile

v Name: VLAN VNE

v Vlan tag: ID/Name:10

= Cisco ISE [Policy]- Policy Elements |

Dictionaries Conditions Results
e
Authentication 3 Authorization Profiles > New Authorization Profile

Authorization Profile

Authorization N
Authorization Profiles *N
ame
il VAN
Downloadable ACLs %
Description
Profiling >
* Access Type
Posture > ACCESS_ACCEPT v
Client Provisioning > Network Device Profile & Cisco ~ &

~ Common Tasks
Security Group ()

TagID 1 Edit Tag ID/Name

v

VLAN
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v Ta chuyén huéng Work Centers / Guest Access / Identity / Network Access

Users

v Username: engineer

= Cisco ISE | Work Centers} |Guest Access |
Overview Identities Identity Groups Ext Id Sources Administration Network Devices
Endpoints

Network Access Users Lis New Network Access User

lNetwork Access Users]

Identity Source Sequences

v Network Acceiﬁ User

* Username I engineer |

Status Enabled v
Password Re-Enter Password
* Login Password @ E [ Generate Password ©)
Enable Password [ Generate Password ‘ ©)
v Username: engineer
= Cisco ISE IWork Centersl-lGuest Access | A Ev
Overview Identities Identity Groups Ext Id Sources Administration Network Devices Portals & Components

Endpoints

Network Access Users|

Identity Source Sequences

Network Access Users List > New Network Access User

v Network Access User

Status Enabled v
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* Login Password E

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org
Enable Password

Rd\Enter Password

]

{ Generate Password J )

)
L

{ Generate Password ‘
v Ta da tao duoc 2 user:

—~
(
\_)

Network Access Users
s

~:~- Add », Change Status (v Import (™ Export iy Delete
Status Username Description First Name Last Name Email Address
(] Enabled ¢ employee
] Enabled ¢ engineer

v Chuyén huéng dén Work Centers / Guest Access / Identity Groups / User
Identity Groups
v Name: Guest

Cisco ISE

Overview

Work Centerg|Guest Access
Identities Identity Groups

Ext Id Sources
O

Administration
Identity Groups
=Q

Network Devices
User Identity Groups

Guest
Identity Group
= N
* Name Guest
1 Endpoint Identity Groups
I =1 User Identity Groups | Description
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%P’mﬁ

v Member User: chon engineer

Selected 0 Total 1

Membﬁr Users
All

Users
First Name Li

-~ Add T t
Username

Status Email
¢ engineer

Enabled

Chuyén hudng dén Work Centers / Guest Access / Identity Groups / User Identity

Groups

v Name: Staff
v Member User: chon employee

I Work Centersi -|Guest Access I
Portals & Components

= Cisco ISE
Identities Identity Groups Ext Id Sources Network Devices
—

Overview

Administration

Staff

User Identity Groups

Identity Groups
Identity Group

=Q
h * Name Staff
5 Endpoint Identity Groups
=1 User Identity Groups I Description P
Reset
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MemberIUsers
Users Selected 0 Total 1 ’3‘
- Add 0 Delete All Y
Status Email Username A First Name Last
(] Enabled 2 employee

v Chuyén hudéng dén Work Centers / Trust Set / Components / Trustsec
AAA Servers / AAA Server

v Name: CISCOISE
v IP: 192.168.20.100

= Cisco ISE [ Work Centers-TrustSec]

Overview TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Security Groups

AAA Servers List > CISCOISE
IP SGT Static Mapping

AAA Servers

~Name CISCOISE

Description

Security Group ACLs

Network Devices

Trustsec Servers v

I Trustsec AAA Servers I

HTTPS Servers 4

P

192.168.20.100| (Example: 10.1.1.1)

* Port 1812 (Valid Range 1 to 65535)

v Chuyén hudng dén Work Centers / TrustSec / Component / Network

Devices
v Name: SW
v IP Address: 192.168.20.150
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= Cisco ISE l Work Centers + ITustsec | 'y

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Security Groups
Network Devices List » SW
IP SGT Static Mapping

) Network Devices
Security Group ACLs

Network Devices
Name I SWIl

Trustsec Servers >

Description LAB SW k

IP Address TR 192.168.20.150| / 32

j

v Tick vao RADIUS
v Shared Secret

- RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret Show

[ ] Use Second Shared Secret (i)

v Chuyén huéng dén Work Center / TrustSec Network Devices /
v Tick vao Advanced TrustSec Settings

v Tick vao Use Device ID for TrustSec Identification
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= Cisco ISE Work Center1 -ITrustSecl A Evaluation M vays @)
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings
- S
Security Grolips ~ Advanced TrustSec Settings
IP SGT Static Mapping
Security G ACLs ) I )
AU e % Devsce@kuthentlcatlon Settings
GG
lse Device ID for TrustSec |dentification
Trustsec Servers v
Device Id sw
Trustsec AAA Servers
HTTPS Servers Password| -+ Show

v Chuyén huéng dén Work Centers / TrustSec / Components / Security Group
/ +Add

v Tao 2 Security Groups: guest va Staff

= Cisco ISE | Work Centers + TrustSec

Overview TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

P SGT Statie Mapping Security Groups

Security Group ACLs

A : ® Q2 ® &

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
Network Devices

Selected 0 Total 18

R — 5 L, Import (T Export @ Trash © Push @f) Verify Deploy Al
O Icon Name SGT (Dec / Hex) Description Learned from
m @ 9/0009 Auditor Security Group
O ] BYOD 15/000F BYOD Security Group
O @ Contracto 5/0005 Contractor Security Group
D () Developers 8/0008 Developer Security Group
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O () Auditors 9/0009 Auditor Security Group

O @ BYOD 15/000F BYOD Security Group

O Ik@ Contractors 5/0005 Contractor Security Group

[j @ Developers 8/0008 Developer Security Group

C] @ Development_Servers 12/000C Development Servers Security Group

O @ Employees 4/0004 Employee Security Group

D @ 16/0010 Guest

O @ Guests 6/0006 Guest Security Group

O @ Point_of_Sale_Systems 10/000A Point of Sale Security Group

O @ Production_Servers 11/000B Production Servers Security Group
[ @ Produ@on Users 7/0007 Production User Security Group
D @ Quarantined_Systems 255/00FF Quarantine Security Group

O @ 17/0011 Staff

O @ 13/000D Test Servers Security Group

O (&) TrustSec_Devices 2/0002 TrustSec Devices Security Group
O ? Unknown 0/0000 Unknown Security Group

v Chuyén huéng dén Policy / Policy Sets / +Add
v Policy Name: SGT 802.1X Test
v Condition: Wired 802.1X

v Allowed Protocols / Server Sequence: Default Network Access

= Cisco ISE Policy - Policy Sets A M ® Q ® 8 @
Policy Sets Reset Reset Policyset Hitcounts J m
\:J Status Policy Set Name %scrip(ion Conditions Allowed Pr Is / Server Seq Hits Actions View

[ SGT 802.1X Test E  wired_802.1X I Default Network Access | & ~ {@} >

(] Default Default policy set Default Network Access &0 v 0 é:é} >

Raset m
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v Muc Authentication Policy:
v Rule name: 802.1X
v Conditions: Wired 802.1X

Authentication Policy (1)

E) Status Rule Name Conditions Use Hits Actions

Internal Users

(] E  wired_so0z.1x {@}

> Options

A
&
<

Authorization Policy:

v Rule Name: Guest

v Conditions: InternalUser-IdentityGroup EQUALS User Identity
Groups:Guest

v Profile: VLAN 10

v Security Groups: Guest

v Tuong tu véi Staff

/| Authorization Policy (3)

Results

;:u Status Rule Name Conditions Profiles Security Groups Hits Actions

Q I

Thternalgser-TaentyGroup
(] Guest S EQUALS User Identity VLAN_10 x o Guest &K v 0

Groups:Guest

InternalUser-IdentityGroup
] Staff 2 EQUALS User Identity VLAN_10 s Staff & v 0

SroupsrStett
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v Work Centers / TrustSec / Components / Security Group ACLs / +Add /
v Name: Allow_guest ping_staff

= Cisco ISE [Work centers - TrustSec | a ‘ ® QA ® @ &
Overview TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Security Groups

IP SGT Static Mapping Security Groups ACLs

Network Devices

i Delete @ Verify Deploy Al
Trustsec Servers >
@] Name Description IP Version
I O Allow_guest_ping_staff IPv4
Security Group ACL content:
v permit icmp
v deny IP
= Cisco ISE I Work Centers - TrustSec 'y ©
Overview TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings
Security Groups Security Groups ACLs List > New Security Group ACLs

IP SGT Static Mapping s
Security Group ACLs

Security Group ACLs %

Network Devices * Name | ) Generation ID:
Allow_guest_ping

Trustsec Servers > Description

IP Version © IPv4 O IPvée O Agnostic

* Security Group ACL content permit icmp
deny 17|
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v Work Centers / TrustSec / Components / Security Group ACLs
v Name: Allow_staff remove guest
v Description: cho phép staff remote guest
v Security Group ACL content:
e permit tcp dst eq 3389
® permiticmp

e deny IP

= Cisco ISE Work Centers - TrustSec A (1

Overview TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Security Groups N . - .
Security Groups ACLs List New Security Group ACLs

IP SGT Static Mapping

Security Group ACLs

Network Devices * Name Generation ID:
Allow_staff_remc
Trustsec Servers > D it l}
escription 5
L Cho phép staff remote guest
vz
IP Version O IPv4 O IPvé O Agnostic

* Security Group ACL content permit tcp dst eq 3389

permit icmp
deny 17|
= Cisco ISE |W0rk Centers  TrustSec o C
Overview Components Policy Sets SXP ACI Troubleshoot Reports Settings
g 2 @ P @ i
5 & 5 0§ e B g B g i = L, s £ 5 i
s 2 8 = £ 5 ® B T 2 £ £ 7 & § 2 & 2 2 2
g i =
Egress Palicy ~ 38 E & 5§58 4% s 5% 4% 48 38 8z
B Source ¥ @ @ @ @ @ @ @ @ @ @
Matrices List
9/0009
Source Tree d
Destination Tree @ BYOD
15/000F
Network Device Authorization (@ contractors
50005
€ Developers
/0008
() Development_Ser...
12/000C
@Empluyea
4/0004
Default B Enabled SGACLs : Permit IP Description : Default egress rule
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Trén Switch Cisco 3560X: cAu hinh xac thuc 802.1x véi Cisco ISE va nhan céc

policy tur ISE.

interface g0/2
no shut
no switchport

ip add 192.168.20.1 255.255.255.0

exit

1ip dhep pool LAN
network 192.168.20.0 255.255.255.0
default-router 192.168.20.1

dns-server: 8.8.8.8

aaa new-model

aaa group server radius AAASERVER

server name CISCOISE

aaa authentication login default local
aaa authentication dotlx default group radius
aaa authorization network default group AAASERVER

aaa authorization network SGLIST group radius

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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aaa authorization auth-proxy default group AAASERVER

aaa accounting dotlx default start-stop group AAASERVER

aaa server radius policy-device

aaa server radius dynamic-author

client 192.168.20.100 server-key Admin123
dotlx system-auth-control
interface GigabitEthernet(/3

switchport mode access

authentication port-control auto

dotlx pae authenticator

interface GigabitEthernet(0/4
switchport mode access
authentication port-control auto

dotlx pae authenticator

interface GigabitEthernet0/5
switchport mode access
authentication port-control auto

dotlx pae authenticator
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radius-server attribute 6 on-for-login-auth
radius-server attribute 6 support-multiple
radius-server attribute 8 include-in-access-req

radius-server attribute 25 access-request include

radius server CISCOISE
address ipv4 192.168.20.100 auth-port 1812 acct-port 1813

pac key Admin123

Két qua:

Trén switch kiém tra cac rule nhan dugc tir ISE:

Switch#show cts role-based permissions

IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group 17:guest to group 16:staff:
Deny guest remote staff-10

IPv4 Role-based permissions from group 16:staff to group 17:guest:
Allow_staff remote guest-40

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

DC: 276 - 278 Ung Vin Khiém, P. Thanh My Tay, Tp. Ho Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Guest chi c6 thé ping sang Staff, con Staff thi c6 full quyén c6 thé remote sang
Guest mac du ca 2 dang trong cung 16p mang Vlan 10.

User Guest: ping thong, remote khong duoc.

n 192.168.18.2: time<ins Connection-specific DNS Suffix

192.168.10.2 time<ins T Description - ——— Realtek PCle GBE Fanily Controller

192.168.18.2 tine=15ns Physical fddress. . . - 20-6A-8A-D1-B8—

192.168.10.2 time<ins DHCP Enabled. ¥

192.168.108.2 ime<1ns Autoconfiguration Enabie

192.168.10.2 time<ins Link-local IPu6 Addre 526:88d6713(Preferred)

192.168.18.2 time<ins IPu4 Address. . . . . 92.168. 13 1(Prefen~ed)

192.168.10.2 time<ins Subnet Mask . . 25

192.168.18.2 Lease Obtained. Ihm«dag, S Chnbox 13, 2018 1:54:34 PH
Reply from 192.168.18.2 Lease Expires . December 14, 2018 2:10:45
Reply from 192.168.18.2 time<ins Default Gateway
Reply from 192.168.10.2 time<ins DHCP Server . .

192.168.108.2

192.168.10.2
Reply from 192.168.18.2
Reply from

tine<ins DHCPu6 IAID . . .
time<ins T DHCPub Client DUID
tine<ins
time<ims DNS Servers . . 8.8.4.4
ine<ims NetBIOS over Topip. - Enabled
time<ins
time<ims [Ethernet adapter Bluetooth y Connection:
time<ims
time<ims Media State . . s Media disconnected
time<ins T Connection-specific DN§
tineins Description . . S S Blue:oo\:h Device (Personal Area Network)
time<ims Physical Address. . —ED-B9-6B-D2-D6
DHCP Enabled. . . . Ye«

v 192.168.18.2
Reply from 192.168.10.2: bytes=

I,
wo
O 00 10 R R0 R R0 R0 R R0 0 8 R0 R 10 R0 R R0 R 10 1o R0 0

>
&, Remote Desktop Connection == =)

s 6‘ Remote Desktop can't connect to the remote computer for one of these reasons: lﬁ (R:emOte 2§.Skt°p
FileZillap i UltraVi I “>¢ Lonnection
e 1) Remote access to the server is not enabled
2) The remote computer is turned off
3) The remote computer is not available on the network ot | 152768702

Remote Desktop Connection

Make sure the remote computer is turned on and connected to the network, and that remote Username:  VNE-PCVAD
access is enabled.
Yo ,;dﬁ el Your Windows logon credentials will be used to connect.

& oK Help |

v Show Options [ Comect | [ Hep

92.168. cime=1ns
Physical Address. : 08-1A-AB-C7-21-0F 92 3 time<ins
DHCP Enabled. . . . . . . 168. time<ims
Autoconf iguration Enabled 168 time<ins
Link-local IPu6 Address £e80: :c8a5:d36a:59h4:ef 42711 (Preferred) 1y fron 192.168. time<ins
IP04 Address. - - - o 192.168.18.2(Preferred> [ 168 32 time<ins
Subnet Mask . . 255.255.255.0 : 92.168. 2 tine<ins
Lease Obtained. Thursday, Decenber 13, 2618 2:02:56 PH 1y fr -168. 2 time<ims
Lease Exp

Default Gateway
DHCP Server . .
DHCPu6 IAID . .

: iday, December 14, 2018 2:82:56 PM 168. time<ims
DHCPu6 Client DUID

2 192.166.10-254 168 time<ins
. 192.168.10.254 168 tine<ins
£ 234887840 168 time<ins
. 00-01-00-01-22-20-B2-FF-00—1A-AB—-C7—21-0F from 168 time<ins
from 168 32 time<ins
DNS Servers . . . 8.8.4.4 from 2
NetBIOS over Tcpi : Enabled e fron
rom
Tunnel adapter isatap.{EE27546C-00F4-4728-918D-BC183A431E8AD : from
from
Media State : Media disconnected from 168 time<ins
Cunnectlun “pec)flc DNS Suffix from 168 time<ins
Pk Hicrosoft ISATAP Adapter 2 from 168 32 tinedins
Phy\,1cal “hddres 0-00-00-00-08-00-00-EQ from 192.168. =ins TT
DHCP Enabled. . . o : from 192.168. 2 7 timecing
Autoconfiguration Enabled . Yes

Windows Security 4 %) Remote Desktop Connection

Enter your credentials
These credentials will be used to connect to 192.168.10.1.

Remote Desktop
»¢) Connection

Username:  None specified

‘You will be asked for credentials when you connect

| Remember my credentials

OK Cancel
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