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A [
Lab - Setup CI trén Jenkins

4+ Thuec hién cai dit jenkins trén may ao

- B6i vo1 may do Centos:

https://www.liquidweb.com/kb/how-to-install-jenkins-on-centos-8/

- Boi véi1 Ubuntu:

https://www.digitalocean.com/community/tutorials/how-to-install-jenkins-on-ubuntu-
20-04

# Thuec hién Setup CI trén Jenkins

Dang nhép vao Jenkins server. Dudi day la man hinh chinh cia Jenkins server.
http:// 10.215.26.93:8080
user/pass: admin/vnpro@123

- Chon New item dé tién hanh tao méi 1 project.

Jenkins
Fradd description
All
s w Name | Last Success Last Failure Last Duration
Test N/A N/A N/A 2
) tien 6 min 49 sec - #31 5 min 19 sac - #33 14 sec 2
lcon: SML
R Credental Legend [ Atom feed forall ) Atom feed for failures ) Atom feed for just latest build:
BR New View
Build Queue -
No builds in the queue.
Build Executor Status -
Page generated: Apr 15, 2020 9:21:26 AM UTC REST API Jenkins 2.230

O day ching ta tién hanh dit tén cho project va chon vao muc Freestyle project. Sau d6
nhén OK.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Jenkins All

Enter an item name

DemoCICD |

™ mequued et

44 Freestyle project
This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even

used for something other than software build

_ruJ Pipeline

Orchestrates long-running activities that can span multiple build agents. Suitable for building pipelines (formerly known as workflows)

and/or organizing complex activities that do not easily fit in free-style job type.

Multi-configuration project

Ll o ” 3 " +
r/ Suitable for projects that need a large number of different configurations, such as testing on multiple environments, platform-specific
builds, etc
C Folder
Creates a container that stores nested items in it. Useful for grouping things together. Unlike view, which is just a filter, a folder creates a
separate namespace, 50 you can have multiple things of the same name as long as they are in different folders.
oK b Organization

GitHub organization (or user account) for all repositories matching some defined markers

- O General chiing ta tich vao Github project va nhap vao d6 duong dan dén Git Repo
dung cho project nay.

Jenkins DemoCICD

General

Description

[Plain text] Preview

Discard old builds (7]

i—\n»-,:- project

Project url | https://github.com/vnpra149/Ansible L
Advanced...

This build requires lockable rescurces

This project is parameterized o

Throttle builds (7]

Disable this project o

Execute concurrent builds if necessary o
Advanced...

= -
jement

- O Source Code Management chung ta tich vao 6 Git, sau d6 ciing nhap dudng din
Repositories. O muc Branch to build chung ta c6 thé tiy chon Branch ma minh mubn st
dung cho project, & ddy minh chon branch master, néu dé tréng thi Jenkins mac dinh s€
hiéu 13 any.
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Jenkins DemoCICD

Source Code Management

Source Code Management

None
st
Repositories (2]
Repository URL | https://github.com/vnpro149/Ansible.git )
Credentials I v e=Add v
Advanced...
Add Repository
s ek
Branch Specifier (blank for ‘any) ®
Add Branch
Repository browser  (Auto) - @

Additional Behaviours Add v

Mercurial

ﬂ feely

- O Build Triggers chung ta tién hanh tich vao 2 6 d6 1 : Github hook trigger for GITScm
polling va Poll SCM. Y nghia cta viéc tich 2 6 nay 1a khi Git Repo c6 su thay dbi gi s&
thong bao dén cho Jenkins.

Lwu y : * * * * * & Schedule 12 cr mdi phut s& poll 1 1an. Gia tri ndy chung ta c6 thé setup
tuy y.

Jenkins DemoCICD
Build Triggers
Build Triggers
Trigger builds remetely (e.g., from scripts) 7]
Build after other projects are built 7]
Build periodically (7]
GitHub Branches
GitHub Pull Requests (7]
I ¥ GitHub hook trigger for GITScm polling I (7]
@ Poll SCM 7]
. Do you really mean "every minute” when you say “* * * * *"? Perhaps you meant "H * * * *" to poll once
per hour
Would last have run at Wednesday, April 15, 2020 9:26:41 AM UTC: would next run at Wednesday, April 15, 2020
9:26:41 AM UTC.
Ignore post-commit haoks (2]

E o]
)& build starts

- Tiép theo chon Save dé luu lai project.
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Build Environment

Delete workspace before build starts
Use secret text(s) or file(s) ®
Abort the build if it's stuck

Add timestamps to the Console Output

Inspect build log for published Gradle build scans

With Ant ®

Build

Add build step

Post-build Actions

Add post-build action +

ﬂ Arels

Page generated: Apr 24, 2020 8:16:13 AM UTC REST API Jenkins 2.230

- Sau khi Iuu thi day 1a man hinh quan 1y project ching ta vira tao. C6 thé thay hién tai ¢
6 Build History dang tréng vi project chua build 14n nao.

Jenkins DemoCICD

# Back o Dashboard

Project DemoCICD

| Status
— Badd description
= Changes -

Disable Projs

B Workspace
) Build Now i

‘D ﬁ Workspace

@ Delete Project

% Configure " Recent Changes
- =
[Z] GitHub Hook Log

.
[C] it Poling Log Permalinks
() GitHub
~# Rename
Build History trend =
find
£ Atom feed for all £ Atom feed for failures

Page generated: Apr 24, 2020 8:23:54 AM UTC REST API Jenkins 2230

- Bay gio chiing ta tién hanh tao mot file méi tai Git Repo dé kiém tra.
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O Pull requests Issues Marketplace Explore a +- ..
File successfully deleted X
X

Learn Git and GitHub without any code!

Using the Hello World guide, you'll start a branch, write comments, and open a pull request.

Read the guide

¥ vnpro149 / Ansible @Watch~ 0 Hsar 0 Yrork 2

forked from hotuanhoanh8/Ansible

<> Code Pull requests 0 Actions Projects 0 Wiki Security 0 Insights Settings

No description, website, or topics provided. Edit

Manage topics

- 217 commits ¥ 2 branches (P 0 packages > 0 releases AL 3 contributors

Branch: master ~ New pull request Create new file | Upload files  Find file Clone or download ~

- bit tén cho file va dién mot s6 ndi dung cho file sau d6 chon Commit dé commit lai file.

O Pull requests Issues Marketplace Explore A +- .-

Learn Git and GitHub without any code!

Using the Hello World guide, you'll start a branch, write comments, and open a pull request.

Read the guide

vnpro149 / Ansible ©OWatchy 0 Sstar 0 Yrork 2
forked from hotuanhoanh@/Ansible
<> Code Pull requests 0 Actions Projects 0 Wiki Security 0 Insights Settings
Ansible / DemoCICD Cancel
<> Edit new file © Preview Spaces ¢ |2 &  Nowrap #
#DemoC1/CD

- Luc nay sau khi commit file xong ching ta quay lai Jenkins server s& xuat hién mot thong
béo c6 Build History. ( & day s6 5 1 vi trudc d6 minh da c6 build mot s6 1an khac, dé dé
nhin thi minh da xéa céc lan build trude do )
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Jenkins * DemoCICD

# Back to Dashboard

|, Status

Project DemoCICD
"= Changes [#add description

B Workspace
) Build Now
@ Delete Project

. Configure

D GitHub Hook Log

[_:J Git Polling Log Permallnks
? GitHub + Last build (#5), 1 min 22 sec ago

- o Last stable build (#5),_1 min 22 sec ago

= Rename * Last successful build 1. min 22 sec ago

« Last completed build (#5), 1 min 22 sec ago
Build History trend =
find
@45 Apr 24, 2020 8:2

) Atom feed for all Y Atom feed for failures

Page generated: Apr 24, 2020 8:28:27 AM UTC REST API Jenkins 2.230

- Click vao chung ta s& thdy Console Output ctia 1an build vira rdi. O day ching ta s& thiy
c6 commit massage 1a Create DemoCICD Ila file minh vira tao trén Git.

Jenkins DemoCICD #5
# Back to Project
) Console Output
> Changes Started by an SCM change
Running as SYSTEM
& Console Output Building in work var/jenkins_home/workspace/DemoCICD

cified

rk-tree # timeout=10

9/Ansible. git # timeout=10

D ild '#5

[7] Polling Log
4 Git Build Data
D No Tags Checking out

> fusr/bin/git

Ansible.git +refs/heads/*:refs/remotes/origin/* # timeout=10

{commit} # timeout=10
~{commit timeout=10

9 (refs/remote

igin/master

)503dad57e9 # timeout=10

Commit message
First time build
Finished: SUCCESS

Page generated: Apr 24, 2020 8:29:19 AM UTC REST API Jenkins 2.230

Luu y : & myc Build Enviroment chiing ta ¢6 thé chon rat nhiéu cach build khac ma
Jenkins hd tro nhu 1a Ansible Ad Hoc Command, Ansible Playbook, ...
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Jenkins DemoCICD

Delete workspace before build starts

Use secret text(s) or file(s)

Aboart the build if it's stuck

Add timestamps to the Console Qutput

Inspect build log for published Gradle build scans

With Ant

Build

Add build step ~
Execute Windows batch command
Execute shell

GitHub PR: set ‘pend

Invoke Ansible Ad-Hoc Command

ble Playbook

ible Vault

ke Gradle script

top-level Maven targets

h time:

Set build status to “pending” on GitHub commit

- Cai dat Ansible Tower Plugin:

Chon Manage Jenkins:

Build Environment

®

o

Page generated: Apr 24, 2020 8:29:59 AM UTC REST API Jenkins 2.230

earch (CTRL+K)

Dashboard
<+ New ltem
89 People

Build History

=]
@ Manage Jenkins
0

My Views

Trong phan System Configuration chon Manage Plugins

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Dashboard Manage Jenkins

System Configuration

@ Configure System
Configure global settings and paths.

53@ Manage Plugins
Add, remove, disable or enable plugins that can
extend the functionality of Jenkins.

Global Tool Configuration
Configure tools, their locations and automatic
installers.

Manage Nodes and Clouds
Add, remove, control and monitor the various nodes
that Jenkins runs jobs on.

- Chon Available plugins sau d6 nhap Ansible Tower va tién hanh cai dt

Dashboard Manage Jenkins Plugin Manager

Updates

&

Available plugins 1

Installed plugins

@ |6

Advanced settings

Plugins

Q] ansible Tower 2
Install Name | Released
3 Ansible Tower 0.16.0 3vr 0 mo ado
This plugin connects Jenkins with Ansible Tower y 9

)

Install without restart Download now and install after restart Update information obtained: 1 hr 45 min ago  Check now

- Sau khi cai dat xong, Tién hanh cai dit Credentials cho Ansible Tower

Vao Manage Jenkins

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https outube.com/(@vnprol49
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Dashboard

<+ New ltem

82

People

i

Build History

&

Manage Jenkins

a

My Views

Trong phan Security chon Manage Credentials

Dashboard Manage Jenkins

Security
& Configure Global Security P Manage Credentials
Secure Jenkins; define who is allowed to access/use Configure credentials
the system.

gp Configure Credential Providers Manage Users

=
Configure the credential providers and types Create/delete/modify users that can log in to this
Jenkins.

In-process Script Approval

g

Allows a Jenkins administrator to review proposed
scripts (written e.g. in Groovy) which run inside the
Jenkins process and so could bypass security
restrictions. 1 scripts pending approval.

Trong myc Stores scoped to Jenkins, click vao muc global

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Dashboard Manage Jenkins Credentials

Credentials

T P Store | Domain ID Name

Stores scoped to Jenkins

P Store | Domains

@ System (global) v

lcon: S M L

- Chon Add Credentials dé tao Credential m&i

arch (CTRL+K)

Dashboard Manage Jenkins Credentials System Global credentials (unrestricted)

Global credentials (unrestricted) ||

Credentials that should be available irrespective of domain specification to requirements matching.

ID MName Kind Description

This credential domain is empty. How about adding some credentials?

lecom: S M IE

- Chon théng s cho Credential

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
. TRUNG TAM TIN HQC VNPRO
8% 7% PC: 276 - 278 Ung Viin Khiém, P. Thanh My Tay, Tp. H6 Chi Minh
) ﬂFF ro :

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org
Dashboard Manage Jenkins Credentials System Global credentials (unrestricted)
New credentials
Kind
Username with password A
Scope 7
Global (Jenkins, nodes, items, all child items, atc) W

Username 7

admin

Treat username as secret 7

Password 7

Description  ?

Kind Username with password dé tao Credentials xac thuc bang username va password.

Scope dé xac dinh pham vi ciia Credential.

Username va password cho Credential nay.(Credential nay dugc st dung khi xac thuc véi
Ansible Tower nén minh s€ sir dung username va password cia Ansible Tower).

Sau khi dién day du cac thong tin chon Create dé tao Credential.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Dashboard Manage Jenkins Credentials System Global credentials (unrestricted)

Global credentials (unrestricted)

Credentials that should be available irrespective of domain specification to requirements matching.

ID Name Kind Description
fBe6912b 671 ATdT 9843 f8e69f2b-67fd-47d7-9843- Username with X
ac35abalb7{5 ac35aba0b7{5 password

lcon: S M L

- Céu hinh Server Ansible Tower chon Configure System

Dashboard Manage Jenkins

System Configuration
Configure System } Global Tool Configuration
Configure global settings and paths. Configure tools, their locations and automatic
installers.
5:}@ Manage Plugins D Manage Nodes and Clouds
Add, remove, disable or enable plugins that can Add, remove, control and monitor the various nodes
extend the functionality of Jenkins. that Jenkins runs jobs on.

- Trong muc Ansible Tower cau hinh thong tin server

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt routube.com/(@vnprol49
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Ansible Tower

Tower Installation

MName ¢

Ansible Towner

URL *?

http://10.215.26.6

L

Credentials

feeaSf2b-67fd-47d7-9843-ac35abalb7f5 hd

+ Add

Force Trust Cert 7

Enable Debugging ?

Test Connection

Sau khi cau hinh xong click test connection dé kiém tra két noi

Success Test Connection

- Tao méi 1 Project chon ché do Pipeline, cau hinh thong sé twong ty nhu trén.
- Vao phan Pipeline chon Pipeline script.
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Pipeline
Definition
Pipeline script A
Script  ?
1

try sample Pipeline... ¥

Use Groovy Sandbox 7

Pipeline Syntax
Tai day minh sé& viét script pipeline cho project nay.

Jenkins ¢ cung cap 1 trang hd tro chiing ta viét step cho pipeline. Click vao Pipeline
Syntax.

- Tao Step dé tuong tac véi Git.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https: v.youtube.com/(@vnprol49
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Steps

Sample Step

git: Git
git 7

Repository URL  ?

https://github.com/vnpro149/Ansible

Branch ?

master

Credentials  ?

- none -

—
+ Add
Include in polling? 2

Include in changelog? %

Generate Pipeline Script

git "https://github.com/vnpro149/Ansible’

Sample Step chon Git dé twong tac voi git.

Respository URL s& dién dudng dan chia céc file cAu hinh st dung cho Ansible.

Branch dé chon Branch can ly file trong repository.

Sau khi dién cac thong sb click vao Generate Pipeline Script dé tao script cho step.

- Tao Step tuong tac voi job template trén Ansible Tower

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Steps

Sample Step

ansibleTower: Have Ansible Tower run a job template g

ansibleTower

Tower Server ?

Ansible Towner ~

Tower Credentials ID 7

f8eb9f2b-b7fd-47d7-9843-ac35abalb 75 W

+ Add

Template Type 7

job A

Template ID 2

DemoCD

Extra Vars 7

Tower Server chon Ansible Tower
Tower Credentials Override chon ID Credential
Template Type chon job dé tao Job trén Ansible Tower

Template ID 1a ID hodc tén ctuia template da tao bén Ansible Tower.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Inventory 7

DeviceCD

Credential ?

DemoCD

SCM Branch 7

Verbose 7
Import Tower Output 7
Import Full Logs w
Import Workflow Child Output  ?
Remove Color 7
Throw exception on failure 7
Run Async 7

Generate Pipeline Script

ansibleTower credential: 'DemoCD, inventory: "DeviceCD’, jobTemplate: 'DemoCD’, jobType: 'run’, throwExceptionWhenkFail: false,
towerCredentialsld: 'f8e69f2b-67fd-47d7-9843-ac35abalb7 5, towerLoglevel 'full’, towerServer: 'Ansible Towner'

Inventory nhép tén Inventory dugc tao bén Ansible Tower.
Credential nhap tén Credential dugc tao bén Ansible Tower.
Sau khi cu hinh xong chon Generate Pipeline Script dé tao script

- Tao Script pipeline v&i 2 script step da tao .

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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pipeline{
agent any
stages{
stage("SCM checkout') {
steps{
git 'https://github.com/vnpro149/Ansible’

h
stage('Execute Ansible'){
steps{

ansibleTower credential: 'DemoCD’, inventory: 'DeviceCD', jobTemplate:
'DemoCD', jobType: run', throwExceptionWhenFail: false, towerCredentialsld:
't8e69f2b-67fd-47d7-9843-ac35aba0b7f5', towerLogLevel: 'full', towerServer: 'Ansible
Towner'

}

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Pipeline

Definition

Pipeline script v

Script  ?

1~ pipeline{
2 agent any
g stages{
stage( ' SCM checkout' }{
steps{
git 'https:/fgithub.com/vnprold9/Ansible’

try sample Pipeline... v

b

(== B = Ly I =)
1 4

h

stage('Execute Ansible'){

la - steps{

11 ansibleTower credential: 'DemolD', inventory: 'DevicelD', jobTempl
12 T

13 1

14 }

15 3

16

L
4

The script is already approved

Use Groovy Sandbox 7

Pipeline Syntax

Sau d6 luu lai va tién hanh thyuc thi.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt routube.com/(@vnprol49
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Dashboard DemoCICD1

@ Status

<f> Changes

Build Now

Configure

Delete Pipeline

Full Stage View

GitHub

Rename

Pipeline Syntax

GitHub Hook Log

OO0 e X0 o= @V

Git Polling Log

Jenkins s& cung cdp cho chung ta giao dién truc quan hoa vé céc tién trinh dang thuc thi.
Pipeline DemoCICD1

£ Add description
Disable Project

Stage View

SCM checkout Execute Ansible

Average stage times: 25 29s
(Average full run time: ~355) = S
7
Jul 05 :_:: 2z 295

1355

Dé xem chi tiét tiéng trinh dang thuc thi click vao s id build cua tién trinh do.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Dashboard DemaoCICD1 #4
<f> Changes

[

Console Qutput

Edit Build Information

Delete build '#4°

Git Build Data

Restart from Stage

Y @ ¢ =

Replay

oo

Pipeline Steps

LT

(0

Workspaces

™

Previous Build

(“) Build #4 (Jul 5, 2023, 1:55:02 PM)

Started 31 min ago
/ Add description 100k 35 sec

( » } Started by user trongchien

it Revision: 3c902a57b8b32ec036a8e9f95eh9ad384add2c1d
0 gt Repository: https://github.com/vnpro149/Ansible

* refs/remotes/origin/master

Dé xem chi tiét hon Click vao Console Output.
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Dashboard > DemoCICD1 > #4

(Execute Ansible)

[Pipeline] ansibleTower

[WARNING]: Job type defined but prompt for job type on launch is not set in tower job
[WARNING]: Inventory defined but prompt for inventory on launch is not set in tower job
[WARNING]: Credential defined but prompt for credential on launch is not set in tower job
Template Job URL: http://10.215.26.65/#/jobs/1674

SSH password:

E[@;35m[DEPRECATION WARNING]: ios_wlan is kept for backwards compatibility but usage E[&m
B[@;35mis discouraged. The module documentation details page may explain more about E[8&m
E[@;35mthis rationale.. This feature will be removed in a future release. Deprecation E[@m

H[@;35mwarnings can be disabled by setting deprecation_warnings=False in ansible.cfg.B[&m

PLAY [demo] ook EEREEEEE = P EEEEEE ey

TASK [Gathering Facts] *®s**¥%* FEEEEREE FEETEEE F.

B[1;35m[WARNING]: Ignoring timeout(1@) for ios_factsE[em

H[1;35m[WARNING]: default value for ~gather_subset™ will be changed to “min” fromE[em
E[1;35m™ !config® v2.11 onwardsE[em

E[@;32mok: [Switch]E[Em

TASK [Create wvlan] **ss=s=s==x = HkEE FrEzEE -

E[@;33mchanged: [Switch]E[ém

PLAY RECAP =#%#% EREEBEE = ok EREETEE =%

E[@;33mSwitchE[ém : B[@;32mok=2 E[@m BE[@;33mchanged=1 E[@m unreachable=0 failed=0
skipped=0 rescued=0 ignored=0

/ nmode

End of Pipeli

Finished: SUCCESS

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt outube.com/(@vnprol49




