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Lab — Cau hinh Wireless LAN Multiple SSID
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Hinh 1.1 - So do bai LAB
Yéu cau

1. Céu hinh VLAN, Trunk thich hop dé AP phat ra 2 SSID thuéc VLAN 20 va VLAN 30,
VLAN 1 dung cho viéc Management
2. Céu hinh DHCP cap IP cho viéc Management va cac VLAN
Céu hinh Router dinh tuyén giita cac VLAN.
4. CAu hinh IP cho céng d4u ndi internet cua router béng cach xin DHCP. Thuc hién NAT
cho cac 16p mang c6 thé di internet
5. AP nhéan IP tir DHCP thudéc VLAN 1 1a VLAN management, PC cling access vao VLAN
1, nhan IP tir DHCP Server trén Router dé quan Iy AP
6. Cau hinh AP phat ra 2 SSID thuéc VLAN 20 va VLAN 30
Quy hoach IP:
VLAN 1: 192.168.1.0/24
VLAN 20: 192.168.20.0/24
VLAN 30: 192.168.30.0/24
Thuc hién

(98]

1. CAU HINH VLAN, TRUNK TREN SWITCH PoE
Tao cac vlan 20, 30 cho access point

Switch (config) #vlan 20
Switch (config-vlan) ffexit

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
an@ DC: 276 - 278 Ung Viin Khiém, P. Thanh M Ty, Tp. H Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

|Sw1tch config) #vlan 30

Cong dau noi vao AP va router cau hinh Trunk

Switch (config) #int range fal0/1-2
Switch (config-if-range) #switchport trunk encapsulation dotlg
Switch (config-if-range) #switchport mode trunk

2. CAU HINH DHCP TREN ROUTER
Céu hinh DHCP cép IP cho viéc Management va cic VLAN

Router (config) #ip dhcp pool management

Router (dhcp-config) #network 192.168.1.0 255.255.255.0
Router (dhcp-config) #default-router 192.168.1.1

Router (dhcp-config) #dns-server 8.8.8.8

Router (dhcp-config) fexit

Router (config) #ip dhcp pool vlan20

Router (dhcp-config) #network 192.168.20.0 255.255.255.0
Router (dhcp-config) #default-router 192.168.20.1

Router (dhcp-config) #dns-server 8.8.8.8

Router (dhcp-config) #exit

Router (config) #ip dhcp pool vlan30

Router (dhcp-config) #network 192.168.30.0 255.255.255.0
Router (dhcp-config) #default-router 192.168.30.1

Router (dhcp-config) #dns-server 8.8.8.8

Router (dhcp-config) #exit

3. CAU HINH ROUTER DINH TUYEN VLAN
Router (config) #interface f0/1
Router (config-if) #no shutdown
Router (config-if) #ip address 192.168.1.1 255.255.255.0
Router (config-if) #interface £f0/1.20
Router (config-sub-if) #encapsulation dotlg 20
(
(
(

Router (config-sub-if) #ip address 192.168.20.1 255.255.255.0
Router (config-sub-if) #interface £0/1.30

Router (config-sub-if) #encapsulation dotlg 30

Router (config-sub-if) #ip address 192.168.30.1 255.255.255.0

4. CAU HINH IP, NAT

Router (config) #interface £0/0
Router (config-if) #ip address dhcp
Router (config-if) #no shutdown
Router (config-if) #ip nat outside
Router (config-if) #interface £0/1
Router (config-if) #ip nat inside
( )
( )
( )
(
(

Router (config-if) #interface £0/1.20

Router (config-if) #ip nat inside

Router (config-if) #interface £f0/1.30

Router (config-if) #ip nat inside

Router (config) #access-1list 1 permit any

Router (config) #ip nat inside source list 1 interface f0/0 overload

5. CAU HINH TREN AP
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Tién hanh Console vao AP dé xem IP duoc cép phat, enable password mac dinh la Cisco, IP nay
ding dé truy cap va cdu hinh AP, hodc c6 thé dung tinh ning DHCP xem DHCP Server da cap
IP nao, hodc dung tinh ning CDP dé xem Switch dang két ndi voi AP c6 IP nao

Trén AP thuc hién show ip interface brief dé xem IP dwoc cip phat

ap>enable
Password:Cisco
ap#show ip interface brief

Interface IP-Address OK? Method Status Protocol
BVI1 192.168.1.3 YES DHCP up up
DotllRadio0 unassigned YES unset administratively down down
DotllRadiol unassigned YES unset administratively down down
GigabitEthernetO unassigned YES TFETP up up

5

Dé y thay Interface BVI1 dang nhan IP 192.168.1.3 thuéc VLAN manegement bang phuong
thiee DHCP 13 dtng. Néu truong hop interface BVI1 bao phuong thirc 1a TFTP hodc unset thi
can cau hinh IP cho interface bvil nay

ap#configure terminal
ap (config) #interface bvi 1
ap (config-if) #ip address dhcp

ap (config-if) #no shutdown

Dung 1 PC cam vao 1 port thuéc VLAN 1 trén Switch, xin DHCP cho PC dé chung 16p mang
management 10l dung trinh duyét truy cap vao AP ¢ trén, Username va password méc dinh Ia
Cisco/Cisco

1.1 CO PINH IP QUAN TRI CHO AP
Hinh dudi day 1a giao dién access point. Chung ta can cu hinh IP tinh cho access point dé ¢
dinh IP management
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Save Configuration  Ping  Logout

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Hostname ap ap uptime is 1 hour, 3 minutes

Network Interfaces: Summary

System Settings

IP Address ( DHCP ) | 182.168.1.3

IP Subnet Mask 255.255.255.0

Default Gateway 192.168.1.1

MAC Address ‘ d48c.b5e4.4ael

Interface Status GigabitEthemet Radio0-802, 11N>43Hz Radio1-802.11N53H2

Software Status Enabled Disabled ¥ Disabled %
Hardware Status ‘ Up fr [ Down ¥ Down ¥
Interface Resets | 2| 0 0
Receive

Input Rate Timespan 5 minute 5 minute 5 minute
Input Rate (bits/sec) 1000 0 0
Input Rate (packsts/sec) ‘ 2 0 0
Time Since Last Input | 00:00:01 | never never
Total Packets Input 6291 0 0
Total Bytes Input 878263 0 0

Hinh 1.2 — Giao dién AP

Vao Network -> Network Interface -> Ip address. Chon static ip, dat dia chi ip, subnetmask
va default gateway (gateway la dia chi cong sub interface theo tirng vlan trén router). Sau do
bam Apply.

C @ Khéngbao mat | 192.168.1.3/ap_network-if ipaddress.shtml|

Hostname ap
Configuration Server Protocol: . DHCP ® Static IP
| Disable DHCP Address Binding
IP Address: |192,168,1 3
IP Subnet Mask: [255.255.255.0
Default Gateway IP Address: |192.'165.1 A

! Qverride DHCP Default Gateway

Network Interfaces: IPV6 Address

IPv6 ® Enable ' Disable
Configuration Server Protocol: ¥ DHCP ¥ Autoconiig ) Static IP
IPV6 Link-Local Address: FE80::D68C:B5FF:FEE4:4AEQ  (X:X:X:Xo:X)
IPV6 prefix Address: (KX XX X/<0-128=)
- Anycast - EUI-64

FE80::D68C:B5FF:FEE4:4AED ~

IPV6 Address List:

- Delete |

IPV6 Reachable-time: (0-3600000)

Hinh 1.3 — Céu hinh IP Tinh cho AP
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1.2 TAO VLAN TREN AP
Sau khi dat IP tinh tién hinh tao vlan cho access point va cac SSID. Vao Security -> SSID
Manager. Dé tao vlan chon Define Vlans.

Security

Admin Access
Encryption Manager
SSID Manager
Dotllu Manager

Server Manager

HOME

NETWORK  ASSOCIATION  WIRELESS

Hestname ap

SECURITY
—

SERVICES

MANAGEMENT

SOFTWARE  EVENT LOG

Security: Global SSID Manager

SSID Properties

Current SSID List

<NEW > -

AP Authentication ssip: |
o i VLAN: [<NGNE> | [Define vians |
Local RADIUS Server Backup 1:
Advance Security . Backup 2:
Backup 3:
Band-Select: O Band Select

Universal Admin Mode: [J Universal Admin Mode

Interface: [JRadio0-802.11N2 4GHz
[CJRadio1-502.11N5CHZ

Network ID:

E (0-4096)

Client Authentication Settings

Hinh 1.4 — Tao SSID

Trong vlan id nhép 20, tick chon Radio-802.11N 2.4GHZ va Radio-802.11N SGHZ. Sau d6
bam Apply.

Save Configuration  Ping L

HOME NETWORK ASSOCIATION

WIRELESS ~SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Security
Hostname ap ap uptime is 1 hour, 4

Admin Access
Encryption Manager
SSID Manager
Dotiiu o]

Services: VLAN

Global VLAN Properties

Server Manager Current Native VLAN:  VLAN 1

AP Authentication

Assigned VLANs

Intrusion Detection

Local RADIUS Server Current VLAN List Create VLAN Define SSIDs
Advance Security < NEW > N
VLAN Name (optional):
[ ¥ Native VLAN
~ || Delete

"/ Enable Public Secure Packet Forwarding
¥ Radio0-802.11N246Hz
¥ Radio1-802.11N5CHz

-/ Management VLAN (If non-native)

Hinh 1.5 —Tao VLAN trén AP
Tiép tuc tao vlan 30.
1.3 TAO SSID TREN AP
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Sau khi di tao xong cac vlan ching ta quay lai muc Security = SSID Manager dé tao cac
SSID. Nhap SSID, nén dat tén theo vlan, chéng han ssid cho vlan 20 thi dat la VLAN20. Tick
chon 2 song Radio 2.4 va SGHZ

& C {Y A Notsecure | 192.168.1.3

CIsco HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES  MANAGEMENT SOFTWARE  EVENT LOG

iecurity
Hostname ap

Admin Access

Encryption Manager Security: Global SSID Manager
SSID Manaaer I SSID Properties

Dotllu Manager

Current $5ID List

Server Manager
< NEW > B SSID: VLAN20
AP Authentication
VLAN:
Intrusion Detection 2 = Sl LA
Backup 1:
Local RADIUS Server Backup 2
Advance Security - Backup 3:
Band-Select: ) Band Select
Universal Admin Mode: ) Universal Admin Mode

Interface: Radiol-802 11N2-4GHz
B Radio1-502.11N5CHZ

Network ID: [ w098

Hinh 1.6 — Tao SSID twong wng VLAN 20

Kéo xubng ti téi myc nhu hinh duéi, tick chon tuwong ty hinh rdi bAm apply.

Save Configuration Pin Lt
el we Config Eing  Log

CIsco HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

ecuri
i EAP Client (optional):

Encryption Manager
SSID Manager

Dotllu Manager Multiple BSSID Beacon Settings

Server Manager .
L Multiple BSSID Beacon
AP Authentication
Intrusion Detection Set SSID as Guest Mode

Local RADIUS Server [C) Set DataBeacon Rate (DTIM)| DISABLED (1-100)

Advance Security

Hinh 1.7 — Bat song Wireless cua VLAN 20
Tuong tu cho SSID VLAN 30.
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= C {} A Notsecure | 192.168.1.3

CISCO HOME  NETWORK ASSOCIATION WIRELESS  SECURITY SERVICES  MANAGEMENT SOFTWARE  EVENT LOG

iecurity
Hostname ap

Admin Access

Encryption Manager Security: Global SSID Manager
SS5ID Manager I SSID Properties

Dotllu Manager

Current SSID List
Server Manager

< NEW > - SSID: VLAN30
AP Authentication

VLAN:

Intrusion Detection = e

I Backup 1:

Local RADIUS Server Backup 2:

Advance Security - Backup 3:
Band-Select: [l Band Select
Universal Admin Mode: ] Universal Admin Mods
Interface: 4 Radio0-802.11N2 4GHz

Radio1-802.11N5GHz

Hinh 1.8 — Tao SSID twong vng VLAN 30

Saye Configuration Piny Log
alvaln ve Config Eing

CIsSCOo HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

securi
Ecuity EAP Client (optional):

Encryption Manager
SSID Manager

Dotllu Manager Multiple BSSID Beacon Settings
Server Manager

Multiple BSSID Beacon
AP Authentication

Intrusion Detection Set S5I0 as Guest Mode

Local RADIUS Server (] Set DataBeacon Rate (DTIM){ DISABLED (1-100)

Advance Security

Hinh 1.9 — Bat song Wireless cua VLAN 30

Sau d6 chon SSID ctia VLAN 20, kéo xudng phan Guest Mode/ Infrastructure SSID Settings.
O ca 2 séng chon Multiple BSSID.
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NETWORK  ASSOCIATION WIRELESS  SECURITY  SERVICES  MANAGEMENT SOFTWARE  EVENT LOG

Multiple BSSID Beacon

Set SSID as Guest Mode

[_] Set DataBeacon Rate (DTIM) DISABLED (1-100)

Apply || C

Guest Mode/Infrastructure SSID Settings

Radio0-802.11N2-4GHZ;

Set Beacon Mode OSingle BSSID  Set Single Guest Made SSID
@® Multiple BSSID
Set Infrastructure 551D (] Force Infrastructure Devices to associate only to this SSID
Radio1-802.11N5CHZ;
Set Beacon Mode O'single BSSID et Single Guest Made SSID
® Multipls BSSID
Set Infrastructure SSID [ Force Infrastructure Devices to associate only to this S3ID

Apply @

Hinh 1.10 — Kich hoat AP phat séng ciia 2 bing tang

Sau khi cac thao tic d6 xong chon Home, trong phan Network Interface, bAm vao Radio-
802.11N 2.4GHZ.

cisco HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG
Home Y 1 1
Summary cisco Cisco Aironet 3600 Series Access Pc
b Easy Setup
MNetwork Assistant Hostname ap
Association
Clients: 0 | Inirastructure clignts: 0
Network Identity
IF Address 192.168.1.3
|Pv6 Address FE30:F60F 1BFF-FE19:FBB0
MAC Address T40f.1019.7060
Network Interfaces
Interface MAC Address Transmission Rate
1t GigabitEtheret 40f.1019.1b50 100Mbps
|"RadioD-802.11Nm I 381c.1a%b.3db0 Mcs Index 23
¥ Radio-007 11NESHE 381¢.1890.3d90 Mcs Index 23

Hinh 1.11 — Bdt Interface cua AP

Chuyén sang muyc Settings Phan Enable Radio chon Enable. Kéo xudng du6i chon Apply.
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HOME NETWORK  ASSOCIATION WIRELESS  SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

(E RADIO0-802.11NZ45HZ STATUS \I/E DETAILED STATUS {§ SETTINGS :ls CARRIER BUSY TEST

Hostname ap

Network Interfaces: Radio0-802.11N2-4GHZ Settings

Operating Mode: Mixed

Enable Radio: © Disable
Current Status (Software/Hardware): Disabled 4 Down ¥
Role in Radio Network: @ Access Point

) Access Point (Fallback to Radio Shutdown)
_! Access Point (Fallback to Repeater)
() Repeater

Hinh 1.12 — Chon Enable dé bt Interface cua AP
Chuyén ra Home 1am tuong tu cho Radio-802.11N 5GHz.

Dung Laptop hay dién thoai kiém tra xem c6 song chua

E NETWORK ASSOCIATION WIRELESS  SECURITY  SERVICES MANAGEMENT SOFTWARE  EVENT LOG

cisco

Cisco Aironet 3600 Series Access Poi YNPR?:H“‘"&"

Sec

Hostname ap o
VnPro_collaboratio

Home: Summary Status

Association

Clients: 0 Infrastructure clients: 0
Network Identity

IF Address 192.168.1.3

IPvE Address FES0:F&0F:1BFF.FE19:FBS0
MAC Address T407.1b19.7080
Network Interfaces

Interface MAC Address Transmission Rate
1} GigabitEinernet 4071019, 7060 100Mbps
ﬂRadioD-SUZ.ﬂN?"GHZ 381c 1a%9b.3db0 Mcs Index 23

1} Radio1-802 11NESHE 381c.1a9d.3d90 Mcs Index 23

Hinh 1.13 — Kiém tra séng cuia VLAN 20 va VLAN 30

1.4 DAT PASSWORD CHO WIFL
Muc Security = Encryption Manager. Phén Set Encryption Mode and Keys for VLAN chon

20. (1a dat password cho song thudc vlan 20). Phan Encryption Modes, chon Cipher, x6 xuéng
chon AES CCMP +TKIP. Sau d6 Apply.
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CIsSCcOo HOME  NETWORK  ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

iecurity
Hostname ap

Admin Access

Encryption Manager | Security: Encryption Manager

SSID Manager

I Set Encryption Mode and Keys for VLAN: 20w
Dotllu Manager
Server Manager Encryption Modes
AP Authentication
() None

Intrusion Detection
Local RADIUS Server

' WEP Encryption

Advance Security
Cisco Copliant TKIP Features: (| Enable Message Integrity Check (MIC)

[CJ Enable Per Packst Keying (PPK)
® Cipher IIAES CCMP + TKIP v I

Hinh 1.14 — Cdu hinh chinh sach bao mdt cho VLAN 20

Tuong tu cho vlan 30.

Xong phan d6 thi qua Security -> SSID Manager. Chon SSID mudn dit mat khau. Sau d6 kéo
xudng chut xiu téi myuc Client Authenticated Key Management.

Muc Key Management chon Mandatory, tick chon Enable WPA, chon WPA2

Chd WPA Preshared Key thi chinh la password minh muén dit cho wifi, vi du dat 12345678.
Sau d6 kéo xudng dudi gan ap chon chon Apply. Lam twong ty cho SSID VLAN khac.

Zlient Authenti d Key M it

I Key Management: [ coKM Enable WPA [WPAVZ ~

| WPA Pre_shared Key: | ] @ ASCll O Hexadecimal

11w Configuration:
11w Association-comeback: 1000 (1000-20000)
11w Saquery-retry: (100-500)

Hinh 1.15 — Céu hinh Password cho SSID VLAN20

Lam xong cac budc trén dung dién thoai hay laptop kiém tra, Tén wifi c6 chir Secured tuc 14 da
c6 password. Bam vao go password dé vao.
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[ & VLAN20

VMNPRO_STAFF IP set‘tings
| | IP assignment: Automatic (DHCP)
VNPRO_Hocvien Edit
d !
(100020000
SEELIZ Properties
Enter the network security key
SSID: VLAN20
12345678
Protocol: Wi-Fi 4 (802.11n)
Optional  + .
Security type: WPAZ-Personal
Network band: 2.4 GHz
/(? VLANZ0 MNetwork channel: 5
CRANE S T nen ¥ d Link-local IPv6 address: fef0:e824:909f:9eb7:b6
IPv4 address: 192.168.20.4
IPv4 DNS servers: 8.8.88

Hinh 1.16 — Két qud phdt séng ciia SSID VLAN20
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