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LAB — Cau hinh Time-range ACL

192.168.1.0/24 - . 192.168.2.0/24

PC1 PC2

M0 ta

Thuc hién time-range ACL, dé han ché quyén truy cép tai nguyén theo thoi gian.

Véi yéu cau chi dugce truy cap PC1 véi ICMP va TCP 445 theo thoi gian dugc quy dinh.
Céu hinh

Cau hinh time-range

GATEWAY (config) #time-range TIME ACL

Dugc active vao luc 8h:00 ngay 01/4/2009 va inactive vao lac 23:59 ngay 30/4/20009.

GATEWAY (config-time-range) #absolute start 08:00 01 April 2009 end 23:59 30
April 2009

Dinh ky active vao mdi ngay tir 8h:00 dén 17h:00.

GATEWAY (config-time-range) #periodic daily 8:00 to 17:00

Dinh nghia ACL két hop véi time-range.

GATEWAY (config) #faccess-1ist 100 permit icmp any host 192.168.1.2 time-range
TIME ACL

GATEWAY (config) #faccess-1ist 100 permit tcp any host 192.168.1.2 eq 445 time-
range TIME ACL

GATEWAY (config) #access-1ist 100 deny ip any any

Ciu hinh day dii

GATEWAY#sh run

Building configuration...

Current configuration : 1088 bytes
!

hostname GATEWAY

|

|

interface FastEthernet0/0

ip address 192.168.1.1 255.255.255.0
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duplex auto

speed auto

!
interface FastEthernet0/1

ip address 192.168.2.1 255.255.255.0

ip access-group 100 in

duplex auto

speed auto

!
interface Serial0/0/0

no ip address

shutdown

no fair-queue

clock rate 2000000

!
access-list 100 permit icmp any host 192.168.1.2 time-range TIME ACL
access-list 100 permit tcp any host 192.168.1.2 eq 445 time-range TIME ACL
access-list 100 deny ip any any

!

control-plane

!

time-range TIME ACL

absolute start 08:00 01 April 2009 end 23:59 30 April 2009
periodic daily 8:00 to 17:00

|

end

Kiém tra

GATEWAY#sh clock
09:19:53.519 UTC Wed Mar 18 2009
GATEWAY#

GATEWAY#sh access-lists

Truy cap bang ICMP khéng thanh cong do ACL chua duoc active.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
. TRUNG TAM TIN HQC VNPRO
Y, PC: 276 - 278 Ung Viin Khiém, P. Thanh My Téy, Tp. H6 Chi Minh
nPro ST
DT: (028) 35124257 | Hotline: 09334 S

427079 Email: vnpro@vnpro.org

B3 C:\WINDOWS\system32\cmd.exe -0 ﬂ
B

C:\>ping 192.168.1.2 |
Pinging 1?2.168.1_.2 with 32 bytes of data:

Reply from 192.168.2.1: Destination net unreachahle.

Reply from 192.168.2.1: Destination net unreachahle.

Reply from 192.168.2.1: Destination net unreachable.

Reply from 192.168.2.1: Destination net unreachahle.

Ping statistics for 192.168.1.2:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss)>,
Approximate round trip times in milli-—secon
Minimum = Bms,. Maximum = Bms. Average =

o

GATEWAY#sh access-lists
Extended IP access list 100
10 permit icmp any host 192.168.1.2 time-range TIME ACL (inactive)

20 permit tcp any host 192.168.1.2 eq 445 time-range TIME ACL (inactive)

30 deny ip any any (12 matches)

Thay di thoi gian trong khoang thoi gian dugc dinh nghia.

GATEWAY#clock set 08:01:00 1 April 2009

Trang thai dugc active.

GATEWAY#sh access-lists
Extended IP access list 100
10 permit icmp any host 192.168.1.2 time-range TIME ACL (active)

20 permit tcp any host 192.168.1.2 eq 445 time-range TIME ACL (active)

30 deny ip any any

Giao tiép thanh cong véi ICMP (hinh 2.48).
Truy cép dir liéu duoc chia sé (hinh 2.49, 2.50).

GATEWAY#sh access-1lists
Extended IP access list 100

10 permit icmp any host 192.168.1.2 time-range TIME ACL (active) (14
matches)

20 permit tcp any host 192.168.1.2 eq 445 time-range TIME ACL (active) (131
matches)

30 deny ip any any
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B C:\WINDOWS\system32\cmd. exe -3 ﬂ
B

C:\>ping 192.168.1.2

Pinging 172.168.1.2 with 32 bytes of data:

192 168.1.2: bytes=32 time<ims TTL=127
1922.168.1.2: bhytes=32 time<ims TTL=127
Reply from 192_168.1_.2: bytes=32 timed{ims TTL=127
Reply from 192_.168.1.2: bhytes=32 time<ims TTL=127

Ping statistics for 172_168.1.2:

Packets: Sent = 4, Received = 4, Lost = 8 (B% loss).
Approximate round trip times in milli-seconds:

Hinimum = Bms,. Maximum = Bms, Average = Bms

Gz

Hinh 2.48.
Run

= Tvpe the name of a program, Folder, document, or
Internet resource, and Windows will open it For wou.

Open: | 11192.168.1.2 ™

[ (0] 4 ][ Cancel ][ Browse...

Hinh 2.49.
[ 192.168.1.2 m=x]

File Edit Wew Favorites Tools Help ':,-'
<) O - lﬁ 7 ! Search i Folders v
Address | 1 Wioz.168.1.2 |v| B co
Network Tasks A |J Daka (F)
L=
J Add a network place —

@.:_.’ Wigw network connections

#y Set up @ home or small
™ office netwark

<2 Set up & wireless network
far a home o small office

éed View workgroup computers

[ Show icons For networked
UPRP devices

Hinh 2.50.
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