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Lab — Céu hinh Wireless LAN Controller phat SSID xac thuc
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Hinh 2.1 — So d@é bai LAB

Mo ta

Bai lab gém mot PC, mot Access Point, mot Switch va mot vWLC

Dt IP theo so d6 sau:

Tén thiét bi bia chi IP

AP DHCP mang phong
hoc

PC DHCP mang phong
hoc

Yéu ciu
Interface két ndi voi Internet 13 Interface layer 2, access vao vlan phong hoc (vi du phong 15)

Access Point chay Lightweight nhan IP quan Iy thuéc VLAN phong hoc, va c¢6 thé duoc quan Iy
tap trung trén WLC

Céu hinh SSID:
SSID: xéc thyc kiéu WPA2, cap IP thuoc VLAN phong hoc
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Thuwe hién

Yéu cu: Céu hinh co ban AP

Truy cap vao AP thong qua day console
- Username mac dinh: Cisco

- Password mic dinh: Cisco

- Enable password méc dinh: Cisco

Di chuyén tir User mode sang Privilege mode, x6a cdu hinh.
AP> enable
Password: Cisco
AP#
AP# clear lwapp private-config
AP# reload
Proceed with reload? [confirm]

Sau khi khoi dong lai d¢ AP nhan IP tir DHCP server

Trong truong hop AP va WLC cung subnet, AP s€ tu discover va join vao WLC. Nhung
trong trudng hop AP va WLC khong ciing subnet, hodc ¢6 nhiéu WLC, chung ta s& phai khai bao
dia chi cua WLC trén AP.

Khai bao dia chi cia WLC va kiém tra (Luu ¥ dia chi cia WLC c¢6 thé khac véi bai LAB
nay tuy giang vién cap phat)

AP5475.d0£5.1649%#capwap ap controller ip address 192.168.1.100
AP5475.d0£5.1649#show capwap client config

group name

configMagicMark OxF1E2D3C4
chkSumVv2 8347

chkSumv1l 17250

swVer 8.0.152.0
adminState ADMIN ENABLED (1)
name AP5475.d0f5.1649
location default location

mwarName

mwarIPAddress 192.168.1.100
mwarName

mwarIPAddress 0.0.0.0
mwarName

mwarIPAddress 0.0.0.0
ssh status Disabled
ssh config mode GLOBAL
Telnet status Disabled
telnet config mode GLOBAL
numOfSlots 2
spamRebootOnAssert 1
spamStatTimer 180
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randSeed 0xD475
transport SPAM TRANSPORT L3 (2)

AP5475.d0£f5.16494
AP5475.d0£f5.1649#show capwap ip config
LWAPP Static IP Configuration

Primary Controller 192.168.1.100

Khi AP tién hanh join vao WLC thanh cong s€ load lai IOS méi tr WLC va khoi dong lai.

Dung PC nhén IP tir DHCP Server truy cdp vao WLC, vao menu Wireless, s& thdy AP da
join vao WLC

Vireless All APs Entries 1 - 1 of 1

802.11a/n/2c Number of APs 1
802.11b/g/n
Dual-Band Radios

Global Configuration AP Name 1P Address(1pva/Ipvé) AP Model AP MAC APUpT
+ Advanced APS475.40f5 1649 192.168.1.1 AIR-LAPIIAIN-A-KS 54:75:0:05:16:49 04,001

Mesh

RF Profiles

FlexConnect Groups
FlexConnect ACLs

OEAP ACLs
Network Lists
802.11a/nfac
802.11b/g/n
Media Stream

Application Visibility
And Control

‘Country
Timers
+ Netflow
¢ QoS

Hinh 2.2 — AP két néi vao WLC
Yeéu cau: Cau hinh SSID

Trudng hop ding WLC that va Mulltiple SSID thi can tao Interface con trudng hop ding
virtual WLC thi dung luén interface management, khong can tao Interface cho viéc quan tri SSID
ma chuyén qua budc Tao SSID cho viéc phat séng

Tao interface cho viéc quan tri SSID
Truy cap vao WLC, vao menu Controller — Interfaces

Chon New...
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Save Configuration ~ Ping  Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Controller Interfaces 1 Entries 1 -3 of 3
General 3
EERmROKy 2 Interface Name Ydentifier 1P Addrexs e sk 1Pv6 Address
management untagged 1921681100 Static Enabled 12/128

Interface Groups virtyal NA 1111 Static Not Supported

Multicast

-

Internal DHCP Server

Mobility Management
Ports

b NTP

» Cop

» IPv6

» mDNS

» Advanced

Hinh 2.3 — Tao interface cho viéc quan tri SSID

Dit tén Interface va VLAN ID. Tén c6 thé dit tuy ¥, nhung VLAN ID phai ding véi quy
hoach (1a VLAN phong hoc). Sau d6 Click Apply

Saye Configuration  Ping

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Interfaces > New < Back Apply
Ganerat Interface Name | ssid-staf 2
AOVanTORY VLAN Id 15
Interfaces

Interface Groups
Multicast
Internal DHCP Server

-

Mobility Management
Ports

NTP

copP

1PVv6

mDNS

Advanced

vy v v v w

Hinh 2.4 — Dat tén cho interface
Dién cac thong sb:
- Port: 1
- VLAN-ID: gilt nguyén 1a VLAN phong hoc
- IP/subnetmask trong day IP phong hoc, default gateway va DHCP Server dung véi quy
hoach phong hoc.
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Saye Conhiguraion  Ping  Logout Refresh)

CONTROLLER  WIRELESS  SECURITY AGEMENT COMMANDS H EEEDBACK
Controller Interfaces > Edit - m
General 2
e toeY General Information
Interfaces
Interface Groups Interface Name ssid-staff
Multicast MAC Address 44:03:87:32:30:¢0
» Internal DHCP Server Configuration
» Mobility Management
Guest Lan
Ports
Quarantine
» NTP
Quarantine Vian 1d 0
» CoP -
NAS-ID [none E]
» IPV6
» mDNS Physical Information 1
» Advanced Port Number f ]
Backup Poet 0
Active Port 0

Enable Dynamic AP Management

Interface Address |
VLAN Identfier 15
1P Address 10215153
Netmask 2552552550
Gateway 10215.15.1
DHCP Information 3
Pnmary DHCP Server 10215.15.1 I

Secondary DHCP Server
DHCP Proxy Mode Global v

Enable DHCP Option 82

Hinh 2.5 — Cdc théng sé cia Interface

Vao lai menu Controller — Interfaces, s€ thz"'ly Interface vira tao

Saye Configuration  Ping  Logout Refresh

MONITOR WIANs CONTROLLER WIRELE! CURITY MANAGEMENT COMMAN! HELP FEEDBACK A Home
| Controller Interfaces Entries 1 -4 of 4 New...
Inventor VLAN Interface  Dynamic AP
i f Interface Name Identifier 1P Address Type Management  1Pv6 Address
Antertaces maragement untagged 1921651100 Statie Enabled /128
Interface Groups [ ssig-stait 15 10215.15.3 Oynamic Disabled | -]
Multicast virtup WA 1111 Static Not Supported

» Internal DHCP Server
» Mobility Management
Ports
| ¥ NTP

General
|
|

» CopP

» 1IPVE

| ¥ mDNS

» Advanced

Hinh 2.6 — Kiém tra lai Interface
Tao SSID cho viéc phat song

Vao menu WLANS, x6a cac SSID cii (néu c6)
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MONITOR WIANs CONTROLLER WJIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANs i Entries 1 - 1of 1
¥ WLANs Current Filter:  None {Change Filter] [Clear Filter) [Create New v] Go
WLANS -
» Advanced
WLANID Type Profile Name WLAN SSID Admin Status Security Policies
1 WLAN Test Test Enabled [wPA2][Auth(802.1X)]

Hinh 2.7 — Xoa SSID cii
Sau d6 chon Create New va click Go dé tao SSID méi

alialn Saye Configuration  Ping  Logout - Refresh

cisco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANSs WLANs Entries 0 - 0 of 0
- WLI:Ns Current Filter:  None [Change Filter] [Claae Filter)
WLANS
» Advanced 1 2
WLANID Type Profile Name WLANSSID Admin Status Security Policies

Hinh 2.8 — Tao SSID moi
bat tén Profile va SSID

Luu ¥: SSID chinh 1 tén ctia mang wifi s& hién thi trén thiét bi nguoi dung. Tén profile va
SSID khéng can phai giéng nhau

MONITOR  WIANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANS WLANSs > New __<Back |
R Tyve WA 2
» Advanced Profile Name ssid-staff

SSID SSID-STAFF

10 1 v

Hinh 2.9 — Dat tén SSID
Giao dién c4u hinh chi tiét s& xuét hién.

Trong tab General, click chon Enable va chon Interface/Interface Group la ssid-staff vira tao

& budc trén (Con dung virtual WLC khong cin tao interface cho SSID thi ding interface
management)
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CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

MONITOR  WLANs

WLANs

* WLANS

WLANS

» Advanced

Secunty Policies

WLANSs > Edit 'ssid-staff’ < Back Apply |
I | . Qos Policy i | Ady |
Profile Name ;'sz d-staff m
Type WLAN
SsID SSID-STAFF
Status

[WPA2][Auth(PSK)]
(Modifications done under security tab will appear after applying the changes.)

Radio Policy 2 [ L
Ilmerfo:dlnledace Group(G) |ssid-staff v ||

Multicast Vian Festure Enabled

Broadcast SSID ¥ Enabled

NAS-ID

none

Hinh 2.10 — Map SSID va Interface, kich hoat SSID

Trong tab Security — Layer 2:

- Chon Layer 2 security la WPA + WPA2

- WPA + WPA2 parameters: tich chon WPA2 Policy-AES
- Phén Authentication Key Management: chon PSK

Saye Configurstion Ping  Logout Refresh

WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

MONITOR  WIANs CONTROLLER

<Back |

WLANs WLANSs > Edit 'ssid-staff’
" w‘:’:’ | General | Security | QoS | Policy |
;. Advanced Layer 2 Layer 3 | AAA Servers

Layer 2 Security § | WPA+WPA2 v

MAC Filtering®

Fast Transition
Fast Transition
Protected Management Frame

PMF Disabled ¥
WPA+WPA2 Parameters

WPA Policy
| wea2 pobey-AES g | E

Key

802.1X Enable

CCXM Enable

PSK ¥ Enable

FT 802.1X Ensble 2

Hinh 2.11 — Bat xdc thuc cho SSID

Kéo xuéng, chon PSK Format la ASCII va nhap mat khau wifi vao. Bai lab nay dung mat
khau “12345678” sau d6 chon Apply
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MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANS > Edit 'ssid-staff’ < Back M

v WLANs ¥ Poli
praps | General | Security QoS | Policy ik
» Advanced Layer 2 - uy-' 3 AAA Servers

Protected Management Frame

PMF Dizabled ¥
WPA+WPA2 Parameters

WPA Policy

WPA2 Policy-AES "/

Authentication Key Management

802.1X Enable
(e ) Enable
PSK ¥ Enable
FT 802.1X Enable
FT PSK Enable
PSK Format ASCIT ¥

}'\;M gtk-randomize State Disable ¥

Hinh 2.12 — Bdt mdt khdu cho SSID

Trong tab Advanced: kéo xudng chon tich vao FlexConnect Local Switching va Learn Client
IP Address

General | Security | QoS | Policy-Mapping | Advanced

Scan Defer Time(msecs) 100
FlexConnect

FlexConnect Local

L
Switching 2 Enablad
FlexConnect Local Auth 12 Enabled

Learn Client IP Address 2 ¥| Enabled
Wlan based Central

Switching 12 e
Central DHCP Processing Enablad
Owerride DMS Enabled
MNAT-PAT Enabled
Cantral Assoc Enabled

Hinh 2.13 — Chuyén ché dé chay ciia AP

Chon Apply
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Sau d6 vao Menu Wireless — chon AP dang két n6i

CISCO MONITOR  WLANs CONTROLLER WIRELESS  SECURITY MAMNAGEMENT COMMANDS HELP FEEDBACK
Wireless AllAPs 1
b ﬁﬁc::s Points Current Filter None [Change Filter] [Clear Filter]
s
» Radios
ggii iah.l";ff:c Number of APs 1
-11by/
Duzl-Band Radios
Global Configuration
» Advanced AP Name IP Address(Ipvd/IpvG) AP Model
Mesh 192.168.1.1 AIR-LAPL142M-A-K3
RF Profiles 2

FlexConnect Groups
FlexConnect ACLs

OEAP ACLs

Network Lists
F 802.11a/nfac
b 802.11b/g/n
b Media Stream

Hinh 2.14 — Chon AP va déi mode hoat dong
Tai tab General, chon AP Mode la FlexConnect

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

All APs > Details for AP5475.d0f5.1649

Hinh 2.15 — Chuyén AP sang mode FlexConnect

General | Credentials [ Interfaces [ High Availability [ Inventory [ FlexConnect [ Advanced
General Versions
AP Name |AI='54 75.d0f5.1643 Primary Software Version 8.0.140.0
Lacation |defau|t locatian Backup Software Version 0.0.0.0
AP MAC Address 54:75:d0:f5:16:4% Predownload Status Mone
Base Radio MAC ac:ali16:ba:2b:10 Predownloaded Version MNone
Admin Status |Enable ¥ | Predownload Next Retry Time MA&
I AP Mode FlexConnect ¥ I Predowvinload Retry Count MA
AP Sub Mode | None A Boot Version 12.4.18.2
Operational Status REG 108 Version 15.3(3)1A10%
Port Mumber 1 Mini IOS Version 0.0.0.0
Venue Group | Unspecified IP Config
Venue T |Unspecified ¥ |
vEe I CAPWAR Preferred Mode Ipvd (Global C

Chuyén qua Tab High Availability, dién tén ciia Wireless LAN Controller vio
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CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

MONITOR ~ WLANs

All APs > Details for AP5475.d0f5.1649

. General [ Credentials I Interfaces | High Availability [ Inventory [ FlexConnect [ Advanced |

Name Management IP Address(Ipv4/Ipv6)
Primary Cantroller WLC 1 |19Q.168.1 100 |
Secondary Controller |
Tertiary Controller | | |
Hinh 2.16 — Dién tén ciia WLC vdo AP
Sau d6 chon Apply

IV. Kiém tra

Luc nay, trén thiét bi cua ngudi dung di xuét hién song wifi véi SSID 1a SSID-STAFF

Két ndi vao véi mat khau “12345678” nhu di tao & bude trén, ngudi dung s& nhan duoc IP
dung subnet phong hoc 10.215.15.0/24 va c6 thé truy cap Internet.

www.youtube.com/@vnpro149
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