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Lab — Wireless Guest Hotspot (C4u hinh Manual trén WLC va

Cisco ISE)
1. So dod

Cisco ISE
10.215.26.50

WLC o T
10.215.26.46

2. Céu hinh trén WLC
- PAu tién ta phai cau hinh d& AP Join vao WLC hay chua, vao muc Wireless dé kiém tra

e
cisco MONITOR ~ WLANs CONTROLLER ~WIRELESS SECURITY MANAGEMENT CQOMMANDS HELP  FEEDBACK
Wireless All APs
~ Access Points Current Filter None [Change Filter] [Clear Filter]
All APs
- Radios
802.11a/n/ac Number of APs 2
802.11b/g/n
T (T operational Speed
Global Configuration AP Name IP Address(Ipv4/Ipv6) AP Model AP MAC AP Up Time Admin Status  Status PoE Status Etho
» Advanced 3602-1325 10.215.26.219 AIR-CAP36021-A-KS  30:f7:0d:f6:f:90 6d,07h27m57s Enabled REG PoE/Full Power 100 Mbps
Mesh AP1928 192.168.3.167 AIR-CAP36021-N-K9  d4:8c:b5:93:1e:52 0d,04h33mO05s Enabled REG PoE/Full Power 100 Mbps
» ATF
RF Profiles

FlexConnect Groups
FlexConnect ACLs
FlexConnect VLAN
Templates

OEAP ACLs
Network Lists
802.11a/n/ac
802.11b/g/n

Media Stream

Application Visibility
And Control

Country
Timers

b QoS

- Ta cAu hinh khai bao Radius Server (Cisco ISE) véi WLC nhu sau: vao muc Security ->
AAA-> Radius -> Authentication -> New
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-Ill -Ill- Saye Configuration  Ping  Logout Refres
cisco MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK f Homi

Security RADIUS Authentication Servers Apply New...

v AAA
Auth Called Station ID Type | AP MAC AddressiSSID ¥
General
Authentication| Use AES Key Wrap [ (Designed for FIPS custormers and requires = key wrap compliant RADIUS server)
‘Accounting
Fallback MAC Delimiter Hyphen v
DNS ;
Downloaded AVP Framed MTU 1300
» TACACS+
LDAP Network Tunnel  Server Server Admin
Local Net Users User Management Proxy Index Address(Ipv4/Ipv6) Port IPSec Status
MAC Filtering

= Disabled Clients
User Login Policies
AP Policies
Password Policies

b Local EAP

Advanced EAP
» Priority Order
b Certificate

- Takhai bao cac tham s6 ciia Authentication bao gdm céc thong tin sau nhu sau:
(1) bia chi IP cua Radius Server
(2) Shared Secret: Iuu ¥ thong tin Shared secret phai giéng nhau giita WLC va Radius
Server, dién lai thong tin shared secret 1 l4n nita tai muc Confirm
(3) Enable Support CoA
(4) Enable Network User
Chon Apply dé Iuu céu hinh Authentication Server.

Save Configuration ~ Ping  Logout Refresh|

CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT <COMMANDS HELP FEEDBACK A Home
i icati < Bad Apply
Security RADIUS Authentication Servers > New Kk i
- A:A | Server Index (Priority) 1w 5
eneral
~ RADIUS Server IP Address(Ipv4/Ipvs) 10.215.26.49 1 ‘
Auth i
Accounting Shared Secret Format asci v
EBN”:“k Shared Secret  [seseeseen
Downloaded AVP Confirm Shared Secret ™ |sssssssss 2
» TACACS+
LDaP
Local Net Users Key Wrap [ (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
LREFlEng Port Number 1812
~ Disabled Clients
User Login Policies Server Status Enabled ¥
AP Policies
T [ support for con 3 |
» Local EAP Server Timeout 2 | seconds
Advanced EAP | Network User ¥l Enable 4 |
» Priority Order Management ¥ Enable
b Certificate Management Retransmit Timeout 2 | seconds
» Access Control Lists Tunnel Proxy | Enable
1PSec [ Enable

Wireless Protection
Policies

- Tai myc Security ndy, ta phai tao ra 1 ACL dé co thé Redirect traffic xac thuc ciia Guest
dén duoc Cisco Ise, ta tao nhu sau: Tai tab Security -=> Access Control List > Chon
FlexConnect ACLs -> Chon New
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Sawe Configuration  Bing  Logouwt Refres!

alvaln
Cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Security FlexConnect Access Control Lists New...

* AAA
General Acl Name
= RADIUS
Authentication
Acesunting
Fallback
DS
Downloaded AVP
¥ TACACS+
LDaP
Local Net U:
MALC Filter
= Disabled Clients
User Login Polices
AP Policies
Password Policies

M Home

Local EAP
Advanced EAP
Priority Order

-

Certificate

-

+ Access Control Lists

C o Lists

ontrol List: -

[ FlexConnect acLs £]
LayerZ ACLS

- Tatién hanh dit tén cho ACL nay va chon Apply dé luu lai

Saye Configuration  Ping

et
cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP
Security Access Control Lists > New _<Back | | _ Apply
* AAA 2
General Access Control List Name [redlrzd-guest 1
- RADIUS .

Authentication
Accounting
Fallback

D5
Downloaded AVP

S+
LDAP

Local Met Users
MAC Filtering

= Fecahlad Flhiante

- Sau khi Apply, ta s€ c6 1 ACL dugc tao ra nhu bén dudi

MONITOR  WLANS TROLLER ~ WIRELESS MANAGEMENT COMMANDS HELP  FEEDBACK
Security FlexConnect Access Control Lists
~ AAA
General Acl Name
w RADIUS

Authentication
Accounting
Fallback
DNS
Downloaded AVP
¥ TACACS+
LDaP
Local Net Users
MAC Filtering
= Disabled Clients
User Login Policies
AP Policies
Password Policies

* Local EAP

Advanced EAP
¥ Priority Order
b Certificate

+ Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs
Laver2 ACLs

- Tuy nhién ACL nay van chua c6 bét ki hanh dong nao, ta s& tiép hanh tao hanh dong cho

ACL nay bang céch click vao ACL vira tao va tién hanh tao rule cho ACL nay nhu sau:
click vao Add New Rule va tao hanh dong giéng nhu hinh bén dudi

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https /w.youtube.com/@yv
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Saye Configuration  Ping  Legout Refresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP A Home

Security Access Control Lists > Edit < Back Add New Rule

* AAR
Genera General
= RADIUS
Authentication Access List Name redirect-guest
Accounting
Fallback Destination Source Dest
DNS Seq Action  Source IPfMask  IP/Mask Protocol Port Part DSCP
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAL Filtering
w Disabled Clients
User Login Policies

CIsco w C R WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Security Access Control Lists > Edit
- AAA
General General
~ RADIUS
Authentication Access List Name redirect-guest
Fallback Seq Action  Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port DSCP
DNS
Downloaded AVP 1 Permit 0.0.0.0 / 0.0.0.0 10.215.26.49 / 255.255.255.255 Any Any Any Any [~]
» TACACS + 2 Permit  10.215.26.49 /255.255.255.255  0.0.0.0 /0.0.0.0 Any Any Any Ay W@
LDAP
Local Net Users 3 Permit 0.0.0.0 / 0.0.0.0 0.0.0.0 /0.0.0.0 uoP DNS Any Any [~]
MAC Filtering 4 Permit  0.0.0.0 /0.0.0.0 0.0.0.0 /0.0.0.0 uoe Any DNS Ay B

« Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP

Advanced EAP

b Priority Order
b Certificate

~ Access Control Lists
Access Control Lists
CPU Access Control Lists

Luu y: dia chi IP trén ACL 1a dia chi IP cua Cisco Ise

- Tiép theo ta s€ tao SSID trén WLC: Chon WLAN -> tai muc Create new chon Go

Ung dung

alile
CIsco MONITOR ~ WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

L1
WLANs WLANs -
* WLANS Current Filter: None [Change Filter] [Clear Fiiter] Create New | Go
WLANS 2
b Advanced | |

WLAN ID Type Profile Name WLANSSID Admin Status Security Policies

- Dién thong tin Profile name va SSID (2 thong tin nay khong nhét thiét phai giéng nhau) -
> Chon Apply dé luu lai ciu hinh

|I I T 'l ' Save Configuration  Fing  Logout Refresh
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP M Home
WLANSs WLANSs > New <Back | |_ apaly |
-~ LLE Type [wLan M
ViLANS
b Advanced Profile Hame [Test-Hotspat
SSID |Guest HotSpet
0] I

: www.vnpro.vn | Forum: www.vnpro.org | Video: http .youtube.com/(@
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- Tai tab General -> Enable Status SSID dé cho phép SSID nay hoat dong

Cisco MONITOR ~ WLANs CONTROLLER ~WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
WLANs WLANSs > Edit "Test-Hotspot'
AN General | security | Qos | Policy-Mapping | Advanced |
s
» Advanced
Profile Name. [Test-Hotspat ]
Type WLAN
SSID |Guest HotSpot ]
Status ¥ Enabled
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy Al v

Interface/Interface Group(G)

Multicast Vlan Feature [ Enabled

Broadcast SSID ¥ Enabled

w0

- Qua tab Security,
o Tai muc layer 2 chon None va check Mac Filtering

MANAGEMENT COMMANDS HELP  FE
WLANs WLANs > Edit 'Test-Hotspot’
" . ==
b Advanced layer2 | Llayer3 | AAA Servers
Layer 2 Security & | None v

MAC Filtering2 ¥

Fast Transition

Fast Transition adaptive ¥
Over the DS ’
Reassociation Timeout|20  Seconds

o Tai muc layer 3 chon None, qua muc AAA server chon dén dia chi Authentication
Server ma chiing ta da cau hinh ltc nay

alialn

cisco ITOR  WIANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP  FEEDBACK
WLANs WLANSs > Edit 'Test-Hotspot®
""x::‘ General | security | Qos | Policy-Mapping | Advanced |

s
} Advanced Laver2 | Laver3 | AAAservers |

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

RADIUS Server Overwrite interface | /Enabled

‘Authentication Servers Accounting Servers
¥/ Enabled ¥/ Enabled
Server 2 | None ¥ || None ¥
Server3
Server 4
—
Seers
RADIUS Server Accounting

Interim Update v Interim Interval[0 | Seconds
LDAP Servers

Qua tab Advanced -> Check Allow AAA overide, tim dén muc NAC -> chon ISE NAC -
> Apply dé luu cau hinh

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt
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YnPro

Save Configuration ~ Ping  Logout Refre:

CISCO MONITOR Is CONTROLLER WIRELESS  SECURITY ANAGEMENT COMMANDS HELP  FEEDBACK A Hom

WLANSs WLANSs > Edit 'Test-Hotspot' < Back Apply
b ":}LL':':: ‘General | Security ‘ Qos | Policy-Mapping | Advanced 3
¥ Advanced o
Allow AAA Override 1! Enabled 1 DHCP
Coverage Hole Detection ¢/ Enabled DHCP Server L) override
Enable Session Timeout [ |1800
Session Timeout (secs) DHCP Addr. Assignment [ | Required
Aironet IE [#/Enabled =
Diagnostic Channel 18 ["JEnabled
Override Interface ACL 1Py Sl el | EEEE
Layer2 Acl
avers ac Management Frame Protection (MFP)
URL ACL

P2P Blocking Action
3

MFP Client Protection

Disabled Optional ¥

Client Exclusion 2 (@ Enabled DTIM Period (in beacon intervals)

Timeout Value (secs)
Maximum Allowed Clients 8 ] 802.11a/n (1 - 255)
Static IP Tunneling 42 ["JEnabled 802.11b/g/n (1 - 255) ll—\
Wi-Fi Direct Clients Policy NAC

Maximum Allowed Clients Per AP Radio

NAC State |ISENAC ¥ 2

and Band Select

Clear HotSpot Configuration

JEnabled

Load

Tiép tuc cau hinh dé AP c6 thé Redirect user khi két ndi dén SSID thi chiing ta can cdu
hinh nhur sau: qua tab Wireless -> chon AP dang két néi -> qua tab Flexconnect -> Click
vao External WebAuthentication ACLs

cisco MONITOR WLANs CONTROLLER ~WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless All APs > Details for AP1928

~ Access Points
All APs
* Radios
802.11a/n/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

General | Credentials Interfaces | High

| —
Inventory ' FlexConnect || Advanced |
||

VLAN Support o

Make VLAN AP Specific ¥ Go

» Advanced Inheritance Level Group-Specific
Mesh FlexConnect GroUP.  gefay i iex-group
ame
RRATE WLAN AVC Mapping
RF Profiles

VLAN Template Name nene
FlexConnect Groups
FlexConnect ACLs
FlexConnect VLAN
Templates

OEAP ACLs

VLAN Name Id Mappings

PreAuthentication Access Control Lists

Local Split ACLs

Network Lists
» 802.11a/n/ac

» 802.11b/g/n Cantral DHCP Brocessing.

b Media Stream zetes

Tai muc Policy -> click Add ACL ma chung ta d tao ltic ndy -> chon Apply dé luu lai
cau hinh

Saye Configuration  Ping Logout Refres|

A Home

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Wireless All APs > AP1928 >External WebAuth ACL Mappings < Back Apply |

¥ Access Points
All APs
w Radios
802.11a/nfac
802.11b/g/n
Dual-Band Radios
Global Configuration

AP Name AP1523

Base Radio

MAC 0c:d9:96:b0:3a:30

WLAN ACL Mapping

» Advanced
WLAN Id .
Mesh
L WebAuth ACL
Add
RF Profiles
FlexConnect Groups WLAN 1d WLAN Profile Name WebAuth ACL
FlexConnect ACLs
FlexConnect VLAN
Templates Policies
OEAP ACLs
Network Lists Palicy A

} 802.11a/n/ac
» 802.11b/g/n

(O D S

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt
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- Bay gio chung ta sé tién hanh cau hinh Portal trén Cisco ISE dé Guest x4c thuc khi két
nbi vao SSID 1a Guest HotSpot, chiing ta c6 thé sir dung Portal default trén Cisco ISE
hodc ta co thé tao méi 1 Portal khac trén Cisco ISE (¢ day minh sé st dung Portal default
trén Cisco ISE)

- Pautién dang nhap vao Cisco ISE va Add thiét bi WLC vao Cisco ISE -> chon
Administration -> Chon Network devices, sau khi ctra x4 hién ra chon ADD dé tién hanh
Add WLC vao Cisco ISE bao gom Tén WLC (1), dia chi IP cia WLC (2), sau d6 click
vao Radius Authentication Setting -> dién thong tin Shared Secret vao (luu y Shared
Secret phai gidng véi WLC) -> chon Submit dé luu cAu hinh

&« [&] Q A Khéng bdo mat | 10.215.26.49/ad min/#administration/administration_networkresources/administration_networkresources_devices/networkdevices

H2 Ung dung

g dentity Services Engine Home ) ConiextVisibiity  » Operations  » Policy [T NIENEn)

» System b |denfity Management = - Network Resources + Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

v Metwork Devices  Network Device Groups ~ Metwork Device Profiles  Extemal RADIUS Servers  RADIUS Server Sequences  NAC Managers  Exiemal MDM ¥ Location Services
——

Metwork Devices List > New Network Device

Network Devices
Default Device 1

* Name |WwLC

[ 1P address =] =IFf: [ 10.215.26.45 N EN 2

Metwork Devices

Device Securily Seftings

@ IPvE is supporied only for TACACS, At least one IPv4 must be defined when RADIUS is selected

* Device Profile [t Gisco| » | &

Software Version [ <]

* Network Device Group

Location [l Locations | [_Set To Default
IPSEC 15 IPSEC Device | [ Set To Default
Device Type  [All Device Types | [_Set To Default |

~ RADIUS Authenfication Seffings ‘

RADIUS UDP Settings

Protocol  RADIUS

| steetsent o JlGon! | 4

CoAPort [ 1700 | [set To Default |

RADIUS DTLS Settings (i
DTLS Required [
Shared Secret |radius/dtls

CoAPort [ 2083 | [ set To Default |

Issuer CA of ISE Cerlificates for CoA ‘Seled if required (optional) hd | (]

General Settings

Enable KeyWwrap  [J i

- Tiép theo, ta s& tao Result cho viéc Authentication trén Cisco ISE, ta 1am nhu sau: Chon
Policy -> Result -> chon Authentication Profiles -> Add

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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“dey Identity Services Engine Home b ContexiVisbilty  » Operafions + Administraion  » Work Centers
Policy Sefs  Profilng  Posture  Client Provisioning | = Policy Elements
Dictionaries  * Conditions _ ~ Resuits
—_—

b i e e Standard Authorization Profiles
For Policy Exporf go to Adminisiration > System > Backup & Restore » Policy Export Page
~ Authorization

J Edit 4}=Md P Duplicate Delet=.
Authorization Profiles . X
Profile

Downloadable ACLs 01| Name ] [Co=tion
[ Blackhole_Wireless_Access 3t Cisco @ Default profile used to blacklist wireless devices. Ensure t
+ Profiling O Gisco_IP_Phones 4 Cisco @ Default profile used for Cisco Phones.
+ Posture O Gisco_Temperal_Onboard ik Cisco @ Onboard the device with Cisco temporal agent
O Cisco_WebAuth &% Cisco &3 Default Profile used to redirect users to the CWA portal.
+ Client Provisioning ] NSP_Onboard 4 Cisco @ Onboard the device with Native Supplicant Provisioning
[ Non_Cisco_IP_Phones 34t Cisco @ Default Profile used for Non Cisco Phones.
[0 PermitAccessintemnet @ Cisco @&
O Pemit_dotix_wireless &k Cisco 8
O vian10 &b Cisco @
O van11 &b Cisco @

- Mot ctra x0 méi hiénrata dién céc thong tin cho Authentication nhu bén dudi, dau tién 1a
Tén cua profile nay va Action Types la Access Accept, tai muc Common Tasks -> tim
dén Web Redirction (CWA, MDM, NSP, CPP) -> chon HotSpot > tai 6 ACL ta dién tén
ACL ma chung ta da tao & WLC vao -> tai muc Value chon HotSpot Guest Portal
(default), tai muc nay ta dién thong tin dia chi IP cua Cisco ISE vao muyc Static IP/ Host
name/FQDN, sau d6 chon Submit dé Iuu ciu hinh

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https: yw.youtube.com/@vnpro149
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"dutlr Identity Services Engine

Home + Context Visibility » Operations ~ Policy
Policy Sets  Profiling  Posture  Client Provisioning =~ ~Policy Elements

Dictionaries  + Condifions  ~ Results
—

L]
Authorization Profiles = New Authorization Profile
» Authentication . .
Authorization Profile
¥ Authorization * Name | HotSpot | ‘
Authorization Profiles Description | el
Downloadable ACLs “hccess Type [access accepT - ‘
bl Metwork Device Profile &% Cisco| » | [}
» Posture Service Template
» Client Provisioning Track Movement i

Passive Identity Tracking

* Common Tasks

Woice Domain Permission

¢ \Web Redirection (CVWA, MOM. NSP. CPP) @
Hot Spot R ACL ‘ radiract-guest Value | Hotspot Guest Portal (default) -|
¥ Static IPMHost name/FQDN 10.215.26.49
Suppress Profiler CoA for endooints in Loaical Profile

= Advanced Attributes Settings

|Se\ect an item | = |

« Attributes Details

Access Type = ACCESS_ACCEPT

disco-av-pair = urkredirect-acl=redirect-guest

dsco-av-pair = urkredirect=https:(/10.215.26.49: port/ portal/ gateway d ival

|=efeec480-7159-11e7-a355-005056aba< 74&action=cwaldype

0 (o)

Tiép theo ta sé& tao Policy cho viéc truy cap vao SSID Guest HotSpot nhu sau: Chon
Policy -> Policy Set -> chon bicu tugng Setting va click vao Insert new row above.

Home: 3 et Wissblity + Opesafions = Policy + Adminisiration » Work Cenlers

E License Waming & L [+ ]
| Policy Sels ofiing Posture  Chend Provisioning  » Policy Elements

Policy Sets

+ Status Policy Set Name Description

Conditions Alopwed Protocols / Server Sequence Hitls  Actions View
@  Dottx_Radivs B Wred_8021X Defaull Nebwork Access == 120 o »
@ Default Dedaull policy zel Diefault Nebwork Acoess == % o E >

Ta c6 thé stra tén cho Policy vura tao, & day minh dat 1a Wireless HotSpot -> Tai muyc
Condition chon kiéu x4c thuc 1a Wireles. MAB, tai muc Allowed Protocol/ Server
Sequence chon Defaul Network Access -> chon Save dé luu cu hinh sau d6 chon biéu
tuong mili tén > dé tiép tuc cAu hinh cho Policy nay

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http:

v.youtube.com/(@vnprol49
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=l dentity Services Engine

TIT Home: ¥ Contexd Visibility ¢ Operations = Policy + Agdminisiralion * Vilork Cenbers

Folicy Seis Profiing  Posture  Cliend Pronisioning + Policy Blements

Policy Sels
+ Stalus  Policy Set Name Deseriplion Conditions Allowed Protocols / Server Sequanca Hils  Actic
@ Delix_Radius B  wired_s02.1x Defaull Hetwark Access L 20 a
@  Wireless_HoSpot B Wireless_MAB Defautt Metwork Access B 0 o
@ Default Default policy s=t Default Metwork Access Ay ] Q

- Tai muc Authentication Policy, tai muc USE chon Internal Endpoint, tai muc option -> If
User not found chon Continue

"l Identity Sendces Engine Home ConledVishily  + Opesalions v Adririsalion Licenae Waming A

Policy Sels Frofiling FPosture Chent Provisioning * Paolicy Elements

Policy Sels - Wireless_HoSpot m

Satus  Policy Sel Mame Description Condilions Allowed Protocols [ Sarver Seguance Hits

E} Wircless. HaSpot g Wireless MAE Default Nebwork Access PR (1]

~ fputhentication Policy (1)

+ Status  Rule Name Conditions Use Hits  Actions

Intamal Endpainis L

* Opfions

If Auth fal
REJECT x -
& @  Detaun 0 )

If Liser not found

COMTIMUE ER

If Process fail

DROP E

- Tiép tuc kéo xuéng muc Authorization Policy, Click vao biéu tuong Setting -> Chon
Insert new row above dé tao ra cach thirc xac thuc cho SSID Guest HotSpot

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt routube.com/(@vnprol49
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Profiing  Postwre  Client Provisioning  » Policy Elements

SIS POy S8TNama LIgscnpuon Lonamons AIDWET FTOOCOIS | HBIVEr Sequanca  HIs
@  vieless_HoSpot B  wiskess_Map Détaull etk Aecess x| o

 Authentication Policy (1)

+ Status  Rule Name Conditions Use Hits  Actions

Sea

» Authorization Policy - Local Exceptions

¥ Authorization Policy - Global Exceptions (1)

“ Authorization Pol
Results
Status  Rule Name Conditions Profiles Security Groups Hits  Actions
——
@  Defait = DenyAcoess i o

EED

- Chu hinh nhu hinh bén dudi, sau khi tao xong cac Row chon Save dé Iuu lai cAu hinh
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- Tai muyc Guest Portal -> Click vao HotSpot Guest Portal (default) dé c4u hinh cho Portal
nay
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Guest Portals
Guest Portals

Guest Types
Choose one of the three pre-defined portal types, which you can edit, customize, and authorize for guest access.

Sponsor Groups

Sponsor Portals
Edit | Duplicate || Delete

Hotspot Guest Portal (default)
Guests do not require username and password credentials to access the network, but you can optionally require an access code

0 Used in 1 rules in the Authorization policy

Self-Registered Guest Portal (default)
Guests may create their own accounts and be assigned a usemame and password, or use their social login to access the network

° Used in 1 rules in the Authorization policy

Sponsored Guest Portal (default)
Sponsors create guest accounts, and guests access the network using their assigned username and password

£\ Authorization setup required

4. To authorize a portal for use. vou must create an Authorization orofile for it and then reference that orofile in a rule in the Authorization policy

- Tim dén muc Authentication Success Settings va 1am nhu hinh bén dué6i dé Redirect t6i
mot Website nao d6 -> chon Save dé luu lai cau hinh Portal nay

i Idenity Sarvices Engine Home ) ConlexiVisbiity b Operaions  » Poicy ) Adminisiraiion [RSITNSecUETS
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Guest Portals Portals Settings and Customization
B (=)
Guest Types Portal Name: * Description:
Sponsor Groups [ Hotsoot Guest Portal (default) | [(Guests do not require usermame and passvrord credentials to access the nel| Porial test URL Language File +
Sponsor Portals

\ Portal Page Customization
.| Customize portal pages by applying a theme and speciying
" field names and messages displayed fo users

Guest Flow (Based on seffings)

Forial & Page Sefiings

» Portal Settings
» Acceptable Use Policy (AUF) Page Settings
» Post-Access Banner Page Settings 1

» VLAN DHCP Release Page Settings

v Authentication Success Settings

Once authenticated, take guest fo:
Originating URL i

Authentication Success page

® URL: [ itps://vnpro.vn

2.0. ISC0.COM, WYY GISE0 GO OF NiTp FWAY.CiSco com

» Support Information Page Settings

- Kiém tra SSID nhu sau, mé card mang Wireless -> chon SSID can két ndi 1a Guest
HotSpot -> Connect dé két noi
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VNPRO_STAFF

Connect

Guest HotSpot
Open

Other people might be able to see info that
you send over this network

D Connect automatically

Hoai Phat Auto 1

~
a

VNPRO_STAFF Flight mode

- Sau khi connect vao SSID nay, Web browser s& truy cap dén Cisco dé mo trang Portal
trén Cisco ISE, ngudi dung click Accept dé c6 thé truy cap SSID nay

il
cisco Hotspot Portal

Acceptable Use Policy
Please read the Acceptable Use Policy.

Please accept the policy You are responsible for maintaining the
confidentiality of the password and all activities that occur under
your username and password Cisco Systems offers the Service
for activities such as the active use of e-mail, instant messaging
browsing the World Wide Web and accessing corporate

intranets. High volume data transfers, especially sustained high
volume data transfers, are not permitted. Hosting a web server or
any other server by use of our Service is prohibited. Trying to
access someone else's account, sending unsolicited bulk e-mail,
collection of other people's personal data without their knowledge
and interference with other network users are all prohibited Cisco
Systems reserves the right to suspend the Service ifCisco
Systems reasonably believes that your use of the Service is
unreasonably excessive or you are using the Service for criminal
or illegal activities. You do not have the right to resell this Service
10 @ third party. Cisco Systems reserves the right o revise, amend
or modify these Terms & Conditions, our other policies and
agreements, and aspects of the Service itself. Notice of any
revision, amendment, or modification will be posted on Cisco
System's website and will be effective as to existing users 30
days after posting

-

- Sau khi Click Accept, Web browser s& redirect dén Website ma chung ta d cdu hinh luc
nay
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