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Lab — Cau hinh WIFI Guest sir dung Hotpot Portal trén Cisco ISE
(Wireless setup in ISE)

1. Sodo

Cisco ISE
10.215.26.50

WLC
10.215.26.47

: AP
= S
=

2. Thuec hién:

Identity Services Engine » Context Visibdity  » Operations  » Policy

SN— Endpoiis Guests Vil Thenst + Ciick here to do wireless setup and visiblll n
y Setup
[2
Total Endpoints & Active Endpoints & Authenticated Guests 8 BYOD Endpoints @

< o >

14 3 ek (= 0 =

_— .1. = - =

# AUTHENTICATIONS © 2 O X : NETWORK DEVICES © 8 O X
ontity S idoncky Group Noework Dovco Faduro Roason Dovico Name Typo Locaton n

wel09: [7.14%)]

nad_1...26.48: [14.29%) '

nad_1...26.45: [14.29%)

guest users: [20%]

— nad_1...26.47: [64.29%]

inter...oints: [80%)

- Chon Guest Access -> Hotspot
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bl Wireless Setup G

CiscCo

What can we help you set up today?

ISE Wireless Setup IS beta software - go not use In production NeTworks

Guest Access A

Allow guests 10 access your

wireless network

annE v
Self Registration Hotspot Sponsored
Guests register themselves to Guests are allowed access 10 Sponsors register guests o
0g onto this network. this network without provide network access
authentication
SETUP SETUP SETUP

- Tiép theo click chudt vao REGISTER dé add thong tin WLC, dién thong tin cia WLC
vao muc 2 bao gom dia chi IP cia WLC, username va Password dung dé dang nhap WLC
va cubi cung 1a théng tin Shared Secret gitta WLC va Cisco ISE -> Chon Register sau khi
dién day du thong tin
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el \Wireless Setup Gl

SETUP | HOTSPOT

Wireless LAN Controller

1 Register a Wireless LAN Controller.

WLC IP ADDRESS

10.215.26.47

USERNAME

WLC-08

PASSWORD

SHARED SECRET

- Click Commit dé tiép tuc
el \Wireless Setup GE@

SETUP | HOTSPOT

Wireless LAN Controller

Choose or register a Wireless LAN Controller. 1/10 WLCs created

)

IP address: 10.215.26.47

2m
a
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- Hop thoai méi mé ra, chon Continue dé tiép tuc

For the rest of this flow, we'll be making changes to your controller and ISE. In
this beta release, you cannot revert changes. However, the last step provides
a detailed summary of the configuration changes that were made 1o your
contraller and ISE. You can manually revert changes on your controller and
ISE

- Tiép theo khoi tao SSID trén WLC bang hotspot trén Cisco ISE bang cach dién cac thong
tin bén dudi, bao gdm céc thong tin sau:
(1) Wireless Network Name (SSID): Tén cua SSID
(2) Default WLC Interface (VLAN): SSID nay st dung Interface nao trén WLC
(3) Post Login Redirect: ¢6 3 tuy chon sau:
a. Redirect to success page: chuyén trang dén trang théng bao thanh cong
b. Redirect to original URL: chuyén dén URL chinh
c. Redirect to custom URL: chuyén dén trang cta khach hang
Chon ADD dé hoan tit va qua budc tiép theo

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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el Wireless Setup G

SETUP | HOTSPOT

Wireless Network

Add a Wireless network.
WIRELESS NETWORK NAME (S51D)

2 | Hotspot-Test ‘

DEFAULT WLC INTERFACE (VLAN)

| management v ‘

POST LOGIN REDIRECT

«L | Redirect to custom URL A4 ‘

| http://vnprovn ‘

Add

- Chon Commit d¢ tiép tuc
el Wireless Setup Gl

SETUP | HOTSPOT

Wireless Network

Choose or add a wireless network. The wireless network you select will remain disabled until the end of your setup where you can 'Go Live."  1/10 WLANs created

2 ":"“ Hotspot-Test
a Account Access Duration: 30 days
Redirect to custom URL

z [ @)

- Chon Next dé tiép tuc

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https vw.youtube.com/@vnpro149
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el \Wireless Setup Gl

SETUP | HOTSPOT

Hotspot Portal

View and customize your portals

- Chon Go Alive dé hoan tét, 6 thé xem trudc trang portal béng cach click vao Test Portal
il \Wireless Setup G
SETUP | HOTSPOT
You're All Set

Everything is set and ready to go. Wondering what configuration changes were made in ISE and on the Wireless Centroller? See for yourself.

= Hotspot-Test

i D)

IP address: 10.215.26.47 Account Access Duration: 30 days
Redirect to custom URL

w
M
NYIM

TEST PORTAL

- Sau khi hoan tat cdu hinh, dang nhap vao WLC dé kiém tra thong tin SSID da duoc tao
hay chua, tai day ta thay 1 SSID tén 1a Hotspot —Test da dugc tao trén WLC

Cisco Wi LLER  WIRELESS RITY N ANDS HELP FEED
WLANSs WLANSs
~ WLANs Current Filter:  None [Change Filter] [Clear Filter] o
WLANS
b Advanced
[0 WLAN ID  Type Profile Name WLAN SSID Admin Status Security Policies
[ WLAN Hotspot-Test Hotspot-Test Enabled MAC Filtering [~

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http: .youtube.com/(@
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- SSID da dugc kich hoat phat song

CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANS > Edit 'Hotspot-Test'
+ WLANs General "|’ Security T Qos T Policy-Mapping T Advanced \|
WLANS

b Advanced Profile Name |Hutsput-Test |
Type WLAN
ssID [Hotspot-Test |
Status Enabled
Security Policies MAC Filtering

(Modifications done under security tab will appear after applying the changes.)

Radio Policy all e

Interface/Interface

Interface

Multicast Vlan Feature  [] Enabled

Broadcast 5510 Enabled

NAS-ID [none |

- Chuyén qua tab Security: tai Layer 2 ta thdy phuong thirc bao mét 13 None va check Mac-
Filtering, Layer 3 None va da co6 thong tin AAA serves

ali]n
CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT
WLANs WLANSs > Edit 'Hotspot-Test'
¥ WLANs ' General ‘l Security T Qos T Policy-Mapping T Advanced ‘|
WLANS
b Advanced Layer 2 | Layer 3 | AAAServers |
Layer 2 Security &8 |None |

MAC Filtering?

Fast Transition

Fast Transition Adaptive -

Owver the DS

Reassociation Tim euutSecunds

CISCO MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEED
WLANs WLANS > Edit 'Hotspot-Test’
¥ “TVLLi:: | General ‘| Security | QoS | Policy-Mapping | Advanced |
» Advanced [ Layer2 | Layer3 "|’ AAA Servers ‘|

Laver 3 Security

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt /outube.com/(@
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MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MANAGEMENT COMMANDS  HELP  FEEN

WLANS WLANSs > Edit 'Hotspot-Test'

b “:,\TAI:S ' General ] Security [ Qos T Policy-Mapping T Advanced ]
s

» Advanced  Layer 2 T Layer 3 '| AAA Servers

Select AAA servers below to override use of default servers on this WLAN

RADIUS Sarvers

RADIUS Server Overwrite interface  |_|Enabled

Authentication Servers Accounting Servers

Enabled Enabled
Server 1 [IP:10.215.26.50, Port:1812 .. |[1P:10.215.26.50, Port:1813 .|
Server 2 |Ncme VHNune Vl
Server 3 |Ncme VHNune Vl
Sarvar 4 |I"Jur1e vllNune vl
Sarvar 5 |I"Jur1e vllNune vl
Sarver 6 |Nune v||N\:|r'|ve v|

RADIUS Server Accounting

Interim Update Interim Intervall:l Saconds

CIsco MONITOR  WLANs CONTROLLER  WIRELES AANAGEMENT NDS HELP FEEDBAC
WLANSs WLANSs > Edit 'Hotspot-Test'
v WLANs General T Security T QoS T Policy-Mapping ] Advanced
WLANS
¢ Advanced
| Allow AAA Override Enabled | DHCP
[ Hall
Commeanllls _——— DHCP Server [0 overrice
Enable Session DHCP Addr.
Timeaut o R Required
Aironat IE MEnsbled o
Diagnostic Channel 28 [Enabled
Split Tunnel
Override Interface ACL 1Pv4 [None | 1Pv6 [None (R3S U enabled
lep=a il Management Frame Protection (MFR)
2P Blocking Action MFP Client Protection 4
client Exclusion Flensbled DTIM Period (in beacon intervals)

T A s (e
s s
202.11a/n (1 - 255 1
Clients & ] C )
R
NAC

Wi-Fi Direct Clients Dicabied —_
Policy ~ NAC State | ISE NAC

static IP Tunneling 22 [ JEnabled

Tt ca cac thong tin bao gdbm SSID, cac phuong thirc bao mat ciing nhu cdu hinh dén Radius
Server d€ da c6 thong tin trén WLC

- Ngoai ra trén WLC cling c6 thém mdt ACL duogc tao ra tu dong, ACL nay dung dé
chuyén hudng luu lugng xéac thuc bang Portal trén WLC dugc day dén CISCO ISE

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt outube.com/(@vnprol49
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WIRELESS CURITY

MANAGEMENT

COMMANDS HELP  FEEDBACK

MONITOR  WLANs

CONTROLLER

Security FlexConnect Access Control Lists
v AAA
General Acl Name
= RADIUS

ACL WEBAUTH_REDIRECT

Authentication
Accounting

Fallback
DNS
Downloaded AVP
P TACACS+
LDAP
Local Net Users
MAC Filtering

w Disabled Clients

User Login Policies
AP Policies
Password Policies

* Local EAP

Advanced EAP
¥ Priority Order
b Certificate

¥ Access Control Lists
Access Control Lists
CPU Access Control
Lists

FlexConnect ACLs

LayerZ ACLs

Ngoai nhitng ciu hinh d duoc cai dit sin trén WLC tir WLC, ta ¢4 hinh thém trén WLC

dé Client c6 thé ding nhap thanh cong: dau tién Click vao Wireless trén WLC -> Chon
AP dang Join vao WLC -> Chon qua tab FlexConnect -> click vao External

WebAuthentication ACLs

CISCO MONITOR  WLANs CONTROLLER  WIRELESS

SECURITY

Wireless All APs > Details for 3602-1928

MANAGEMENT

COMMANDS  HELP  FEEDBACK

¥ Access Points General T Credentials T Interfaces T High ilability T I

r.]

FlexConnect

All APs
« Radios
802.11a/nfac
802.11bfa/n
Dual-Band Radios

Global Configuration UL SpEeRE

O

¥ Advanced Inheritance Laval AP-Spacific

Mesh FlexConnect Group Name default-flex-group
P ATF WLAN AVC Mapping
RF Profiles VLAN Template Name none

FlexConnect VLAN Name Id Mappings
Groups
FlexConnect ACLs
FlexConnect VLAN
Templates

OEAP ACLs
Network Lists
b 802.11afnfac

» 802.11b/g/n

PreAuthentication Access Control Lists

External WebAuthentication ACLs

Local Split ACLs
Central DHCP Processing

LayerZ ACLs

hinh

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https

]

[Make vLAN AP Spacific

Tai myc Policy, Click Add ACL da dugc tao san trén Controller > chon Save dé luu ciu

ww.youtube.com/@vnprol149
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ol II ' lll- Saye Configuration  Ping  Logout Refres

CISCO MONITOR ~ WLANs CONTROLLER ~ WIRELESS SECURITY MANAGEMENT  COMMANDS A Hom

Wireless All APs > 3602-1928 >External WebAuth ACL Mappings < Back Apply
¥ Access Points
All APs AP 2602-1528
= Radios Name

802.11a/n/ac Base

802.11b/g/n Radio 0c:ds:96:b0:33:30
Dual-Band Radios  Mac

Glabal Configuration
» Advanced WLAN ACL Mapping
Mesh

WLAN Id
. L]

WebAuth ACL |ACL_WEBAUTH_REDIRECT o

RF Profiles
_Add |
FlexConnect
Groups
FlaxConnect ACLs WLAN 1d WLAN Profile Name WebAuth ACL

FlexConnect VLAN
Templatss

OEAP ACLs

Network Lists Policy ACL [ ACL_WEBAUTH_REDIRECT
» 802.11a/n/fac _Add |
» 802.11b/g/n

Policies

} Media Stream Policy Access Control Lists

- Trén Cisco ISE, dé Client c6 thé Redirct dén trang Portal trén Cisco ISE, ta phai chi ra
dia chi IP cua Portal d€ mo trang xac thuc, ta [am nhu sau

"dseh: Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning | ~ Policy Elements

Dictionaries » Conditions  =Results 2
(<]
» Authentication Standard Authorization Profiles
Faor Policy Export go to Administration = System = Backup & Restore = Policy Export Page
= Authorization
JEdt obAdd [yDuplicate | 3¢ Delete
Authorization Profiles 3 ‘ .
O Name Prafile
Downloadable ACLs
[0 Blackhole_Wireless_Access by Cisco 22
» Profiling [ cisco_IP_Phones s Cisco 68
. h el (i [45]
» Posture [ cisco_Temporal_Onboard Wby Cisco
[0 cisco_WebAuth s Cisco 68
» Client Provisioning O MsP_Onboard s Cisco £
[0 mMon_cCisco_IP_Phones gy Cisco 8

WS _Hotspot-Test_HotspotPortal_Profile 4 ‘ iy Cisco 8

O
[l DenyAccess
O

Permithccess
Tiép theo: ta giit nguyén thong tin mic dinh ban dau, trong myc Common Tasks -> tim dén muc
Web Redirection (CWA, MDM, NSP, CPP) ->check vao 6 Static IP/Host name/ FQDN va dién

thong cua Cisco Ise vao dé Client m& dugc trang xac thuc nam trén Cisco ISE, cac thong tin con
lai dé nguyén theo mac dinh -> chon Save dé luu lai cau hinh

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https routube.com/(@vnprol49
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-;l'-;g;- Identity Services Engine Home » Contex y » Operations

Policy Sets  Profiling  Posture  Client Provisioning = Policy Elements

Dictionaries » Conditions ~Results
——

-]
Authorization Profiles » W5S_Hotspot-Test_HotspotPortal_Profile
» Authentication ——
Authorization Profile
~ Authorization *Name [WS_Hotspot-Test_HotspotPorta |
Authorization Profiles Description | Wireless Setup generated Authorization Profile for portal: W5_Hotspot-Test HotspotPortal
Downloadable ACLs "Access Type [AcCESS ACCEPT 7]
» Profiling Metwork Device Profile | 4% Cisco | » | &
+ Posture Senice Template [

+ Client Provisioning Track Movement [

Passive Identity Tracking [7;

+ Common Tasks

Web Redirection (CWA, MDM, NSF, CPP) i

Hot Spot - ACL ACL_WEBAUTH_REDIRECT Value | WS_Hotspot-Test_HotspotPe ~

Display Certificates Renewal Message

Static IP/Host name/FQDN 10.215.26.50]

[T sunaress Profiler CoA far endnaints in | onical Profile

- Ta tim dén myc Portal dé kiém tra thong tin trang Portal d3 tao ra s& sir dung Policy nao:
Chon Work Center -> Portals & Components -> Guest Portals, tim dén Portal c6 tén khop
v6i SSID vira tao luc ndy -> Click vao 1 rule dé kiém tra xem Portal nay duoc st dung &
rule nao (mdc dinh 1a Rule Default Policy)

"dses: Identity Services Engine Home » Context Visibility » Operations » Policy » Administr: ~Work Centers

» Metwork Access | wGuest Access » TrustSec  » BYOD » Profiler  » Posture » Device Administration » PassivelD
Overview  » Identities  |dentity Groups  Extld Sources » Administration  Metwork Devices = Porals & Components  Manage Account:

(<]
Guest Portals @

Guest Portals

Guest Types
Choose one ofthe three pre-defined portal types, which you can edit, customize, and authorize for guest
Sponsor Groups

Sponsor Portals

Delete

Edit | Duplic

Self-Registered Guest Portal (default)
Guests may create their own accounts and be assigned a username and password, or use their g

&Authorization setup required

Sponsored Guest Portal (default)
Sponsors create guest accounts, and guests access the network using their assigned username

£1 Authorization setup required

WS_Hotspot-Test_HotspotPortal
Wireless Setup hotspot Portal

° Used in 1 rules in the Authorization policy

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https v.youtube.com/(@vnprol49
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Qua muc Policy Set dé kiém tra Policy: click Policy -> tai Policy Default click vao biéu
tuong miii tén nhu hinh bén dudi

“tues: Identity Services Engine Home » Context Visibility » Operations » Administration License Wamning A
Policy Sets Profiling Posture Client Provisioning » Policy Elements
Click here to do wireless setup and visibility setup Do not show this again
Policy Sets
+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits  Actions  View

@ Default Default policy set Default Metwork Access x v o 203 Q E|

Tiép theo ta can ciu hinh lai Policy nay nhu sau: Chon Internal Endpoint -> check vao
option -> tai myc If User npt found -> chon Continue -> Click Save d¢ luu cau hinh

» Administration License Warning &

“dudh- Identity Services Engine Home » Context Visibility » Operations

Paolicy Sets Profiling Posture  Client Provisioning » Policy Elements
Click here to do wireless setup and visibility setup Do not show this again

oo

Allowed Protocols / Server Sequence  Hits

Policy Sets = Default

Status  Policy Set Name Description Conditions
Search
@ Default Default policy set Default Network Access x v & 203
 Authentication Policy (1)
+ Status Rule Name Conditions Use Hits Actions
Internal Endpoinis x v
¥ Options
If Auth fail
REJECT *x v
s ®  Defaut 17 &
If User not found
CONTINUE *x v

If Process fail
DROP v

Tiép theo, tai muc Authorization Policy, ta thiy c6 2 policy dugc tao sdn nhu hinh bén

dudi

outube.com/@vnprol49
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bl |dentity Services Engine

cisco Home » Context y Bl ~Policy A fion b Work €

PolicySets  Profiing  Posture  Client Provisioning b Policy Elements
Click here to do wireless setup andvisibility setup Do not show this again.

Search

@  Defaut Default policy set Default Network Access x v 4 209

¥ Authentication Policy (1)
¥ Authorization Policy - Local Exceptions

¥ Authorization Policy - Global Exceptions

™ Authorization Policy (13]

Resulis
Status  Rule Name Conditions. Profiles Security Groups Hits  Actions
Search
WS_Hotspat- & InternalUser-IdentityGroup EQUALS Endpoint dentity Group:
@ Test_HotspotPortal_Guestaccess  AND | % PermitAccess | + Guests = v |+ 0 Ee
Policy B Radius-Called-Station-ID ENDS_WITH :Hotspot-Test
WS_Hotspot- B wireless B TS [T e B e T el
L 4 *WS_Hotspot-Test_HolspotPortal_|
@  Test HotspotPortal_RedirectPolic AND (BT ook Test Uz -+ 0 o
¥ B Radius-Called-Station-ID ENDS_WITH :Hotspol-Test
B Network_Access_Authentication_Passed

Compliant_Devices_Access AND [ x PermitAccess | + Select from list -+ 0 £+

Compliant Devices
Gompliance_Unknown_Devices

- Kiém tra SSID nhu sau:
Click vao biéu tuong wifi, chon SSID dé két ndi 1a Hotspot-Test -> Connect

ff VNPRO_STAFF

. - 3 :
Connected, secured

Hoai Phat Auto
cur

Hotspot-Test
Open

Other people might be able to see info that
you send over this network

D Connect automatically

Hoai Phat Auto 1

Irec

My Hoang

Secured

Mobile
VNPRO_STAFF Flight mode hotspot

- Webrowser hién thi ra, ta chon detail -> go on to the webpage dé tiép tuc truy cap vao
trang Portal

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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3te error: Naviga X | o

o A Certificate arror hitps://10.215.26.50:3443/portal/ga essionid=2f1ad70a0000003a1444d85d&portal=defa7bs: 1ea-a86a-000c. f223 Biaction =cwaBitype =drw&itoken=4169220d13eda3c

ba4faab7c519

This site is not secure

This might mean that someone’s trying to trick you
or steal any information that you send to the
server. You should close this site immediately.

1 Go to your Start page

Details

Your PC doesn't trust this website’s security
certificate.

The hostname in the website’s security certificate
differs from the website you are trying to visit.

Error Code: DLG_FLAGS_INVALID_CA
DLG_FLAGS_SEC_CERT_CN_INVALID

‘Go on to the webpage (Not recommended)

Click Accept dé truy cap

Acceptable Use Policy
Please read the Acceptable Use Policy

e
¥ Please accept the policy You are responsible for maintaining the
confidentiaiity of the password and all activities that occur under
your usemame and password Cisco Systems offers the Service
for actvities such as the active use of e-mail, instant messaging
browsing the World Wide Web and accessing corporate
intranets. High volume data transfers, especially sustained high
volume data transfers, are not permitted. Hosting a web server or
any other server by use of our Service is prohibited. Trying to
access someone else’s account, sending unsokicited bulk e-mail
collection of other people’s personal data without their knowledge
and interference with other network users are all prohibited Cisco
Systems reserves the right to suspend the Service iCisco
Systems reasonably believes that your use of the Service is
unreasonably excessive of you are using the Service for criminal
or legal activies. You do not have the nght to resell this Service
10 a third party Cisco Systems reserves the ight to revise, amend
or mody these Terms & Conddions, our other polcies and
; agreements, and aspects of the Service ftsell. Notice of any
- revision, amendment, or modfication will be posted on Cisco
Systen's website and will be effective as to existing users 30 "
days after posting

IED

Sau khi Accept truy cap cap, Browser s& Redirect dén trang Web ma chung ta cau hinh tro dén

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https:// outube.com/@vr1
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