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Lab — Wireless Guest SponSored (Cau hinh Manual trén WLC va
Cisco ISE)
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2. CAu hinh trén WLC

- Pautiénta phai cau hinh dé AP Join vao WLC, vao muc Wireless dé kiém tra

CISco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Wireless All APs
~ Access Points Current Filter Hone [Change Filter] [Clear Filter]
all aps
« Radios

802.11a/n/ac Number of APs 1
802.11b/g/n
Dual-Band Radios

Global Configuration

Operational Speed
AP Name 1P Address(Ipva/Ipv6) AP Model AP MAC AP Up Time Admin Status  Status PoE Status Etho
b Advanced 3602-1928 192.168.3.230 AIR-CAP3602I-N-KS  d4:Bc:b5:93:1e:52 0d,00h05m35s Enabled REG PoE/Full Power 100 Mbps
Mesh
b ATF
RF Profiles

FlexConnect Groups

FlexConnect ACLs
Elomerommm et Am A8

Ta c4u hinh khai bao Radius Server (Cisco ISE) véi WLC nhu sau: vao muc Security ->
AAA->Radius -> Authentication -> New

Save Configuration  Ping Logout Refres

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP A Homi

Security RADIUS Authentication Servers Apply New...

~ AAA - .
Auth Called Station ID Type AP MAC Address:SSID v
General
= RADIUS
Authentication 4 Use AES Key Wrap | (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Accounting
Fallback MAC Delimiter Hyphen v
DNS
Downloaded AVP Framed MTU 1300
* TACACS+
LDAP Network Tunnel Server Server Admin
Local Net Users User Management Proxy Index Address(Ipv4/Ipv6) Port IPSec Status
MAC Filtering

w Disabled Clients
User Login Policies
AP Policies
Password Policies
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¥nPro o
(1) bia chi IP cua Radius Server
(2) Shared Secret: luu y thong tin Shared secret phai giéng nhau giita WLC va Radius
Server, dién lai thong tin shared secret 1 lan nita tai muc Confirm
(3) Enable Support CoA
(4) Enable Network User
Chon Apply dé Iuu cdu hinh Authentication Server.

Save Configuration ~ Ping

CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Security RADIUS Authentication Servers > New < Back Apply
- A('::Hm‘ Server Index (Priority) 5
v RADIUS Server IP Address(Ipva/Ipv6) [10.215.26.49 1 |
Accwntingm" Shared Secret Farmat |asci v
FDaI\I‘\:ack hared Secret [eaeseeres |
Downloaded AvP Confirm Shared Secret [ssssnsees | 2
» TACACS+
et e Key Wrap [ (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
« Disabid s Port tiumber
User Login Policies Server Status
::SZ:!:FIdESPO\ICIES | Support for CoA (Enabled v | 3 ‘
} Local EAP Server Timeout seconds
Advanced EAP | Metwork User ¥l Enable 4 ‘
} Priority Order Management ¥ Enable
} Certificate Management Retransmit Timeout seconds
» Access Control Lists Tunnel Proxy 1) Enable
IPSec [ Enable

Wireless Protection
Policies

- Ta tiép tuc khai bao théng tin Accouting bao gdm céc thong tin sau nhu sau: Tai
RADIUS -> Click Accouting -> New

ol I 1ol I e Save Configuration  Ping
cisco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Security RADIUS Accounting Servers L1 Apply || New.. |
3
v AAA )
Acct Called Station ID Type
General

« RADIUS MAC Delimiter Hyphen M

Authentication

[Accounting ] 2

Fallback Network Tunnel Server Server Admin
DNS User Proxy Index Address(Ipva/Ipv6) Port IPSec Status
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
w Disabled Clients

User Login Policies

" I " I " Save Configuration  Ping
CIsco MONITOR WILANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT COMMANDS  HELP
Security RADIUS Accounting Servers > New <Back | Apply
LS Server Index (Priority) 3
General < v 1
= RADIUS erver [10.215.26.50 |
Authentication Address(Ipv4/Ipv6) I
Accounting Shared Secret Format
Fallback
DS Shared Secret | S
Downloaded AVP Confirm Shared Secret | =
* TACACS+
LDAP Port Humber 1813
Local Net Users
MAC Filtering Server Status

= Disabled Clients Server Timeout seconds

User Login Policies

PRI Network User ¥ Enable
Password Policies Tunnel Proxy || Enable
» Local EAP IPSec ] Enable

: www.vnpro.vn | Forum: www.vnpro.org | Video: http /outube.com/(@
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- Tai muc Security nay, ta phai taora 1 ACL dé c6 thé Redirect traffic xac thuc cua Guest
dén dugc Cisco Ise, ta tao nhu sau: Tai tab Security -> Access Control List -> Chon
FlexConnect ACLs -> Chon New

Save Configuration

MANAGEMENT COMMANDS

CONTROLLER  WIRELESS  SECURITY

MONITOR ~ WLANS

Security FlexConnect Access Control Lists

* AAA
General Acl Name
* RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
« Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP

Advanced EAP
¥ Priority Order
b Certificate

v Access Control Lists
Access Control Lists
CPU Access Control Lists Y
| FlexConnect ACLs £ ‘
Layer2 ACLs

- Tatién hanh dit tén cho ACL nay va chon Apply dé luu lai

Save Configuration  Pin Logout Refre
alvaln e Config Fing  Logout R

CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT COMMANDS A Hon

Security = Access Control Lists > New <Back | Apply

v AAA
General Access Control List Name |redirect
» RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
¥ TACACS+
LDAP
Local Net Users
MAC Filtering
= Disabled Clients
User Login Policies
AP Policies
Password Policies

- Sau khi Apply, ta s€ c6 1 ACL dugc tao ra nhu bén dudi
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& C A Not secure | 10.215.26.46/screens/frameset.html

CISCO MONITOR  WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security = FlexConnect Access Control Lists

« AAA
General Acl Name
» RADIUS -
Authentication redirect -]
Accounting
Fallback
DNS
Downloaded AVP
* TACACS+
LDAP
Local Net Users
MAC Filtering
« Disabled Clients
User Login Policies
AP Policies
Password Policies

- Tuy nhién ACL nay van chua c6 bat ki hanh dong nao, ta s& tiép hanh tao hanh dong cho
ACL nay bang céch click vao ACL vira tao va tién hanh tao rule cho ACL nay nhu sau:
click vao Add New Rule va tao hanh dong giéng nhu hinh bén duéi

Save Configuration  Ping

MONITOR  WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS

Security =~ Access Control Lists > Edit <Back |

v AAA
General General
= RADIUS
Authentication Access List Name redirect
Accounting
Fallback Destination Source Dest

DNS Seq Action Source IP/Mask IP/Mask Protocol Port Port DSCP
Downloaded AVP

¥ TACACS+
LDAP
Local Net Users
MAC Filtering

= Disabled Clients
User Login Policies
AP Policies
Password Policies

Save Configuration  Pin
afa] e Config bing
CISCoO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS
Security Access Control Lists > Edit < Back Add New Rule |
v AAA
General General
= RADIUS
Authentication Access List Name redirect
Accounting
Fallback Seq Action Source IP/Mask Destination IP/Mask Protocol  Source Port Dest Port DSCP
DNS
e 1 Permit  0.0.0.0 / 0.0.0.0 10.215.26.50 / 255.255.255.255 Any Any Any any B
¥ TACACS+ 2 Permit 10.215.26.50 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any Any a
LDAP
. 3 Permit  0.0.0.0 /0.0.0.0 0.0.0.0 / 0.0.0.0 upe Any DNS any @
MAC Filtering 4 Permit 0.0.0.0 /0.0.0.0 0.0.0.0 / 0.0.0.0 upp DNS Any Any u
= Disabled Clients
User Login Policies
AP Policies
Password Policies
b Local EAP
Advanced EAP

¥ Priority Order
Luu y: dia chi IP trén ACL 1a dia chi IP cua Cisco Ise

- Tiép theo ta s& tao SSID trén WLC: Chon WLAN -> tai muc Create new chon Go

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https ww.youtube.com/(@vnprol49
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CIsco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
WLANs WLANs N
~ WLANs Current Filter:  Mone [Change Filter] [Clear Filter] [ Create New v| Ga
WLANs 2
b Advanced |

WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies

- Pién thong tin Profilename va SSID (2 théng tin nay khong nhit thiét phai giéng nhau) -
> Chon Apply dé luu lai cdu hinh

Save Configuration  Ping  Logout Refr

MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS A Ho
WLANs WLANSs > New <Back | Apply
T Type
WLANs
R Profile Mame |Guest Sponsored |
S5ID |Guest Sponsored |
] FR

- Tai tab General -> Enable Status SSID dé cho phép SSID nay hoat dong

CISCO MONITOR WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit "Guest Sponsored’
b “\F»\JLL:\II:.I‘IS General .|’ Security T Qos T Policy-Mapping T Advanced \|
s
» Advanced
Profile Name |Gue5t Sponsored |
Type WLAN
SSID |Gue5t Sponsored |
Status 1#| Enabled
Secunty Policies [WPAZ][Auth(802.1X)]

(Modifications dene under security tab will appear after applying the changes.)

Radio Policy All M
Interface/Interface Group(G)
Multicast Vlan Feature ") Enabled
Broadcast S5ID ¢! Enabled
NAS-ID nong

- Qua tab Security,
o Tai myc layer 2 chon None va check Mac Filtering

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http v.youtube.com/(@vnprol49
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MONITOR  WILANs CONTROLLER  WIRELESS  SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'Guest Sponsored’

MR | General \I Security '|’ Qos T Policy-Mapping T Advanced ‘|
WLANS

» Advanced Layer 2 .'|’ Layer 3 T AAA Servers \|

Layer 2 Security 2

MAC Filtering2 |#|

Fast Transition

Fast Transition Adaptive ¥

Over the DS 4]

Reassociation Timeout Seconds

o Tai muc layer 3 chon None, qua muc AAA server chon dén dia chi Authentication
Server va Accouting Server ma ching ta da cau hinh lac nay

cisco MONITOR. WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'Guest Sponsored’
b U\\lﬁ:.:\l:s ( General N Security '|’ Qos T Policy-Mapping T Advanced \‘

S
» Advanced ( Layer 2 T Layer 3 \l AAA Servers |

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers

RADIUS Server Overwrite interface  L_Enabled

Authentication Servers Accounting Servers

¥ Enabled ! Enabled
Server 1 |IP:10.215.26.50, Port:1812 ¥ |[1P:10.215.26.50, Port:1813 ¥ |

Server 2 | None A || MNone A |
Server 3 | None hd || MNone A |
Server 4 | None A || MNone A |
Server 5 | None A || Mone hi |
Server 6 | None v || MNone v |

RADIUS Server Accounting

Interim Update |+ Interim Inlervall:l Seconds
LDAP Servers

- Qua tab Advanced -> Check Allow AAA overide, tim dén muc NAC -> chon ISE NAC -
> Apply dé luu cau hinh

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Save Configuration  Pin Logout Refresh
alvaln i S g ||
CIsCco MONITOR ~ WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS A Home
WLANs WLANSs > Edit 'Guest Sponsored’ < Back
- “\:‘ILL::E' General | Security | Qos | Policy-Mapping | Advanced
s
b Advanced 1
Allow AAA Override ¥ Enabled DHCP
Coverage Hole Detection ¥ Enabled DHCP Server L Override
Enable Session Timeout | | 1800
Session Timeout (secs) DHCP Addr. Assignment || Required
Aironet IE [
Enabled OEAP
Diagnostic Channel ELE _JEnabled
i [ )
Override Interface ACL IPv4 |None ¥ 1Pv6 | None ¥ AR e - ErEhEd
Layer2 Acl Mone ¥ .
Management Frame Protection (MFP)
URL ACL Mone ¥
P2P Blocking Action Disabled M MFP Client Protection 2 | Optional ¥
Client Exclusion 2 ¥ Enabled 60 DTIM Period (in beacon intervals)
Timeout Value (secs)
Maximum Allowed Clients £ 0 802.11a/n (1 - 255) 1
Static IP Tunneling x LJEnabled 802.11b/g/n {1 - 255) |1
Wi-Fi Direct Clients Policy Disabled v NAC
Maximum Allowed Clients Per AP Radio 200 MAC State |1SENAC ¥ 2
{1 [ )
Clear HotSpot Configuration —Enabled Load Balancing and Band Select
1

- Tiép tuc cdu hinh dé AP c6 thé Redirect user khi két ni dén SSID thi chung ta cn ciu
hinh nhu sau: qua tab Wireless -> chon AP dang két ndi -> qua tab Flexconnect -> Click
vao External WebAuthentication ACLs

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Wireless All APs > Details for AP1928 -

= Access Points
All APs
« Radios
802.11a/n/ac
802.11b/g/n
Dual-Band Radios

| General | Credentials ‘ Interfaces | High Availability | Inventory | FlexConnect | Advanced |

Global Configuration VLAN Support (] Make VLAN AP Specific ¥ Go
¥ Advanced Inheritance Level Group-Specific
Mesh FlexConnect Group default-flex-group
Name
SRTE WLAN AVC Mapping
RF Profiles

VLAN Template Name none
FlexConnect Groups
FlexConnect ACLs
FlexConnect VLAN

VLAN Mame Id Mappings

Templates
PreAuthentication Access Control Lists
OEAP ACLs
Network Lists External WebAuthentication ACLs.
» 802.11a/nfac Local Split ACLs
» 802.11b/g/n Central DHCP Processing.

» Media Stream EEnis

Application Visibility
And Control

Country
Timers
b QoS

- Tai muc Policy -> click Add ACL ma chiing ta di tao luc niy -> chon Apply dé luu lai
cau hinh

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https outube.com/(@vnprol49




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
. TRUNG TAM TIN HQC VNPRO
wPr'D DC: 276 - 278 Ung Viin Khiém, P. Thanh My Tay, Tp. Ho Chi Minh
- DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

»

»
»

Save Configuration Ping Logout Refres

MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MANAGEMENT A Hom

Wireless All APs > AP1928 >External WebAuth ACL Mappings < Back | m
w Access Points

All &Ps AP Name AP1528
» Radios B Radi
Gy ase Radio T,
802.11a/nfac MAC Oc:d9:96:b0:3a:30

802.11b/g/n
Dual-Band Radios

Global Configuration WLAN ACL Mapping
Advanced
WLAN Id 0
Mesh
o Web&uth ACL |redirect ¥
Add I
RF Profiles
FlexConnect Groups WLAN Id WLAN Profile Name WwebAuth ACL
FlexConnect ACLs
FlexConnect VLAN
Templates Policies
OEAP ACLs
Network Lists Policy ACL | redirect ¥

802.11a/n/ac

802.11b n
f9/ Policy Access Control Lists

- Bay gio chung ta s& tién hanh cdu hinh Portal trén Cisco ISE dé Guest x4c thyc khi két
nbi vao SSID 1a Guest Sponsored, chiing ta c6 thé sir dung Portal default trén Cisco ISE
hoic ta c6 thé tao méi 1 Portal khac trén Cisco ISE (¢ ddy minh s& sir dung Portal default
trén Cisco ISE)

- Pau tién ding nhap vao Cisco ISE va Add thiét bi WLC vao Cisco ISE -> chon
Administration -> Chon Network devices, sau khi cira x4 hién ra chon ADD dé tién hanh
Add WLC vao Cisco ISE bao gobm Tén WLC (1), dia chi IP cia WLC (2), sau d6 click
vao Radius Authentication Setting -> dién thong tin Shared Secret vao (luu y Shared
Secret phai gidng véi WLC) -> chon Submit dé luu cAu hinh

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htty vw.youtube.com/(@vnprol49
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Identity Services Engine Home » Contexd Visibility + Operafions + Policy
b System b |dentity Management | ~ Network Resources b Device Fortal Management  puGrid Services b Feed Service
= Metwork Davices  Metwork Dievice Groups Metwork Device Profiles . BExdenal RADIUS Servers RADIUE Ssrver Ssquences
——
o

Metwork Devices List = New Network Device
Network Devices

Network Devices

b Threat Ceniric MAC

MAC Managers  External MDM b Location Services

Dafault Device

* Name

| 1

Device Security Settings

Deescription

[paddress ~| =P [ 102153548 e 2
O Fais supparted onfy for TACACS, At least one IPv4 must be defined when RADIUS is selected
* Devies Profile |4 Cisco |~ | &
el m—
) E—
* MNetwork Device Group
Location [all Locations D | [ set To Default |
IPSEC  [is IPSEC Device 2 | | Set To Default |
Devica Type  [all Device Types = | [ =t To Cefault |
+ RADIUS Authantication Settings 3
RADIUS UDP Setfings
Profocel RADIUS
E— - 4
CoAFort [ 1700 | | set To Defautt |

RADIUS DTLS Settings i

Dé xéac thuc Guest Sponsored ta can phai tao Account cho User Guest dé dang nhap khi

st dung phuong thirc xac thuc nay, ta lam nhu sau: Tai menu Administration -> Identities

Home + Context Visibility ~ Administration » Work Centers

» Operations

» Policy

nagement = = Network Resources b Davice Portal ment  pxGrid S gystem
work Device Groups  Network Device Profiles  External RADIUS Servers Deployment
Licensing
(<] Certificates
Network Devices Logging
Maintenance
Upgrade
J Edit dfadd  [fyouplicate | @oImport @ Export v Backup & Restore
Admin Access
Name +  IP/Mask Profile Name )
Settings
O wicor 10.215.26.46/32 3 Cisco &3
Identity Man

[
Groups

External Identity Seurces
Identity Source Sequences
Settings

Tai muc Users -> click Add dé tao méi User

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http:

Network Resources
Network Devicas
Network Device Groups
Network Device Profilas
External RADIUS Servers
RADIUS Server Sequences
NAC Managers
External MDM
Lecation Services

pxGrid Services

Feed Service
Profiler

Threat Centric NAC
Third Party Viendors

Device Portal Management
Blacklist
BYOD
Certificate Provisioning
Client Provisioning
Mobile Device Management
My Devicas
Custom Portal Files
Settings

youtube.com/(@vnprol49
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Identity Services Engine Home  » ConiexiVisibiity  » Operations  » Policy [ERdetniiEte i » Work Centers

b System - |dentity Management » Metwork Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

« |dentities  Groups  External Identity Sources  Identity Source Sequences b Settings

I
[<]
1 ‘ Network Access Users
Users N
Latest Manual Network Scan Results
/ Edit [E8 change status @oImport e Export + | 3 Delete L5 Duplicate
Status MName a | Description First Name Last Name Em

No data available

- Tadién cac thong tin sau:
(1) Tén dang nhap
(2) Login Password: Password ding dé dang nhap
(3) User Groups: Chon Group Employee
Sau khi dién day du thong tin ta chon Submit dé luu cdu hinh

‘dsth  Identity Services Engine - Administration

b System | = |dentity Management | b Metwork Resources b Device Portal Management  pxGrid Services b Feed Service b Threat Centric MAC

~|denfiies  Groups  External ldentity Sources |dentity Source Sequences b Setfings
——

¥ Metwork Access User
e 1
Usars * Name | VnPro
Latest Manual Metwork Scan Results Status Enatled -
Email |

¥ Passwords

Fassword Typ=: | Intemnal Users hd
Pazzwnerd Ba-Entar i

* Login Password |"H-"- | |"H-"- | | Generate Password | 2
|

Enable Password | | [ Generate Password | @

 User Information

First Name | |

Last Name | |

* Account Options

Description |

Change password on next kogin [m]

¥ Account Disable Policy

[0 isabie account i date sxcesds | 2020-02-11 (yyyy-rm-dd)

w User Groups

= CHRN

- Tiép theo, ta s€ tao Result cho viéc Authentication trén Cisco ISE, ta lam nhu sau: Chon
Policy -> Result -> chon Authentication Profiles -> Add

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http: .youtube.com/@vnpro149
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“dsth: Identity Services Engine Home  » ContexiVisibity  » Operafions + Administraion  » Work Centers
Policy Sefs  Profiing  Posture  Client Provisiening | ~ Palicy Elements
Dictionaries  + Condilions _ ~ Resuits
—_—

[gRsehca Standard Authorization Profiles
For Policy Export go to Adminisiration > Syslem > Backup & Restore > Policy Export Page

= Authorization

J Edit +Add [y Duplicate Delate
Authorization Profiles X
O Profile

Name
Downloadable ACLs.

+  Description

O Biackhols_Wireless_Access i Cisco @ Default profile used to blacklist wireless devices. Ensure th
+ Profiling O ciscoIP_Phones i Cisco @ Default profile used for Cisco Phones.
NP O cisco_Temporal_Onboard i Cisco @ Onboard the device with Cisco temporal agent

O cCisco_WebAuth 4 Cisco & Default Profile used to redirect users to the CWA portal.
b LI ) O NsP_onooard 4 Cisco @ Onboard the device with Native Supplicant Provisioning

O Non_Cisco_IP_Phones 4 Cisco & Default Profile used for Non Gisco Phones.

O PemitAccessintermnet @ b Cisco &

[ Pemit_dotix_wireless i Cisco 8

O wianto s Cisco @

O wiantt i Cisco @

O vians &4 Gisco @

O DenyAccess Default Profile with access type as Access-Reject

O Pemitaceess Default Profile with access type as Access-Accept

- Mot ctra x0 méi hiénrata dién céc thong tin cho Authentication nhu bén dudi, dau tién 1a
Tén cua profile nay va Action Types 1a Access Accept, tai muc Common Tasks -> tim
dén Web Redirction (CWA, MDM, NSP, CPP) -> chon Centralized Web Auth-> tai 6
ACL ta dién tén ACL ma chung ta da tao & WLC vao -> tai muc Value chon SponSored
Guest Portal (default), tai muc nay ta dién thong tin dia chi IP cua Cisco ISE vao muc
Static IP/ Host name/FQDN, sau d6 chon Submit dé luu c4u hinh

Policy Sets  Profiing Posture  Client Provisioning | ~ Policy Elements
Dicfionaries ¢ Conditions = Results
——
<]

Authorization Profiles = New Authorization Profile

» Authentization Authorization Profile

~ Authorization ‘ *Mame | SpanSored |

Authorization Profies Description |

Downloadable ACLs | *Access Typ= | ACCESS ACCEPT - |
R Network Davics Profle [ Cisco| »| &
+ Posturz Sarvice Templzte

» Client Provisioning Track Movennent

Passive Identity Tracking T

¥ Common Tasks

¥ Web Redirection {CWA, MDM, NSP, CPF)

Centralized \Web Auth v ACL [ redirect Valuz | Sponscred Guest Portal (defau~ |

¥ Display Carlificates Renewal Massage

#l  Static IF/Host nameFQDN 10.215.26.50

Suppress Profiler CoA for endpoints in Logical Profile

- Tiép theo ta s& tao Policy cho viéc truy cap vao SSID Guest SponSored nhu sau: Chon
Policy -> Policy Set -> chon biéu twong Setting va click vao Insert new row above.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https: yw.youtube.com/@vnpro149
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“Bsey: |dentity Senvices Engine Home b ContextVisiblity  + Operafions

Policy Sets | | Profiing  Posture  Clenl Provisioning  » Policy Elements

Policy Sets
+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions  View
@  Dottx_Radus B wed_8021X Detaull Nebwork Access x - 120 o >
@ Datault Dedault policy set Diefault Nebwork Access x - o o E >

- Ta c6 thé sira tén cho Policy vira tao, & ddy minh dit 1a Sponsored -> Tai muc Condition
chon kiéu xéc thuc la Wireless MAB, tai muc Allowed Protocol/ Server Sequence chon
Defaul Network Access -> chon Save dé luu cdu hinh sau d6 chon biéu tuong mii tén >
dé tiép tuc cu hinh cho Policy nay

"Sud: Identity Services Engine Home  » ConlextVisibiity  » Operations » Administration

Policy Sets |~ Profiling  Posture  Client Provisioning  » Policy Elements
Click here to do wireless setup and visibility setup Do not show this again

Policy Sets @ m

+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions  View
Search
4 @ SponsSored B wireless_maB Default Network Access x v + o >
@ Default Default policy set Default Network Access x v | = o -a. )

- Tai myc Authentication Policy, tai muc USE chon Internal Users, tai muc option -> If
User not found chon Continue

"t ldentity Services Engine Home  » ContextVisiblity  » Operations » Administration

Policy Sets |~ Profiling  Posture  Client Provisioning  » Policy Elements
Click here to do wireless setup and visibility setup Do not show this again.

|vAutnemication Policy (1) 1 |

+ Status  Rule Name Conditions Use Hits Actions
Search
Internal Users x v 2
¥ Options
If Auth fail
REJECT x ¥
rd @  Defautt 0 £

If User not found

CONTINUE xw 3

T Process Tail
DROP x ¥

¥ Authorization Policy - Local Exceptions

- Tiép tuc kéo xudéng muc Authorization Policy, Click vao biéu tuong Setting -> Chon
Insert new row above dé tao ra cach thirc xac thuc cho SSID Guest SponSored

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http: v.youtube.com/(@vnprol49
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+ Context Visibaity

Folicy Sets | Frofling  Postune
SAEE

Client Provisioning
FOICy el qame

@ Wirelezs_HoSpot

w Authentication Policy (1)

+ Status  Rule Name

¥ Authorization Palicy - Local Exceptions
¥ Authorization Policy - Global Exceptions (1)

¥ Authorization Policy (1)

Status  Rule Name

=] Default

- |dentity Services Engine

Home

+ Dparations

# Folicy Elements

Liesenpuon

Conditions

Conditions

Lonamons

B wiekss map

Results
Profiles

= DienyAscess

ANTWED FTOIOCORE | EMver sequanca nns
Default Network Access x v [
Use Hits  Aclions
Security Groups Hits  Actions

+ Context Visibility

» Operations.

Policy Sets | Profiing Posture  Client Provisioning  » Policy Elements

¥ Authorization Policy - Global Exceptior =

W Authorization Policy (3)

+ Administration

» Work Centers

Click here to do wireless setup and visibilit

Results

Profiles

= PermitAccess

= SponSored

+
Status  Rule Name Conditions
Search
B wireless_MAB
s @ Sponsored Accept AND E Radius-Called-Station-ID ENDS_WITH Guest
ShensarEd Sponsored
@ Guest_Flow
B wireless_mas
SponSored Redirect
7/ ©  spmdoredRedie AND f  RadiusCaled Siaion 1D ENDS WITH Guest
Sponsored
©  Default

= DenyAccess

Security Groups F
+ Employees =+ 4
5= Select from list M
5= Select from list ~ BB

- Taco thé ciu hinh cho Portal SponSored nay ty dong Ridirect dén Website ctia doanh
nghi¢p cua minh nhu sau: vao muc Work Centers -> Guest Access -> Portals &

Components

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt

outube.com/@vnprol49
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Identity Services Engine

Home  » Conlext Visbiity ~ » Operaiions » Adminisiration

Policy Sets | Profiing  Posture  Client Provisioning  » Policy Elements Network Access. TrustSec Profiler Device Administration
Oveniew Oveniiew Overview Cerview
Idenities Components Ext d Saurces Identifics
Policy Sets Id Groups TrustSee Policy Network Devices User Identity Groups
Ext Id Sources Policy Sets Endpoint Classification Ext Id Sources
+) Staws Policy SetName Description Conditions Hetuork Resources KR Node Config etwork Resources
Palicy Elements Troubleshoot Feeds Policy Elements
Searct Palicy Sefs Reports Manual Scans Device Admin Policy Sets
Troubleshoot Settings Policy Elements Reports
Dot1x_Radivs B wied_s021x g:;:’; BYOD ::‘S;";::"““ Sefings
=tings Oveniew PassivelD
Dictionaries Troubleshoot
Wireless_HoSpot B Wieless MAB (dentties Reports Ovenview
= i Identity Groups Providers
e Network Devices seftngs Subscribers
© et Defaultpaiicy set Identities ExtId Sources Dictonaries Cerfificates
Identity Groups Client Provisioning Posture Troubleshoot
Ext Id Sources Portals & Components Overview Reports
Administration Policy Elements Network Devices
Netuork Devices Policy Sefs Client Provisioning

Portals & Gomponents [] Reports

Policy Elements

Manage Accounts ‘Custom Portal Files Posture Policy
Palicy Elements Setings Policy Sefs
Policy Sefs Troubleshaot
Reports Reporls
Custom Portal Files Seftings
Settings

- Tai muyc Guest Portal -> Click vao SponSored Guest Portal (default) dé cau hinh cho
Portal nay

Identity Services Engine Home  » ConfextVisibiity  » Operations  » Policy b Administration [RSU eC
» Metwork Access = GuestAccess | » TrustSec  » BYOD  » Profiler  » Posture  » Device Adminisiration  » PassivelD i
Click here to do wireless se/
Overview b ldenfifies  Identity Groups ~ Ext|d Sources b Administration  Network Devices - Portals & Components  Manage Accounts b Policy ciciisns v oney oms 1
HOTSpOT GUest Portal (derault)
o Guests do not require username and password credentials to access the nefwork, but you can optionally require an access code

Guest Portals Ak puthorization setup required

Guest Types

Sponsor Groups Self-Registered Guest Portal (default)

Guests may create their own accounts and be assigned a username and password, or use their secial login to access the network
Sponsor Portals
° Used in 1 nules in the Authorization policy

Sponsored Guest Portal (default)
Sponsors create guest accounts, and guests access the netwerk using their assigned userame and password

° Used in 1 nules in the Authorization policy

o To authorize a portal fer use, yeu must create an Authorization profile for it and then reference that profile in a rule in the Autherization policy

- Tim dén muc Authentication Success Settings va lam nhu hinh bén dudi dé Redirect toi
mot Website nao d6 -> chon Save dé luu lai cau hinh Portal nay

youtube.com/@vnpro149
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 Work Centers.
b Metwork Access | v GuestAecess | b TrustSze  # BYOD ¢ Profler b Posture  » Device Administration  » PaszivelD

Overview  » ldentties dentty Groups  Ext|d Sources b Admanistration N Devices  ~Portals & Components  Man; Reports  Custom Portal Files

Guest Types

Forial & Page Ssitings
Sponsor Groups

Sponsor Portals
» Portal Settings

* Login Page Settings

» Acceptable Use Policy (AUP) Page Settings

* Guest Change Password Settings

» Guest Device Registration Settings

» BYOD Settings

» Guest Device Compliance Settings

» Post-Login Banner Page Settings

» VLAN DHCP Release Page Settings

= Authentication Success Settings

Once authenticated, take guest to:

- Kiém tra SSID nhu sau, mé card mang Wireless -> chon SSID can két ndi 1a Guest
HotSpot -> Connect dé két noi

Guest Sponsored
Open

Other people might be able to see info you
send over this network

D Connect automatically

Nguyen Van Tu

PHAM HOA

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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- Sau khi connect vao SSID nay, Web browser s& truy cap dén Cisco dé mé trang Portal
trén Cisco ISE, ngudi ding tién hanh nhap Username va Password d dugc cung cap
(thong tin dugc tao ra trén Cisco ISE) -> Click SigOn dé dang nhap -> Click Accept ->
Click Continue dé c6 thé truy cap SSID nay

Tor: Navigation J [ Certificate error: Naviga X I + v

A Certificate error | https://10.215.26.50:8443/portal /gateway?sessionld=2e1ad70a000000c9f2c0f35d&portal=f079c670-7159-11e7-a355-005056abad748action=cwaitoken=02d 2bdfofo(

This site is not secure

This might mean that someone’s trying to fool you
ar steal any info you send to the server. You should
close this site immediately.

1 Go to your Start page

Details

Your PC doesn't trust this website’s security
certificate.

The hostname in the website’s security certificate
differs from the website you are trying to visit.

Error Code: DLG_FLAGS_INVALID_CA
DLG_FLAGS_SEC_CERT_CN_INVALID

Go on to the webpage (Not recommended)

gaﬁml B signon X |4 v

artificate error | https://10.215.26.50:8443/portal/PortalSetup.action?portal =f079¢670-7159-11e7-a355-005056aba4 748:sessionld = 2e1ad 70a000000c9f2c0f35d &action=cwa

Guest Portal
CISCO
Sign On
Sign on for guest access
Username:
VnPro
Password:
sssssees

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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jation | =] Acceptable Use Polic X v
¥ P! ¥

rtificate error | https://10.215.26.50:8443/portal/LoginSubmitaction?from=LOGIN

CcISCO Guest Portal

Acceptable Use Policy
Please read the Acceptable Use Policy

Please accept the policy-You are responsible for maintaining the
confidentiality of the password and all activities that occur under
your username and p .Cisco tems offers the Service
for activities such as the active use of e-mail, instant messaging,
browsing the World Wide Web and accessing corporate intranets.
High volume data transfers, especially sustained high volume
data transfers, are not permitted. Hosting a web server or any
other server by use of our Service is prohibited. Trying to access
someone else's account, sending unsolicited bulk e-mail,
collection of other people’s personal data without their knowledge
and interference with other network users are all prohibited.Cisco
Systems reserves the right to suspend the Service ifCisco
Systems reasonably believes that your use of the Service is
unreasonably excessive or you are using the Service for criminal
or illegal activities. You do not have the right to resell this Service
to a third party. Cisco Systems reserves the right to revise, amend
or modify these Terms & Conditions, our other policies and
agreements, and aspects of the Service itself. Notice of any
revision, amendment, or modification will be posted on Cisco
System's website and will be effective as to existing users 30
days after posting.

Q@ Let Microsoft Edge save and fill your password for this site next time?
. i -
ore info

ificate error: Navigation l 5 Post-Login Banner X [+ v

o A Certificate error  https://10.215.26.50:8443/portal/AupSubmit.action?from=AUP

cisco Guest Portal

Welcome Message
Click Continue to connect to the network
You're very close to gaining network access

Let Microsoft Edge save and fill your password for this site next time?
LR w—

143/portal/Continue.action?from=POST_ACCESS_BANNER

- Sau khi Click Continue, Web browser sé& redirect dén Website ma chung ta da ciu hinh
lic nay
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