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Lab — Wireless Guest Self-Regisiter (Cau hinh Manual trén WLC

A

1. Sodd

va Cisco ISE)

A
l
=

Cisco ISE
10.215.26.50

wLC
10.215.26.46

LAN

2. CAu hinh trén WLC

Dau tién ta phai cdu hinh dé AP Join vao WLC hay chua, vao muc Wireless dé kiém tra

Cisco

Wireless

~ Access Points

MONITOR  WILANs

CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

AllAPs

Current Filter wone [Change Filter] [Clear Filter]
All APs
= Radios
802.11a/n/ac Number of APs 1

802.11b/g/n
Dual-Band Radios
Global Configuration

Operational Speed
AP Name 1P Address(Ipva/Ipv6) AP Model AP MAC AP Up Time Admin Status  Status PoE Status Eth0
» Advanced 3602-1528 152.168.3.230 AIR-CAP3602I-N-KS  d4:8c:b5:593:1e:52 0d,00h05m35s Enabled REG PoE/Full Power 100 Mbps
Mesh
b ATF
RF Profiles

FlexConnect Groups
FlexConnect ACLs

cisco
Security

* AAA
General

= RADIUS
Accounting
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Met Users
MAC Filtering
= Disabled Clients
User Login Policies
AP Policies
Password Policies

Ta khai

Ta cu hinh khai bao Radius Server (Cisco ISE) véi WLC nhu sau: vao muc Security ->
AAA->Radius -> Authentication -> New

Save Configuration  Ping  Logout Refres
MONITOR WIANs CONTROLLER WIRELESS SECURITY

AP MAC Address:SSID

MANAGEMENT COMMANDS  HELP A Homi

RADIUS Authentication Servers New...

Apply

Auth Called Station ID Type

Use AES Key Wrap [Z) (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

MAC Delimiter Hyphen v

Framed MTU 1300
Network Tunnel Server Server Admin
User Management Proxy Index Address(Ipv4/Ipv6) Port IPSec Status

bao céac tham s0 cia Authentication bao gom cac thong tin sau nhu sau:
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o Dia chi IP ctia Radius Server
o Shared Secret: luu y théng tin Shared secret phai gidng nhau gitta WLC va Radius
Server, dién lai thong tin shared secret 1 lan nita tai muc Confirm
o Enable Support CoA
o Enable Network User
Chon Apply dé Iuu cdu hinh Authentication Server.

N e NE
cisco MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Security RADIUS Authentication Servers > New < Back Apply
T AAA Server Index (Priority) 5
General
~ RADIUS Server IP Address(Ipv4/Ipvs) [10.215.26.49 1 ‘
ﬁ:ﬁ:unting Shared Secret Format lasci v |
E“h"‘:“k Shared Secret [ssssssss |
Downloaded AVP Confirm Shared Secret [seanenne ‘ 2
» TACACS+
e Key Wrap [ (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
« Diabled Chents pert Nemozr
User Login Policies Server Status
s;s::!(‘:cr‘desPuhcwes | Support for CoA 3 ‘
} Local EAP Server Timeout seconds
Advanced EAP | Netwark User ¥ Enable 4 ‘
} Priority Order Management ¥/ Enable
» Certificate Management Retransmit Timeout seconds
» Access Control Lists Tunnel Proxy "/ Enable
1PSec [ Enable

Wireless Protection
Policies

- Tai muc Security nay, ta phai taora 1 ACL dé c6 thé Redirect traffic xac thuc cua Guest
dén duoc Cisco ISE, ta tao nhu sau: Tai tab Security -> Access Control List -> Chon
FlexConnect ACLs -> Chon New

Save Configuration  Pin Logout Refresl
vl Lo Coily Lol ol

CISco MONITOR ~WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS A Home

Security FlexConnect Access Control Lists New...

v AAA 3
General Acl Name
* RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
= Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP

Advanced EAP
» Priority Order
b Certificate

v Access Control Lists
Access Control Lists
CPU Access Control Lists L
| FlexConnect ACLs |
Layer2 ACLs

Wireless Protection
Policies

- Tatién hanh dit tén cho ACL nay va chon Apply dé luu lai
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Save Configuration  Pin: Logout Refrest
vl e Config Bing  Logout R

Cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS A Home

Security Access Control Lists > New <Back | Apply

v AAA 2
General Access Control List Name [redirect-guest 1
= RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
¥ TACACS+
LDAP
Local Net Users
MAC Filtering
+ Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP

- Sau khi Apply, ta s€ c6 1 ACL dugc tao ra nhu bén dudi

Save Configuration
alvaln 've Config

Ping Logout Refres

CISCOo MONITOR ~WIANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS A Hom

Security FlexConnect Access Control Lists New...

- AAA
General Acl Name
= RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
w Disabled Clients
User Login Policies
AP Policies
Password Policies

- Tuy nhién ACL nay van chua c6 bat ki hanh dong nao, ta s& tiép hanh tao hanh dong cho
ACL nay bang céch click vao ACL vira tao va tién hanh tao rule cho ACL nay nhu sau:
click vao Add New Rule va tao hanh dong giéng nhu hinh bén duéi

Save Configuration  Ping Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS A Home
Security Access Control Lists > Edit <Back | | Add New Rule |
v AAA
General General
* RADIUS
Authentication Access List Name redirect-guest
Accounting
Fallback Destination Source Dest
DNS Seq Action Source IP/Mask IP/Mask Protocol Port Port DSCP
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering

w Disabled Clients
User Login Policies
AP Policies
Password Policies
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Save Configuration  Pin Logout Refres
afrar] e Config Bng  Logout R
CcISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS A Hom
Security Access Control Lists > Edit <Back |  Add New Rule |
~ AAA
General General
« RADIUS
Authentication Access List Mame redirect-guest
Accounting
Fallback Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port DSCP
DNS 5
Downloaded AVP 1 Permit 0.0.0.0 / 0.0.0.0 10.215.26.4% [ 255.255.255.255  Any Any Any Any [~ ]
¥ TACACS+ 2 Permit 10.215.26.4% [ 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any Any Any [~ ]
LDAP B
Local Net Users 3 Permit 0.0.0.0 / 0.0.0.0 0.0.0.0 / 0.0.0.0 uoe DNS Any Any [~ ]
MAC Filtering 4 Permit 0.0.0.0 / 0.0.0.0 0.0.0.0 / 0.0.0.0 uoe Any DNS Any [~ ]

= Disabled Clients
User Login Policies
AP Policies
Password Policies

Local EAP

-

Advanced EAP
Priority Order

-

Luu y: dia chi IP trén ACL la dia chi IP cua Cisco Ise

- Tiép theo ta s€ tao SSID trén WLC: Chon WLAN -> tai muc Create new chon Go

bl

cIsco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
WLANs WLANs I
* WLANS Current Filter: None [Change Filter] (Clear Filter] Create New | ea
WLANs 2
¥ Advanced

WLAN ID Type Profilc Name WLAN SSID Admin Status Security Policies

- Dién thong tin Profilename va SSID (2 thong tin nay khong nhat thiét phai gibng nhau) -
> Chon Apply dé luu lai cau hinh

ol I il I 1 Save Configuration  Ping Logout Refres
CIsco MONITOR ~ WIANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS A Hom
WLANs WLANS > New <Back | Apply
v WLANS Tyoe [won ]
WLANs
e Profile Name |Test-Se|f—Reg|5ter |
SSID [self-register |
D P

- Tai tab General -> Enable Status SSID dé cho phép SSID nay hoat dong

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https v.youtube.com/@yv
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cisco MONITOR. WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'Test-Self-Register’
b “:\:‘;:5 General | Security | QoS | Policy-Mapping I Advanced |
s
» Advanced . -
Profile Name |Testhe|ffReg|5ter |
Type WLAN
E50) Self-Reqister |
Status ¥ Enabled
Security Policies [wPA2][Auth(802.1X])]

(Medifications dene under security tab will appear after applying the changes.)

Radio Policy All M
Interface/Interface Group(G)
Multicast Vlan Feature ) Enabled
Broadcast S5ID ¥ Enabled
MNAS-ID none

- Qua tab Security,
o Tai muc layer 2 chon None va check Mac Filtering

CISCO MONITOR  WIANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'Test-Hotspot'
i “;:‘L::S | General | Security | QoS | Policy-Mapping | Advanced ‘

s
» Advanced Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security £

MAC Filtering2 [#|

Fast Transition

Fast Transition Adaptive ¥

Over the DS 7]

Reassociation T\meoutSecond s

o Tai muc layer 3 chon None, qua muc AAA server chon dén dia chi Authentication
Server ma chiing ta da cau hinh ltc nay

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http v.youtube.com/(@vnprol49
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Clsco ITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit "Test-Hotspot'
= “;:‘::5 " General | Security | QoS | Policy-Mapping | Advanced |

s
b Advanced Layer 2 I Layer 3 AAA Servers |

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

RADIUS Server Overwrite interface  L_/Enabled
Authentication Servers Pccounting Servers
¥/ Enabled ¥| Enabled

Server 2 | None ¥ |[Mone ¥

Server 3 | None ¥ |[Mone ¥

Server 4 | None ¥ |[Mone ¥

Server 5| None ¥ |[Mane ¥

Server & | None ¥ ||Mone ¥

RADIUS Server Accounting

Interim Update %) Interim Interva\lCl Seconds
LDAP Servers
4

Foot Notes

- Qua tab Advanced -> Check Allow AAA overide, tim dén muc NAC -> chon ISE NAC -
> Apply dé luu cau hinh

" I 1 I I Save Configuration  Ping Logout Refre:
CIsSCOo MONITOR WILANs CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS A Hom
WLANs WLANSs = Edit "Test-Hotspot' <Back | Apply
- “\2‘:::5 | General | Security | QoS | Policy-Mapping | Advanced 3
H S
-
I

» Advanced

Allow A&A Override #| Enabled 1 DHCP

Coverage Hole Detection ¥ Enabled DHCP Server L) override

Enable Session Timeout | (1800

Session Timeout (secs) DHCP Addr. Assignment || Required
Al t IE 4
irones Enabled OEAP

Diagnostic Channel SLE _JEnabled

Override Interface ACL IPv4 | None ¥ IPvE |None ¥ I TG B e

Layer2 Acl Mone ¥ ~

Management Frame Protection (MFP)

URL ACL None ¥

P2P Blocking Action Disabled v MFP Client Protection 2 | Optional ¥

Client Exclusion 2 ¥ Enabled DTIM Period (in beacon intervals)

Timeout Value (secs)
. . s

Maximum Allowed Clients = IC' 802.11a/n (1 - 255)

Static IP Tunneling 12 _Enabled 802.11b/g/n (1 - 255) |1

Wi-Fi Direct Clients Policy Disabled T NAC

Maximum Allowed Clients Per AP Radio 200 MAC State 2

{1 o
Clear HotSpot Configuration —Enabled Toad Balancing and Band SelecE -
1 3

- Tiép tuc cdu hinh dé AP c6 thé Redirect user khi két ni dén SSID thi chung ta cin ciu
hinh nhu sau: qua tab Wireless -> chon AP dang két ndi -> qua tab Flexconnect -> Click
vao External WebAuthentication ACLs

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt youtube.com/@vnpro149
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Cisco

MONITOR  WILANs CONTROLLER WIRELESS SECURITY  MANAGEMENT

Save Configuration  Ping

Logout Refres

COMMANDS A Hom

Wireless

v Access Points
All aPs
w Radios
802.11a/n/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

b Advanced
Mesh

b ATF
RF Profiles

FlexConnect Groups
FlexConnect ACLs
FlexConnect VLAN
Templates

OEAP ACLs

Network Lists
» 802.11a/n/ac
» 802.11b/g/m
» Media Stream

Application Visibility

L And Control

All APs > Details for AP1928 <Back | apply |
" General | Credentials ‘ Interfaces | High Availability | Inventory | FlexcConnect || Advanced |
VLAN Support (] Make VLAN AP Specific ¥ Go

Inheritance Level Group-Specific

FlexConnect Group default-flex-group
Mame

WLAN AVC Mapping
VLAN Template Name none

VLAN Name Id Mappings

PreAuthentication Access Control Lists

External WebAuthentication ACLs

Local Split ACLs

Central DHCP Processing,

Layer2 ACLs

- Tai myc Policy -> click Add ACL ma chung ta di tao lic ndy -> chon Apply dé luu lai

cau hinh

Cisco

Wireless

* Access Points
All &Ps
« Radios
802.11a/nfac
802.11b/g/n
Dual-Band Radios
Global Configuration

b Advanced
Mesh

b ATF
RF Profiles

FlexConnect Groups
FlexConnect ACLs
FlexConnect VLAN
Templates

OEAP ACLs

Network Lists
¥ 802.11a/n/ac
» 802.11b/g/n
» Media Stream

Application Visibility

E And Control

MONITOR  WLANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT

All APs > AP1928 >External WebAuth ACL Mappings

AP Name AP1523

Base Radio . 10.0c.b0-2a:
MAC Oc:d9:96:b0:3a:30

WLAN ACL Mapping

WLAN Id a

WebAuth ACL | redirect-guest ¥

_add |

WLAN Id WLAN Profile Name WebAuth ACL

Policies

Policy Al edirect-guest ¥
- M

Policy Access Control Lists

Save Configuration  Ping Logout Refres

COMMANDS M Home

=< Back |

- Bay gio chung ta sé& tién hanh cau hinh Portal trén Cisco ISE dé Guest xac thuc khi két
ndi vao SSID 1a Self-Register, chiing ta c6 thé sir dung Portal default trén Cisco ISE hoic
ta c6 thé tao méi 1 Portal khac trén Cisco ISE (¢ ddy minh sé& str dung Portal default trén

Cisco ISE)

- Péu tién ding nhap vao Cisco ISE va Add thiét bi WLC vao Cisco ISE -> chon
Administration -> Chon Network devices, sau khi cira x hién ra chon ADD dé tién hanh
Add WLC vao Cisco ISE bao gébm Tén WLC (1), dia chi IP cia WLC (2), sau d6 click
vao Radius Authentication Setting -> dién thong tin Shared Secret vao (luu ¥ Shared

Secret phai gidng voi WLC) -> chon Submit dé luu cdu hinh

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htty
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U

Identity Services Engine iy + Contex Visibility + Operafions

» System  » Identity Management = - Network Resources + Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
~Metwork Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
——
L]

Metwork Devices List > New Hetwork Device

Network Devices

Metwork Devices

Default Device

1

[P address =] =1F: [10.215.26.46 NEN 2

Device Security Settings

@ IPv6 is supported only for TACACS. At least one |Pv4 must be defined when RADIUS is selected

* Devics Profile |14l Cisco [« | &

Software Version :l

* Metwork Device Group

Location [all [ocations | [ Set To Default
IPSEC [1s IPSEC Device | [ Set To Default
Device Tyoe [al Device Types | [ set To Defaut

| 3

+ RADIUS Authentication Seffings

RADIUS UDP Settings
Protocol  RADIUS

| * Shared Secrel [yyrerenes | 4

CoAPort [ 1700 | [_Set To Default |

RADIUS DTLS Settings
DTLS Required [ i
Shared Secret | radiusidtls. i

CoAPort [2083 | [ 5et To Defauit |

Issuer CA of ISE Cerfificates for CoA [Salact if required (optional) =]

- Tiép theo, ta s€ tao Result cho viéc Authentication trén Cisco ISE, ta lam nhu sau: Chon
Policy -> Result -> chon Authentication Profiles -> Add

Identity Services Engine Home b Conlext Visibilty  » Operafions » Administraion b Work Centers

Policy Sets  Profiing  Posture  Client Provisioning  ~ Policy Elements
Dictionaries  * Conditions _ ~ Results
—

LT TEEIEST Standard Authorization Profiles
For Policy Export go to Administration = System > Backup & Restore > Policy Export Page

= Authorization

=
Authorizafion Profiles

[fyDuplicate | 3¢ Delet=

O Name | Description
Downloadable ACLs
O Blackhole_Wireless_Access Default profile used to blacklist wireless devices. Ensure t
» Profiling -
O cisco_IP_Phones &k Cisco 8 Default profile used for Cisco Phones.
O Gisco_Temporal_Onboard L Cisco & Onboard the device with Cisco temporal agent
» Posture
O Gisco_WebAuth &k Cisco & Default Profile used to redirect users to the CWA portal.
» Client Provisioniny N
a O nNsP_Onboard &k Cisco @ Onboard the device with Native Supplicant Provisioning
O Non_Cisco_IP_Phones Default Profile used for Non Gisco Phones.
O PpemitAccessintemet @ &k Cisco &
O Pemit_dot1x_wireless &k Cisco 8
O vianto &k Cisco @
O viant1 &k Cisco @
O vians &k Cisco @
O DenyAccess Default Profile with access type as Access-Reject
O PemitAccess Default Profile with access type as Access-Accept

- MOt cira xd méi hién ra ta dién céc thong tin cho Authentication nhu bén dudi, dau tién la
Tén cua profile nay va Action Types 1a Access_Accept, tai muc Common Tasks -> tim
dén Web Redirction (CWA, MDM, NSP, CPP) -> chon Centralized Web Auth -> tai 6
ACL ta dién tén ACL ma chung ta d3 tao & WLC vao -> tai muc Value chon Self-

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https youtube.com/@vnpro149
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Registered Guest Portal (default), tai muc nay ta dién thong tin dia chi IP cua Cisco ISE

vao muc Static IP/ Host name/FQDN, sau d6 chon Submit dé Iuu ciu hinh
k- Identity Services Engine

Home + Contexd Visibility » Operations ~ Paolicy

Policy Sets  Profiling Posture  Client Provisiening ~ Policy Elements

Dictionaries  * Condilions = Results
—

<]
Authorization Profiles > New Autherization Profile
» Authentication . .
Authorization Profile
+ Authorization = Name | Self-Register ‘ ‘
Authorization Profiles Description | 4
Downloadable ACLS ‘ “Access TYPE | ACCESS ACCEPT - ‘
+ Profiling Metwork Device Profile o Cisco =] &
+ Posture Service Template
+ Client Provisioning Track Movement

Passive Identity Tracking

¥ Common Tasks

Voice Diomain Permission

#| ‘Web Redirection (CWA, MDM, N3P, CPP) (i

Centralized Web Auth B2 ACL rediract-guest Value | self-Registered Guest Portal (cv |

#  Digplay Certificates Renewal Mezzage

¥l Static IPMHost name/FODN 10.215.26.49]

- Tiép theo ta s& tao Policy cho viéc truy cip vao SSID Self-Register nhu sau: Chon Policy
> Policy Set -> chon biéu tugng Setting va click vao Insert new row above.

-t Identity Services Engine

Home » Context Visibility » Operations ~ Policy » Administration

Paolicy Sets Profiling  Posture  Client Provisioning  » Policy

Policy Sets
+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions View
Search
©  Dotix_Radius Bl Wired_802.1X Default Network Access x v + 120 e >
Default Default policy set Default Network Access x v = (i} IE )

- Ta co thé stra tén cho Policy vura tao, & ddy minh dat 1a Test-Self-Register-> Tai muc
Condition chon kiéu x4c thuc 1a Wireles MAB, tai muc Allowed Protocol/ Server
Sequence chon Defaul Network Access -> chon Save dé luu cAu hinh sau d6 chon biéu
tuong miii tén > dé tiép tuc cdu hinh cho Policy nay

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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"duthe Identity Services Engine

Home » Context Visibility + Operafions
Policy Sets Profiling  Posture  Client Provisioning

~ Paolicy

» Policy Elements

Policy Sets m
+ Status  Policy Set Name  Description Conditions Allowed Protocols | Server Sequence Hits  Actions  View
Search
Dot1x_Radius E Wired_802.1X Default Network Access x v % 120 -ﬂ >
rd @ Test-Self-Register B  wireless MAB Default Network Access x v 4 >
Default Default policy set Default Network Access x v 5 o fo >

Tai muc Authentication Policy, tai muc USE chon Internal Endpoint, tai muc option -> If
User not found chon Continue
bl Identity Services Engine

Home » Context Visibility + Operafions

- Paolicy
Policy Sets | Profling  Posture  Client Provisioning  » Policy Elements

Search

@ Test-Self-Register E Wireless_MAB Default Metwork Access x v e

# Authentication Policy (1)

+ Status  Rule Name Conditions

Use Hits  Actions

w

earch

Internal Endpoints x v

 Options

If Auth fail

REJECT xw
ra Default

If User not found
l CONTINUE X

If Process fail
DROF x v

Tiép tuc kéo xuéng muc Authorization Policy, Click vao biéu tugng Setting -> Chon
Insert new row above dé tao ra cach thuc xac thuc cho SSID Self-Register
CAu hinh nhu hinh bén duéi, sau khi tao xong cac Row chon Save dé Iuu lai cAu hinh

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http:
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Identity Services Engine

~Policy

Policy Sets Profiling  Posture  Client Provisioning  » Policy Elements
If Process fail
DROP
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions (1)
# Authorization Policy (3)
Results
Status  Rule Name Conditions Profiles Security Groups Hits  Actions
Searck
B wireless_MaB
& [©] Guesi-Access AND [E  Guest_Fiow = PermitAccess + Select from list v 4+ b e
h Radius-Called-Station-ID ENDS_WITH Self-Register
B wireless_MAB
r ® Guest-Redirect AND * Self-Reg | + Select from list A el
E’. Radius-Called-Station-ID ENDS_WITH Self-Regist
@ Default xDenyAccess + Sedect from list v + o o

- Taco thé cdu hinh cho Portal Self-Register nay tw dong Ridirect dén Website ctia doanh
nghiép ctia minh nhu sau: vao muc Work Centers -> Guest Access -> Portals &

Components

nices Engine

Home b Contex Visiiity  » Operaions [EHRTSWM » Admi
Profiing  Posture  Client Provisioning  » Policy Elements Network Access Trustsec Profiler Device Administration

Ovenview Querview Oveniew Overviewr
Identities Components Ext 1d Sources Identities

ts 1d Groups TrustSec Policy Network Devices User Idenity Groups
Ext1d Sources Policy Sets Endpoint Classification Ext Id Sources

atus  Policy Set Name Description Conditions Netviork Resources SXP Node Config Netiwork Resources
Polcy Elements Troubleshoot Feeds Policy Elements
Policy Sefs Reports Manual Scans Device Admin Policy Sets
Troubleshoot Settings Policy Elements Reports

© Dot radus B wied sz Reports von Profiing Policies Seftings
Seffings Overion Policy Sets Passiveld
Dictionaries Troubleshoot

. - [ Idenities Rty Overviews

. d e e

e Hetwork Devices settings Subscribers

©  Defaut Default policy set Identities Extld Sources Dictionaries Cerificates
Identity Groups Client Provisioning Posture Troubleshoot
Ext1d Sources Portals & Components Ovenien Reports

Administration Policy Elements Metwork Devices
Hetviork Devices Policy Sets Ciient Provisioning
Reports Policy Elements
Manage Accounts Custom Portal Files Posture Policy
Policy Elements Settings Policy Sets
Policy Sefs Troubleshoot
Reports Reports
Custom Portal Files Settings
Seffings

- Tai myc Guest Portal -> Click vao Self-Register Guest Portal (default) dé cau hinh cho
Portal nay

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http:

youtube.com/@vnpro149




;

CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
. TRUNG TAM TIN HQC VNPRO
ﬂPﬁV ) ) DC: 276 - 278 Ung Viin Khiém, P. Thanh My Tay, Tp. Ho Chi Minh
- DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org
— -

» Context Visibility » Operations » Policy ~Work Centers

b Metwork Access  ~GuestAccess | » TrustSec  » BYOD v Profiler  » Posture v Device Administrafion  » PassivelD

dents el

Overview  F ldenfities  Idenfity Groups  Exild Sources b Administration  Metwork Devices | ~Porfals & C it Manage A ts ¥ Policy Elements  Puolicy Sets  Rep
o
Guest Portals
Guest Portals
Guest Types
Choose one of the three pre-defined portal types, which you can edit, customize, and authorize for guest access
Sponsor Groups
Sponsor Portals

Edit | Duplicate | Delete

Hotspot Guest Portal (default)
Guests do net require username and password credentials to access the network, but you can optionally require an access code

L4 Authorization setup required

Self-Registered Guest Portal (default)

Guests may create their own ts and be assig a and p d, or use their social legin to access the network

 Used in 2 rules in the Authorization palicy

Sponsored Guest Portal (default)
Sponsors create guest accounts, and guests access the network using their assigned username and password

L4 Authorization setup required

- PAu tién ta phai chic chan rang Guest c6 thé dang nhap thanh cong vao mang sau khi tyr
dang ky tai khoan, ddm bao da check vao Allow guest to log in directly from the Self-
Registration Success page

Home | GonietVehlly  » Opembors 1 Poley  » Adminraion [RRURTEORIOR E

b Metwork Access | = GuestAccess | b TrustSec P EYOD b Profiler b Posture b Device Administration b PassivelD

Crverview b Ideniities dentty Groups  Exi|d Sources b Administration  Metwork Devices = Portals & Components Manage Accounis b Policy Elements Palicy Sets |
—————————

(<]
uest Partals F Login Page Settings
uest T
== ¥ Registration Form Settings
iponsor Groups
iponsor Portals w Self-Registration Success Settings

Include this information on the SelfRegistration Success page:
# User name
¥ Password
#|  First name
¥ Last name
¥ Email address.
#|  Phone number
*|  Company
#| Location
¥/ SMS Service Provider
¥ Person being visited
#|  Reason for visit

Allow guest to send information to self using:

Print
Email
SMS
Inciude an AUP

Require acceptance
Require scrolling to end of AUP
Sal-Reqistration Suaoess Pege continues to Login page by defsul.

B A ow guests to log in directly from the Self-Registration Success page

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https youtube.com/@vnpro149
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- Tim dén myc Authentication Success Settings va lam nhu hinh bén dudi dé Redirect t&i
mot Website nao do -> chon Save dé luu lai cau hinh Portal nay
%= lgentl ervices

s
cisco

¥ Metwork Access | ~Guest Access » TrustSec  » BYOD  » Profier  » Posture  » Device Administration  » PassivelD

Overview P Idenfities  Identity Groups Ext Id Sources b Adminisfration  Metwork Devices  ~ Porfals & Components  Manage Accounts  » Policy Elems
I

o
Guest Portals » Acceptable Use Policy (AUP) Page Settings
Guest Types
B » Guest Change Password Settings
Sponsor Groups
Sponsor Portals » Guest Device Registration Settings sel

» BYOD Settings

» Guest Device Compliance Settings

b Post-Login Banner Page Settings

» VLAN DHCF Release Page Settings

w Authentication Success Settings

Once authenticated, take guest to:

Originating URL i

Authentication Success page

* URLil https://vnpro.vn
e.g. cisco.com, www._cisco.com or hitp-fwaww.cisco.com

» Support Information Page Settings

- Kiém tra SSID nhu sau, mé card mang Wireless -> chon SSID can két ndi 1a Self-
Register -> Connect dé két noi

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Hoai Phat Auto 1
(%

Hoai Phat Auto
(@ "

VnPro_collaboration
(% ‘

Self-Register
Open

Other people might be able to see info you
send over this network

D Connect automatically

o )
Mobile
Airplane mode  hotspot

- Sau khi connect vao SSID nay, Web browser s& truy cap dén Cisco dé md trang Portal
trén Cisco ISE, nguoi dung ctrang Or register for guest access dé c6 thé dang ki tai khoan
truy cap SSID nay

A Certificate error | https://10.215.26.49:8443/portal/PortalSetup.action?portal=f0aed3f0-7159- 11e7-a355-005056abad 74 &sessionld=2e1ad 70a0000005638dcd i
atlrar]n,
Guest Portal
CIsCO

Sign On

Sign on for guest access.
Username:

|

Password:

Or reqister for guest access

- Tiép theo nguoi dung s& tu dién tat ca cac thong tin yéu cau nhap bén dudi vao va chon
Register dé st dung SSID nay

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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O (Y M Certificate error | https://10.215.26.49:8443 /portal/SelfRegistration.action?from=LOGIN

cisco Guest Portal
Registration
Please complete this registration form:
Username
VnPro
First name
VnPro
Last name
VnPro

Email address
vnpro@vnpro.org

Phone number
0376248622

‘Company
VnPro

Person being visited{email)
vnpro@vnpro.org

Reason for visit

Hello Guest *

- Sau khi Click Register, Portal s& thong bao rang user da dang ki thanh cong, click Sign
On dé sir dung SSID nay

A\ Certificate error | https://10.215.26.49:8443/portal/CreateAccount.action?from=SELF_REGISTRATION +

CISCO Guest Portal

Account Created
Use the following information to sign on to the network.
Username: vnpro
Password: 2183
First name: vnpro
Last name: vnpro
Email: vnpro@vnpro.org
Phone number: 0376248622
Company: VnPro
Location: San Jose
SMS provider: Global Default
Person being visited (email): vnpro@vnpro.org
Reason being visited: Hello Guest

- Click Accept

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https v.youtube.com/@yv
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[ Acceptable Use Policy X [+ ~

rerror | https://10.215.26.49:8443/portal/SelfRegistrationSuccess.action?from=SELF_REGISTRATION_SUCCESS

A
llllullll

ciIsco Guest Portal

Acceptable Use Policy
Please read the Acceptable Use Policy

Please accept the policy:-You are responsible for maintaining the
confidentiality of the password and all activities that occur under
your username and password.Cisco Systems offers the Service
for activities such as the active use of e-mail, instant messaging,
browsing the World Wide Web and accessing corporate intranets
High volume data transfers, especially sustained high volume
data transfers, are not permitted. Hosting a web server or any
other server by use of our Service is prohibited. Trying to access
someone else’s account, sending unsolicited bulk e-mail,
collection of other people's personal data without their knowledge
and interference with other network users are all prohibited.Cisco
Systems reserves the right to suspend the Service ifCisco
Systems reasonably believes that your use of the Service is
unreasonably excessive or you are using the Service for criminal
or illegal activities. You do not have the right to resell this Service
to a third party.Cisco Systems reserves the right to revise, amend
or modify these Terms & Conditions, our other poli
agreements, and aspects of the Service itself. Notice of any
revision, amendment, or medification will be posted on Cisco
System's website and will be effective as to existing users 30
days after posting.

- Click Continue

error | https://10.215.26.49:8443/portal/AupSubmit.action?from=AUP

cISCO Guest Portal

Welcome Message
Click Continue to connect to the network.

You're very close to gaining network access.

- Web browser sé redirect dén Website ma ching ta di cau hinh lic nay

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http: youtube.com/@




