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Lab — Cau hinh Guest portal Self-Register bang Wizard trén Cisco
ISE
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Cisco ISE
10.215.26.50

WE)
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10.215.26.46
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2. Ciu hinh Guest Self-Register bing Wizard trén Cisco ISE:
- Login vao Cisco ISE -> Chon Wireless Setup

Iy Endpoints Guests Vulnerability Threat +

PassivelD Setup

—— Click here to do wireless setup and visibill n
Visibility Setup
s [T
Total Endpoints @ Active Endpoints @ Rejected Endpoints & Anomalous Behavior @ Authenticated Guests @
0 15 A, 2 A, o A. 0 fSem
- ) ') s L]
IENTICATIONS @ 2 O X i NETWORK DEVICES @ 2 O X i ENDPOINTS @ (=R
= MenttyGroup  Network Device  Failure Reason Device Name  Type  Location Type  Profile
welog: [7.14%] . mobil. ices: [6.67%]
ast users: [20%] .
’ nad_1...26.45: [14.20%] ' ‘
a1 2645 [14.25%) misc: [40%] ~ workstations: [53.33%]

nad_1...26.47: [64.20%]

inter__oints: [B0%)]

- Cira x0 hién thi ra -> chon Guest Access -> Chon SETUP Self-Register
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alraln Wirelece Setiin
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What can we help you set up today?

ISE Wireless Setup is beta software - do not use in production networks.

Guest Access Secure ACCess Bring Your C Device

Allow guests to access your
wireless network.

1
EEE
Seilf Registration Hotspot Sponsored
Guests register themselves to Guests are allowed access to Sponsors register guests to
log onto this network. this network without provide network access.
authentication.
SETUP 2 SETUP SETUP

- Tiép theo click chudt vaio REGISTER dé add thong tin WLC, dién thong tin cia WLC
bao gom dia chi IP ctia WLC, username va Password ding dé dang nhap WLC va cubi
cung la thong tin Shared Secret gitta WLC va Cisco ISE -> Chon Register sau khi dién
day du thong tin
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vl Wireless Setup Gl

Wireless Setup

Clsco

SETUP | SELF REGISTRATION

Wireless LAN Controller
JI Choose or register a Wireless LAN Controller.

WLC-01

IP address: 10.215.26.40

Register a Wireless LAN Controller.
WLC IP ADDRESS

10.215.26.48

USERNAME

WLC-01

PASSWORD

AREEREEEE

SHARED SECBET

s .

L .

- Chon Commit dé qua budc tiép theo

e Wireless Setup R

SETUR | SELF REGISTRATION

Wireless LAN Controller

Choose or register a Wireless LAN Controller. 3/10 WLCs created

WLC-01

IP address: 10.215.26.46 IP address: 10.215.26.40

Cm

WLC-08

IP address: 10.215 26 .47

Om

- Tiép theo, tao thong tin SSID trén Cisco ISE bao gom cac thong tin sau:
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(1) Wireless Network Name (SSID): Tén cua SSID
(2) Default WLC Interface (Vlan): SSID tuong ung véi Interface WLAN nao trén WLC
(3) Account Access Duaration: Thoi gian Account ton tai
(4) Post Login Redirect: chuyén hudng trang web sau khi xac thyc thanh cong
Sau khi tao déy da thong tin, chon ADD dé tao SSID tir Cisco Ise ap cho WLC.

aballe \Afireless Setup GG

Ci5Co
SETUP | SELF REGISTRATION
Wireless Network
Add a Wireless network.
WIRELESS METWORK NAME (SSIDY)
2 Self-Register-Test

DEFAULT WLC INTERFACE (WLAM)

management -

ACCOUNT ACCESS DURATIOMN

1 day -
POST LOGIN REDIRECT

Redirect to custom URL -

http:f fvnpro.wn

- Chon Commit dé tiép tuc

et Wireless Setup Gl

SETUP | SELF REGISTRATION

Wireless Network

Choose or add a wireless network. The wireless network you select will remain dizabled umil the end of your setwp where you can 'Go Live."  1/10 WLANs created

2 - Sell-Register-Test
Account Access Duration: 1 day

Redirect to customn URL

- Chon Next dé tiép tuc

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htty vw.youtube.com/(@vnprol49
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SETUP | SELF REGISTRATION

Self Registration Portal

View and customize your portals

- Chon Go live dé hoan tat

el Wireless Setup “GR

SETUP | SELF REGISTRATION

You're All Set

Everything is set and ready 1o go. Wondering what configuration changes were made in ISE and on the Wireless Controller? See for yourself.

e

= Self-Register-Test Self Registration Porta

IP address: 10.215.26.46 Account Access Duration: 1 day
Redirect to custom URL

G

TEST PORTAL

B

- Kiém tra thong tin trén WLC sau khi cu hinh trén Cisco ISE, ta thay tai muc Wireless da
xuat hién SSID voi Name Self-Register-Test

Save Configuration  Pin Logout Refre
N mm el Coniio Bing  Logout R

CISCO NITOR. WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT A Hon
WLANs WLANs Entries 1-10of 1
* WLANsS Current Filter: Mone [Change Filter] [Clear Filter] Go I

WLANs
» Advanced
|| WLANID Type Profile Name WLAN S5ID Admin Status Security Policies
O 2 WLAN Self-Register-Test Self-Register-Test Enabled MAC Filtering [~

- SSID da dugc Enable va phuong thire xac thuc 1a Mac Filtering

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http: .youtube.com/(@
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MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANS > Edit Self-Register-Test’
= “:A:L::S General .|’ Security T Qos T Policy-Mapping T Advanced \|
s

b Advanced
Profile Name ‘Se\f-Reg ister-Test ‘
Type WLAN
SSID ‘Se\f-Reglsler-Test ‘
Status | Enabled
Secunity Policies MAC Filtering

(Modifications done under security tab will appear after applying the changes.)

Radio Palicy Al v
Interface/Interface Group(G)
Multicast Vlan Feature L Enabled
Broadcast SSID ¥ Enabled
MAS-1D nane

CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANS > Edit "Self-Register-Test'
b U‘;:‘L':I:S | General | Security .|’ Qos T Policy-Mapping T Advanced \‘
s
» Advanced Layer 2 '|’ Layer 3 T AAA Servers ‘|
Layer 2 Security & |Nona v |
Fast Transition
Fast Transition
Over the DS

Reassociation Timeouf Seconds

- Céac thong tin Radius Server ciling da dugc ap san trén WLC

mim
CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMAMNDS HELP FEEDBACK
WLANs WLANSs > Edit 'Self-Register-Test'
- U::‘::S | General | Security '|' QoS T Policy-Mapping T Advanced ‘|
5
» Advanced ( Layer 2 T Layer 3 \I AAA Servers ‘

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers

RADIUS Server Overwrite interface  |_|Enabled

Authentication Servers Accounting Servers

¥ Enabled ¥ Enabled
Server 1 | IP:10.215.26.50, Port:1812 ¥ |[IP:10.215.26.50, Port:1813 ¥ |
Server 2 | Mone r || Mone r |
Server 3 | Mone r || Mone r |
Server 4 | Mone r || Mone r |
Server 5 | Mone v || Mone v |
Server 6 | Mone r || Mone r |

RADIUS Server Accounting

Interim Update 4] Interim Inler\rallCl Seconds
LDAP Servers

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https: youtube.com/@vnpro149
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- Ngoai ra trén WLC ciing c6 thém mdt ACL duogc tao ra tu dong, ACL nay dung dé

alvaln
CIsco

Security

* AAA
General
* RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
* TACACS+
LDAP
Local Net Users
MAC Filtering
w Disabled Clients
User Login Policies
AP Policies
Password Policies

¥ Local EAP

Advanced EAP
» Priority Order
b Certificate

chuyén hudng luu lugng xéac thuc bang Portal trén WLC dugc day dén CISCO ISE

MONITOR ~WILANs CONTROLLER WIRELESS

FlexConnect Access Control Lists

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Acl Name

ACL WEBAUTH REDIRECT

v Access Control Lists

Access Control Lists
CPU Access Control
Lists

FlexConnect ACLs
ayerZ A

Wireless Protection

Policies

- Ngoai nhitng c4u hinh di dwoc cai dit sin trén WLC tir WLC, ta c4u hinh thém trén
WLC dé Client c6 thé x4c thyc thanh cong: dau tién Click vao Wireless trén WLC ->
Chon AP dang Join vao WLC -> Chon qua tab FlexConnect -> click vao External
WebAuthentication ACLs

Cisco
Wireless

v Access Points
All APs
w Radios
802.11a/nfac
802.11b/a/n
Dual-Band Radios
Global Configuration

» Advanced
Mesh

b ATF
RF Profiles

FlexConnect Groups
FlexConnect ACLs
FlexConnect VLAN
Templates

OEAP ACLs

Network Lists
} 802.11a/n/ac
» 802.11b/g/n
¥ Media Stream

N Application Visibility
And Contral

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https

MONITOR ~ WLANs CONTROLLER  WIRELESS
L1+
All APs > Details for AP1928

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

2

| General | Credentials | Interfaces | Hig

h Availability | Inventory

| FlexConnect |_ Advanced |

VLAN

(]
Support

Inheritance -
Level Group-Specific
FlexConnect
Group
Name

default-flex-group
WLAN AVC

Mapping

VLAN Template Name none

VLAN Name Id Mappings

PreAuthentication Access Control Lists

External WebAuthentication ACLs 3

Local Split ACLs
Central DHCF Processing

Layer? ACLs

Make VLAN AP Specific ¥

co|

v.youtube.com/(@vnprol49
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- Tai muc Policy, Click Add ACL da dugc tao san trén Controller -> chon Save dé luu cu
hinh

o I 1ot I I Save Configuration Ping Logout Refre:
cisco MONITOR. WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT f Hom
Wireless All APs > AP1928 >External WebAuth ACL Mappings <Back | Apply |
2
w Access Points
All APs AP Name AP1328
w Radios

Base Radio

802.11a/nfac MAC

802.11b/a/n
Dual-Band Radios

Global Configuration WLAN ACL Mapping

0c:dS:96:b0:3a:30

» Advanced
WLAN 1d ]
Mesh
WebAuth ACL | ACL_WEBAUTH_REDIRECT ¥
» ATF

_Add |

FlexConnect Groups WLAN 1d WLAN Profile Name WebAuth ACL
FlexConnect ACLs
FlexConnect VLAN
Templates

RF Profiles

Policies
OEAP ACLs
Network Lists Policy ACL | ACL_WEBAUTH_REDIRECT ¥
» 802.11a/n/ac _Add | .

» 802.11b/g/n
Policy Access Control Lists

» Media Stream

- Trén Cisco ISE, dé Client c6 thé Redirct dén trang Portal trén Cisco ISE, ta phai chi ra

dia chi IP cua Portal dé mé trang xac thuc, ta lam nhu sau:
Identity Services Engine

Posture

Policy Sets  Profiling Client Provisioning

Click here to do wireless ¢
Dictionaries  * Conditions  ~ Resulls
—

(-]
B Standard Authorization Profiles
For Policy Export go to Adminisiration = System = Backup & Restore = Palicy Export Page
¥ Authorization
J Edit add  [PyDuplicate | 3¢ Delete
Autherization Profiles 3 {% I:L]
[ name Profile a | Description
Downloadable ACLs N
O Blackhols_Wiireless_Access &k Cisco &3 Default profile used to blacklist wireless devices, Ens
+ Profiling . )
[0 Gisco_IP_Phones i Cisco €3 Default profile used for Cisco Phones.
¥ Posture O Cisco_Temporal_Onboard 4 Cisco & Onboard the device with Cisco temporal agent
O Gisco_WebAuth i Cisco €3 Default Profile used to redirect users to the CWA po
+ Client Provisionin, -
u O MsP_Onboard . Cisco 3 Onboard the device with Native Supplicant Provision
[0 Mon_Cisco IP_Phones & Cisco €3 Default Profile used for Non Cisco Phones,
0O ws Hotspoi-Test HotspotPorial Profile i Cisco B3 Wireless Setup generated Authorization Profile for pr
| [0 ws SelfRegister-Test SeliRegi i it 3 & Cisco 3 4 ‘ Wireless Setup generated Authorization Profile for pi
O WS:F‘ 'WS_Self-Register-Test_SelfRegistrationPortal_Profile ‘ Wireless Setup generated Authorization Profile for p.
O ‘WS_Van Minh Pro_HotspotPorial_Profile ks Cisco 3 Wireless Setup generated Authorization Profile for pi
O DpenyAccess Default Profile with access type as Access-Reject
O PemitAccess Default Profile with access type as Access-Accept

- Tiép theo, tai muc Common Task, tim dén muc Web Redirection (CWA, MDM, NSP,
CPP) -> Static IP/Host name/ FQDN -> dién dia chi IP cua Cisco Ise vao -> Chon Submit
dé Iuu lai cau hinh

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt outube.com/(@vnprol49
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“Sice’ Identity Services Engine Home b ContestVisibity b Operations [l lS]

Policy Sets  Profiing  Posture  Client Provisioning ~Policy Elements

Dictionaries  + Condifions  ~ Results
N

e uesepuon Wireless Setu enerated Authonzation Frofile tor portal: W5 _5Selt-Fegister- | est_SelfFegistrationPortal
*Access TYPE | ACCESS ACCEPT .

Metwork Device Profile ek Cisco| « | &

+ Authentication

= Authorization

Authorization Profiles Senvice Templaie

Track Movement

Downloadable ACLs i
» Profiling Passive Idenfity Tracking i
+ Posture
b+ Client Provisioning + Common Tasks

VOICE L'OMAIN FENMISSIon

#| \Veb Redirection (CWA, MDM, NSP. CPP) i

Cenfralized Web Auth R ACL ACL_WEBAUTH_REDIRECT VE||-|3| W5_Self-Register-Test_SelfRe » |

¥ Display Certificates Renewal Message

#|  Static IPMHost name/FODN 10.215.26.50

« Advanced Attributes Settings

[select an item ~I Q|

- Tiép theo ta kiém tra xem Portal vira tao s& dugc ap vao Policy ndo thi ta 1am nhu sau:
Chon Work Center -> Portals & Components -> Guest Portals, tim dén Portal c6 tén khop véi
SSID vira tao luc ndy -> Click vao 1 rule dé kiém tra xem Portal nay duogc st dung & rule nao
(méc dinh 14 Rule Default Policy)

Identity Services Engine Home  » ContextVisibilty  » Operaions  » Policy  » Administration

b Network Access | ~Guest Access » TrustSec  » BYOD  » Profiler  » Posture  + Device Administration + PassivelD

Overview  F ldentities  Identity Groups  Exi ld Sources ¥ Adminisfration  Metwork Devices |~ Portals & Comp t Manage A ts  » Policy Element Paolicy Sets
—

o
Guest Portals 3 @ |
Guest Portals
Guest Types
Choose one of the three pre-defined porial types, which you can edit, customize, and authorize for guest access.
Sponsor Groups
Sponsor Porials

Edit | Duplicate | Delete

Sponsored Guest Portal (default)
Sponsors create guest accounts, and guests access the network using their assigned username and password

L5 Autherizafion setup required

WS5_Hotspot-Test_HotspotPortal
Wireless Seiup hoispot Portal

0 Used in 1 rules in the Authorizafion policy

'W5_5Self-Register-Test_SelfRegistrationPortal
Wireless Sefup Self-Registration Guest Portal 4

© Used in 1 rules in the Authorization palicy

W5S_Test Lab_HotspotPortal
Wireless Seiup hoispot Portal

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https:/ youtube.com/@vnpro149
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- Qua muc Policy Set d¢é kiém tra Policy: click Policy -> tai Policy Default click vao biéu

tuong miii tén nhu hinh bén dudi
aluah Identity Services Engine

Home + Context Visibility + Operations ~ Policy + Administration License Waming 4
Policy Sets Profiling Posture  Client Provisioning  » Policy Elements
Click here to do wireless setup and visibility setup Do not show this again.
Policy Sets
+ Status  Policy Set Name  Description Conditions Allowed Protocols / Server Sequence Hits  Actions  View
Search
Default Default policy set Default Network Access x v+ 235 fe ] >

- Tiép tuc kiém tra muc Authentication va Authorization trong Policy Default nay
o Tai muc Authentication, & muc USE chon Internal Endpoint, tai muc option-> tai

muc If User not found -> chon Continue -> Click Save dé luu cAu hinh
'E'u';'é'&' Identity Services Engine

Home + Context Visibility » Operafions ~ Palicy

Policy Sets Profiling Posture  Client Provisioning » Paolicy Elements ) . B . .
Status  Policy Set Name Description Condrions Click here fo do wireless setup and visibility setup Do not show this again.

Search

Default Default policy set Default Network Access x v | = 735

W Authentication Policy (1)

+ Status  Rule Name Conditions Use Hits  Actions

Search

Intemal Endpeints x v

* Options

If Auth fail
REJECT =T

Default 28 e 3

If User not found
CONTINUE x

If Process fail
DROP x

- Tiép theo, tai myuc Authorization Policy, ta thdy c6 2 policy duoc tao san nhu hinh bén
dudi

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htty vw.youtube.com/(@vnprol49
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Home » Context Visibility » Operafions ~ Policy » Administration

Policy Sets | Profling  Posture  Client Provisioning  » Policy Elements
Click here fo do wireless setup and visiility setup Do not show this again

Results
Status  Rule Name Conditions Profiles Security Groups Hits  Actions
Search
B wircless MAB
W5_Sel-Register-
[©] Test_SelfRegistrationPortal_Guest AND El Guest Flow | = PermitAccess | + Guesis x v = 0 o
AccessPoiicy
g Radius-Called-Station-ID ENDS_WITH :Self-Register-Test
WS_Sel-Register- Bl Wireless_MAB [ W5_Sel-Register-Test_SelRegist
_Self-Register-Test_SelfRegist
® Test_SelfRegistraionPortal_Redir  AND —_— = =+ Select from list -+ 0 o3
ectPolicy EI Radius-Called-Station-ID ENDS_WITH :Self-Register-Test
WS5_WVan Minh 3
[C] Pro_HoispotPortal_GuestAccessP CI' | x PermitAccess | + Guests x v + 0 o

olicy

- Kiém tra user két n6i vao SSID nhu sau:
Click vao biéu twgng wifi, chon SSID dé két ndi 1a Self-Register-Test -> Connect

Cira s6 Sig On hién thi ra, chon Or register for guest access dé c6 thé tu tao account dé login vao
mang

tificate error: Navigation J B signon X [+ v = >
I A Certificate error | https://10.215.26.50:8443/portal/PortalSetup.action?portal=4071bb02-101e-11ea-a86a-000c29e6f223&sessionld=2e1ad70a000000007f3dd Prg = L =3

. HIGH-TECH
CORPORATION

Welcome to the Guest Portal. Sign on with the username and password
provided o you.

USERNAME:

PASSWORD:

By signing up you agree to the terms and conditions

‘ Or reqister for guest access

- Tiép tuc, dién day du cac thong tin yéu cdu nhap bén dudi -> Chon Register dé truy cap
mang Wifi

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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= } B Certificate error: Navigation] 5 self Registration 3% I AL

<« > O m A Certificate error | https://10.215.26.50:8443/portal/SelfRegistration.action?from=LOGIN hxg >

Create Account
Provide us with some information so we can create an account for you.

FIRST NAME*

VnPro

LAST NAME

| Chuyen Viet

EMAIL ADDRESS

| vnpro@vnpro.org|

LOCATION

VnPro |

e conce |

' \‘W\ ¢
I3 X il
B BRI

- Chon Sign On

B a ‘ 5 Certificate error: Navigation J 5 Account Created X [+ v =

< > 0O 7 A Certificate error | https://10.215.26.50:8443/portal/CreateAccount.action?from=SELF_REGISTRATION pxg = 7

Account Created
Use the following information to sign on to the network

vchuyenviet
PASSWORD:
6306*DY~
FIRST NAME:
VnPro

LAST NAME:

Chuyen Viet
EMAIL:
VNpro@vnpro.org
LOCATION:
VnPro

- Click Accept dé dong y cac diéu khoan st dung

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https: outube.com/@vnprol49
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B a 1 [ Certificate error: Navigation ] 3 Acceptable Use Policy X l+ v ]

<« - O m A Certificate error | https://10.215.26.50:8443/portal/SelfRegistrationSuccess.action?from =SELF_REGISTRATION_SUCCESS prg =

Acceptable Use Policy
Please read the Acceptable Use Policy

Please accept the policy:You are responsible for maintaining the
confidentiality of the password and all activities that occur under
your and password.Cisco Systems offers the Service
for activities such as the active use of e-mail, instant messaging,
browsing the World Wide Web and accessing corporate intranets
High volume data transfers, especially sustained high volume
data transfers, are not permitted. Hosting a web server or any
other server by use of our Service is prohibited. Trying to access
someone else's account, sending unsolicited bulk e-mail,
collection of other people’s personal data without their knowledge
and i with other network users are all prohibited.Cisco
Systems reserves the right to suspend the Service ifCisco
Systems reasonably believes that your use of the Service is
unreasonably excessive or you are using the Service for criminal
or illegal activities. You do not have the right to resell this Service
to a third party.Cisco Systems reserves the right to revise, amend
or modify these Terms & Conditions, our other policies and
agreements, and aspects of the Service itself. Notice of any
revision, amendment, or modification will be posted on Cisco
System’s website and will be effective as to existing users 30
days after posting.

- Sau khi chdp nhén céac diéu khoan, Portal s& Ridiect tGi Website ma ching ta di cau hinh
chuyén hudng sau khi xac thyc thanh cong
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