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Lab — Xac thwe WIFI Guest str dung phuwong thirc Web Auth

1. Sodo

000000 LAN ;
wiC L\Jj

10.215.26.46

2. Céu hinh
Céu hinh AP Join hoat dong & Lighweight va Join WLC

cisco MONITOR ~ WLANs CONTROLLER ~WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Wireless AllAPs
¥ Access Points Current Filter Nane [Change Filter] [Clear Filter]
All APs
= Radios

802.11a/n/ac Number of APs 1
802.11b/a/n
Dual-Band Radios

Global Configuration AP Name 1P Address(1pv4/Ipv6)

Operational Speed
AP Model AP MAC AP Up Time Admin Status  Status PoE Status Etho
» Advanced 3602-1928 192.168.3.230 AIR-CAP36021-N-KS  d4:8c:b5:93:1e:52 0d,00h05m 355 Enabled REG PoE/Full Power 100 Mbps
Mesh
b ATF
RF Profiles

FlexConnect Groups
FlexConnect ACLs

Céu hinh SSID Guest st dung phuong thiic x4c thyc Authentication
o Tao SSID nhu sau: Chon WLAN -> Create New dé tao méi SSID

CIsco MONITOR ~ WIANS CONTROLLER  WIRELESS ~SECURITY ~MANAGEMENT COMMANDS HELP  EEEDBACK
WLANs WLANs
vvll:.‘l:l‘\ls Current Filter:  Mone [Change Filter] [Clear Filter] Create fNew v G
WLANs
b Advanced

WLANID Type Profile Mame WLAN SSID Admin Status Security Policies

o PDién thong tin Profile Name va SSID -> chon Apply dé luu lai (Profile Name va
SSID khong nhét thiét phai gidng nhau)
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Saye Configuration  Ping

cisco MOMITOR ~ WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK
WLANs WLANSs > New _=Back || _ npply
~ WLANs Trpe [WiAN -
WLANS
» Advanced Profile Mame |\\' fi-Guest |
551D |cuesT |
it [1 v

o) Tiép tuc, ta check vao muc Status ciia SSID vira tao dé cho phép SSID nay hoat
dong

clisco w C LLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit "Wifi-Guest’
¥ “;:‘;:5 General '|’ Security T Qos T Policy-Mapping ‘I’ Advanced ‘|
s
» Advanced ) -
Profile Name |W|f|-Gue5t ‘
Type WLAN
SSID |GuesT |
Status | Enabled I
Security Policies [wPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All v
Interface/Interface Group(G)
Multicast Vlan Feature ) Enabled
Broadcast 551D ¥/ Enabled
NAS-ID nong

o Qua tab Security, tai muc Layer 2, tai muc Layer 2 Security ta chon phuong thirc
bao mat la None

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANs > Edit 'Wifi-Guest’
v WLANs
s | General | Security = QoS | Policy-Mapping | Advanced |
» Advanced Layer2 | Layer3 | AAAServers |
Layer 2 Secunty & | None v

MAC Filtering®

Fast Transition

Fast Transition Adaptive ¥
Over the DS v
Reassociation Timeout 20 Seconds

o Qua muc Layer 3, ta chon phuong thirc xé4c thuc 1a Web Policy va chon kiéu xac
thuc 1a Authentication
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CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit "Wifi-Guest’
b “:A:‘S:S | General I Security | QoS I Policy-Mapping I Advanced |

s
» Advanced | Layer 2 | Layer 3 | AAA Servers |

Layer 3 Security | Web Policy ¥

'®) puthentication

' Passthrough

'/ Conditional Web Redirect

') Splash Page Web Redirect

) On MAC Filter failureZ

Preauthentication ACL IPv4 |None r IPv6 |None ¥ WebAuth FlexAcl | None

Sleeping Client || Enable

Over-ride Global Configg | Enable

VPN Pass-Through

VPN Gateway Address 0.0.0.0

- Tao User dung dé xac thuc khi User két ndi véi SSID GUEST: Chon Security -> Local
Net Users -> New

Save Configuration  Pin Logout Refi
alvaln, e Config Bing  Logout B

(o Fof ¢] MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT Hi
= 1
Security Local Net Users _ New...

w AAA
General
« RADIUS Items O to O of 0
Authentication
Accounting
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users 2
tering

w Disabled Clients

User Name WLAN Profile Guest User Role Description

- Tiép theo, ta tao thong tin username nhu sau:
o User name: tén tai khoan dang nhap
Password: mat khau dang nhap
Confirm Password: xac nhan lai mat khau
Guest User (option Check or Uncheck)
Lifetime (seconds): thoi gian user két ndi vao mang bang username nay
WLAN Profile: Chon tén SSID dung dé két ndi tir User nay
Desscription: mo ta

O O O O O O
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Save Configuration Ping Logout Refres

MONITOR  WLANs C OLLER  WIRELESS SECURITY  MANAGEMENT COMMANDS A Hom

< Back Apply

Security Local Net Users > New
v AAA
User Name
General
» RADIUS Password
Authentication
Accounting Confirm Password
Fallback
d
DNS Guest User
Downloaded AVP Lifetime (seconds) 3600
¥ TACACS+
LDAP Guest User Role
Local I‘.Jet 953’5 WLAN Profile Wifi-Guest ¥
MAC Filtering
= Disabled Clients Description User s(r dung cho Wifi Guest

User Login Policies

Sau khi hoan tat cau hinh cho SSID GUEST, ta chon Apply dé luu lai cdu hinh.

Ta cAu hinh chinh sach cho viéc xac thuc nay nhu sau, qua tab Security -> chon Web
Auth -> Web login Page -> trong muc Web Authentication Type chon Internal, trong
muc Redirect URL after login ta dién thong tin Website dugce Redirect téi sau khi xac

thuc thanh cong -> Chon Apply dé luu lai cAu hinh

Saye Configuration ~ Ping

afraln
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY

,
Preview... Apply

MANAGEMENT COMMANDS HELP  FEEDBACK

Security Web Login Page
v AAA
Web Authentication Type Internal (Default) v
General 3
~ RADIUS Redirect URL after login https://vnpro.vn
Authentication
Accounting This page allows you to customize the content and appearance of the Login page.
Fallback The Login page is presented to web users the first time they access the WLAN if
DNS "Web Authentication’ is turned on (under WLAN Security Policies).
Downloaded AVP R
b TACACS+ Cisco Lage ®show (O Hide
(LeEts Headline
Local Net Users M
MAC Filtering essage
~ Disabled Clients
User Login Policies
AP Policies
Password Policies
Wireless Protection
Policies
i
¥ Web Auth 2
Web Login Page
ertcate

3. Kiém tra
Két ndi vao SSID GUEST

Hoai Phat Auto 1

] (0]
Mobile
Airplane mode  hotspot

"
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- Chon Detail -> Go on to the Webpage dé md trang truy cap vao dé xac thuc
- Click Accept dé truy cap vao Internet

Web Authentication % Ieg

c @ © & nttpsy//1.1.1.1/login.htmi?redirect=www.msftconnecttest.com/redirect

(@ Ban phéi dang nhap vao hé thdng nay trudc khi ban co thé truy cap Internet.

Welcome to the Cisco wireless network

Cisco is pleased to provide the Wireless LAN infrastructure for your
network. Please legin and put your unified wireless solution to work.

- Sau khi xac thyc thanh cong thi s& tw dong Redirect User dang két ndi SSID GUEST dén

dia chi Website ma ching ta cau hinh ban dau
& O o & httpsy//vnprovn/ * 3=

Thanh, TRPHCM \; (028) 35124257 - 0933 427 079 Follow us f . L

GI01 THIEU CHUONG TRINH DAO TAO SACHLABPRO DICHVU THUVIEN TINTUC-SUKIEN  LIENHE
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