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2. Céu hinh trén WLC
- Pau tién ta can phai cau hinh join AP vao WLC

cisco MONITOR ~WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Wireless AllAPs
¥ Access Points Current Filter Mene [Change Filter] [Clear Filter]
Al 4Ps
= Radios
802.11a/n/ac Number of APs 1
802.11b/g/n
i dies Operational speed
Global Configuration AP Name 1P Address(Ipv4/Ipv6) AP Model AP MAC AP Up Time Admin Status  Status PoE Status EthD
b Advanced 3602-1928 192.168.3.230 AIR-CAP3602I-N-KS  dd:8c:b5:93:1e:52 04d,00h05m35s Enabled REG PoE/Full Power 100 Mbps
Mesh
» ATF

RF Profiles

FlexConnect Groups
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- Céhu hinh tao thong tin x4c thuc tai khoan trén WLC: Tai tab Security -> Local Net Users

- > New dé tao tai khoan
Saye Configuration  Bing Logoaut  Befresh

HONTTOR WLANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS ] Hame

Security Local Net Users 1 |

= RADIUS
Authentication
Accounting
Fallback
DS
Davimloaded AVP
® TACACS+

Itemrs D tod of O

User Hame WLAN Profile Guest User Role Description

Local Nat Uears
MAC Filtaring
= Disabled Cliants

- Tién hanh tao Username va Password twong tg -> chon Apply dé luu lai cdu hinh

Save Configuration  Mng  Logout Rafresh

MONITOR WLAMs CONTROLLER WIRELESS SECURITY  MANAGEMENT  COMMANDS A Home
Security Local Met Users > New _<Back | | _ Apply
v AAA

P WUsar Hama admin

= RADIUS

Auithentication

Basseed

Canfirm Pazsword

Guest User
N WLAN Prafils Any WLAN i
Lecal Mat Ussrs Dessrapticn

MALC Filtaring

= Disabled Clisnts
Usar Login Policias
AP Policas
Password Palicies

- Tiép tuc qua muc Local EAP tao Profiles EAP: Profile -> New

Configuration  Ping  Logout Befresh

WIRELESS UTY Co A Home

Security Local EAP Profiles Newi., Apply

w RADIUS Profile Nams= LEAP EAP-FAST EAP-TLS PEAP

Authantication
Accounting
Fallback
DHE
Dowrloaded AWP
¥ TRCACE+
LOAR
Local Net Wsars
MAC Filtering
= Disabled Clients
User Login Palicies
AP Palicies
Passwond Polices

* Local EAP

Farameters
Authentication Priority

Advanced EAP

- Tadit tén cho Profile nay -> chon Apply dé luu cau hinh

Saye Configuration  Ping  Logout  Befre

MONITOR  WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS A Hom
Security Local EAP Profiles > New < Back ply
v AAA
Fov— Frofila Hama 802.1x

Passward Palicies
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- Check vao PEAP dé xéc thuc -> Apply dé luu lai cau hinh

Save Configuration  Ping  Logout Refresl

MONITOR ~ WLANs CONTROLLER  WIRELESS  SECURTTY  MANAGEMENT AMANDS  HELP

Local EAF Frofiles Mewr... Apply I

Profile Name LEAR EAP-FAST EAP-TLS PEAR
a02.0x < (-]
DHS
Dowvinloaded AVR
» TACACS+
Loap

Local Nat Usars
MAC Filtering

= Disabled Clients
User Login Palicies
AP Palicies
Password Polices

* Local EAP
General
s
EAP-FAST Paramsters
Authentication Br

- CAu hinh SSID

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs
- W.L:ts Current Filter:  None Ichaoge Fiter] [Clear Filter) Create New v - ‘ 2
» Advanced

WLANID Type Profile Name WLAN SSID Admin Status Security Policies

Tiep theo, ta dién thong tin Profile Name va tén cua SSID -> chon Apply dé luu cau hinh
N I i I I Save Configuration Ping Logout Refresh
CIsCO MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY

MANAGEMENT  COMMANDS A Home

WLANs WLANS > New

+ WLANs

T WLAN v
WLANS yee
» Advanced Profile Name |Wire|ess 802.1x ‘
ssID [Test ‘

bin]

N mim
CIsCo MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit "Wireless 802.1x'
hd V\\lﬂ:_::s General \|' Security T Qos T Policy-Mapping T Advanced ‘|
s
» Advanced N -
Profile Name |wireless 802.1x |
Type WLAN
ssID Test |
Status ¥ Enabled
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Palicy All v
Interface/Interface Group(G)
Multicast Vlan Feature ") Enabled
Broadcast 5510 ¥ Enabled
NAS-ID nong
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- Tiép theo, ta s& cau hinh phuong thirc xac thuc 802.1x cho SSID nay nhu sau: qua tab
Security, tai Layer 2 Security chon WPA + WPA2, tiép tuc tai muc WPA + WPA

Parameters check vao WPA2 Policy, tai muc Authentication Key Management check vao

802.1x
afra]
CIsCoOo MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANS > Edit "Wireless 802.1x"
~ WLANs ; ' — . . — |
WLANS General | Security | QoS | Policy | Advanced
b Advanced

Layer 2 | Layer 3 | AAA Servers |

| Layer 2 Se-curity§ WRASWRAZ v |

MAC Filtering2

Fast Transition

Fast Transition Adaptive ¥
Over the DS v
Reassociation Timeout |20 Seconds

Protected Management Frame

PMF Disabled ¥
WPA+WPA2 Parameters

WA Pelicy
WPA2 Policy v |

WPA2 Encryption +AES TKIP
OSEN Policy

Authentication Key M. 1t 18

| B0Z.1X ¥ Enable |

OO Erabl

A

Foot Notes

- Quatab AAA server, tai muc RADIUS Servers bo chon Authentication Servers va
Accouting Servers

Layer 2 l Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

RADIUS Server Overwrite interface | /Enabled
Authentication Servers Accounting Servers EAP Parameters
) Enabled | Enabled B Enable =

Server 1 | None ¥ || None v

Server 2 | None ¥ || None '7:;

Server 3 | None v || None v]

Server4 [None v |[None v]

Server 5 ::None_ ' None 2

Server 6 ::None ' None v 7'

RADIUS Server Accounting

Interim Update

LDAP Servers
4
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tai muc Local EAP Authentication check vao Enable dé kich hoat Profile EAP -> chon
Apply dé luu cau hinh

Sawe Configuration

CISCO MONITOR  WLANs  CONTROLLER WIRELESS  SECURITY  MANAGEMENT  COMMANDS
WLANs WLANSs > Edit 'Wireless 802.1x’ <Back | _ Apply
* WLANs F . g v Y ~
WLANS General | Security | QoS | Policy-Mapping | Advanced

ptiianced | Layer 2 | Layer 3 | AAA Servers |
Server 4 |None ¥ ||Mone v -
Server 5 |None ¥ ||MNone v
Server € | None ¥ || Mone bl

RADIUS Server Accounting

Interim Update Ld Interim Inlerva\l:l Seconds
LDAP Servaers

Server 1 |None ¥
Server 2 |None ¥

Server 3 |None ¥

Local EAP Authentication

Local EAP Authentication ¥ Enabled
EAP Profile Name 802.1x ¥

Authentication priority order for web-auth user

Mt Hlead Nedar llead Fae Authanti

- Tién hanh kiém tra: chon connect vao SSID vira tao, ctra x6 yéu cu ding nhap thong tin
hién thi ra, ta dién thong tin username va Password da tao dé dang nhap vao SSID nay.
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