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Lab: Overview ISE REST APIs
B4t API ISE

DE bao mat, cac API ISE REST bj tat theo méc dinh dé tranh 16 quyén truy cip quan trj vao
ISE trir khi ban muén va lén k& hoach cho quyén truy cap quan tri.

Trong ISE GUI, nhdn = ) Administration ) System ) Settings ) API Settings.

Context Visibility Operations Policy Administration Work Centers

System Network Resources pxGrid Services

Deployment Network Devices Summary
Licensing Network Device Groups Client Management
Certificates Network Device Profiles Diagnostics
Logging External RADIUS Servers Settings
Maintenance RADIUS Server Sequences

Upgrade NAC Managers

Health Checks External MDM

Feed Service

Backup & Restore Location Services Profiler

Admin Access

Settings
g Device Portal Management Threat Centric NAC

Blocked List Third Party Vendors

Endpoint Scripts >

Proxy

SMTP Server
SMS Gateway
System Time

API Settings ]

Nh&p vao tab API Settings.
Bat ERS (Read/Write).
Bat Open API (Read/Write).
Nhap vao Save dé luu cac thay déi cda ban.

© Khéng bat CSRF Check.
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Overview API Service Settings AP| Gateway Settings

v API Service Settings for Administration Node

@D ERS (Read/Write)

@D Open API (Read/Write)

~ CSRF Check ( only for ERS Settings )

(O Enable CSRF Check for Enhanced Security (Not compatible with pre ISE 2.3 Clients)

© Disable CSRF For ERS Request (compatible with ERS clients older than ISE 2.3)

Xem cac API ISE ERS

Sau khi bat ISE ERS va Open API, ban c6 thé xem tai liéu vé ching tryc tiép tir ISE cda minh.
Nh&p vao tab Overview.

Cudn xubng cudi tab Overview dé xem so d06 giai thich cach tat cd API ISE ERS hién duoc
truy cap bang cong HTTPS tiéu chuin (443).

Nhap vao lién két dé xem tai lieu API ISE ERS duoc tich hop san (https://ise:9060/ers/sdk

*Chinh stra URL trong trinh duyét ctia ban bang cach x6a:9060 va nhan Enter dé xac minh
rang Cong APl dang cung cap cac tai liéu API ERS.

Trong menu bén trdi, ban cé mot s6 phan:

Quick Reference: huwéng dan dé tao quyén truy cap dwa trén vai tro, téng quan vé cach
REST hoat déng, giai thich vé Error Codes, example headers, va output cho céc hoat dong
tao, doc, cap nhat va xoa.

APl Documentation: tham chiéu cta ban dén tat c3 céc tai nguyén ISE ERS. Pay la noi
ban danh nhiéu thoi gian hon dé xem liéu cé tai nguyén nao phu hop véi nhu ciu cta ban
hay khong, tai nguyén dé ho trg nhitng phuong phap nao (POST, GET, PUT, DELETE) ciing
nhu céc thudc tinh va gia tri ma ching hd tro. C6 ndi dung vi du va cau tra 16i cho moi
phuong phap.
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Developer Resources: dua ra cac vi du vé cach bt dau st dung API ISE ERS v&i cac cong
cu khac nhau nhu curl, python va Postman.

API| Settings

Qverview API Service Settings AP| Gateway Settings

API Services Overview

Cisco ISE allows for APl access to manage ISE nodes via two sets of AP| formats: External Restful Services (ERS)
and Open API. Starting ISE release 3.1, newer APIs are available in the Open API format. ERS and Open API
services

are a REST API based on HTTPS operating over port 9060 and 443, respectively. Both the API services are disabled
by default and can be enabled by changing the API Service Settings. An ISE administrator with the “ERS-Admin” or
“ERS-Operator” group assignment is required to use both the API services.

For more information on ISE ERS API, please visit:
https://10.10.20.77:9060/ers/sdk

For more information on ISE Open API, please visit:
https://10.10.20.77 /api/swagger-ui/index.html

ISE API Role-Based Access Control (RBAC)

Ban c6 thé tao ngudi dung quan tri ISE véi quyén truy cap Read+Write va Read-Only access.

Nhidp =) Administration ) System ) Admin Access ) Administrators ) Admin
Groups.

Context Visibility Operations Policy Administration Work Centers

System Network Resources pxGrid Services

Deployment Network Devices Summary
Licensing Network Device Groups Client Management
Certificates Network Device Profiles Diagnostics
Logging External RADIUS Servers Settings
Maintenance RADIUS Server Sequences

Upgrade NAC Managers

Feed Service
Health Checks External MDM
Backup & Restore Location Services Profiler

Admin Access

Settings Threat Centric NAC

I Authentication
Authorization >

Administrators v

Admin Users

Admin Groups ]
Admin Groups
Settings >

Quan sat c6 hai nhom dé kiém soat quyén truy cap API:
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ERS Admin: Tai khodn nguoi dung trong nhém nay cé ca hai quyén Read+Write cho tat
ca ISE APIs (ERS, OpenAPI, MNT, va pxGrid).

Q) Tai khodn ngudi diing quan tri ISE 1a Super Admin va cé dic quyn Quan trj vién
ERS theo mac dinh.

ERS Operator: Tai khoan ngudi dung trong nhém nay cé quyén Read-Only .

A\ ISE khodng c6 cac kiém soat RBAC chi tiét dé cho phép cac déc quyén Read+Write
cho céc tai nguyén riéng lé.

ISE s&r dung Read + Write hodc Read-Only cho tat ca cac tai nguyén API.

+ Add /
O Name External Groups Mapped Description
[:] 83 Customization Admin 0 Access Permission to Guest Menu and Device Portal Management.
E] $2 ERS Admin 0 Full access permission to External RESTful Services (ERS) APIs. Admins...
[:] $2 ERS Operator 0 Read-only access permission to the External RESTful Services (ERS) A

Nhidp =) Administration ) System ) Admin Access ) Administrators ) Admin Users.

Authentication

Authorization >
Administrators ~
Admin Users \EI

Admin Groups

Settings > I

Nhap I=|']=Add va Create an Admin User.

-+ Add

(] Description Fi

Create an Admin User

D Select from Metwork Access Users > Default Admin User
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Tao ngudi dung ers-admin v&i mat khau Clsco12345.
Administrators List > New Administrator
~ Admin User
" Name ers-admin
Status Enabled ~
Email (7] include system alarms in emails
External (]
Read Only [_]
Inactive account never disabled (]
~ Password
" Password esecosecpe ®
* Re-Enter Password oo 00eeeeee .
[‘ Generate Password l
Chon Admin Group: ERS Admin.
Last Name
Admin Groups
=Q
~ Account Options N
82 Customization Admin
Description
8% ERS Admin
Change password on next login D 5% ERS Operator
4% Elevated System Admin
v Admin Groups 4% Helpdesk Admin
42 Identity Admin
v
S Select an item ~
Nhap Submit.
O Status Name Description First Name Last Name Email Address Admin Groups
D @ Enabled & admin @ Default Admin User Super Admin
D B Enabled @ ers-admin ERS Admin

Nhap 5EAdd va Create an Admin User.

Tao nguwdi dung ers-operator véi mat khau Clsco12345.
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~ Admin User

* Name
ers-operator

Status Enabled ~

Email . .
[:] Include system alarms in emails

External ] (D
Read Only D

Inactive account never disabled D

~ Password

* Password

000000000 ( ::.

* Re-Enter Password -
oy
2000000000 ®

Generate Password

Chon Admin Group: ERS Operator.

Last Name
Admin Groups
Q
v Account Options =
Description y P . )
83 Customization Admin
Change password on next login D %2 ERS Admin

%% ERS Operator

. 53 Elevated System Admin
v Admin Groups

%2 Helpdesk Admin

. . 92 Identitv Admin v
= ERS Operator ~
Chon Submit.
+ Add
a Status Name Description First N\ame Last Name Email Address Admin Groups
D Enabled & admin Default Admin User Super Admin
D Enabled @ ers-admin ERS Admin
D Enabled @& ers-operator ERS Operator

(D Ban sé st dung tai khoan quan trj vién mac dinh trong lab nay cho tat ca cac hoat
dong cla Quan trij vién ERS.
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ISE and Open APIs

ISE 3.1 c6 mot bd APl méi ho tro Sang kién OpenAPI. Viéc xay dung va chi dinh cac API theo
tiéu chuadn OpenAPl ddm bao tinh nhat qudn trong c3 tai liéu va céng cu cho phép chia sé
nhanh chdng, tinh linh hoat va hd trg cdng cu cho mot API. Ban c6 thé viét cac APl mé &
dinh dang JSON hodc YAML, ca hai déu cé thé hoan d6i cho nhau bang tool.

Céc APl dugce xay dwng theo mé hinh OpenAPI cho phép cad ngudi va may xay dwng, hiéu va
str dung cdc APl ma khéng can xem ma ngudn hodc tai liéu khac. Ban tham chi cé thé xay
dung mot giao dién gia trén dac diém k§ thuat ma khéng can viét bat ky ma nao dé hiéu
xem d6 cé phai 13 diéu ma hai hodc nhiéu bén ddng y vé cach twong tac vdi API va nhirng gi
né cung cap hay khong..

paths: .,
— /network-access/policy-set: <endp0|nt path

parameters:

_E O pe nA P' E Xa m p | e ‘ﬁ . ; $ref: '#/components/parameters/XRequestIdHeader'
» get:

YAML summary: Network Access - List of policy sets.
description: Get all network access policy sets.
operationId: getNetworkAccessPolicySetList
tags:

- Network Access - Policy Set

Policy.yaml regones

responses description: List of network access policy sets

content:
application/json:
openapi: 3.0.2 ¢ Schema version SChene ey
items:

info: $ref: '#/components/schemas/PolicySet’
title: Policy APIs
description: Policy APIs for manage Policy Sets, authorization
policies, authentication policies, and policy elements.
version: 1.0.0

'400':
$ref: '#/components/responses/BadRequest’
'404':

$ref: '#/components/responses/NotFound’

license: .
name: Apache 2.0 POST » post: . )
url: https://www.apache.org/licenses/LICENSE-2.0.html ‘ summary: Network Access - Create a new policy set.
contact: description: Network Access - Create a new policy set.
email: sttulchi@cisco.com operationId: createNetworkAccessPolicySet
tags:
- Network Access - Policy Set
servers: / ] request‘sody:
- url: 'https://{server}/vl/policy' < base URL ‘ required: true
variables: \ content:
server: application/json:
default: localhost schema: , ) )
description: The host where the API is rooted $ref: '#/components/schemas/PolicySet
responses:
/ 2o : ?
security: / . . reSpOnseS description: Created
- BasicAuth: []  © authentication ‘ content:
E application/json:
schema:

sref: '#/components/schemas/PolicySet'
$ref: '#/components/responses/BadRequest’
4':

$ref: '#/components/responses/NotFound"’

Tiép can Open APIs trong ISE

O ISE GUI, Nhdp =) Administration ) System ) Settings ) API Settings.

Context Visibility Operations Policy Administration Work Centers

System Network Resources pxGrid Services

Deployment Network Devices Summary
Licensing Network Device Groups Client Management
Certificates Network Device Profiles Diagnostics
Logging External RADIUS Servers Settings
Maintenance RADIUS Server Sequences

Upgrade NAC Managers

Feed Service
Health Checks External MDM

Backup & Restore Location Services Profiler

Admin Access

Settings
g Device Portal Management Threat Centric NAC
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Endpoint Scripts >

Proxy

SMTP Server
SMS Gateway
System Time

API Settings

()]

Bam vao Overview tab.

Nhap chudt phai vao lién két cho ISE Open APIs (Swagger-Ul) va chon Open in a New Tab.
N&u ban két néi véi ISE bang dia chi IP clia nd, thi ban s& nhan duoc 1&i nhac xac thuc. Nhap
tén ngudi dung va mat khau cha ban

Overview API Service Settings API| Gateway Settings

API| Services Overview

Cisco ISE allows for APl access to manage ISE nodes via two sets of AP| formats: External Restful Services (ERS)
and Open API. Starting ISE release 3.1, newer APIs are available in the Open API format. ERS and Open API
services

are a REST API based on HTTPS operating over port 9060 and 443, respectively. Both the API services are disabled
by default and can be enabled by changing the API Service Settings. An ISE administrator with the “ERS-Admin” or
“ERS-Operator” group assignment is required to use both the API services.

For more information on ISE ERS API, please visit:
https://10.10.20.77:9060/ers/sdk

For more information on ISE Open API, please visit:
https://10.10.20.77 Japi/swagger-ui/index.htm|

Q) Ban c6 thé mé hai tab dé& cé thé d& dang chuyén ddi gitta GUI va Open API

Quan sat Cisco ISE API - Backup Restore trong giao dién ngu¢i dung Swagger. Swagger la
mot tién ich API duoc tich hop san cho cac APl mé, cho phép ban xem tai liéu APl va tham
chi thue thi cdc API tryc tiép trong trinh duyét web cta ban. Khong can cdng cu hodc tip
[énh nao khac.

@ svogeer Select a definition

Cisco ISE API - Backup Restore ™ @&

Servers

[ nttps/10.10.20.77:443 - Inferred unl_ ~ |

backup-restore-api-controller the backup-restore API >
Backup And Restore >
Schemas >

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol149
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Tao ISE Repository vdi Open APls

Chung ta st dung cac Open API ISE md&i dé tao FTP repository.

Trong tién ich ISE Swagger, hdy m& menu & gdc trén bén phai ciia man hinh dé xem danh
sach hién tai cla tat ca cac tai nguyén ISE duoc xac dinh bang Open API.

Backup Restore
Certificates
Policy
Repository
Task Service
TrustSec

Chon Repository d& xem tai nguyén kho luu trit va cac method dugc hd tro cho cac hoat
doéng trong ISE.

Nh&p vao Repository d& m&@ menu va xem lai tat ca cdc hoat ddong déi vai tai nguyén kho lvu
triv.

Lwu y cac phuong thirc HTTP GET, POST, PUT va DELETE.

Pudng dan dén tai nguyén va bat ky bién nao nhu {repositoryName} dwoc xac dinh rd
rang trong {}.

M6 ta don gian vé nhitng gi mbéi phuong phap thyc hién dugc in & bén phai dé gitip ban
tim thay nhirng gi ban can.

repository-api-controller the repository APl >
Repository 4
fapi/vl/repository Get list of repositories 8
[ °538N /api/vl/repository Creals anew repository ]
fapi/vl/repository/{repositoryName} Get a specific repository i
/api/vl/repository/{repositoryName} Updals the definition of a specific repository ]
IEEEE) /2ri/vi/xepository/ (repositoryName) Deloo a spociic apository &
GE’ /api/vl/repository/repositoryName}/files Gellistof fils in a repository ]
Schemas >

M& yéu cau GET / api / vl / repository d& nhan danh sach tat ca cac repository duwoc xac
dinh .

Bam nut Try It Out.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol149




;\/ﬁPm

CONG TY TNHH TU VAN VA DICH VY CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

PC: 276 - 278 Ung Viin Khiém, P. Thanh My Tay, Tp. Ho Chi Minh
DT: (028) 35124257

Hotline: 0933427079 Email: vnpro@vnpro.org

Repository v
/api/vl/repository Getlistof repositories ™
This will get the full list of repository definitions on the system
pormne
n ’
Bam nut Execute.
Repository v
m /api/vl/repository Getlist of reposilories =

This will get the full list of repository definitions on the system.

Parameters Cancel

No parameters

Duéi muc Responses, ta thay:
Lénh curl twong duong da duoc thyc thi
URL yéu cau day dd d3 duogc sir dung
M3 phan h6i 200 tir ISE 1a mot thanh cong
Response Headers cé thé hitu ich nhwng khéng hitu ich trong trudng hop nay.
Cac phan hoi cé thé cé véi Ma va M6 ta cua tirng két qua
Tao méi repository trong ISE bang POST /api/v1/repository request:

BAm nut Try It Out.

Repository v
m /api/vl/repository Getlistof repositories s
/api/vl/repository Crealeanew repository -

Create a new repository in the sysiem. The name provided for the repository must be unique.

Thay thé& ndi dung Request Body yéu cau bang ma JSON sau:

"name": "WindowsServerFTP",
"protocol": "FTP",
"serverName": "10.10.20.90",
"path": "/",

"userName": "ise",

"password": "Clsco12345"

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol149
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}

Parameters Cancel

No parameters

Request body application/json v ]

Vi

I )

Nh&p vao Execute va ban nhan duwgc Code 200 trong phan Response Body:

{

"Success": {

"message": "Repository created successfully: WindowsServerFTP"

}I

"version": "1.0.0"

Server response

Code Details

=Y Response body

succesafully: WindowsServerPIp:

Xem Repository mdi tao

Cudn |én phan GET /api/vl/repository request and execute nd mot lan nira dé xem
repository.

Q Mat khau khong hién thi trong dau ra API dé bdo mat.

Server response

Code Details

200

Response body

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt youtube.co
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Chuyén sang tab ISE GUI trong trinh duyét cia ban va nhdp =) Administration )
System ) Maintenance ) Repository d& xem kho Iwu trit FTP ca ban d3 dwoc dinh cau
hinh gidng nhu khi ban lam trong GUI.

Hotline: 0933427079 Email: vopro(@vnpro.org

Context Visibility Operations Policy Administration Work Centers

System Network Resources pxGrid Services

Deployment Network Devices Summary
Licensing Network Device Groups Client Management
Certificates Network Device Profiles Diagnostics
Logging External RADIUS Servers Settings
Maintenance RADIUS Server Sequences

Upgrade NAC Managers

Health Checks External MDM

Feed Service

Backup & Restore Location Services Profiler

Admin Access

Settings
Device Portal Management Threat Centric NAC

Patch Management
I Repository |i|
Operational Data Purging

Localdisk Management

Repository List

Selected 0 Total 1 ) {5
+ Add + Generate Key pairs All ™ ?
O Repository Name A~ Protocol Host Path
C] WindowsServerFTP ftp 10.10.20.90 /

Chay mét ban sao luu vao kho lwu trir cta ban

V&i AP, ban cé thé 1am dugc nhiéu viéc hon 13 GET, POST, PUT va DELETE tai nguyén. Ban
cling c6 thé sir dung ching dé kich hoat cac hanh dong nhuv tao ban sao Iwu ciu hinh ISE cua
minh.

Chuyén sang tab Swagger Ul trong trinh duyét ca ban.

T menu Select a definition, hdy chon Backup Restore.
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LEICTRER ENGH  Backup Restore

Backup Restore
Certificates

Policy
Repository
Task Service
TrustSec

Chon POST /api/v1l/backup-restore/config/backup request.
Bam nut Try It Out.

Backup And Restore v

m /api/vl/backup-restore/config Take the config DB backup now by providing the name of the backup,repository name and encryption key. The API retums the task ID. Use the Task Service status AP to ey
/backup get the status of the backup job

Triggers on demand configuration backup on the ISE node. The API returns the task ID. Use the Task Service status API to get the status of the backup job.

Parameters Try it out

Cap nhat Request Body dé dung WindowsServerFTP repository:
{

"backupEncryptionKey": "Clsco12345",

"backupName": "My_First_APIl_Backup",

"repositoryName": "WindowsServerFTP"

Parameters ‘ Cancel

No parameters

Request body [ appiicationjsan ~

“backupEncryptionKey®: "Clscol2345¢,
‘backupHame®: "My First AP Backup",
g . "Hind VerFIE"

Chon Execute va ban nhan dugc phan hoi véi mét id va théng bao cho ban biét qua
trinh sao lwu d3 dwoc bat dau:
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Code Details

22 Response body

762b-11ec-982d-96d49d685569",

g DB backup task initiated. Please use Task Service status API te get the status of the backup job"

Bat dAu tac vu sao luu

T menu Select a definition, chon Task Service dé c6 dugc trang théi ban sao lwu cha ban.

LI CT R S Backup Restore v

Backup Restore
Certificates
Policy
Repository

TrustSec

M@ Tasks resource va chon GET /api/v1/task request.

Bam nat Try It Out.

tasks ~

GET fapi/vl/task getall task status

Chon the Execute button dé nhan danh sach tat ca cac tac vu dang chay va ban thay chi tiét
vé ban sao lvu cda minh:

Server response

Code Details

200

Response body

Lay théng tin Task Status

Dé chi nhan trang thai cho tac vu sao luu chr khdng phai tat ca cac tac vu, s& dung GET /
api / v1 / task / {taskld} bang cach st dung id cho {taskld} trong danh sach Tham sé & trén.
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v

/api/vl/task getall task stalus

/api/vl/task/{taskId]} Monitor task status

Parameters Try it out

Name Description
taskld * rovied
string The id of the task executed before

Nhap Execute dé |y théng tin vé API task updates. Qud trinh sao lwu mat ~ 10 phat dé
hoan thanh, vi vay hdy quay lai sau v&i OpenAPI cua Task Service va thir xem cé thanh cong
hay khong:

E /api/vl/task/{taskId} Monitor fask status

Parameters Cancel
Name Description
taskld * r=auie

string The id of the task executed before

[ a19e9a40-762b-11ec-982d-96d49d685569| ]

Server response

Code Details

20 Response body

1lec-982d-96d494685569",
IN_PROG
RESTORE. MODULE" ,

Rasnnnes hazdars

]
~

Ban cling cé thé xac nhan thanh cong sao luvu trong ISE GUI & Administration ) System

) Backup & Restore ) Repository:

Context Visibility Operations Policy Administration Work Centers

System Network Resources pxGrid Services

Deployment Network Devices Summary
Licensing Network Device Groups Client Management
Certificates Network Device Profiles Diagnostics
Logging External RADIUS Servers Settings
Maintenance RADIUS Server Sequences

Upgrade NAC Managers

Health Checks External MDM

Feed Service

Backup & Restore Location Services Profiler
Admin Access

Settings Threat Centric NAC
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Configuration Data Backup

Q,
2_0I % Stop

Click on 'Stop' to cancel Configuration Data Backup

Backup & Restore

Configurational Backup Details

Backup Name: My_First_API_Backup

Repository Name : WindowsServerFTP

Start Date & Time :  SatJan 15 17:50:30 UTC
2022

Status * Backup Failed: Cancelled by
user

Scheduled : no

Triggered Form : OPEN_API

Execute On : ise-1.lab.devnetsandbox.local

Xuat cac ISE OpenAPI Definitions

Nhu da néu trwdc dé, moét tinh nang chinh ca Open API la kha ndng st dung cac definition
tiéu chudn nay trén nhiéu cdng cu. Bay gid ban s& xuat tat ca cdc Open API ISE hién tai tir
giao dién Swagger Ul d€ st dung chung trong Postman cho phan tiép theo cla Lab.

Trong Swagger Ul tab trinh duyét web cltia ban, chon Backup Restore trong menu
Definition list.

S e TG  Backup Restore

Backup Restore

Certificates
Policy
Repository
Task Service
TrustSec

O bén phai cla Cisco ISE API - Tiéu d& Khoi phuc sao luu, ban cé thé thdy mét s& nhin:

1.0.0: phién ban hién tai cia API nay.
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OAS3: Phién ban qui dinh ctia OpenAPI (OAS) (3.0) ma APl dugc dinh nghia vai.

Cisco ISE API - Backup Restore ©®

https://10.10.20.77/api/v3/api-docs?group=Backup Restore

Xuat OpenAPI definition cho API ndy bang cach nhap vao URL bén duéi tiéu dé va né sé
duwoc mad trong trinh duyét cta ban.

Ban c6 thé dé dang doc dong dau tién ctia JSON va thay cac gia trji trong OpenAPl and
Backup Restore:

{"openapi":"3.0.3","info":{"title":"Cisco ISE API - Backup Restore","version":"1.0.0"},...

Nhap chudt phai & tab OpenAPI JSON trong trinh duyét clia ban va chon Save Page As..., dat
tén né la backup-restore.json hoac theo y ban.

&) Save As
« v 1 n This PC Desktop Lab ISE OpenAPls

Organize ~ New folder

Mame Date modified

v = This PC
# 3D Objects No items match your search.
sktop
E Documents
Downloads
Music
B Pictures
& Videos
e OS5 (C)

File name: | backup-restore json

Save as type: |JavaScript Object Notation (¥

» Hide Folders

L3p lai qud trinh luu va xudt cac tép OpenAPI JSON con lai vao thu muc ISE OpenAPls cla
ban:

API Filename
Backup/Restore backup_restore.json
Certificates certificates.json

Policy policy.json
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API Filename
Repository repository.json
Task Service task_service.json

TrustSec trustsec.json
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