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Lab — Xac thuc Wireless 802.1x sir dung Cisco ISE
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II. Thuc hién:
1. Céu hinh trén vWLC:
- Céu hinh WLC tro dén Radius server trén Cisco ISE, myc Security -> RADIUS->
Authentication chon NEW dé khoi tao

Save Configuration Pin
alialn we Config Bing

cisco MONITOR ~ WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

I
Security RADIUS Authentication Servers Apply New...
- AAA
Auth Called Station 1D Type AP MAC Address:SSID v 3
General
w RADIUS %
Authentication Use AES Key Wrap | (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
ACCOUNTng
Fallback MAC Delimiter Hyphen A
DNS "
Downloaded AVP Framed MTU 1300
* TACACS+
LDAP Network Tunnel Server Server Admin
Local Net Users User Management Proxy Index Address(Ipv4/Ipv6) Port IPSec Status
MAC Filtering

S e Tl e
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- Dién thong tin dia chi IP ctia Cisco ISE va dién Shared Secret (Luu y: Shared Secret phai
gidng nhau trén Cisco ISE va WLC)

Cisco

OR  WLANs

CONTROLLER

WIRELESS  SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > New
- AC?EAneral Server Index (Priority)
* RADIUS Server IP Address(Ipv4/Ipve) |1.E|.21.5.26.5E| | 1 ‘
Authentication
Accounting Shared Secret Format ASCIL ¥
Eahlllls)ack Shared Secret |u....... | N
Downloaded AVP Confirm Shared Secret |uooouoo| | -
» TACACS+
LDAP
Local Net Users Key Wrap "l (Designed for FIPS customers and requires & key wrap compliant RADIUS server)
MAC Filtering Port Number 1812
+ Disabled Clients
User Login Policies Server Status Enabled ¥
AP Policies -
Password Policies Support for CoA Disabled ¥
» Local EAP Server Timeout seconds
Advanced EAP Metwork User #| Enable
} Priority Order Management ! Enable
» Certificate Management Retransmit Timeout seconds
- O
} Access Control Lists Tunnel Proxy ! Enable
. - (]
, Wireless Protection IpSec ] Enable

Policies

- Tao SSID nhu sau:

COMMANDS HELP  FEEDBACK

CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANs WLANs
= WLANs 2 Current Filter: Mone [Change Filter] [Clear Filter]
WLANs
¢ Advanced

Create New hi

] WLANID Type Profile Name WLAN SS5ID Admin Status Security Policies

" I N I " Save Configuration  Ping Logout Refre
CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
WLANs WLANSs > New < Back Apply
* WLANs
T
WLANs ee 3
» Advanced ‘ Profile Name ITestJSE 1 |
| 551D [wireless-15E N |
© L]

- Tiép tuc qua tab Security, tai muc Layer 2 chon phuong thirc x4c thuc WPA + WPA2, tai

muc Authentication key chon 802.1x
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MONITOR WILANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'Test_ISE'
- l'n:\,-ﬂl::  General I Security [ Qos I Policy-Mapping ] Advanced
» Advanced Layer 2 [ Layer 3 I AAA Servers ]
Layer 2 Security & [WPATWPAZ v 1
MAC Filtering2
Fast Transition
Fast Transition
QOver the DS rd
Reassociation Timeout Secclnds
Protected Management Frame
PMF
WPA+WPA2 Parameters
WPA Policy
WPAZ Policy L
WPAZ2 Encryption YInEs TKIR CCMP256 GCMP128 GCMP255 2
OSEN Policy
Authentication Key Management £
| 802.1X “| Enable 3 |
+

- Tiép tuc qua tab AAA Servers chon IP ciia CISCO ISE, chon Apply dé luu cau hinh

ol l U I s Save Configuration  Ping  Logout
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
WLANs WLANSs > Edit 'Test_ISE' < Back_| o)
- “\':\rﬂwf  Genera | Security [ Qos ] Policy m l A d ed
b Advanced

.lavu-)_ul.avu':i. AAA Servers |

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

RADIUS Server Overwrite intarface Enabled
Authentication Servers Accounting Servers EAP Parameters
£ Enabled I' Enabled Enable
Server1 |IP:10.215.26.50, Port:1812 ¥ ||[None ¥
Server 2 | MNone ¥ | |Mone ¥
Server 3 | None ¥ | |Mone ¥
Server 4 | MNone ¥ | |Mone ¥
Server 5 |MNone ¥ | |Mone ¥
Server & |MNone ¥ | |Mone ¥
RADIUS Server Accounting
Interim Update + Inkerim Inlervall:l Seconds
LDAP Servers -
4

- Qua tab Advanced chon Allow AAA override
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MONITOR  WLANs

CONTROLLER ~ WIRELESS

SECURITY  MANAGEMENT

COMMANDS HELP FEEDBACK

WLANs

* WLANs
WLANS

b Advanced

WLANSs > Edit 'Test ISE'

Maximum Allowed Clients Per AP Radio

Clear HotSpot Configuration

2. Chu hinh trén Cisco ISE:
- Dbang nhap vao Cisco ISE, Tai menu Administration -> Network Devices

ices Engine i

Endpoints

Total Endpoints @

=

:[]

ITICATIONS @

Identity Group Newwork Device

roneEl

Guests

+ Context Visibiity ~ » Operations

Vulnerability

Active Endpaints &

1 :
o

» Policy

Threat +

I | Security T QoS | Policy-Mapping | Advanced
‘ Allows AAA Ovarride ¥ Enabled ‘
Coverage Hole Detection ¥/ Enabled
Enable Session Timeout ) [1800
 Session Timeout (secs)
Aironet IE ¥ Enabled
Diagnostic Channel 18 /Enabled
Override Interface ACL IPva IPve
Layer2 Acl N
URL ACL
P2P Blocking Action Dizablad v
Client Exclusion 3 [ Lg |80
Timeout Value (secs)
Maximum Allowed Clients & D
Static IP Tunneling 2L /Enabled
Wi-Fi Direct Clients Policy Dizablad v

/Enabled

DHCP
DHCP Servar I Override
DHCP Addr. Assignment || Required
OEAP
. Split Tunnel | Enabled

Management Frame Protection (MFP)

DTIM Period (in beacon intervals)

802.1a/n (1 - 255)
802.11b/g/n (1 - 255)

MNAC

MFP Cliant Protection 2

MNAC State

Load Balancing and Band Select

~ Administration + Work Centers icense Waming A
System Network Resources pxGrid Services

D.epluymem Network Devices Feed Service
Licensing Metwork Device Groups Profiler
Certificates Network Device Profiles
Logging External RADIUS Servers Threat Centric NAC
Maintenance RADIUS Server Sequences Third Party Vendors
Upgrade NAC Managers

Backup & Restore
' Admin Access
Setings

Identity Management
Identities
Groups
External Identity Sources

g O X NETWORK | Identity Source Sequences
Settings
Failure Reason Device Name Type
wie: 110021

- Chon Add dé add devices vao Cisco ISE
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External MDM
Location Services

Device Portal Management
Blacklist
BYQD
Certificate Provisioning
Client Provisioning
IMobile Device Management
My Devices
Custom Portal Files
Settings
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Home » Context Visibility » Operations + Policy « Administration + Work Centers

» System  » Identity Management | = Neiwork Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC
Click here to do wirel

- MNetwork Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  WAC Managers  ExferMarwiow v cocavun
——
o
Metwork Devices Network Devices
Default Device
,-39 Edit E“’_‘-‘Duplicete @uaImport & Export © Generate PAC X Delete
MName 4 IP/Mask Profile Name Location Type

Device Security Seftings

Mo data available

- Tadién tén cua thiét bi va dia chi IP cua thiét bi can Add

v Identity Services Engine Home  » ContextVisbiily  » Operations  » Policy (RISl * Work Centers

b System  » Identity Management = - MNetwork Resources » Device Portal Management  pxGrid Services » Feed Service ¥ Threat Centric NAC d

« MNetwork Devices  Metwork Device Groups  Network Device Profiles External RADIUS Servers  RADIUS Server Sequences  NAC Managers  Exiermars
I
[<]
Network Devices List > New Network Device
Network Devices

* Name |WLC 1

Network Devices

Default Device

Device Security Settings

(=]

‘[Paddress  +| *IP| [ 10.215.26.48 | i[32 ]

@ IPv6 is supported only for TACACS, At least one IPv4 must be defined when RADIUS is selected

* Device Profile AlcatelWired = | &

Software Version |:|

* Network Device Group

Location [all Locations © ] [ set To Default |

IPSEC [1s IPSEC Device @ | [ Set To Default |

Device Type [all Device Types © ] [ set To Default |

- Tiép tuc click vao RADIUS Authentication Settings, dién vao Shared Secret nhu di dién
& WLC, chon Submit d¢ luu céu hinh
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Home + Coniext Visibility + Operations » Policy ~ Administration » Work Centers

» System  » ldentity Management = - Network Resources » Device Portal Management  pxGrid Services » Feed Semvice » Threat Centric NAC i
Click here to do wi

« Metwork Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  MAC Managers  Exiermarwiow v cutam
I

e + RADIUS Authentication Settings
Network Devices

Default Device RADIUS UDP Settings
Device Security Settings Protocol  RADIUS

* Shared Secret

PR | [Cshow |

CoAPort

‘ [ Set To Default ]

RADIUS DTLS Settings
DTLS Required [] G

Shared Secret |radius/dils i

CoAPort | | [ set To Defautt |
Issuer CA of ISE Cerfificates for CoA |Se|ect if required (optional) - | i
DNS Name | |

General Settings

- Tiép tuc, ta tao Username va password dé dang nhép vao SSID, vao Administration ->

Identities
» Context Visibility » Operations + Policy ~ Administration » Work Centers
nent - Meiwork Resources » Device Portal Management  pxGrid § System Network Resources pxGrid Services
Jevice Groups  Metwork Device Profiles  External RADIUS Servers Deployment Network Devices Feed Service
Licensing Metwork Device Groups
i X Profiler
[<] Certificates Network Device Profiles
Network Devices Logging External RADIUS Servers Threat Centric NAC
Maintenance RADIUS Server Sequences Third Party Vendors
Upgrade MAC Managers
# Edit Jbadd Duplicate  @aImport @ Export Backup & Restore External MDM
Name | 1o/Mask Profile Nama gz;::g,:ccess Location Services
Device Portal Management
Identity Management Blacklist
EvoD
Groups Ceriificate Provisioning
External Identity Sources Client Provisioning
Identity Source Sequences Mobile Device Management
Settings My Devices
Custom Portal Files
Settings

- Chon Add dé tao username va password

"tich ldentity Services Engine Home  » ContextVisibiity  » Operations  » Policy [IRE i * WorkCenters

b System =+ Identity Management » Metwork Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC
« |dentities  Groups External dentity Sources  Identity Source Sequences b Settings
I
[<]

Network Access Users
Users

Latest Manual Metwork Scan Results .
¢ Edit

@otmport @ Export v | M Delete  {yDuplicate

4 Description First Name Last Name

Change Status
Status Metwork Access Users

No data available
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chon Submit dé luu ciu hinh

Dién thong tin username va password can tao, tai muc user group -> ALL accounts ->

~ Administration

b System | = |dentity Management | b Metwork Resources

~ |dentities  Groups  External ldentity Sources  |dentity Source Sequences
—

Metwork Access Users List = New Network
Usars
* MNetwork Access User

¥ Device Portal Management

peGrid Services b Feed Service b Threat Centric MAC

» Settings

Access User

Latest Manual Metwork Scan Resulis
* Name | VNG | 1
Status Enabled ~
Email [
¥ Passwords
Password Type: | Intemnal Usars |* |
Fassword Fe-Emter Fassword
* Login Passward | sessssssress | |--u------u | | Generate Password | ; 2
Enabie Password | | | | | Generate Password | (7
User Groups
w User Information ( 5)
First Mlame '7 Ml o
S ALL_ACCOUNTS (defeu)

Last Name |

* Account Options
Description [
Change password on next login [}

w Account Disable Policy

[0 disable sccount if date exceed:

& Employes

.'i'i GROUP_ACOOUNTS (B=fzult)
.'i‘i GuestType Contractor (dafzuk)
IR GusstTyps Dy (default)

.’i'i GuestTypa_Sociallogin (default)
Z GuestType_Weskly (default)
.'i'i OWN_ACCOUNTS (defaulk)

yy-mm-dd])

* User Groups

o

Identity Services Engine Home  » Contest Visibility

¥ Systern | = |denfity Management | b Metwork Resources

= |denfiies  Groups  External ldentity Sources  [dentity Source Sequences
——

e Metwork Access Users
sars

Latest Manual Metwork Scan Resulis

Stabus
[0 & Enabled

Name

g wnpro

Ta lam nhu sau:

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt

+ Operafions
¥ Device Portal Manageme|

» Satting

J Edit JeAdd | B Change Swtus v | @aImi

Tiép tuc ta tao policy cho 802.1x, vao Policy -> Results

 Policy

Policy Sets Profiling

Posture Client Provisioning

Policy Elements
Dictionaries
Conditions

a | Descrigtion Last Name Email Address User Identity Group
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Policy Sets  Profiling Posture  Client Provisioning * Policy Elements

Cli
Dictionaries  » Conditions  ~ Results
o
¥ Authentication Standard Authorization Profiles
For Policy Expart go o Administration = System = Backup & Restore > Policy Expart Page
= 2
1 JEdt| Jeadd [fyDupbcate | M Delete
Authorization Profiles
[ Mame Profile a | Dascription
Downloadable ACLs
[ Biackhole_Wireless_Acsess 4 Cizen B Diafault profile usad b blackiist wirelass devices, Ensure
» Profili T i
e O Cisco_IP_Fhones 45 Cisco B Default profile used for Cisco Phones.
¥ Poshne [ Cisco_Temporal_Onboard s Cisco B Onboard the devica with Cisco temporal agent
[ cisco_webauth ki Cison @ Default Profile used to redirect users to the CWA portal,
+ Client Provisioning
O NSP_Onboard s Cisco @ Onboard the device with Native Supplicant Provisioning
[ Non_Gisco_IP_Phones 4 Ciso @ Dafault Profile usad for Non Cisco Phones.
O Pemit_dotix & Cisco &
O Wirsles=-dotix 4 Cisco B
[0 DenyAcoess Default Profile with access type as Access-Reject
O PemitAccess Default Profile with access type as Access-Accept

- Dién thong tin cua Policy can tao, sau khi dién xong chon Submit dé lvu cdu hinh

sen Identity Services Engine Home  » ConiexiVishbity  » Operaions [EEES

Policy Sets  Profiing  Posture  Client Provisioning | ~ Policy Elements

Dictionaries ~ + Condiions  ~ Results
I

(<]
Authorization Profiles = New Authorization Profile
» Authentication . .
Authorization Profile
bl
~ Authorization * Mame | Permit-wireless-dotlx |
Authorization Profiles - Description |
Downloadable ACLs “AccessTYPE [ACCESS ACCERT v
Rl MNetwork Device Profile Cisco| » | &
+ Posture Service Template
» Client Provisioning Track Movement i
Passive ldenfity Tracking
~ Common Tasks
DACL Mame
ACL (Filter-ID)
Security Group
4 VLAN TagID 1 [ Edit Tag | ID/Name | 3 ] 3

Vlan chinh 1a Vlan cho SSID d6

- Tiép tuc qua tab Policy Set dé tao Rule cho viéc xéac thuc 802.1x, ta lam nhu sau: chon
Insert new role abow dé tao rule
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‘dses Identity Services Engine Home b ConlextVishiily  » Operafions [BRRE ]

Policy Sets Profiling  Posture  Client Provisioning  » Policy Elements
i Click here to do wireless setup and visibility setup Do not show this again.
Polcy Sets o

+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions  View

Default Default policy set Default Metwork Access =

- Ta c6 thé name cua Rule dé d& dang quan tri, tiép theo ta chon vao biéu twong + dé chon

phuong thirc xac thyc wireless voi 802.1x
il Identity Services Engine

Paolicy Sets Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets

+ Status  Policy Set Name Description Conditions

s Wireless-dat1y +

Default Default policy set

- Kéo muyc Wireless 802.1x tir muc Library vao muc editor -> chon Use

Conditions Studio

Library Editor

wire .

PEHOxeRRF IR ECALOER

Equals v Attribute value

Wired_802.1X @

i [E wireless_802.1X (6]

Wired_MAS 0]
New AND OR
Wireless_802.1X @
Wireless_Access @
Wireless_MAB @
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- Tai muc Allowed Protocols / Server Sequence chon Default Network Access va chon
Save dé luu lai

“Sset Identity Services Fngine Home  » ConlextVisibiity  » Operaions [N L]

Paolicy Sets Profling Posture  Client Provisioning  » Policy Elements
Click here fo do wireless setup and visibility setup Do not show this again.

Paolicy Sets
+ Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits  Actions  View
Search 1
Wireless-dot1x B  Wireless_802.1X Default Network Access x|* |+ o f o) >
Default Default policy set Default Network Access x v =+ 0 Q >

- Tiép tuc chon miii biéu tuong miii tén dé tiép tuc cAu hinh, tai muc Authentication Policy,
chon biéu twong + dé tao rule nhu sau:

"t Identity Services Engine Home b ConlextVishilty  » Operations [EES=El

Palicy Sets Profiling Posture  Client Provisioning  » Policy Elements

Policy Sets = Wireless-dot1x

Status  Policy Set Name Description Conditions

w
1
&
o

@ Vireless-dot1x 3 Wireless_802.1X

¥ Authentication Policy (1)

+ Status  Rule Name Conditions

[

earch

®  Default

¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions

¥ Authorization Policy (1)
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“duey Identily Services Engine Home  » ConlexiVisbility  » Operalions [EECRN

Policy Sets Profiling Posture  Client Provisioning  » Policy Elemenis
Click here to do wireless setup and visibility setup Do not show this again
Palicy Sets = Wireless-dot1x m
Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits
Search
Wireless-dot1x B wireless_802.1X Default Network Access x v 4 0

+ Authentication Policy (2)

+ Status | Rule Name Conditions Use Hits  Actions

Search
Internal Users x v

e Wireless_dot1x 3 Wireless_802.1X ) Internal Users 'D
¥ Options
All_User_ID_Stores x v

Default (] fe ]

¥ Options

- Tiép tuc cau hinh tai muc Authorization Policy, ta tiép tuc tao rule cho muc nay, tai tab
Results Profile ta chon vao Results ta da tao lic ndy - > Chon Save dé luu lai cAu hinh

"dists dentity Services Engine Home  + ContexiVishilty  » Operations [RRRELT)

Policy Sets Profiling Posture  Client Provisioning  » Policy Elements
Click here to do wireless setup and visibility setup Do not show this again

+ Status  Rule Name Conditions Use Hits  Actions
Search
Intemal Users x v
Vi Wireless_dotix B Wireless_302.1X fod
2 Options
All_User_ID_Stores x v
Default 0 o
2 Options

¥ Authorization Policy - Local Excaptions

DenyAccess -

¥ Authorization Policy - Global Exceptions
NSP_Onboard

“ Authorization Policy (2) Non_Cisco_IP_Phanes
Permit-wireless-doi 1
PermitAccess

Status  Rule Name Conditions Security Groups Hits  Actions
Permit_dot1x
Search
Wireless-dotix -
ra Wireless-Dotix B wireless_802 1x [gelect from list = Select from list -+
Default x DenyAccess + Select from list R 0

. Kiém tra
Str dung Laptop dé két ndi vao SSID vira tao, dién thong tin username va password da tao trén
Cisco ISE dé c6 thé dang nhap vao SSID nay.

Sau khi thiét bi két ndi ta c6 thé kiém tra trén Cisco ISE da xéac thyc thanh cong hay chua ta lam
nhu sau: vao muc Operation -> Radius -> Live logs dé xem user xéac thuc duoc hay chua.
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