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Lab — Dung CMX va Cisco Prime xac dinh vi tri cac wireless client

1. So d6 thyc hanh:

HTTPS
Network [— HTTPS @ SOAP/xmI/REST over HTTP/HTTPS
Administrator I I
Workstation s? Cisco Prime
Infrastructure
SNMP
@ MNetwork Mobility Services
= Protocol (NMSP) -~ @ @
Cisco ereless Cisco Mobility
LAN Controller | cAPWAP Services Engine
CAPWAP Cisco Access Point CAPWAP
2.4 GHz Channel 6
5 GHz Channel 40
amw; NTP Server
NTP SR (Needed for
Probe Request or Data from B FastLocate)
Wireless Client on Channel 40
Y Probe Request Probe Request A

Cisco Access Point
2.4 GHz Channel 11
5 GHz Channel 44

Cisco Access Point
2.4 GHz Channel 1
5 GHz Channel 36

or Data from
Wireless Client
on Channel 44

or Data from
Wireless Client
on Channel 36

03

Wireless Client

2. Yéu ciu ky thuit:

Thiét 1ap két ndi giita phan mém quan tri Cisco Prime va WLC.
Tao mot ban do so d6 mit bang noi ¢6 cac Access Point.

Thiét 1ap tunnel gitta CMX va Cisco Prime

a o o e

Giam sat vi tri cia cac may wireless client.

3. Cac buéc thyc hién

Phan 1: Cai dit Cisco CMX
Buéece 1:

Sau khi deploy file OVA cua thiét bi 1én may 4o va khoi dong, thiét bi khoi chay xong s€ hién
giao dién nhu hinh bén dudi, ta nhap default username va password cho Cisco CMX, username:
cmxadmin va password: cisco
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[B Cisco CMX

aL0

’lease login with user ’cmxadmin’ password: cisco

localhost login:

[B Cisco CMX

me to Cisco CMX
tup procedure will take you through conf iguring your CMX.
press the enter key to continue...

Adding default swap space

Buwoc 2:

Mét mot khoang thoi gian ¢ CMX khai dong, sau do, ta dat lai mat khau cho root va cmxadmin,
¢ day minh dat chung la VnPro@123. Sau do ta dat Hostname, Ip Address, Subnet Mask va
Default Gateway, DNS server, domain name cho thiét bi:

B cisco CMX

lestarting network. ..
he network is not configured properly
) u want to conf igure

enter

enter

enter

enter

1 domain name:
er search domain name: ciscoCMXUnPro@1Z3.com_

Trén man hinh hién cau hoi Are the network seting correct? Nhap yes va thiét bi khoi dong lai.
Sau khi khoi dong lai, ta cai NTP server theo hudng dan hién ra trén man hinh, cai mai gio Hb
Chi Minh/ Viét Nam.

Buére 3: Login vao CMX dung giao dién dd hoa.

Sau do, truy cap vao https://x.x.x.x:1984, vo1 x.x.x.x 1a dia chi IP ta dat cho Cisco CMX. Ta s&
thdy giao dién nhu hinh duéi day:
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localhostlocaldomain - VMware X &5k CMX x IS - a X
<« G A Notsecure  httpsi//10.215.26.101:1984/#login

s = @ &
sl ox
cis:

Welcome to the CMX Installation

Ta login vao bang username: cmxadmin, password minh tu dat (nhu khi niy minh dit 1a
VnPro@123)

localhostlocakdomain - VMware X ik CMX x S

- o X
< > C & Notsecure | https//10.215.26.101:1984

s 1=
vl gux
cisco

Welcome to the CMX Installation

Q@  rooeTe P— 0o 0

= Q

Presence Location

4 Presence Analytics @ Location Analytics
= CMX Connect

¥ CMX Connect

Secondary server for High Availability

2020 Cisco Systems, Inc

Sau khi login vao, ta s& thdy giao dién dé tiiy chon 2 ché d6 cia CMX, 1a Presence vé Location,
ta chon Location vi muc dich bai Lab ctua ching ta la x4c dinh vi tri nguoi dung.

Sau khi chon, CMX sé€ tu load:
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localhostiocaidomain - VMware X ik CMX x B = =} X

& > G A Notsecure | hips//10.215.26.101:1984 3 - @ @&

alialn o
cisco

Welcome to the CMX Installation

Status  Console

O Cache_6383 O Qlesspyworker
DO Cache_6384 Oinfluxdb
O Cache_6385 O Cassandra
O Gateway O Metrics
& Consul O Haproxy
& Confd O Configuration
& Database Olodocs
& Cache_6378 O Analytics
& Cache_6379 O Location
& Cache_6380 O Matlabengine
& Cache_6381 ONmsplb
2 Cache_6382 O Connect

O Hyperlocation

Configuring Cache_6382

S& mat 1 khoang thoi gian dé thiét bi chay hét 5 budc, sau do, Cisco CMX méi hoat dong. Sau
khi khoi dong xong, Cisco CMX sé hién 1én 1 khung dang nhép, ta ddng nhap bang username:
admin, password: admin, sau do d6i mat khau va dang nhap lai 14n nita.

localhostlocaidomain - VMware X 3% CMX x B

< C A Notsecure | hitps//10.215.26.101/location/#map s = @ &

1 o Q ® ol of 3

MX
CISCO 106289 DETECT ANALYTICS  CONNECT MANAGE SYSTEM

& LOCATE

Activity Map

Sau khi ding nhap, ta s& thdy giao dién cia Cisco CMX nhu trong hinh.

Khi ta dang nhap vao giao dién Web cua Cisco CMX, ta dang nhdp vao https:/x.x.x.x vi X.X.X.X
1a Ip address cua Cisco CMX.


https://x.x.x.x/
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Phan 2 — Cai dit Cisco Prime thuc hanh mang Wireless

Cisco Prime dé quan ly mét ha tang mang khong déy trong doanh nghiép. Bai viét phtt hop cho
cac ban dang tim hiéu van dé thuc hanh mang khong day trong cac khoa hoc CCNA, CCNP.
Buéc 1: Cau hinh Cisco Prime

Sau khi da trién khai cai dat file OVA trén may 4o va hoan tat khoi chay thiét bi, ta théy Xuét
hién giao dién bén dudi. Nhap setup dé bat dau cau hinh cho Cisco Prime

[Bl Cisco Prime

’lease type ’‘setup’ to configure the appliance

localhost login:

Buéc 2: Nhip cac thong tin cin thiét dé khéi dong Cisco Prime nhw bén duéi:

1 name
in the hostname
Enter
Enter
Enter
ter
ter def
Doma i nname

iter default DN

mary na wverl[]l:

not within 1

Trong do, ta nhap Username la admin, password VnPro@123.
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ing failure.

ilability HA
ext-sensiti online help.

Secondary for HA? (yess no) : no

Advance urity Selection

ou want to allow access to root shell? (yessno) : yes

Dit password cho root, dé ding username va password ctia root dé dang nhap vao giao dién Web
cua Cisco Prime. V61 Apply these setting?, ta chon Y va cho thiét bi khoi dong lai

Qua trinh khé dong nay c6 nhiéu giai doan va méat khoang 30 phiit.

Cisco Prime

S rting 0o Prime Infrastructure

This may take a while (18 minutes or more)d

Bude 3: Sau khi khéi dong xong, ta vao giao dién Web, nhép https://x.x.x.x, vo1 x.x.x.x 1a dia
chi IP ta gan cho Cisco Prime.

& C A Notsecure | https//10.215.26.102/wet ) ] T @ 2

bl
cisco

Cisco Prime Infrastructure

Version: 3.8
View Installed Updates

Language: English | HAME | $t=of

©2020 Cisco Systems. Inc. Cisco, Cisco Systems, and Cisco Sysiems logo are fegistered trademarks of Cisco Sysiems, Inc. andlor its afikates in the U.S. and certain other counlries. Cisco Prime Infrastructure uses various open
source software- View third-party icenses. and notices.

Giao dién Web cua Cisco Prime.


https://x.x.x.x/
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Ta dang nhap vao Cisco Prime bang user name 1a root, password ta dat khi ndy 1a VnPro@]123.

ageld=com_c

G C A Notsecure | hitps//10.215.26.102/webacs,

loginAct

© ‘luil Prime Infrastructure to0l - ROOT-DOMAIN {3

! !

Click here to open Type here to Click here for Alarm Click here for
and close the Menu search Summary User Settings

Docking panel for training,
videos, recently visited links
etc.

B Don't show this again

Okay, got it.

Giao dién cua Cisco Prime sau khi hoan tat.
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Phan 3 — X4c dinh vi tri cac wireless client

3.1 Thiét 1ap két ndi SNMP gitra Cisco Prime va Cisco WirelessLan Controller:

PAu tién, v4i bai Lab Location, muc dich cia ta 1a xac dinh vi tri cua nguoi dung, nén can it nhét
3 AP dugc quan ly béi WLC controller, ta cin dam bao cho 3AP di join vao Controller (Tham
khao bai Lab “Cau hinh Access Point tham gia vao Controller” cia VnPro).

% 1= 3
Saye Configuration  Ping  Logout  Rafresh

« G A Notsecure | 10.215.26.56/screens/frameset.htm

A Home

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Entries 1 -3 of 3

Wireless All APs
= Access Points Curvent Fiter None [changs Filter] [Clear Filter]
Number of APs 3
Operational
AP Name 1P Address(1pva/1pve) AP Model AP MAC AP Up Time Admin status  status POE St
b Advanced API0F7.00f6 30 10.215.23.75 AIR-CAP3G0ZI-A-KS 30:47:00:16:7:50 00,01h25m10s Enabled REG POE/Ful
Mesh APIC08.1620,0f6 10.215.23.76 AIR-CAP36021-A-KS 30:08:16:20:af: 61 06,01h2smM11s Enabled REG PoE/Ful
b ATE APG073.5080.3736 10.215.23.78 AIR-CAPIGO2I-A-K9 60:73:50:89:37:38 04,01h24mS3s Enabled REG PoE/Ful
RF Profiles

FlexConnect Groups
Fle s

OEAP ACLs

Network Lists

b 802.11a/n/ac

Theo hinh 1, ta thiy giita Cisco Prime va Controller c6 1 SNMP tunnel, nén ta s& thiét lap tunnel
nay cho 2 thiét bi, theo cac budc sau dy:
e Trén Controller, ta vao Management->SNMP->SNMP V3 user, Chon New dé tao
moi cho mot SNMP v3 User:

< @] A Not secure | 10.215.26.56/screens/frameset.html

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAG:MENT COMMANDS HELP FEEDBACK

Management SNMP V3 Users
Summary
v SNMP User Name Access Level Auth Protocol Privacy Protocol
General default Readwrite HMAC-SHA AES [~]

SNMP V3 Users
Communities
Trap Receivers
Trap Controls
Trap Logs

HTTP-HTTPS
IPSEC
Telnet-SSH
Serial Port

Local Management
Users

User Sessions

v

Logs
Mgmt Via Wireless
» Cloud Services

e Tadién cac thong tin can thiét dé tao méi mot ngudi ding SNMP V3 user, SNMP V3
user nay s€ dugc dung dé xac thuc, tao tunnel gitra Cisco Prime va Controller:
O day, ta tao Username 1a Location Lab, mat khéu Authentication Protocol va Privacy la
VnPro@123VnPro@123, nhan Apply dé luu thong tin.
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& C A Not secure | 10.215.26.56/screens/frameset.html

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Management SNMP V3 Users » New

Summary User Profie Name
v SNMP

i Access Mode

SNMP V3 Users Authentication Protocol

Communities
Trap Receivers

Trap Controls Auth Password Confirm Auth Passward
Trap Logs Privacy Protocol
HTTP-HTTPS [—— [ ——
IPSEC Priv Password Confirm Priv Password
Telnet-SSH

Serial Port

Local Management
Users

User Sessions
» Logs

Mgmt Via Wireless

Sau d6, ta vao Cisco Prime dé xac thuc SNMP V3 véi Controller, tao SNMP tunnel gitra 2 thiét
bi:

Trén Cisco Prime, ta click vao biéu tuong: E, Configuration->Network Device->All Device,
click vao * va chon Add Device.

=

iCategory=en#pageld=com_cisco_ifm_web_page_inventory.. ¢ v= @ @

do?action=login&product=wcs8is

A Configuration / Network / Network Devices ecewn

Device Groups
Device Groups ¢

All Devices Selected 0 /Total 0 (T B £F +
Rl +v Admin State ¥ Groups & Sites ¥ Show | Quick Filler ~ K3
h Reachabl...  Admin Status Device Mame 4 P Address DNS Name Device Type Last Inventory Collecti Last Successf
v Device Type
» Unified AP No data is available

» Wireless Controller
» Location

User Definad

Tai tab General, ta nhap dia IP cta controller:
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<« C A Notsecure | hitps//10.215.26.102/webacs/loginAction.do?action=login&product=wcs&selectedCategory=en#pageld=com_cisco_ifm_web_page_inventory.. 73 = @ &

Add Device

* General Parameters

O DNs Name
* SNMP

License Level  Full

TeineVSSH Credential Profile = .-Select..

Device Role | -Select-
HTTPHTTPS
Add to Group | -Select-

Civic Location

m Verify Credentials Cancel

Tai myuc SNMP, ta nhép lai cac thong tin nhu da tao & WLC Controller va nhan Add dé luu thiét
bi ( ta c6 thé click vao Verify Credentials dé kiém tra kha nang két n6i ctia 2 thiét bi truéc khi
Add).

= C A& Notsecure | httpsi//10.215.26.102/webacs/loginAction.do?action=login&product=wcs&selectedCategory=en#pageld=com_cisco_ifm_web_page_inventory.. v = @ @

Add Device

* SNMP Parameters

* General v Version 3

* SNMP Retries 2
* SNMP v
* SNMP Timeout 10
“ SNMP Port 161
Telnet/SSH

Locaton_Lab

HTTRIHTTPS Mode | AuthPriv

Auth. Type HMAC-MD5

Civic Location Auth. Password  uu.cussecsnes

Privacy Type CFB-AES-128

Privacy Password

IEZR  verity Credentiais Cancel

Luu ¥: Authentication Type va Privacy Type phai chon giéng nhu bén Controller.

Man hinh s& hién thi théng bao dang dong bo thong tin:
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<« C & Notsecure | hetps//10.215.26.102/webacs/loginAction do?action=login&p

© Ul Prime Infre

=en#pageld=com fm_web_page

A Configuration / Network / Network Devices eowmQ

Device Groups
Device Groups P

All Devices Selected 0 /Total 1 (J P {3~
+~ Admin State ¥ Groups & Sites ¥ show | Quick Filter Al Y |
> Reachabi. Admin Status Device Name - IP Address DNS Name Device Type Last Inventory Collecti... Last Successf
All Devices
v Device Type
» Unified AP a Un-Managed 102152656 10215 26.56 Synchronizing

*» Wireless Confrolier
» Location

User Defined

Sau khi dong bo xong, ta thdy Controller d3 dugc add vao Cisco Prime, va c6 trang thai Admin
Status la Managed nhu hinh bén duéi:

< C A Notsecure | hitps//10.215.26.102/w:

oginAction

o?action=login&product=wesaselectedCateg : m web_page inventory.. Y5 T @ @ -

© Ml Prime Infrastructure 100t - ROOT-DOMAIN £}

A Configuration / Network / Network Devices @eown

Groups
Device Groups Davice Group:

All Devices Selected 0/ Total 1 (7 P4 L+
Eat +v Admin State Groups & Sites ¥ Show | Quick Fiter ~ K
= Reachabi. .. Admin Status Device Name - IP Address DNS Name Device Type Last Inventory Collecti.. Last Successf
A Devices|
¥ Device Type
¥ Unified AP Managed WLCA7 102152656 D 102152656 Cisco Virtual Wireless Completed April 14, 2021 £

» Wireless Controller
* Location

User Defined

Vao muc Unified AP, ta thiy cac AP duoc quan Iy bai Controller da xuét hién trén Cisco Prime:

<« C A Notsecure | https//10.215.26.102/w

alalie Prig [n
e Ml Prime In

cséiselectedC:

Action.do?action=login&tproduct pageld=com_cisco_ifm_w; nventory.. T = @ s

A | Configuration / Network / Network Devices eom

Device Groups | Davics Typs
Device Groups " i

Unified AP Selected 0 /Total4 (5 % L ~
RS Groups & Sites | Configure ¥ AP Upgrade Group v » Show | Quick Filter N Y
- APName 4 EthemetM.. BaseRadio... [P Address Contraller P MapLocation AP Group..  Operational.. Admin Status  Maintenanc.. Client
All Devices
~ Device Type
+ Unifiod AP AP3OTOME.. 30M04MR.. B875SGae.. 1021523.(7) 102152656  Unassigned defaultgroup  Registered Enable No 0
» Wireless Contraller AP3C081620..  3c0816:20 501chbf24..  1021523.(7) 102152656  Unassigned defaultgroup  Registered Enable No 0
* Location APBOT3S5cH..  BOTISCEO 88.75:56:26: 1021523..(7) 102152656  Unassigned defaultgroup  Registered Enable No 0
User Definad AP0 1619 140110191 381c1a b 1021523 (7) 102152656  Unassigned defaultgroup  Registered Enabla No 0

Twong tu & bén phia Controller, ta thiy thong tin ctia Cisco Prime di duoc hién thi trong muc
Management-> Traps Receiver:
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(@] & Not secure | 10.215.26.56/screens/frameset.html

alvaln
CIsSCo MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management SNMP Trap Receiver
Summary
v SNMP SNMP Trap Receiver Name IP Address(Ipv4/Ipv6) Status IPSec
General 10.215.26.102 10.215.26.102 Enable Disable -]

SNMP V3 Users
Communities
Trap Receivers
Trap Controls
Trap Logs

HTTP-HTTPS
IPSEC
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
b Logs

Mgmt Via Wireless

3.2 Tao ban db trén Cisco Prime dé md phéng mit bing dang dit thiét bi AP
Trén Cisco Prime, c¢6 1 muc cho phép ta md phong khong gian ma hé thong wireless dang hién
hitu. Ta click vao biéu tugng El->Maps->Sitemaps(new).

Trong Sitemap nay cho phép ta tao mo hinh cuia mot mang doanh nghiép theo thir tu Site-
>Building->Floor of building.

Action.do?action=login&product=wes8iselectedCategory=en#pageld =mon_nav_nextgen_monitorMap_pa % = @ &

= (@) A Not secure | https//10.215.26.102/webacs/Ic
B= # | Maps
3 [Tepology Maps| s / Site Maps ( New!)
Network Topology
Dashboard N Datacenter Topology 4 Sites 2 Site l m =5
Wireless Maps Status: ~ | sort:| Name | @
Monitor 2 Site Maps ( Deprecated } . System ¢
Site Maps ( New! ) P
Configuration 4 Automatic Hierarchy Creation ™
Google Earth
Inventory >
_______________________________________ Unassigt
Maps » i° &°
Services >
Reports >

Ta c6 thé chon Addbuilding dé thém mot toa nha, bén trong s& c¢6 nhiéu floor (ting) hodc c6 thé
add ludn mot tang.

< > C & Notsecure | hitps//10.215.26.102/webacs/loginAction do?action=login&product=wcs&selectedCategory=en#pageld=mon_nav_nextgen_monitorMap_pa.. 15 1= @ @

alaln Py F——
© i Prime Infrastructure

i Maps / Wireless Maps / Site Maps ( New! )
l % = B Expot~  Impot~ &

® «+* Add Building Add Outdoor

Domain Navigator 4 Sites / System Campus

Search Buildings status: | sort: | Name v

b +

Sau khi add ban db, ta s& nhap cac thong tin Floor name (bét budc), chon 1 File anh mit bang
(bat budc) va cac thong so bén dudi dé moé phong lai mat bang sao cho giong véi thuc t€, nhan
save dé luu:
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€& > (G A& Notsecure | hitps;//10.215.26.102/webacs/loginAction.do?action=login&product=w tegory=en#pageld=mon_nav_nextgen

Mappa. 5 = @ @

A Maps / Wireless Maps / Site Maps ( New! ) eowmn
Domain Navigator ¢ Sites / System Campus l 2 = B Expot~  Import~ O u
Search Search Buildings status: v| sort: | Name v|®
an New Outdoor Area x
: [ovomsmrs _______x]
Unassigned = Outdoor Area Name Location Test
Contact Il
Height (Feet) 10.00
Type (RF Model) Cubes And Walled v

Image File Name

Civic Location Linton, Quebec, Cang
Latitude 47100045
Longitude 72070313

Dimensions (Feet)
Width 300.00

Length 200.00

Sau khi luu, ta théy 1 ban dd c6 tén Location Test dugc tao ra, click vao tén ban d6 dé diéu
chinh, m6 phong cac thong so thiét bi:

e C A Notsecure | hitps//10.215.26.102/webacs/loginActic

?action=login&product=w Category=en#pageld=mon_nav_nextgen_ A 6 = @ @

e Infrastructure A4 root - ROOT-DOMAIN 3
A Maps / Wireless Maps / Site Maps ( New! ) eowmn
Sites / System Campus / Location Test 5GHz » None ~ Recompute Refresh 'Q Search on map Edit Data Charts Segments Tools n
on son won 1500 2000 2500 3001 x =
455m | 113m Access Points (0) -
3 Display Label | Name v
Air Quality  @Average AQ  OMinimum AQ
§ San Thwong & Heatmap Opacity (%)
' B
—_—
RSSI Cut off (dBm)
Hanh lang @ Map Opacity (%)
= IF='
—
'S
B
° | | Show Mobility Express
2 Phong 31 Nhakho Nhabé o
' () 802.11 Tags v
'
Overlay Objects v
3.75m ' 4.9m ' 3.6m ' 36m ] Clients v
L : : :

Sau d6, vao Edit, muc Access Point chon Add dé dua AP vao ban dd, su chinh xac cua viéc méo
phong dong nghia véi sy chinh xac cua két qua vi tri ta nhan dugc sau khi tinh toan:



CONG TY TNHH TU VAN VA DJCH VY CHUYEN VIET

TRUNG TAM TIN HQC VNPRO

PC: 276 - 278 Ung Viin Khiém, P. Thanh M§ Téy, Tp. H6 Chi Minh
DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Sitas ampus / Location Test 5GHz = = Recompute Refresh Q Search on map
o san won ssom 208 200 won
45580 : 113m [
APIOFIY €.f30 ﬂDSDE@w
2 S THFGag] 3
- Hanh lang o
L e
3
g Phogg 31 Nrarkno i be
Emnrmig,msc' ”’"52“: 0.9f51
3.75m | 3.6m 3l6m

I

4.9m K

200 8

Edit Data Chars Segmenis Tools &
Selected AP Details X
Position by 3 points 2 walls
AP Name AP3c08 1620 dfti1

MAC Address

50:1c:bf-24:87:80

fodel AIR-CAPIE021-A-KY
x 24524 R
y 6286 R
AP Height 10.000 |n
q Antenna. | Intemal-3600-2 4GHz ~

Integrated (36001) omni antenna (Gain.2 dBi)

Azimuth so

Elevation. | 0

Nhan Save dé luu lai cau

7

3.3 Thiét 1ap két ndi giira Cisco Prime va Cisco CMX:

hinh.

Trén Cisco Prime, ta click vao E], Services, mobility service engine.

» Services

[TrustSec

Readiness Assessment

Dashboard L Network Services
. IWAN Enablement
Monitor g Converged Access
_ Branch Threat Defense
Configuration > Guest Users
Inventory > Router Virtual Contail
WAAS-XE
Maps > T s
. Mobility Services Engines
Servicss
Synchronization History
Reports »
MSE High Avaiability
TS . Context Aware Notifications
Administration »

Mobile Concierge
wiPS Profiles

Wireless Security
Mability Domains
Spectrum Experts

Connected Mobile Experie

Application Visibility & Con.

Readiness Assessment

DMVPN Monitor Home

Endpoint Association

NBAR? Protocol Pack Management
PR Monitoring

Applications and Services

AVC Profiles

nars Interfaces Configuration

Lync Monitoring

NetFlow Templates

NAM Application Servers
Service Health

Health Rules

Data Deduplication

Data Sources

wes&selected(

achable  Unreachable Crica

Clients
DAlar.. ¥ Wireless  Wired
ds 0 0

Alarm Summary

Major Minor Al

tegory=en#pageld=com_cisco_xmp_web_page_assurar

Unified AP Status c

R

Associated  Dissociated A

Client Count By Association/Authentication = View Detais

Associated | Authenticated

Zoom: th 1 Bh | 1d | tw | 2w | 4w

From: | 4/14/2021,731PM [ | To

Clent Count

3m | 6m | 1y

4142021,831PM [

Chon click here, giao dién chuyén sang Tab méi, chon Add dé thém Cisco CMX vao Prime.

C & Notsecure | htps://10.215.26.102/webacs/loginAction.d

A Services / Mobility Services / Mobility Services Engines

rm nage CHIX

Nene Detected

Add Mobility Services Engir v Go
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< C & Notsecure | heps;//10.215.26.102/webacs/loginAction do?action=legin&product=weséiselectedCategory=en#*pageld=ser_nav_connectedMobileExperienc.. 15 1= @ @
© Ml Prime Infrastructure
A Services / Mobility Services / Connected Mobile Experiences eom
Selected 0 /Total 0 (5 £
+ Add Export Map from Pl Show | Quick Filter v I
[]  Device Name 4 IPAddress Saftware Version Owner Reachability Status

No dala is available

Sau d6 ta khai béo cac thong tin vé Cisco CMX:

A Not secure | hitps://10.215.26.102/webacs/loginAction.do?action=login&product=wcs&selectedCategory=en#pageld=ser_nav_connectedMobileExperienc e =

Add CMX

*IP Address 1021526 101
“ Device Name = Cisco CMX
“User Name  admin
“Password | ssesseses
SSH User
SSH Password

Owner

Luu y: ¢6 thé click vao Verify dé kiém tra két ndi cua hai thiét bi true khi add.

Sau khi nhan save, néu 2 thiét bi két ndi thanh cong, ta s€ théy trang théi reachable nhu trén
hinh:

« C A& Notsecure | hitps://10.215.26.102/webacs/loginAction doZaction=login&product=wes&iselectedCategory=en#pageld=ser_nav_connectedMobileExperienc.. v5 1= @ &
e el Prime Infrastructure
A Services / Mobility Services / Connected Mobile Experiences eowmn
Selected 1 /Total 1 (J £3 =
/7 Edit | X Delete || + Add ImportMapto CMX | Export Map from PI Show | Quick Fiter v
Device Name 4 IPAddress Software Version Owner Reachability Status
Cisco CMX. 10 215 26 101 106 2-80 ® Reachable

3.4 Tao NMSP tunnel giira Controller va Cisco CMX

NMSP (Network Mobility Services Protocol) Tunnel duoc tao ra & Controller giri nhitng thong
tin can thiét dé tinh toan vi tri nguoi dung va gui vé cho Cisco CMX. Sau khi ding nhap vao
Cisco CMX, ta vao phén System, ctra s6 hién 1én cac muc dién thong tin Setup, ta chon Cancel
dé thoat muc nay:
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& C A Notsecure | https//10.215.26.101/configure/#dashboard % = @ @

SETUP ASSISTANT

New Ul Password Setup

) Set New Password

Please set a new password for the admin user.

New Password

Verify Password

Ta click vao setting:

< C & Notsecure | https//10.215.26.101/configure/#dashboard B = @ &
¢ & T o &

DETECT
STECT  ANALYTICS  CONNECT MANAGE SYSTEM

[
H{{
(M
O

CiscoCMX 10.215.26.101 Standard Lo

27.45
I Healthy Wamning Il Critical
Coverage Details
Access Points Map Elements Active Devices System Time
Placed  Missing  Active  Inactive . Associated Probing RFID  BLE Rogue  Rogue
1 Fi Te e
P p e Campus Building Floor Zone Total Client Ciient Tag . Interferer 0 Cient @ Satagr17 114501 1CT
2021
4 0 3 1 ? 2 e 1 2 0 0 o 0 0 4
I Healthy ‘Waming Il Critical
Fabeallaen o -

Vao muc Controller and Maps Setup, ta chon Import.
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<« G & Notsecure | hitps;//10.215.26.101/configure/#dashboard %5 = @ @

SETTINGS

Tracking

Tracking Parameters

. Network Location Service
Location Setup

Data Privacy

Dets Rstshtion Wireless Clients

Mail Server
L [ Rogue Access Points
w Controllers anc

Maps Setup ([0 Rogue Clients

Import
(] Interferers
Upgrade RFID Tags

[ BLE Tags

Nhap cac thong tin cua Cisco Prime vao va chon Import Controller and Maps dé dong bo thong
tin vé Maps va Controller xuong cho Cisco CMX. Nhan save d¢ luu.

L C & Notsecure | https//10.215.26.101/configure/#dashboard s = @ @8

SETTINGS

Import from Cisco Prime

L ion Set Pleasa provide Cisco Prime credentials balow:
cation Setup

Usemame Password
Data Privacy
root
Data Retention
IP Address
Mail Server
10.215.26.102

trollers and
Save Cisco Prime Credentials

Delete & replace existing maps & analytics data
Delete & replace existing zones

*Please enter the comrect SNMP community string after import.

High Availability

» Controllers

Last Synced: Apr 17, 2021 11:11 AM

» Maps

Last Synced: Apr 17, 2021 11:12 AM

Giao dién sau khi dong bo thanh cong:
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G A Notsecure | https;//10.215.26.101/configure/#dashboard B = @& 8

Data Retention

Mail Server

Import

Advanced

Import from Cisco Prime
Please provide Cisco Prime credentials below:
Usemname Password

root

IP Address

10.215.26.102
Save Cisco Prime Credentials
O Delete & replace existing maps & analytics data
O Delete & replace existing zones B ——r—

*Please enter the comect SNMP community string after impont.

» Controllers

[ . . W W LW W W N W W
<

Last Synced: Apr 17, 2021 12:04 PM

Imported maps file /op! .fsrv/confi portExport_1 1720.tar.gz (size: 51 KB)

[

» Maps A A A A A LA AR RN W]

Last Synced: Apr 17, 2021 12:04 PM

Luu ¥: Mot sb truong hop khong thé dong b thong tin Controller tir Prime xuéng CMX, ta phai
tu dong bo bang cach tro CMX qua Controller bang thong tin SNMP V3 d tao trén Controller:

= C & Notsecure | htips//10.215.26.101/configure/#dashboard % ¢ @ @

O Delete & replace existing maps & analytics data

Delete & replace existing zones

Controllers

Please add controllers by providing the information below:

Controller Type

AireOS WLC -
IP Address - 10.215.26.56
Controller Version
[Optional]
Controller SNMP Version a
Username Location_Lab
Password

Protocol

Privacy Protocol

Privacy Password

Add Controller

Sau khi dién, ta nhan Add Controller dé luu cau hinh. Nhu vay, ta da thiét 1ap dugc cac tunnnel
dé Cisco CMX, Cisco Prime va Controller tu trao doi thong tin can thiét, tinh toan va hién thi

thong tin vi tri nguoi dung.

Ta vao lai muc Detect and Locate trén CMX dé xem vi tri nguoi dung da dugc hién thi. Mau
hong 13 cac client quét duoc bang goi Probe Request, mau xanh 1a client dang tham gia vao 1
SSID dang dugc quan li bdi controller.
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< C & Notsecure | hitps//10.215.26.101/location/#map

L

DETECT
& LOCATE

Activity Map

d Map System Campus

FlocriD: 14
FlocrRefiD: 751122085761056834

Location Test

% = @ 8
& = & &

ANALYTICS  CONNECT MANAGE SYSTEM

4 APs, 1 Associated Clients, 23 Probing Only Clients, 0 Rogue APs, 0 Rogue Clients, 0 Zones, 0 BLE Tags, 0 Interferers, 0 RFID Tags

Location Test

000D %0

[
455m ' 113m -
® ;
Sén Thugng 5 &
a
i &
Hanh lang o *
A
) M
Phéng 31 Nha kho N
Y -
375m . *om 3.6m T 36m @

x 13381,y 13326
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