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Lab 1 — SNMP, Syslog, NTP
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Hinh 1 — So dé bai Lab

Mo ta:

e So d6 gom 2 Router Cisco 2811 va 1 PC duoc dau ndi véi nhau nhu trén hinh 1. Bai lab
nay co thé duoc thuc hién trén LAB gia lap str dung cac IOL Router L3-
ADVENTERPRISEK9-M-15.4-2T va gemu Windows win-7-x86-1PCC.

e Trong bai Lab nay, PC dong vai tro la 1 Management Server cai dat Kiwi Syslog va
Solarwind toolset, hoc vién sé& thuc hanh cach thirc cdu hinh Syslog, SNMP va NTP.

Yéu ciu:
1. CAu hinh ban dau

e Dait dia chi IP trén céc interface ctia cac Router theo quy hoach IP dugc chi ra trén hinh 1.
e Céhu hinh dinh tuyén RIPv2 dam bao moi dia chi trén so dd hinh 1 théy nhau.
Céu hinh:

Trén R1:

Rl (config) #interface £0/0
Rl (config-if) #ip address 192.168.12.1 255.255.255.0

Rl (config) #interface f0/1
Rl (config-if) #ip address 192.168.1.1 255.255.255.0

config) #router rip
config-router) #fversion 2

)
config-router) #network 192.168.1.0
)

R1 (

R1(

Rl (config-router) #no auto-summary

R1 (

Rl (config-router) #network 192.168.12.0

Trén R2:

R2 (config) #interface £0/0
R2 (config-if) #ip address 192.168.12.2 255.255.255.0

R2 (config) #interface f0/1
R2 (config-if) #no keepalive
R2 (config-if) #ip address 192.168.2.1 255.255.255.0

R2 (config) #router rip
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R2 (config-router) #version 2

R2 (config-router) #no auto-summary

R2 (config-router) #network 192.168.2.0
R2 (config-router) #network 192.168.12.0

Ghi chu:
Trong moi trudng Lab, c6 thé dé trong cac cong FO/1 cua Router R2 khong can diu ndi
di dau ma cong van “up/up” bang cach st dung thém 1énh “no keep-alive” trén
cong nay.
2. Céu hinh syslog (1)
e Chu hinh Router R1 giri moi thong diép syslog tir level 7 tré 1én dén management Server.
e Cau hinh Router R2 giri moi thong diép syslog tir level 5 tré 1én dén management Server.
Ciu hinh:
Trén R1:

Rl (config) #logging 192.168.1.10
Rl (config) #logging trap debugging

Trén R2:

R2 (config) #logging 192.168.1.10
R2 (config) #logging trap notifications

Kiém tra:
C6 thé cai chuong trinh Kiwi Syslog trén Server 192.168.1.10 dé kiém tra.

Thuc hién tao mot vai thong diép log trén R1:

Rl (config) #interface £0/0

Rl (config-if) #shutdown

Rl (config-if) #

*Mar 1 00:46:29.239: SLINK-5-CHANGED: Interface FastEthernet(0/0, changed state
to administratively down

*Mar 1 00:46:30.239: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to down

Rl (config-if) #no shutdown

Rl (config-if) #

*Mar 1 00:46:36.699: $SLINK-3-UPDOWN: Interface FastEthernet0/0, changed state
to up

*Mar 1 00:46:37.699: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to up

Rl (config-if) #exit

Rl (config) #exit

R1#

*Mar 1 00:46:43.299: %SYS-5-CONFIG I: Configured from console by console

Cac thong diép syslog nay di dugc day dén Server (hinh 2):
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,

File Edit View Help

m A (% Display 00 (Default) v| > Compare features of the freeandlicensed versions

Date Time Priority Hostname Mes
06-19-2015 19:53:37 Local?.Notice 192.168.1.1 T*Mar 1 00:46:43.299: %SYS-5-CONFIG
Configured from console by console
61: *Mar 1 00:46:37.699:
%LINEPROTO-5-UPDOWN: Line protocol on
Interface FastEthernet0/0. changed state to up
1.1 60: *Mar 1 00:46:36.699: %LINK-3-UPDOWN:
Interface FastEthernet0/0, changed state to up
06-19-2015 19:53:22 Local?.Notice 192.164.1.1 59: *Mar 1 00:46:30.239:
%LINEPROTO-5-UPDOWN: Line protocol on
Interface FastEthernet0/0. changed state to do
06-19-2015 19:53:22 Local?.Notice 192.168.1.1\58: *Mar 1 00:46:29.239: %LINK-5-CHANGED;
ace FastEthernet0/0. changed state,
teiatively down

06-19-2015 19:53:30 Local? Notice 192.168.¥

|| 06-19-2015 19:53:30 Local?.Error 192.1

admil

100% 6 MPH 19:55 06-18-2015

Hinh 2 — Cac thong diép syslog cua RI nhan duoc trén Server

Thyec hién debug trén R1 dé kiém tra két qua debug trén R1 ciing dugc xuat dén Server:

Rlfidebug ip rip <- Bat debug RIP
RIP protocol debugging is on

R1#

*Mar 1 00:53:00.743: RIP: received v2 update from 192.168.13.3 on Serial2/0

*Mar 1 00:53:00.747: 192.168.2.0/24 via 0.0.0.0 in 2 hops

*Mar 1 00:53:00.747: 192.168.3.0/24 via 0.0.0.0 in 1 hops

*Mar 1 00:53:00.751: 192.168.123.0/24 via 0.0.0.0 in 1 hops

R1#

*Mar 1 00:53:11.547: RIP: received v2 update from 192.168.123.3 on FastEthernet0/0
*Mar 1 00:53:11.547: 192.168.3.0/24 via 0.0.0.0 in 1 hops

*Mar 1 00:53:11.551: 192.168.13.0/24 via 0.0.0.0 in 1 hops

(...)

Rl#fundebug all <- Tat debug
All possible debugging has been turned off

Két qua debug trén R1 cling d xuat hién day du trén thong ké cua Server syslog (hinh 3):

File Edit View Help

Mm A . |Display 00 (Default) | > Compare features of the free and licensed versions

Date Time Priority Hostname Message (4]
06-19-2015 20:00:08 Local?.Debug 192.168.1.1 76:*Mar 100:53:14.515: 192.168.123.0/24 via
0.0.0.0, metric 1. tag 0

06-19-2015 20:00:08 Local7.Debug 192.168.1.1 75:*Mar 100:53:14.511: 192.168.2.0/24 via
0.0.0.0, metric 2, tag 0

06-19-2015 20:00:08 Local7.Debug 192.168.1.1 74:*Mar 100:53:14.507: 192.168.1.0/24 via
0.0.0.0, metric 1, tag 0

06-19-2015 20:00:08 Local?.Debug 192.168.1.1 73:*Mar 1 00:53:14.507: RIP: build update entries

06-19-2015 20:00:08 Local?.Debug 192.168.1.1 72:*Mar 1 00:53:14.503: RIP: sending v2 update to
224.0.0.9 via Serial2/0 (192.168.13.1)

06-19-2015 20:00:06 Local?.Debug 192.168.1.1 71:*Mar 100:53:12.807: 192.168.2.0/24 via
0.0.0.0in 1 hops

06-19-2015 20:00:06 Local?.Debug 192.168.1.1 70: *Mar 1 00:53:12.803: RIP: received v2 update
from 192.168.123.2 on FastEthernet0/0 =

100% 26 MPH 20:00 06-19-2015

o

m

Hinh 3 — Két qua debug trén R1 da dwoc xudt dén Server

Thuc hién kiém tra trong tu v6i R2.
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3. Cau hinh syslog (2)

e Céu hinh trén R1 dé cac thong diép log tir murc debug trd 1én déu duoc luu vao bd dém nodi
b, tuy nhién, kich thudc cip phat t6i da cho bo dém nodi bd nay 1a 8192 byte.
e Chu hinh dé tdc d6 phat cac thong diép syslog ra cong console ciia R1 (ké ca cac thong
diép debug) khong duogc vuot qua 1 thong di€p trén 1 gidy.
Ciu hinh:

Trén R1:

Rl (config) #logging buffered 8192 debugging
Rl (config)#logging rate-limit console all 1

Kiém tra:

Thuc hién tao mot vai thong di€p log trén R1:

Rl (config) #interface £0/0

Rl (config-if) #shutdown

Rl (config-if) #

*Mar 1 01:28:21.751: $LINK-5-CHANGED: Interface FastEthernet0/0, changed state
to administratively down

*Mar 1 01:28:22.751: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to down

Rl (config-if) #no shutdown

Rl (config-if) #

*Mar 1 01:28:28.495: $LINK-3-UPDOWN: Interface FastEthernet0/0, changed state
to up

*Mar 1 01:28:29.495: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to up

Rl (config-if) #end

R1#

*Mar 1 01:28:33.319: %SYS-5-CONFIG I: Configured from console by console

Kiém tra bo dém noi bo luu trix log trén R1:

Rl#ishow logging
Syslog logging: enabled (12 messages dropped, O messages rate-limited,
0 flushes, 0 overruns, xml disabled, filtering disabled)

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: level debugging, 40 messages logged, xml disabled,
filtering disabled

Monitor logging: level debugging, 0 messages logged, xml disabled,
filtering disabled

Buffer logging: level debugging, 6 messages logged, xml disabled,

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
ﬂan@ DC: 276 - 278 Ung Viin Khiém, P. Thanh M Ty, Tp. H Chi Minh
A DT: (028) 35124257

Hotline: 0933427079 Email: vnpro@vnpro.org
filtering disabled
Logging Exception size (4096 bytes)
Count and timestamp logging messages: disabled
Persistent logging: disabled

No active filter modules.
ESM: 0 messages dropped

Trap logging: level debugging, 44 message lines logged
Logging to 192.168.1.10 (tcp port 5000, audit disabled,

authentication disabled, encryption disabled, link down),
39 message lines logged,
0 message lines rate-limited,
0 message lines dropped-by-MD,
xml disabled, sequence number disabled
filtering disabled

Log Buffer (8192 bytes) :

*Mar 1 01:19:49.935: %SYS-5-CONFIG I: Configured from console by console

*Mar 1 01:28:21.751: SLINK-5-CHANGED: Interface FastEthernet0/0, changed state to
administratively down

*Mar 1 01:28:22.751: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to down

*Mar 1 01:28:28.495: SLINK-3-UPDOWN: Interface FastEthernet0/0, changed state to up

*Mar 1 01:28:29.495: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to up

*Mar 1 01:28:33.319: %SYS-5-CONFIG I: Configured from console by console

Céc thong diép log da duoc luu trén by dém cua Router.
4. Céu hinh syslog (3)

e Ciu hinh R1 va R2 dénh s tht tu cho cac thong diép log.
e Cau hinh dé R1 hién thi thoi diém xdy ra log, sir dung timestamp date-time:
o Véi cac thong diép debug, R1 hién thi thoi gian dén don vi mili giay.
o Véi cac thong diép khac, R1 thém ca thong tin vé nim vao thoi gian phat ra thong
diép log.
e Céu hinh dé R2 hién thi thoi diém xay ra log, sit dung timestamp up-time.
Ciu hinh:

Trén R1:

Rl (config) #service timestamps debug datetime msec
Rl (config) #service timestamps log datetime year
Rl (config) #service sequence-numbers

Trén R2:
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2 (config) #service timestamps debug uptime
R2 (config) #service timestamps log uptime
R2 (confiqg) #service sequence-numbers

Kiéem tra:

Thuec hién tao cac thong diép syslog trén R1 dé kiém tra két qua cau hinh:

Rl (config) #interface £0/0

Rl (config-if) #shutdown

Rl (config-if) #

000041: *Mar 1 2002 00:58:30: %$LINK-5-CHANGED: Interface FastEthernet0/0,
changed state to administratively down

000042: *Mar 1 2002 00:58:31: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to down

Rl (config-if) #no shutdown

Rl (config-if) #

000043: *Mar 1 2002 00:58:37: S%LINK-3-UPDOWN: Interface FastEthernet0/0,
changed state to up

Rl (config-if) #

000044: *Mar 1 2002 00:58:38: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to up

Rl (config-if) #end

R1#

000045: *Mar 1 2002 00:58:41: %SYS-5-CONFIG I: Configured from console by
console

Céc thong diép syslog trén R1 di duoc danh s6 thir tuy va hién thi timestamp c6 thém ca nim trong
dong ho hé thong.

Thuc hién debug trén R1:

Rl#idebug ip rip

RIP protocol debugging is on

R1#

000046: *Mar 1 01:01:11.023: RIP: received v2 update from 192.168.12.1 on FastEthernet0/0
000047: *Mar 1 01:01:11.023: 192.168.1.0/24 via 0.0.0.0 in 1 hops

000048: *Mar 1 01:01:11.027: 192.168.12.0/24 via 0.0.0.0 in 1 hops

Co thé théy rﬁng bén canh viéc dugc danh sb tht tu, cac thong diép debug cua R1 con dugc danh
dau thoi gian dén don vi milisecond dung nhu yéu cau.

Thuc hién tao mot vai thong diép log va kiém tra cach thuc hién thi cac thong di€p nay trén man
hinh console ctia R2:

R2 (config) #interface £0/0

R2 (config-if) #shutdown

R2 (config-if) #

000027: 00:53:25: SLINK-5-CHANGED: Interface FastEthernet0/0, changed state to
administratively down

000028: 00:53:26: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to down
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R2 (config-if) #no shutdown

R2 (config-if) #

000029: 00:53:33: $LINK-3-UPDOWN: Interface FastEthernet0/0, changed state to up

R2 (config-if) #

000030: 00:53:34: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to up

R2 (config-if) #end

R2#

000031: 00:53:39: %SYS-5-CONFIG I: Configured from console by console

R2#{show version | inc uptime
R2 uptime is 54 minutes

Céc thong diép log trén R2 dd duoc danh sé thir ty va danh déu thoi gian xudt hién theo kiéu uptime
dung nhu yéu cau.

5. Pong b thoi gian thwe véi NTP
e Ciu hinh dé R1 ddng vai tro 1a ngudn dong b thoi gian thuc sir dung stratum 5.
e Céu hinh dé Router R2 dong bo thoi gian thyc trén dong hd ciia minh theo thoi gian ciia
RI.
e Cic Router str dung source cho cac géi tin NTP 1a dia chi IP trén cong FO/1.
Céu hinh:

Trén R1:

Rl (config) #ntp master 5
Rl (config) #ntp source £f0/1

Trén R2:

R2 (config) #ntp server 192.168.1.1
R2 (config) #ntp source f0/1

Kiem tra:

Trudc hét, thuc hién hiéu chinh dong ho trén cac Router vé mot gia tri chung dé rat ngén thoi gian
dong bd gitra cac Router:

Rl#clock set 16:30:00 25 Jan 2016
R2#clock set 16:30:00 25 Jan 2016
R3#clock set 16:30:00 25 Jan 2016

Trén R1:

Rl#show ntp status

Clock is synchronized, stratum 5, reference is 127.127.7.1

nominal freqg is 250.0000 Hz, actual freq is 250.0000 Hz, precision is 2**24
reference time is D9315755.147FF5C4 (15:31:33.080 UTC Sun Jun 21 2015)
clock offset is 0.0000 msec, root delay is 0.00 msec

root dispersion is 15875.02 msec, peer dispersion is 15875.02 msec

Rl#show ntp associations
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address ref clock st when poll reach delay offset disp
*~127.127.7.1 127.127.7.1 4 2 64 3 0.0 0.00 7875.0
* master (synced), # master (unsynced), + selected, - candidate, ~ configured

Trén Router R2:

R2#show ntp status

Clock is synchronized, stratum 6, reference is 192.168.1.1

nominal freq is 250.0000 Hz, actual freq is 250.0017 Hz, precision is 2**24
reference time is D9315AB2.66A48429 (15:45:54.400 UTC Sun Jun 21 2015)
clock offset is -89.1152 msec, root delay is 28.05 msec

root dispersion is 169.60 msec, peer dispersion is 80.44 msec

R2#show ntp associations

address ref clock st when poll reach delay offset disp
*~192.168.1.1 127.127.7.1 5 36 128 377 28.0 -89.12 80.4
* master (synced), # master (unsynced), + selected, - candidate, ~ configured

Céc Router R2 va R3 da dong bo thoi gian thuc theo Router R1 va nhén stratum bang 6.

6. Xac thuc NTP

e Cau hinh dé R2 xéc thyc cac goi tin NTP dén tir R1 véi password 1a “CISCO”.
Ciu hinh:

Trén R1:

Rl (config) #ntp authentication-key 1 md5 CISCO

Trén R2:

R2 (config) #ntp authenticate
R2 (config) #ntp authentication-key 1 md5 CISCO
R2 (config) #ntp trusted-key 1

7. Cau hinh SNMP (1)

e Cau hinh trén R1 va R2 cho phép NMS 192.168.1.10 doc thong tin SNMP trén cac thiét bi
nay, str dung community string “CISCORO”.
e Ngoai ra, cau hinh trén Router R1 cho phép NMS 192.168.1.10 dugc phép sira doi thong
tin SNMP trén R1, sir dung community string “CISCORW”.
e Chi Host 192.168.1.10 dugc truy vin SNMP dén cac Router. Cac Router s& phat ra mot
thong diép log néu cac Host khong hop 16 truy van SNMP dén Router
Ciu hinh:
Trén R1:

Rl (config) #access-1ist 1 permit 192.168.1.10
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Rl (config) #access-1list 1 deny any log
Rl (config) #snmp-server community CISCORO ro 1

Rl (config) #snmp-server community CISCORW rw 1

Trén R2:

R2 (config) #access-1list 1 permit 192.168.1.10
R2 (config) #access-1ist 1 deny any log
R2 (config) #snmp-server community CISCORO ro 1

Kiém tra:

C6 thé sir dung chuong trinh Solarwinds toolset dé kiém tra viéc truy van thong tin SNMP trén
cac Router. Pay 1a mot phin mém co ban quyén, co thé tai ban dung thir tir link:
http://www.solarwinds.com/engineers-toolset.aspx .

C6 nhiéu tool trong chuong trinh nay, c6 thé sir dung mot tool bét ky trong do dé thuc hién kiém
tra hoat dong SNMP trén céc Router. Vi duy, co thé su dung tool “Real Time Interface Monitor”
(hinh 4):

e Tods tep
o I statstcs Group Trafhc

=
Hostname or IP Address Monitor
[Cick SelectDevce' o & @ solarwinds

solarwinds

PR |

Sotande eaThems lekatace Monkorcam degley meey sstiaticn
EEES2  fom Routers and Switch ously. Statistics such as
Interface / Port status. um nge. curment receive and tray smﬂ
trafic rates, interface percent utiization, duplex settings. colisions
slignment errors, runts. giants, and many others

This release supports over 400 standard and vendor progrietary
statistics

s et v
L

Hinh 4 — Giao dién tool “Real — Time Interface Monitor”

Trén cua s6 nay, nhan phim “Select device”, mdt ctra sO6 hién ra yéu cau nhap dia chi IP va
community cua thiét bi can giam sat (hinh 5):

Device or IP address:

Credentials:

@ Community string:

() SNMP Version 3:

Select or add credentials

Hinh 5 — Dia chi IP va community cho Agent

Thyec hién nhép IP va community string twong tng ciia thiét bi can gidm sat, chwong trinh s& truy
vén va hién thi cac thong tin vé thiét bi duoc giam sat, vi dy, R1 (hinh 6):
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- ew et o T T

: File Edit Statistics Tools Help

H WS A CRE Statistics Group Traffic - &
Hostname or IP Address:
19216817 et ® stor
R1 Cisco 2811

\ Receive | Transmit

! Bytes Bytes
Status | Interface Type Type | Speed Received Pefcel\lt Pgrf:eqt Transmitted

Utilization | Utilization

b ”?astétherneton') | "Fl' 'éthernet 166 Mbps '26 bps ‘6,00% VO.Db% -26 bps
@  FastEtherneto/t T[] Ethernet 100 Mbps 68 bps 0.00 % 0.00 % 111 bps

Hinh 6 — Théng tin vé cdc interface ciia Router R1
Thay d6i IP trén Management Server thanh mot dia chi khac, vi du 192.168.1.11/24 dé kiém tra
ngoai 192.168.1.10, khong mot dja chi nao khac dugc phép truy van SNMP dén cac Router (hinh
7):

@) Use the following IP address:

IP address: 192 .168. 1 . 11
Subnet mask: 255 ,255.255. 0
Default gateway: 192.168. 1 . 1

Hinh 7 — Déi dia chi trén NMS
Thuyec hién truy vin SNMP lai tir NMS, 1an nay viéc truy van dién ra khong thanh cong (hinh 8):

RealTimelnterfaceMonitor IAJ
o — —— ——

. 192.168.1.1 does not respond to SNMP Queries using 'CISCORW'
;:!é community string.

. . 2 p— P T =

Hinh 8 — Truy van SNMP khong thanh cong.

Trén Router, mot thong béo syslog thé hién diéu nay:

*July 18 16:20:03.887: S$SEC-6-IPACCESSLOGNP: list 1 denied 0 192.168.1.11 ->
0.0.0.0, 1 packet

Sau khi kiém tra xong, can luu y tra lai IP 192.168.1.10 cho Management Server.
8. CAu hinh SNMP (2)

e CAu hinh cac Router R1 va R2 gui trap vé NMS 192.168.1.10. Viéc gui trap chi thuc hién
khi cac cong chuyén trang thai sang up hodc down.
e Community st dung cho hoat dong trap va community trén cac Router 1a “CISCOTRAP”.
Ciu hinh:

Trén R1 va R2:
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R1-2 (config) #snmp-server enable traps snmp linkdown linkup
R1-2 (config) #snmp-server host 192.168.1.10 CISCOTRAP

Kiéem tra:

C6 thé sir dung tool “Trap Receiver” trong b tool dé kiém tra (hinh 9):

File Edit Traps Help
B ¢ R Of&
Export  Print Clear  Pause \ Settings _

TrapTime | PAddress Commorty

Hinh 9 — Giao dién tool “SNMP Trap Receiver”

Chon “Setting” trén ctra s6 chuong trinh dé thiét lap viéc tiép nhan trap tir cac Router. Cac thong
s6 thiét 1ap duoc chi ra trén hinh 10:

General | Device Filter Community Filter | Logging |

¥ Enable SNMP Community Filterina
Only accept SNMP Traps with certain Community strings

New SNMP Community
ICISCOTRAP|

public
CISCOTRAP

Hinh 10 — Thiét Idp cdc théng sé cho tool “Trap Receiver”

Thuc hién shutdown/no shutdown cong F0/0 ciia R1 dé R1 gui trap dén Trap Receiver:

Rl (config) #interface £0/0

Rl (config-if) #shutdown

Rl (config-if) #

*Jun 24 12:25:29.279: $LINK-5-CHANGED: Interface FastEthernet0/0, changed state
to administratively down

*Jun 24 12:25:30.279: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to down

Rl (config-if) #no shutdown
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Rl (config-if) #

*Jun 24 12:25:35.491: $SLINK-3-UPDOWN: Interface FastEthernet0/0, changed state
to up

*Jun 24 12:25:36.491: SLINEPROTO-5-UPDOWN: Line protocol on 1Interface
FastEthernet0/0, changed state to up

SNMP Trap Receiver da tiép nhan duoc céc trap tir R1 (hinh 11):
R

File Edit Traps Help

B ¢ R O &

Export  Print Clear  Pause  Settings _

T T
Trap Time ‘ IP Address ‘ Community | Device Type ‘ Trap Details i

sysUpTime = 777616
snmpTrapODD = linkUp
ifindex.1 =1

192.168.1.1 CISCOTRAP snmpTraps ifDescr.1 = FastEthernet0/0
ifType.1=6
locifReason.1 = Link up
experimental. 1057.1 = 192.168.1.1

24-Jun-15
06:44 PM

sysUpTime = 777132
snmpTrapOID = linkDown
ifindex.1=1

192.168.1.1 CISCOTRAP snmpTraps ifDescr.1 = FastEthernet0/0
iffype.1=6
loclfReason.1 = administratively down
experimental. 1057.1 = 192.168.1.1

24-Jun-15
06:44 PM

Hinh 11 — Cadc trap nhdn duwoc tir R1

C6 thé kiém tra tuong ty voi hoat dong giri trap tir R2.

9. CAu hinh Netflow

Thuc hién cau hinh tinh ning Netflow trén Router R1:

e RI1 st dung Netflow version 5.
e Két qua Netflow dugc chuyén vé Host quan 1y 192.168.1.10, sir dung port 9999.
e RI thu thap thong tin ciia dit liéu di ra va di vao cong F0/0.

Ciu hinh:

Rl (config) #ip flow-export version 5
Rl (config) #ip flow-export destination 192.168.1.10 9999

config) #interface f0/0
config-if)#ip flow ingress
config-if)#ip flow egress

R1 (
R1 (
R1 (
Rl (config-if) #exit

Kiéem tra:

Tuong ty nhu cac budc trén, cd thé su dung cong cu “Netflow Realtime” cta bd tool dé kiém tra
(hinh 12):
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- _
T DI e

File Edit Tools Help

Start Flow Capture | Setting up NetFlow

Khai bdo thiét bi giri
Select an interface to analyze: thong tin Netflow X R
Interface | Trafficin  |® Traffic Out Flow Type

Puirng din chi dén

noi lru file thong tin
Capture file: Netflow
D:\LABWetflow.sncf, =

Port nhan thong tin Netflow, chon la -
9999 gidng vé'i khai bdo tréncéc  solarwinds
router

Listen onport: 99995+ Apply
(Default port: 2055)

Hinh 12 — Giao dién tool “Netflow Real Time”

Sau khi khai bao hoan tat, cong FO/0 ciia R1 hién ra trong danh sach duoc giam sat Netflow (hinh
13):

|~ NetFlow Realtime
File Edit Tools Help

Start Flow Capture | Setting up NetFlow

Select an interface to analyze:

Interface | Trafficin  |# Traffic Out Flow Type
B s R1
FastEthernet0/0 5320 bps 4832 bps NetFlow

Hinh 13 — Cong F0/0 ciia R1 trong danh sdch gidm sdt

Trén cira s6 giao dién nay, nhan “Start Flow Capture” dé bat dau phan tich luu lugng trén cong
F0/0 cua R1.

Thuc hién khéi tao mot luéng dir liéu di ngang qua céng F0/0 cua R1:

R2#ping 192.168.1.10 repeat 100000 timeout 1

Type escape sequence to abort.

Sending 1000000, 100-byte ICMP Echos to 192.168.123.1, timeout is 1 seconds:
| L L L L L L L L I A I

Két qua phan tich Netflow (hinh 14):
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| Inbound Traffic a
Traffic Analysis for Applications -

Wlsnwe (161/00P) [Wcistinct (9939/UDP) [Eiocai routing process (on ste); (520/UDF) W7 1ncwe

Application Protocol Total Traffic Total Packets Traffic Percentage

SNMP (161) UDP 8577.3Kb 7350 100% ||

distinct (9 UDP 22.9Kb 19 03%

local routin  UDP 6.6 Kb 15 0.08%
I Outbound Traffic [X]

Traffic Analysis for Applications

[Wlsnwe (151/00P) [WINETSIOS Neme Service (137/UDF) @rrincue

Hinh 14 — Két qud phan tich Netflow

Bén canh viéc sir dung chuong trinh phan tich Netflow bén ngoai ¢ thé kiém tra thong tin thong
ké tryc tiép trén Router bang cach sir dung lénh:

Rl#ishow ip cache £0/0 flow

IP packet size distribution (1701370 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.000 .000 .003 .985 .008 .002 .000 .000 .000 .000 .000 .000 .000 .000 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .000 .000 .000 .000 .000 .000 .00O0 .00O .00O .00O

IP Flow Switching Cache, 278544 bytes
8 active, 4088 inactive, 876 added
31404 ager polls, 0 flow alloc failures
Active flows timeout in 30 minutes
Inactive flows timeout in 15 seconds
IP Sub Flow Cache, 25800 bytes
8 active, 1016 inactive, 876 added, 876 added to flow
0 alloc failures, 0 force free
1 chunk, 1 chunk added
last clearing of statistics never

Protocol Total Flows Packets Bytes Packets Active (Sec) Idle (Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow
UDP-other 785 0.0 30 133 2.0 14.7 15.4
ICMP 83 0.0 9044 100 64.2 26.2 15.7
Total: 868 0.0 892 101 66.3 15.8 15.4
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Fa0/1 192.168.1.10 Fa0/0* 192.168.123.3 01 0000 0000 462K
Fa0/1 192.168.1.10 Fa0/0* 192.168.123.3 11 E14D 00Al 500
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