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LAB - SUDUNG CISCO WEBEX TEAMS
COLLABORATION API

Cisco Webex Teams 1a mot giai phap cong tac dé lam viéc nhém véi cac cude hop
video, nhin tin nhém, chia sé tép tin... Trong bai Lab nay, ban s€ tao modt chatbot, noi
ma ban s& nhin duoc tin nhén tryc tiép va gui thong bao dén cac tmg dung nodi bd cua
ban. Ching ta s& sir dung Postman dé tao requests dén Webex Teams API dé quan ly
khéng gian, ngudi duoc tham gia va nhin tin. Chiing ta s& tim hiéu cach hién thj tng dung
cuc bo 1én Internet @& Webex Team c6 thé giri théng bao dén tng dung do.

I. Tao Webex Teams App

Pang nhap vao developer.webex.com va click vao Create a New App:

i Webex
Cisco \Vebe> Documentation Blog  Support

for Developers

No apps were found

Create a New App

3 B &

Integration Bot Guest Issuer
Request permission (OAuth) to Build intelligent chatbots that post Let guests (non-Webex users)
invoke Webex Teams APis on behalf content and respond to ‘with your ion's

of another user. users.

Create an Integration Create a Bot Create a Guest Issuer
Learn More Le Leam Mere
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Sau d6 dién cac thong tin can thiét vao va chon Add Bot:

Cisco

for Developers

Documentation Blog  Support

New Bot

Bot Name*
Name of your bot in 100

characters or less.

Bot Username*
The usemame users will use to
add your bot to a space. Cannot

be changed later.

lcon®

Upload your own or select from
our defaults. Must be 512x512px
in JPEG or PNG format

Cisco

for Developers

| DevNetBot I

|‘ huynhvanmanhtien | webex t

‘.
I

P \ Ty
Unioad Detault 1 Dotault 2 Default 3

Documentation Blog  Support

Description*

Provide some deotalls about what
your bot does, how it benefits
users, and how an end user can
get started in 1000 characters or
less. Bullets and links Markdown
supported. It your app is ksted on
the Webex App

be used as he I

description.

Supported markdowr

Sau khi Add Bot thanh cong, ching ta s& c6 mot vai thong s6 quan trong can ghi

nhd nhu hinh duéi day:

Bot's Access Token

Non- expiring (good for 100 years)
Cco8s Lok To yOoul DL

Unique system generated ID for
your bat

Nama of your bot in 100

chamcuers or less.

The Lacrmame users wil uss 10
20 your Do 10 4 Epace, Canndt
Be eranged wner

VIATNZIRMOKTY TERNIOONDEIL TNz tODE SMGIMC

Y2UzY2920GF yazovl 3VZLOFQUEXJQOFUSUSOLZMS YT

huyniwanmanhben@webex bot
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Dé c6 thé giao tiép voi Bot thong qua Webex Teams client, chiing ta can add bot
username vao trong room Webex Team:

Contact a person

|
e Q

Webex Teams

5 Connect to a Device

Contact a person

Q_ huynhvanmanhtien@webex.bot

No spaces yet

‘ @ huynhvanmanhtien@webex.bot ~

. huynhvanmanhtien@webe...

Welcome

5] Connect to a Device
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(® DevNetBot ~

1PM

T i i
Hello, bot

5 Connect to a Device

II. List Spaces va Messages
Dang nhap vao Postman:

Chon import, sau do chon Choose files:

22 MyWorkspace v & invite
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Import 8 Postman Coll
RAML / WADL / Open API (1

Drop files here

Import file Webex Teams.postman_collection vao. Cac ban c6 thé 13y file tir github

cua Vnpro: https://github.com/vnpro149/webex.git.

&) Open X

T <« Use_the_Cisco_WebEx_Teams_Collaboration_API > initial v O Search initial »p

Organize = New folder = ~ [ o

= This PC Name Date modified Type Size

¥ 3D Objects 1% Webex Teams.postman_collection 1/6/2020 11:37 AM JSON File 3
I Desktop

Documents

¥ Downloads

J’ Music

=] Pictures

i Videos

% Local Disk (C)

= Local Disk (D:)

« Data (E)

¥ Network g »

File name: | v | A Fites ) v|

| Open | | Cancel ‘
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Sau khi Open ban s& duogc két qua nhu sau:

8 MyWorkspace v &, Invite

Chon View More Action va chon Edit:

Untitled Request

xev vALUE DESCRIPTION

] 7+ I« &

|8 X
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Chuyén sang Authorization va dién vao Bot’s Access Token ciia chatbot lac nay ban
tao va phan Token, sau d6 chon Update:

EDIT COLLECTION

Name

Webex Teams API

Authorization @ Pre-request Scripts Tests Variables ®

This authorization method will be used for every request in this collection. You can override this by specifying one in the request.

TYPE

Bearer Token

The authorization header will be automatically

Token

YjATN2JhMDktYTFhNiOONDkzLTImNzktODE
5MGJkMGNkYmQwYTlyOTYOMDctMGRh_P
F84,consumeﬁ

generated when you send the request. Learn more
about authorization

Cancel

Bay gio ching ta s& tién hanh tao mot request dé 1ay danh sach tat ca spaces (room)
hién tai dang c6 trong bot ctia ching ta. Chon View more actions va chon Add Request:

Q Fiter

History  Collections

APIs

4T Unsitied Request

+ New Collection

' m Webex Teams AP! 1
2 requests.
A Share Collection
@ Manage Roe
Al Rename
&
15 createafork

'] Merge changes

&
|

mxED0+ 8D
i

»

ek

Qo

GET v | Enter request URL

Query Params

wy
Key
Response

This collection I3 not a fork

o Ervironment - o O

=l -

Cookies Code

® 4 o

Semngs

vawr o BulkEde

Value Description

Hit Send to get a response

Coooamp B & O
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Dién vao Request name va chon Save to Webex Teams API:

SAVE REQUEST

Requests in Postman are saved in collections (a group of requests).

Learn more about creating collections

Request name

List roomi

Request description (Optional)

Descriptions support Markdown

Select a collection or folder to save to:

Q

4 Webex Teams API + Create Folder

Cancel Save to Webex Teams API

Sau d6 ching ta click vao List rooms vira tao, dién thong in vao Request URL rdi
nhan Send dé giri request:

=1
m

BB Webhooks

A No Environment - Lo
Q civ Untiied fequest e i Usirooms . 4o >
Collections ~ AF
S — » List rooms Examples (0) ¥
+ New Collection
Ger Send Save ~
Webex Teams AP
e
-

» W Webhooks

I @t Listrooms I
Y vALE DESCRIPTION ose Bulk Edit

Hit Send to get a response
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Két qua s€ nhu sau:

617 Untitied Request ® oo Ustrooms o 4 oo

Collections
* List rooms

+ New Collection

Webex Teams AP|
Pararms.
» B Webhooks
Query Params

et List rooms

ey VALY pescrmON
Body Latu Time: 4 Save Response «
Pretty Previe BoN v S i
1 q | |
2 “ttems®: [
{
‘ L3V 2L L IPTOOVHTV I LPOME 26U Y507 2GE LN 1¥ZEL0GY0Tqy Y e 61",
s + 2020.-03-09T08:21:15.3852",
s Y212¥292CGFy arov 3VEL LS T15RS By 0MOHZ TACOANSUOL TRINQEO0A My 1 SOKIDEIZQW0Q"
1 26-83-89T08:21:15.9782",
1 “consumar”
)
1
¢} 1
Choamp B & G

O day Bot ctia chiing ta chi c6 mot ngudi d6 1a Tien.DevNet va cung véi d6 sé hién
thi cac thong sd lién quan nhu id, type... Sau ddy chung ta s& gan gia tri ID nay vao gia
trj var ciia ham request dé khai thac thém 1 s6 thong tin dugc cung cap boi ID nay:

St v Uniited Request o [E Gtooms = [ - No Emvironment + o o
History  Callections A .
Leicteiirotaiaal]L » List rooms Examplei0)
+ New Collection
GET v | hupsiaplciscospark comm/roams send -~ [T

Webex Teams APl ¢ L

-
3 requests
Params  Authorizat Headers (B)  Body cequetScRt T " Cookies. Code

* 1 4 Share Collection

Query Params
o o L Roles
&8 s
wer VALUE DESCRIPTION
A] Rename
- Bady Cookies fafus 000K Tme: 1813ms  Sie: 7248 Save Response ¥
1% createafork
Ilom Precy  fw ew  Viualce SON v S5 mQ
BB Add Request £ 7
C3 Add Folder j '“‘T" l
a 12¥202 Wal13P S TLHOMEZ WiV L =]
Duplicate 815
W ouwl 5 Tien, Davhet*,
* Bpon &
4~ Monitor Callection 8 : ~2020.03.09708:21:15_9852"
9 “Y212Y292CGRyazovL VZLIBFT IHNCOM UL 3 g,
£ Mock Collection 1 2020-83-99T88: 21:15.97817,
1 "t "consumer”
IB Publish Docs 12 )
13 1
X Remave from workspace u o}

M Oclete Del

) © tonamp B & ®
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Chuyén sang Variables sau d6 copy ID véo 2 gia tri Initial Value, Current Value va
chon Update

EDIT COLLECTION

Name

Webex Teams API

Tests Variables @

Description Authorization @ Pre-request Sc

These variables are specific to this collection and its requests. Learn more about collection variables.

VARIABLE INITIAL VALUE @ CURRENT VALUE @ ess | persistAll  Reset Al

roomid IYZIzYZchGFyazovL3VzL1j.,. YZIzYZgchFyazovLSVzUJPTOOVMTVIMZIlMDMtZGUzYSDzZGExLW...I

Add a new variable

@ Use variables to reuse values in different places. The current value is used while sending a request and is never synced to
Postman's servers, The initial value is auto-updated to reflect the current value. Change this behaviour from Settings. X

Learn more about variable values

Ca HCEi

Tiép tuc tao thém 1 request méi voi tén 1a List messages:

& Lnitiled Request ® s Ustrooms o F e

y  Collections APIs .
—_— * List rooms Examples (@ ~

+ New Collection
GET v hupsi/aplciscospark comavl irooms Save

v vlwmvmsm 3 £

3 requests
Params  Authortzatic Headers (8 Boc P estScript T Cookies Code

> 4 Share Colection

Query Params
C
wer vaLe oescuwnon e BukEde
Al Rename
# Ede
H Salus 000K Tene 1813ms  Sue 748 SeveResponse *
LS Croseatork Sody e
' Pretly  Rew  Predew  Visake SON Y S ma

3 AddFolder b
Duplicate 4 o
L 5 Tien.Deviet™,
# Esport & ®
7 ,
a0 Moritor Collection [ t “2020-03-09108:21:15.5852%,
Y 112¥292¢6F yazovL 3V LLEF T1BNRS 8,00MIC) HHCHANUBLTRLAQE DAy by 1 SR ZDE2EDQUOOGT
£ Mock Collection m “crasted®: *2020-93.09T08:21:15.9782",
u "oumerld™; "consumer™
1B Pubish Docs 12 1
13
X Remove from workspace ) L
B Delete

0s B8 ooy B & O
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SAVE REQUEST

Reguests in Postman are saved in collections (a group of requests).

Learn more about creating collections

Request name

List messages|

Request description (Optional)

Descriptions support Mark:

Select a collection or folder to save to:

Q

4 Webex Teams API

+ Create Folder

I Webhooks

Cancel Save to Webex Teams APl

Tién hanh request bang cach chon List messages, dién gia tri vao Request URL sau
d6 chon Send dé giri request:

ST Untthed Request ® &I Ustrooms .
History Collections APIs
—— » List messages

Examples () ¥
+ New Collection v 2
GET v I : somich) | Save ~
Webex Teams APY
-
4 requests
Params @ Authorizatic Headers  Body e request Seript Cookies Code
» W Webhooks [re—
Query Params.
ar Ut rooms
ey aLue oescrrmon e BulkEdn
=@ romd troomien) =
Response
Hit Send to get a respanse
0 8

= oootamp B @ @
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Va day 1a két qua chung ta thu duoc. O phan text 1a tin nhin “Hello, bot” liic niy

minh da gui tir Tien.DevNet sang chatbot DevNetBot:

I11. Expose Local Port to Internet
M¢ ctra s6 cmd 18n va nhap ngrok http 5005:

-» http
-> http:

rtl rts psSe poo
0.00 0.00 .00 0.00

(Ctrl+C to quit

Luc nay ngrok service da dugc bat. Chu y gié tri Forwarding trong hinh trén.Sau d6
ching ta vao trinh duyét web va vao duong dan localhost:4040. Chon dudng link https

nhu trong hinh:
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N ngrok - Inspect X @ https//7d1ebdaf.ngrokio S

C @& 7d1ebdaf.ngrokio

$ Apps () nexus9000/nx-os/n.. @ NewTab i DEVNET-1291.pdf % Introto N
Request received on local port 5005

Dén day chung ta thiy ngrok da public service nhan 1 HTTP GET request va
forward n6 théng qua 1 tunnel dén may local ctia chiing ta. Nhing tng dung local d& nhan
duoc request va gui lai response. Ngrok public service da nhan dugc response va forward
n6 vé trinh duyét web cua chiing ta, khi dugc xac nhan ngrok URL s€ dugc phép truy cap
va bay gio c6 thé sir dung Webex Teams dé gui tin nhan dén thiét bi:

N ngrox - inspec x @ nopsi/7diendstgrokio x| + = o X
€ o * 0% @ :
B o [r— OFVNET- 129750t Introto Napaim  dlh Whatis Y07 [ Happycoding (B Wetwork auoma AP Data Formans
You are using ngrok without an account. Your session will nd in 7 hours, 57 minutes. Sign up for longer sessions.
Fiter by
All Requests Clear Zminstes age  Duralion 595ms 2 P 1232022433
GET ffaviconco 404 NOTFOUND _ 2 76ms
GET/

Ask a question

IV. Dang ky voi Webhook

Trong Postman, click vao thu muc Webhooks trong Webex Teams API:

o sraronmmont - e B

B e ——— sve -+

.Q

:
- 8
]

1B 5,003 JHHC G4 JUBL TRLMAQL Oty L ISZOE2D000G"

M ] © wowmp B & O
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Chon List webhooks request va chon Send:

<aT Unatied Request ® G Ustrooms ® v Ust messages ® G Listwebhooks L ANE

-

Collections AP

» List webhooks Examples(0) ¥
+ New Collection
GET v | hupsuiapiciscospark.comivi/webhooks Save v
Webex Teams AP|
.
s requests
Params t i ) C

v B Webhooks

Query
I ser  List webhooks I

T Usten Body Cookie teaders (10)  Test Result Status: 2000k Time: 1265ms  Size: Save Response »
Pretty Raw  Prevew  Vousliee BON v S mQ

1 K | |
2
: B 1

DSB8 Sty H @ O

O day chiing ta co thé thay két qua tra vé 1a rdng, c6 nghia 1a chua c6 webhooks
nao dugc dang ky trong Bot. Chon Create a webhook va Chon Body:

A U [r——— = Wabistimata = -

Collections
» Create a webhook

+ New Collection

o

Body @
~ W Webhooks

@ rone formurlencoded @ raw @ binary @ GraphGL  JSON ~ Beautify
i {
2 isbhook to Studenbot (all events, no filter)”,
T
s “https:/ /00000000, ngrok. Lo events™
& )

QB ey @ OB @
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Thay d6i gia tri cua tir khoa targetUrl thanh gia tri URL cta ngrok:

9 Email: vopro@vnpro.org

Create a webhook LK 3

et List webhooks

History Collections APis
e » Create a webhook Examples (0] ¥
+ New Collection
PoST v | https:i/apiciscospark com/vl Awebhooks Send Save v
Webex Teams AP|
derquents
Austhor atios Headers @) Body ® re-request Sceipt st Sul Cockles Code
v W Vebhooks R —
rone - xwww-Form-urien 5 ra SON Beautfy
R — ®rone @ formdata @ form-uriencoded @ raw @ binary @ GraphQL  JSON
1
P01 Create a webhook H “Webhook to Studenbot (a1l svents, ne filter)",
3 "
e List rooms 4
Is
v List messages O

B Bootcamp B & B

Sau d6 chon Send:

& Invite

ste 3 webhook o o+ e No Environment - © %

i Collections

+ New Collectio

Webex Teams AP
. - .
W Webhacks | prany v pov v S maQ
v 1
. . ’ T
L] s, no filter)",
, SVBBVELPT 19028 ekl Leg”,
L] LBMRSS JOWEWYmMIY111Z Wk TQUNGHTY ] IyMy@LOTEWMG, ",
’ XGOS50 0t AT DB V76 RT 27 T yOG AR TAYe ) TS 190712 AHed S T SNGEY PHSPF
"
1 "status”
ER | I

= sooamy [ &
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V. Get Notifications for New Messages

Trong chatbot DevNetBot, giri 1 tin nhin mai:

(® DevNet8ot +

Hello, bot

J Connect to a Device

M lai trinh duyét web ngrok web console: localhost:4040. Chiing ta co thé thay
mot POST request d& duoc giri ngrok public URL va forward dén may ciia ching ta:

x| + o x

* 0F @ :

All Requests e POST/

GET favican.lea NQT FOUND

GET 200 0K 5.95ms

v

Service dang chay local d nhan dugc thong bao rang co tin nhan dugc giri &én cudce
hoi thoai trong bot:

200 OK




