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Mo ta:

e Bailab gém cac Router 2811, cac Switch 3560 va cac PC duoc két ndi v6i nhau nhu
hinh 1. Trong cac PC tham gia bai Lab, hai PC dugc st dung véi vai trdo Monitoring
Server. Bai lab nay c6 thé duoc thuc hién trén LAB gia 1ap sir dung cac IOL Router L3-
ADVENTERPRISEK9-M-15.4-2T, Qemu Switch: viosl2-adventerprisek9-
m.SSA high iron va cic Qemu Windows: win-7-x86-IPCC.

e Trong bai Lab, hoc vién sé& thuc hanh c4u hinh tinh nang SPAN va RSPAN trén cac Switch.

Yéu cau:
1. Céu hinh trunking

e Thyc hién thiét 1ap duong trunk két n6i giita SW1 va SW2.
e Puong trunk nay str dung k¥ thuat trunking Dotlq, thiét 1ap tinh, tat DTP.
Ciu hinh:

Trén SW1 va SW2:

SW1-2 (config) #interface £0/24

SW1-2 (config-if) #switchport trunk encapsulation dotlg
SW1-2 (config-if) #switchport mode trunk

SW1-2 (config-if) #switchport nonegotiate

SW1-2 (config-if) #exit

Kiem tra:

Kiém tra duong trunk theo yéu cau da duoc thiét 1ap gitra hai Switch:

SWl#show interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/24 on 802.1qg trunking 1

(...)
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SW2#show interfaces trunk
Port Mode Encapsulation Status Native vlan
Fa0/24 on 802.1q trunking 1

(.)

2. CAu hinh VTP va VLAN

e Thuc hién cdu hinh VTP trén hai Switch theo yéu cAu sau:
o VTP domain: vnpro, VTP password: cisco.
o SWI: Server, SW2: client.
e Trén SW1 thuc hién cdu hinh cac VLAN 10 va 20. Kiém tra xac nhan rang ciu hinh VLAN
nay di duoc lan truyén dén SW2.
e Trén SW1 thyc hién gan cong F0/1 vao VLAN 10 va F0/2 vao VLAN 20.
Céu hinh:

Céu hinh VTP:

SW1 (config) #vtp domain vnpro
SW1l (config) #vtp password cisco

SW2 (config) #vtp domain vnpro
SW2 (config) #vtp password cisco
SW2 (config) #vtp mode client

Tao VLAN trén SW1:

SW1 (config) #vlan 10
SW1 (config-vlan) #exit

SW1 (config) #vlan 20
SW1 (config-vlan) #exit

Gén cong vao cac VLAN vura tao theo yéu cau:

SW1l (config) #interface £0/1
SW1 (
SW1 (config-if) #switchport access wvlan 10
SW1 (config-if) #exit

config-if) #switchport mode access

SW1
Swl
Swl
Swl

config) #interface f0/2
config-if) #switchport mode access
config-if) #switchport access vlan 20

—~ o~~~

config-if) ffexit

Kiem tra:

VTP di duoc thiét 1ap theo yéu cau:

SWl#show vtp status

VTP Version capable : 1 to 3
VTP version running 1

VTP Domain Name : vnpro
VTP Pruning Mode : Disabled
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VTP Traps Generation : Disabled

Device ID : 0011.936a.2580
Configuration last modified by 0.0.0.0 at 3-1-93 01:13:19
Local updater ID is 0.0.0.0 (no valid interface found)

Feature VLAN:

VTP Operating Mode : Server

Maximum VLANs supported locally : 1005

Number of existing VLANSs H

Configuration Revision H

MD5 digest : OxFC 0xD0O 0x8C 0x33 0x8D 0xD9 0xE3 0x65

0x76 0x47 0x44 0x10 OxFE 0x67 0xCB 0xES5
SWlishow vtp password
VTP Password: cisco

SW2i#show vtp status

VTP Version capable : 1 to 3

VTP version running 1

VTP Domain Name : vnpro

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled
Device ID : 001lc.blcb5.ce80

Configuration last modified by 0.0.0.0 at 3-1-93 01:13:19

Feature VLAN:

VTP Operating Mode : Client

Maximum VLANs supported locally : 1005

Number of existing VLANs H

Configuration Revision H

MD5 digest : OxFC 0xD0 0x8C 0x33 0x8D 0xD9 0xE3 0x65

0x76 0x47 0x44 0x10 OxXFE 0x67 0OxCB 0OxE5
SW2i#show vtp password
VTP Password: cisco

Céu hinh VLAN d4 duoc dong nhat giita hai Switch:

SWl#show vlan brief

VLAN Name Status Ports

1 default active Fa0/3, FaO/4, Fa0/5, Fa0/6
Fa0/7, Fa0/8, Fa0/9, Fa0/10
Fa0/11, Fa0/12, Fa0/13, Fa0/14
Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Gi0/1, Gi0/2

10 VLANO0O010 active Fa0/1
20 VLAN0020 active Fa0/2
1002 fddi-default act/unsup
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1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

SW2#show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, FaO/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Gi0/1

G10/2
10 VLANOO10 active
20 VLAN0020 active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

Két qua show ciing cho thdy cac cong trén SW1 di dugc gan vao cac VLAN ding theo yéu cau.
3. Pinh tuyén VLAN trén Router

e CAu hinh Router R dinh tuyén giita hai VLAN 10 va 20 theo cac thong s6 theo bang sau:
Bdng 1 — Théng tin dinh tuyén VLAN

Cong VLAN két noi Dia chi IP
F0/0.10 10 192.168.10.1/24
F0/0.20 20 192.168.20.1/24
Ciu hinh:
Trén SW2:

SW2 (config) #interface £0/1

SW2 (config-if) #switchport trunk encapsulation dotlg
SW2 (config-if) #switchport mode trunk

SW2 (config-if) #switchport nonegotiate

(config-if) ffexit

Trén R:

(config) #interface f0/0
(config-if)#no shutdown
(config-if) #exit

config) #interface £0/0.10
config-subif) #encapsulation dotlQ 10
config-subif) #ip address 192.168.10.1 255.255.255.0

R
R
R
R
R
R
R(config-subif) #exit

(
(
(
(
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(config) #interface £0/0.20

(config-subif) #encapsulation dotlQ 20
(config-subif) #ip address 192.168.20.1 255.255.255.0
(

R
R
R
R(config-subif) #exit

4. SPAN

e CAu hinh tinh nang SPAN dé SW1 thuc hién sao luu tat ca dit liéu ra/vao céng F0/1 dén
Monitoring Server 1 dit trén cong F0/12.
Ghi chu:
Tinh ning SPAN (Switchport Analyzer) duoc st dung dé sao luu dit liéu dang trao d6i trén mot
céng hodc mot VLAN cia mot Switch dén mot céng khac trén cung Switch éy nham muc dich
phan tich dir liéu nay. Thiét bi phan tich gin trén cong khac ay c6 thé 1a mot thiét bi bat goi (packet
sniffer) hodc mot IPS/IDS (Instrusion Prevention Sensor/Instrution Detection Sensor),.v.v...

bé cau hinh SPAN, cac budc sau can duoc thuc hién:

e Khai bao cong hoic VLAN can phai capture dir liéu:

Switch (config) #monitor session-id source {vlan vlan-list | interface
tén céng} [tx | rx | both]

Trong do:

o0 session-id: SO hiéu cua hoat dong monitor. Sé lugng monitor session thay ddi
tuy theo dong Switch dugc st dung.

0 “source vlan” hay “source interface”: VLAN hay cong cin capture dir li¢u
cua cau lénh.

o VLAN hoic interface dugc theo ddi, co thé capture dit lidu di ra (tx), di vao (rx)
hoic ca hai chiéu (both).

e Khai bao cong dich dén c6 gin thiét bi phan tich:

|Switch(config)#monitor session-id destination interface tén_céng

Mic dinh, khi mot cong tré thanh monitor port, Switch s& drop bo moi luu luong di vao
cong d6 va nhu vay thiét bi thuc hién nhiém vu bat goi va gidm sat trén cong monitor s&
khong thé truy nhap mang.

Ciu hinh:

Trén SWI:

SW1 (config) #fmonitor session 1 source interface f0/1 both
SW1 (config) #fmonitor session 1 destination interface f0/12

Kiéem tra:

Kiém tra cau hinh da thuc hién trén SW1:

SWl#sh monitor session 1
Session 1
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Type : Local Session
Source Ports :
Both : FaO/1
Destination Ports : Fa0/12
Encapsulation : Native
Ingress : Disabled

Cong F0/12 ciia SW1 hién d3 tré thanh monitoring port va khong con cé thé sir dung cho hoat
dong truyén dit liéu thong thuong:

SWl#show ip interface brief £0/12
Interface IP-Address OK? Method Status Protocol
FastEthernet0/12 unassigned YES unset up down

SWl#show interface £0/12 status

Port Name Status Vlan Duplex Speed Type
Fa0/12 monitoring 1 a-full a-100 10/100BaseTX

Dé kiém tra hoat dong capture dit liéu, thuc hién telnet tir PC1 dén Router R. Toan bo dit liéu telnet
gitta PC1 va Router s& dugc bét goi trén monitoring Server. C6 thé sir dung phan mém Wireshark
trén Server dé kiém chtg diéu nay. Thyc hién:

bat IP trén PC1 thudc dai IP cua VLAN 10 (céng FO/1 dugc gan vao VLAN 10):

General SUDDOﬂI

Connection status
ﬂ‘ Address Type: Manually Configured
=P Address: 192.168.10.11
Subnet Mask: 2556.255.2585.0

Hinh 2 —IP trén PC1

Céu hinh telnet trén Router R, str dung password telnet 1a “vnpro™, password enable 1a “cisco”:

config)#line vty 0 4
config-line) #password vnpro
config-line) #login
config-line) #exit

(config) #enable password cisco

T PC1 thyc hién telnet dén Router R va thuc hién mot vai thao tac trén cira sb telnet:

C:\>telnet 192.168.10.1 <- Telnet dén dia chi c@ia router R
User Access Verification

Password: <- Nhdp password la “vnpro”
R>enable
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Password: <- Nhédp password la “cisco”

Rt

Riishow ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 unassigned YES NVRAM up up
FastEthernet0/0.10 192.168.10.1 YES NVRAM up up
FastEthernet0/0.20 192.168.20.1 YES NVRAM up up
FastEthernet0/1 unassigned YES NVRAM administratively down down
Serial0/0/0 unassigned YES NVRAM administratively down down

Chuong trinh bat goi Wireshark trén monitoring Server da bat dugc dit liéu telnet trao doi giira
PC1 va Router R (hinh 3):

Local Area ¢ :

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

An 20 LiDRB IRe>=FTsEEaaan

ll»‘«DD‘v‘adwsptay‘ filter ... <Ctrl-/>

No. Time Source Destination Protocol |Length Info
137 80.860955 192.168.10.11 192.168.10.1 TELNET 60 Telnet Data ...
138 80.862057 192.1638.10.1 192.168.10.11 | TELNET 60 Telnet Data ...
139 80.997366 192.168.10.11 192.168.10.1 TELNET 6@ Telnet Data ...
140 80.998591 192.168.10.1 192.168.10.11 TELNET 60 Telnet Data ...
141 81.101869 192.1638.10.11 192.168.10.1 TELNET 6@ Telnet Data ...
142 81.103054 192.168.10.1 192.168.10.11 TELNET 60 Telnet Data ...

Hinh 3 — Két qua bdt goi bang Wireshark trén Server

C6 thé click phai vao mot goi telnet bat ky va chon tity chon “Follow TCP Stream” dé phan tich
dir lidu telnet bat duoc (hinh 4):

TELNET 60 Telnet Data ...
TELNET 60 Telnet Data ...
TELNET 60 Telnet Data ... | <- Click phai vao mét géi telnet
TELNET o _Tal 4 D= -
T tarirmraTicPacket Ctrl+M in=65432 Len=0
TELNET) Ignore/Unignore Packet Ctrl+D
pEtE) Set/Unset Time Reference Ctrl+T g
TCP in=65431 Len=0
TELNET Time Shift... Ctrl+Shift+T
TELNET| Packet Comment...
TCP in=6543@ Len=0
TELNET| Edit Resolved Name
ITELNET] =
a4 (ase Apply as Filter 4

Dst: Prepare a Filter 4

.168.1 Conversation Filter L

Bt Colorize Conversation >

Chon "Follow TCH Stream"
SCID 13
Follow 2 TCP Stream

Hinh 4 — Follow TCP Stream
Két qua phan tich thu duoc (hinh 5):
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- _——— ——————————
M Wireshark - Follow TCP‘Stleam (tcp.stream eq 1) - wireshark_pcapng_39F89FCD-89D5-4343-BD34-C1CA285223

User Access Verification
Password: ........c.... A s ANSI..vnpro
R>eennaabbllee

Password: cisco

R#tsshhooww iipp iinntteerrbbrriieeff.[D..[D..[D..[D..[D. brief...... [D.ff brief...
brief......

Interface IP-Address OK? Method Status Protocol
FastEthernete/e unassigned YES NVRAM up up
FastEthernete/e.10 192.168.10.1 YES NVRAM up up
FastEthernet@/0.20 192.168.20.1 YES NVRAM up up
FastEthernete/1 unassigned YES NVRAM administratively down down
Seriale/e/e unassigned YES NVRAM administratively down down

R#

Hinh 5 — Két qua phan tich dit liéu Telnet

Nhu vay, v6i tinh ning SPAN, ngudi quan tri c6 thé bat goi dé phan tich luu luong di qua mot
Switch.

5. RSPAN

e Céhu hinh tinh nang RSPAN dé SW1 thyc hién sao luu tat ca dit liéu di qua VLAN 20 dén
monitoring Server 2 dt trén cong FO/12 ciia SW2.

e VLAN 30 dugc tao thém dé hoan thanh yéu cau nay.

Ghi chu:

Tinh ning SPAN chi cho phép dit thiét bi monitor 1én mot cong thudc vé cuing Switch vai cac
thanh phan bi giam sat (VLAN hodc port). Dé ¢ thé dat thiét bi giam sat trén mot Switch khac
can phai sir dung tinh nang RSPAN (Remote SPAN).

Céc bude cdu hinh tinh ning RSPAN:

e Tao mot VLAN dé chuyén ch¢ dir 1i€u capture tir cac thanh phﬁn bi giam sat dén Switch
dich dén c6 gan thiét bj giam sat. Vi VLAN nay 1a duong trung chuyén thong tin nén né
can phai dugc tao ra trén tit ca cac Switch nam trén dudng di tir noi bi giam sat dén noi
dit thiét bi giam sat. Cau hinh:

Switch (config) #vlan vlian-id
Switch (config-vlan) #remote-span <- Khai bao VLAN nay dung cho RSPAN

VLAN RSPAN nay sé& khong con sir dung duoc cho muc dich truyén dir liéu thong thuong
nira. Moi cong access duoc gan vao VLAN RSPAN sé bi disable va chuyén sang trang thai
down/down.

e Trén cac Switch chia cac thanh phan bi gidm sat (trong bai Lab nay 1a SW1), thuc hién
khai bao cac monitor session. Viéc khai bdo source ctia cdc monitor session hoan toan
giéng nhu vdi tinh nang SPAN da thuc hién ¢ trén. Vi khai bao destination, thuc thé duge
khai béo 1a remote VLAN chir khong phai interface:

| Switch (config) #monitor session session-id destination remote vlan vlan-id
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e Cudi cung, trén Switch dich dén co gén thiét bi giam sat, thuc hién cAu hinh monitor session
v6i source 14 RSPAN VLAN va destination 13 interface co gin thiét bi giam sat:

Switch (config) #fmonitor session session-id source remote vlan vlan-id
Switch (config) #monitor session session-id destination interface Cdng

Céu hinh:
Trén SW1 tao VLAN 30 va thiét 1ap VLAN nay tré thanh RSPAN VLAN:

SW1 (config) #vlan 30
SW1 (config-vlan) #remote-span
SW1 (config-vlan) #exit

Vi hé théng Switch trong bai Lab dang chay VTP nén cAu hinh RSPAN VLAN trén SW1 sé& duoc
tir d6ng lan truyén qua SW2:

SW2#show vlan br

VLAN Name Status Ports

1 default active Fa0/2, Fa0/3, Fa0/4, Fa0/5
Fa0/6, Fa0/7, Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Gi0/1, Gi0/2

10 VLANOO010 active
20 VLAN0020 active
30 VLANOO30 active

SW2{#show vlan remote-span

Remote SPAN VLANs

Trén SW1 cau hinh monitor session thir hai dé thyc hién bat goi luu lugng di qua VLAN 20 va giri
dir liéu bat goi vao VLAN 30 dé di qua SW2:

SW1 (config) #monitor session 2 source vlan 20 both
SW1 (config) #monitor session 2 destination remote wvlan 30

Trén SW2 cau hinh mot monitor session dé chuyén dir liéu bat goi nhan duoc tir VLAN 30 dén
interface F0/12 nbi ¢én monitoring Server:

SW2 (config) #monitor session 1 source remote vlan 30
SW2 (config) #monitor session 1 destination interface f0/12

Kiem tra:

Kiém tra cdu hinh da thuc hién trén SW1 va SW2:

SWl#show monitor session 2
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Session 2

Type : Remote Source Session
Source VLANs :

Both : 20
Dest RSPAN VLAN : 30

SW2#show monitor session 1
Session 1

Type : Remote Destination Session
Source RSPAN VLAN : 30
Destination Ports : Fa0/12
Encapsulation : Native
Ingress : Disabled

Tuong tu nhu & yéu cau 5, ¢co thé thuc hién telnet tir PC2 dén Router R va su dung chuong trinh
bét goi trén monitoring Server 2 dé kiém tra két qua cau hinh RSPAN di thyc hién.
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