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YnPro
L.ab- ISE va Postman — Phan 1

Tong quan vé Postman GUI

Str dung mot cong cu méi 1an dau tién c6 thé khién ban choang ngop véi tit ca cac tuy chon,
s€ rat hiru ich néu ban hi€u cach bat dau va nhirng tinh ndng nao la quan trong nhat khi bat
dau.

o Home Workspaces v  APINetwork v Reports  Explore Q, Search Postman [ @ O O Upgrade v |
2, ISEAPIs New Import || & overview X } ss0 No Environment v @
O o s - Settinos ()
Collections &) ISE APIS o> Workspace Settings (i)

Main Panel
. Navigation
. ~  Madis Authentication API ISE 3.1 APIs, Ansible, and Automation DevNet Learning Lab In this workspace
Authentication —
B Requests
E! Access Token
User's Page [3 collections (0)
Instagram Account . . . o .
=) Activity Filterby  Elements v People v & APIs (0)
- New Request
> Sports team fixtures s Arana Today (5] Environments (0)
Q Vu Nguyen created this personal workspace £ Mock Servers (0)
Create a collection for your requests just now
A+ Monitors (0)
A collection lets you group related requests and
easily set common authorization, tests, scripts,
and variables for all requests in it
oo ool
ED & Console © Bootcamp (D Auto-select agent [ Runner i Trash [F] QI

1. Nham dé dinh huéng, c6 bén khu vue chinh clia man hinh ma ban phai biét:

o Header: chita cac menus, search, sync, and settings. Ban s& chu yéu sir dung
Workspaces.

o Navigation: phia ngoai ciing bén trai 1a mot loat tab doc dé sip xép céc
request Collection, API, mdi trudng (environments) va hon thé nita. Ban danh
nhiéu thoi gian dé di chuyén xung quanh hé théng phan cip cta request
Collection.

o Main Panel: viéc chon cac muc tir khu vuc diéu huéng s& mé cac tab trong
bang diéu khién chinh dé ban c6 thé 1am viéc véi ddi tuong cu thé ma ban da
chon. Bit ky thay ddi nao ban thuc hién trong cac tab s€ khong dugc luu vao
Collection trur khi ban luu ching mot cach ro rang.

o Status Bar: contains the Console diéu nay rét hiru ich cho viéc debug request.
Ban c6 thé md Console bang cach nhip vao no hodc kéo 1én trén dai phan
cach.

Open APIs trong Postman

Phan nay giai thich cach tao Workspaces va nhap ISE OpenAPI Definitions trong Postman.

Tao Workspace

Workspaces cho phép ban tao cac khu vuc lam viéc riéng biét cho cdc API cua minh, noi ban
bat dau thu thap va kham pha.
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1. Tao méi Workspace bang cach chon Workspaces V )) +New Workspace va thém
vao nhu bén dudi:

Workspaces ~  APINetwork ~  Reports  Explc

Q, [search workspaces Create Workspace

Recently visited

More workspaces
A My Workspace
H |
st H

o Name: ISE APIs
o Summary: ISE 3.1 APIs, Ansible, and Automation DevNet Learning Lab

o Visibility: Personal

Create workspace

MName

| ISE APls

Summary
Add a brief summary about this workspace.

Visibility
Determines who can access this workspace.
Q Personal
Only you can access
Private
Only invited team members can access
Team
All team members can access

Public

Everyone can view

2. Bam Create Workspace va ban co thé thiy khong gian 1am viéc méi cho Lab cua
minh.
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o Home  Workspaces v Workspaces plore Q, search Postman ‘s ngraae ~
] B . ;
Collections 2 ISE APls Workspace Name > Workspace Settings (D)

9
oo

. « Media Authentication API ISE 31 APIs, Ansible, and Automation DevNet Learning Lab In this workspace
Authentication
[e7] Requests
Enviroments
G cEnviroments (9 Collections (0)
Instagram Account A y
=) Activity Filter by  Elements v People v &b APIs (0)
New Request
S > Sports team fixtures ' Sports Arena Today [=]) Environmerts (0)
Q Vu Nguyen created this personal workspace E3 Mock Servers (0)
e Create a collection for your requests just now -
A Monitors (0)
A collection lets you group related requests and
easily set common authorization, tests, scripts,
and variables for all requests in it
Create collection
ED [ Console © Bootcamp @ Auto-selectagent () Runner [ Trash F @

e Collections: Phia bén trai duoc sip xép thanh céc tab bét dau bangCollections. Didu nay
cho phép ban xem API Collections trong khong gian lam viéc cuia ban. Collections contain
hierarchical folders of APIs, Resources, requests, and examples.

e Environments Tap hop cac bién ma ban tao dé chuyén ddi contexts v4i APIs cua ban.
Diéu nay cho phép ban luu va goi lai cac gi tri cho cac Lab, scenarios, hoic tests khac nhau
voi APIs cua ban.

e Tabs: Mdi khi ban chon mét collection, resource, hoic request n6 s€ m¢ trong tab riéng
ctia nd. Ban c6 thé luu cac thay d6i trong mdi tab hodc loai bé chiing khi ban hoan tat..

e Workspace Name: Cho phép ban xem khong gian 1am viéc ciia minh véi cac chi sb tom
tat vé API va viéc sir dung no cung véi lich sir thay doi.

e Sync: Cho biét két ndi ctia ban voi dich vu ddm may Postman dé dong bo hoa cac cap nhat
va thay d6i ciia ban trén nhiéu phién ban Postman.

e Environment: Mot menu cho phép ban chon moi truong hién dang hoat dong trong
Workspace cua ban.

Import cac ISE Open APIs Definitions

Bai lab 1an trude ctia ban v6i ISE Open APIs 13 xuat tat ca céc definitions tir cong cu
Swagger Ul trong ISE. By gio ban sé nhap cac tép JSON do vao Postman va st dung chiing.

Néu chua hoan thanh, ban nén tham khao lai lab trude do.

1. O Postman, bdm nat Import trong bang diéu khién trén cing bén trai. Trén trang
Import, ban c6 nhiéu lya chon dé nhap API vao Postman:

Home  Workspaces v API Network v R

~ [ISE APIs New Import

1. File riéng 1é gdbm nhiéu loai (OpenAPL, RAML, GraphQL, cURL, WADL).
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2. Toan bd Folder tir may tinh cia ban..
3. Lién két (URL) dén mat file trén may chu hoac kho luu trit ki€ém soat nguon

nhu GitHub.
4. Raw Text.
5. Code Repositories tir GitHub, BitBucket, v.v.
Import x

File Folder Link Rawtext Coderepository New

NEW NEW

Upload Files

e Chon Folder va chon thu muc ISE OpenAPIs véi tat ca cac definition ISE OpenAPI ¢ dinh
dang JSON.

e Select folder to upload

“ v » ThisPC » Documents » v 0 2 Search Documents

Organize « MNew folder

L MName Date medified Type Size
7+ Quick access

HeidiSOL 9/2/2021 2:29 AM File folder
[ Desktop . . -
ISE APIs 1/17/2022 10:46 PM File folder
Redline 1 021 1:37 PM File folder
21 %:52 PM File folder

‘ Downloads
Documents

&=/ Pictures

WindowsPowerShell

=)

O,

htdocs
ISE APIs
Release

security
@ OneDrive

E This PC v

Folder: | I5E APIs

Upload Cancel

e Bim Import.
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Import X
Select files toimport - 6/6 selected
NAME FORMAT IMPORT AS
Cisco ISE API - Backup Restore OpenAPl 3.0 APl
Cisco ISE API - Certificates OpenAPl 3.0 AP
Cisco ISE API - Policy OpenAPl 3.0 AP

Generate collection from imported APIs

Link this collection as

| Nariimantatinn ~

A Mit 1-2 phiit dé parse va load file 1én.

e Sau khi import cdc APIs, Postman s€ tu dong chon APIs tab, Chon Collections tab & bén
trai.

e M¢ hé théng phan cap cia APIs, folders, requests, va examples dé xem sip xép

,,9., ISE APIs New  Import

8 + =

Collections
~ Cisco ISE API - Backup Restore
000 v [[[] draft
APls
v [T Cisco ISE API - Backup Restore
E_] v 3 api/vl/backup-restore/config

Environments

> E] schedule-config-backup

= > Take the config DB back...
Mock Servers > Cancel the running backup
> GET Gives the last backup sta...
p

Monitors > Restore a config DB back...

. > Cisco ISE API - Certificates
ot
o

Flows > Cisco ISE API - Policy

> Cisco ISE API - Repository
9D

History

> Cisco ISE API - Task Service

> Cisco ISE API - TrustSec
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Tuy chinh Collections

Phén nay giai thich cach cdu hinh va tiy chinh Xac thuc cho API ISE Collections trong
Postman

Xac thuce

CAu hinh Authentication va Environment Variables dé sir dung an toan cac API véi ISE cua
ban, tuong tu nhu cach giao di¢n nguodi dung Swagger da lam diéu do.

1. Select the Cisco ISE API - Repository collection vi d6 1a noi chiing t6i bat dau voi
cac Open API trong ISE.

2. Luu y moét tab méi duge md bén canh tab Overview véi Collection tab con:

Authorization

@)
o Pre-request Script
o Tests
o Variables
A ISEAPIs New Import & Overview [ ciscolSEAPI-Re.. X+
(] + = Cisco ISE API - Repository ~ Share Yo O] @ o
Collections
> Cisco ISE API - Backup Restore B
Authorization Pre-request Script Tests Variables @
o —

~

oo Cisco ISE API - Certificates
APIs This authorization method will be used for every request in this collection. You can override this by specifying one in the

> Cisco ISE API - Policy
request.
=) “  Cisco ISE API - Repository
Environments v [[U draft
Type No Auth v
a v~ [ Cisco ISE API - Repository
Mock Servers > [3 api/vijrepository
> Cisco ISE API - Task Service
Monitors > Cisco ISE API - TrustSec This collection does not use any authorization. Learn more about authorization »

3. Trong Authorization tab, chon:
o Type: Basic Auth (loai x4c thuc duy nhat ma ISE hién hd trg)
o Username: admin
o Password: c1sco12345 ( Hién thi Mat khau dé x4ac nhan ban da nhép ding)

Authorization ® Pre-request Script Tests Variables @

This authorization method will be used for every request in this collection. You can override this by specifying one in the
request.

Type Basic Auth 4

The authorization header will be automatically generated when you send the request
Learn more about authorization 2

(!) Heads up! These parameters hold sensitive data. To keep this data secure x
while working in a collaborative environment, we recommend using

variables. Learn more about variables »

Username admin

Password C1sc012345

Show Password
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4. Chon [] Save (hoic 38+s hodc *+s) dé luu thong tin ding nhap vao Repository

collection.

@ Néu ban khong luu thong tin dang nhap, n6 s& khong sir dung chung trong
request tiép theo ctia ban va ban s€ nhan dugc Status 401 Unauthorized.

L]
Cisco ISE API - Repository /> Share Y Fork 0 [JRun  [F) Save © Watch
Authorization ® Pre-request Script Tests Variables @

This authorization methed will be used for every request in this collection. You can override this by specifying one in the request.

5. Trong Postman Collections panel, chon Cisco ISE API - Repository )
api/vl/repository ) Get list of repositories.
Luu y mot tab khac da mé hién thi request GET {{baseUrl}}/api/vl/repository:
6. Ré chudt lén { {baseUrl}} trong request URL va
o Ban thay ban xem trudc ctia nd gém gié tri Initial va Current , va tén
hostname cuia ching phai khép véi tén ctia ISE ma ban da xuat OpenAPI tir

do.
o SCOPE phai la Collection, c6 nghia Ia cac gia tri dugc xac dinh trong cac
bién tap hop.
GET v fapi/v1/repository
baseUrl
Params Authoriza Pr
INITIAL https://10.10.20.77:
Query Params 443
KEY CURRENT 22;3)3:.-’.-'10.10.20.??:

SCOPE Collection

7. BAm Send.

Ban c6 thé thay kho luu trit ciia minh trong Response.

Neéu no6 hién nhu bén dudi,

Could not get response

Ban kéo xudng sé& ¢ lya chon Disable SSL Verification.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
" / WPI/@ PC: 276 - 278 Ung Viin Khiém, P. Thanh My Téy, Tp. Hé Chi Minh
4% PT: (028) 35124257

Hotline: 0933427079 Email: vopro@vnpro.org

Could not get response

SSL Error: Self signed certificate | Disable SSL Verification

Learn more about troubleshooting APl requests

Body Cookies (2) Headers (20) Test Results @ Status: 200 OK  Time: 1347 ms  Size: 1.31KB Save Response v
Pretty Raw Preview Visualize JSON v = B Q

1 d
2 "response': [
3 i
4 "name": "WindowsServerFTP",
5 “protocol”: "FTP",
6 “serverName": "10.10.20.98",
7 "path": "/",
8 "userName": "ise",
9 "password": ""

16 ¥

11 1.

12 "version": "1.@.08"

o Trong Response Body tab, thir chon Pretty, Raw, and Preview dé¢ thir cac ché
do xem khac nhau cua dir liéu phan hdi.

Chon Cookies tab dé xem cookies tir ISE.

Chon Headers tab dé xem headers tir ISE.

Chon Test Results tab — tréng vi ban chua 1am gi vdi nd.

R& chudt 1én Status: 200 OK to see what that means.

Ré chudt 1én Time dé xem phan tich thoi gian ciia yéu cau.

Ré chudt 1én Size dé xem phan tich vé request v response header v6i body
sizes.

o BAam Save Response dé xem céc lua chon dé luu.

O O O O O O

Chi can cung cép mot vai chi tiét xac thuc, ban c6 thé nhanh chong stir dung Postman voi
Open APIs.

r
A

Parameters — Thong so

Vi chung ta dang nghich vé6i cac kho luu trit, hdy thir 1dy danh sach cac file trén may chu FTP
véi cac tham so truy van.

1. Sao chép tén mdy chd FTP cla ban (WindowsServerFTP).

2. Trong Postman Collections panel, chon Cisco ISE API - Repository ) api/v1/repository )
{repository Name} ) Get list of files in a repository.

3. Bam Send.
Ban s& nhan duoc 16i 404 Not Found, bdi vi ban khéng chi dinh kho Iwu trit nao dé liét ké cac
file tir d6. Mac du ban chi c6 mdt, ban phai néu rd né bang tén.

4. Chuy rang request URL c6: repositoryName trong né. Diéu nay cho thay viéc sir dung mot
Path Variable diéu dé phai duvoc xac dinh dé request thanh cong.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol49




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

J’Pﬂq PC: 276 - 278 Ung Viin Khiém, P. Thanh My Tay, Tp. Ho Chi Minh
AP ! I @ 57

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

{{baseUrl}}/api/v1/repository/:repositoryName/files

5. Bén dudi request URL |a Request area cho thay Params tab theo mic dinh. Ban cé thé thay
rang cé hai loai tham sé:
o Query Parameters: dugc chi dinh bdi cdp skey=value trong URL sau diu ?
o Path Variables: xuat hién trong request URL's path qua : variableName
6. Trong bang Path Variable, tim KEY cd tén repositoryName va dan tén may chl FTP cda ban
vao truong VALUE.
Path Variables
KEY VALUE

repositoryMame WindowsServerFTP

7. Bam Send, va ban thdy danh sach céc file ciia minh trong attribute ctia response:

Body Cookies (2) Headers (21) TestResults

Pretty Raw Preview Visualize JSON v =)
1 i
2 "response": [
3 "MyBackUp-CFG10-220117-1620.tar.gpg",
4 "README.txt"
5 1.
6 "version": "1.0.8"
7 &

Defaults

Khi ban bat dau thir véi mot API méi 1an dau tién, ban s& khong bao gid biét nhiing gi cac
nha phat trién da st dung lam mac dinh cho collections, folders, va individual requests. Ban
co thé thir va troubleshoot.

1. Trong Postman Collections panel, chon Cisco ISE API - Policy ) api/v1/policy ) network-
access ) policy-set ) Network Access - List of policy sets.
2. Bam Send.
Ban sé nhan duoc 16i Status: 401 Unauthorized, bi vi API Collection cé san Authorization
va Variables.
Ciing giébng nhu ban d3 c3u hinh Authorization cho Repository Collection trudc d6, ban phai
[am nhu vay cho Policy. Va tat ca cac collection khdc ma ban d3 nhap vao Postman.
3. Trong Postman Collections panel, chon Cisco ISE API - Policy va cdu hinh
Authorization tab nhu bén dudi:
o Type: Basic Auth
o Username: admin
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o Password: Clscol2345

L]
Cisco ISE API - Policy /A Share Y | 0 K B @ o
Authorization @ Pre-request Script Tests Variables @

This authorization method will be used for every request in this collection. You can override this by specifying one in the
request.

Type Basic Auth ~

The authorization header will be automatically generated when you send the request.
Learn more about authorization 2

Username admin

Password Cl1sco12345

Show Password

4. Bam [] Save (or $8+s or *+s) dé luu thong tin diing nhap vao Policy Collection tab.

A Néu ban khong luu nhing thay doi trong Authorization, request s& dung lai cac gia
tri cli va fail.

5. Tro lai Network Access - List of policy sets tab va bam Send.

6. Ban co thé phat hién ra rang ban van dang gép |16i Status: 401 Unauthorized. B&i vi Network
Access - List of policy sets khéng dugc dinh cu hinh trong OpenAPI definition dé Inherit
auth from parent.

7. Chon request's Authorization tab va déi thanh:

o Type: Inherit auth from parent

GET v {{baseUrl}}/api/v1/policy/network-access/policy-set
Params Authorization Headers (10) Body Pre-request Script Tests Settings
Type Inherit auth fr...

The authorization header will be automatically

generated when you send the request.
Learn more about authorization 2 This request is using Basic Auth from collection Cisco ISE API - Policy.

8. Bam Send lan nira, 1an nay sé& thanh cong.
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Body Cookies (2) Headers (20) Test Results @ Status: 200 OK  Time: 1132 ms  Size: 1.6 KB Save Response
Pretty Raw Preview Visualize JSON  ~ = © Q
1
2 rsion 1.0.0
3 spon
4 i
5 "default": true,
6 "id": "db3e99d7-fc80-49b0-909b-3c1dc31emc99",
7 "name": "Default",
8 "description”: "Default policy set",
9 0,
10
11 "state": "enabled",
12 "condition”: null,

Ttr bai lab nay, ban c6 thé thay réng cac definition OpenAPI cho phép linh hoat va chi tiét
hon & bt ky dlem nao trong hé thong phén cap API path. That khong may, cai dat mac dinh
s& gay khé chiu néu ban chi dang c¢6 gang tim hiéu mot API lan dau tién. Trai nghiém nay
khong phai 1 hiém nhung ban biét minh phai ludng trudc diéu gi va 1am thé nao dé khac
phuc su c¢b ngay bay gio.

Environment Variables

Trudc d6, ban phai dinh ciu hinh ca hai Repository va Policy API collections d¢ ding Basic
Auth cho sy ty quyén va ban di chi dinh thong tin ding nhap username+password
credentials. Ban di thuc hién tam thoi dé API méi hoat dong nhung d6 khéng phai 1a phuong
phap hay nhat. Cac van dé voi thong tin xac thyc tinh nhu thé nay trong moi collection 1a:

e Quan li tirng collection néu ban can cap nhat mat khéu hodc thay doi thong tin dang
nhap.

e Thiéu tinh linh hoat néu ban muén st dung tén ngudi dung hodc mat khéu khac véi
moi truong khac (lab vs. productions, v.v.).

e Luu trit mat khau 1am viéc trong collection ctia ban khong phai 12 phuong phap bao
mat tot. Néu ban tung xuét collection ciia minh, mat khau cta ban s& dugc luu trit
dudi dang plaintext. Néu sau d6 ban chia sé né véi dong nghiép hodc vo tinh ding nd
1én mot kho luu trit cong cong, diéu d6 c6 thé anh hudong dén bao mat cia viée trién
khai ISE ctia ban va c6 thé 1a toan bo mang cua ban

C6 thé ban di bo 1§ né nhung Postman da bao ban sir dung Bién méi truong trong
Authorization tab.

Username admin

Password

Phén nay chi cho ban cach sir dung cac bién moéi trudng dé gitp ban st dung dé dang va an
toan hon.

Tao Environments
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Trong Postman Collections panel, chon Environments va bim Create Environment.

;91 ISE APIs New  Import |

O | =
Collections

Create new Environment

Q0
APls

[=!

Environments

=

Mock Servers

2. N6 s¢ mé New Environment tab trong panel chinh, sau d6 ban phai dat tén lai la
DevNet ISE APIs Lab: ers-admin.
3. Dién gia tri Variables va Initial Values trong bang:
o server:ise-1l.lab.devnetsandbox.local
0 rest username:ers-admin
0 rest password:Clscol2345

Q Pimg lo ling vé cac gid tri hién tai, chung ké thira cac Initial Values khi

ban luu.
DevNet ISE APIs Lab: ers-admin /@ % Fork 0 [2) save /> Share
VARIABLE TYPE @ INITIAL VALUE © CURRENT VALUE @ eeo  Persist Al Reset All
server default ~  vnpro.org vnpro.org
rest_username default ~  ers-admin ers-admin
rest_password default v Cl1sco12345 C1sco12345

4. Bam [[] Save (38+s hoidc "+s) dé luu variables.
5. Trong Postman Collections panel, ré chudt Ién DevNet ISE APIs Lab: ers-admin
label sau do tao ban sao (OOO ) Duplicate hoac ¢8+D hoidc ~+D).
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Set as active environment [}
Move

Export

Duplicate Ctrl+D

Create a fork

Delete

6. DGitén ban sao thanh DevNet ISE APIs Lab: ers-operator and thay déitén nguodi
dung thanh ers-operator:
o server:ise-l.lab.devnetsandbox.local
O rest username:ers-operator
0 rest password:Clscol2345

Ap dung Environment Variables vio Collections

Bay gio ban da tao mot s6 moi trudng, ban cé thé bat dau sir dung cac gid tri ciia chiing trong
Collection ciia minh..

1. O goc trén bén phai, ké bén No Environment v, chon Environment Quick Look icon
<0O>d¢ xem lai environment variables.
Chua y No Environment khong c6 va khong dugc stir dung bat ky bién mdi truong nao.

No Environment v @

2. Bam No Environment va chon DevNet ISE APIs Lab: ers-admin.
3. Bam Environment Quick Look icon <O> lan nita d€ xem lai DevNet ISE APIs
Lab: ers-admin environment variables.

™ 3 ci. B ne.. (=] De.. 5] De.. X + oo DevNet ISE APIs Lab: ers-admir @
DevNet ISE APIs Lab: ers-admin Edit
VARIABLE INITIAL VALUE CURRENT VALUE
server VNpro.org
rest_username ers-admin
rest_password Clsco12345
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4. Trong Postman Collections panel, chon Collections sau d6 Cisco ISE API - Policy
va thay thé gia tri Username va Password.
o Username: { {rest username}}

o Password: { {rest password}} (B4 Show Password dé xem lai gia tri)

Cisco ISE API - Policy
Authorization @ Pre-request Script Tests Variables @

This authorization method will be used for every request in this collection. You can override

Type Basic Auth v

The authorization header will be automatically generated when you send the request.
Learn more about authorization 2

Username {{rest_username}}

Password

Show Password

Q Neéu c6 cac environment variables dugc dinh nghia trude do, bién chuyén
sang mau xanh luc va di chudt qua n6 dé xem trudce gia tri va pham vi cua n6
cho ban.

B rest_username

INITIAL ers-admin
u CURRENT
SCOPE Environment

QHay nhé bam Save néu khong né s& dung lai gid tri i

5. Trong Postman Collections panel, chon Cisco ISE API - Policy ) api/v1/policy )
network-access )) policy-set ) Network Access - List of policy sets.
6. Bam Send.
Ban c6 thé xac thuc thanh cong va xem Default Policy Set.
7. Trong Postman Collections panel, chon Cisco ISE API - Repository, va trong
Authorization tab, cp nhat cac gia tri nhu ban da 1am cho policy.
o Username: { {rest username}}
o Password: { {rest password}} ( Show Password dé xem lai gia tri)

Cudi cung, ban co thé 1am diéu nay cho tit ca OpenAPI collections nhung ban khéng can
phai [am diéu d6 ngay bay gio.

Thay d6i Context véi Environments

Bay gid ban da tao nhiéu mdi truong va st dung cac bién mdi truong cho Collection
authorizations, ban co6 thé kiém tra kha nang kiém sodt truy cap dua trén vai tro cua API ISE.
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1.

St dung environment drop-down dé thay ddi user context to DevNet ISE APIs Lab:
ers-operator.
Diéu nay c6 nghia 1a bt ky yéu cau nio trong twong lai bay gior sé& duoc giri bang
cach str dung tai khoan ers-operator thay vi tai khodn ers-admin.

2. Trong Postman Collections panel, chon Cisco ISE API - Repository )
api/vl/repository ) {repository Name} ) Delete a specific repository.

3. Yéu cau nay c6 mot tham sb bit budc: repositoryName. Nhap tén kho luu trit cia ban
(WindowsServerFTP) vao truong gia tri..

Path Variables
KEY VALUE DESCRIPTION so0 Bulk Edit

repositoryMame WindowsServerF TP (Required) Unique name for a repository

Thir thach ban than néu ban mudn st dung mot bién maéi truong cho repositoryName
thay vi ddn mot chuoi tinh.

4. BAam Send va ban nhan duoc 13i Status: 401 Unauthorized bai vi tai khoan ers-
operator khong co cac quyén Write.

5. Thay d6i environment drop-down thanh DevNet ISE APIs Lab: ers-admin va bam
Send dé str dung cac quyén admin.

Body Cookies (2) Headers (21) Test Results

Pretty Raw Preview Visualize JSON v =]
1
2 "success": {
3 "message": "Repository deleted successfully: WindowsServerFTP"
- E,
"version": "1.09.8"

P4 ]

Thao tac DELETE nhu thé nay rat don gian va thuong bao gdm mét 1énh goi don gian chi
dinh tai nguyén voi id hodc doéi khi 1a name ctia no, nhu trén, va n6 da bién mat. Ban khong
phai Itc nao ciing mong doi moi thao tac x6a dién ra sudn sé, néu tai nguyén dang duoc sir
dung bo1 mot ddi tuong khac hoac néu no co phén tir con (networkdevicegroup), ban phai
x6a chiing truéc néu khong s& khong thanh cong. Mot s6 tai nguyén duoc coi 1a danh riéng
trong ISE dudi dang mic dinh va khong thé xo6a. Vi du: pEny ALL 1pv4 TRAFFIC ACLS cO
thé tai xudng hoic Unknown SGT.

Xin chtic mimg! Bay gio ban da hoc vé nhiing diéu co ban ctia Postman, nhap ISE Open APIs
Definitions, cach dinh c4u hinh va tiy chinh Xéc thuc cho ISE API collections, va tng dung
Environment Variables cho Collections trong Postman. Trong Lab tiép theo, ban tim hiéu vé
cach thém Active Directory va Endpoints trong ISE.
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