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Lab - ISE va Postman: Part 2

Importing Collections

Chuén OpenAPI di tré nén phé{ bién chi trong vai nam qua. The ISE ERS, MNT, va pxGrid
APIs duoc tao ra trugéc khi chuan OpenAPI xuat hién . Nhom k¥ thuat ISE van chua tao tai
liéu OpenAPI cho tat ca cac API khac nay.

Lab nay str dung mot tap hop khong chinh thitc Postman Collections cho ISE ERS, MNT, va
pxGrid APIs tir mot trong nhitng ISE TMEs. Postman Collection 1a mdt file JSON, tuong tu

nhu OpenAPI dé mo ta cac API va nd con cé chirc ning 16n hon bao gdm méi trudng va tip

1€nh thtr nghiém dua trén JavaScript.

Cai dat ISE Postman Collections

Tai xubng va cai dat ISE Postman Collections tir kho luu trit GitHub.

1. Vao ISE ERS, MNT, va pxGrid APIs Postman Collections @
https://github.com/1homas/ise-postman-collections.
2. Chon {Code va chon Download ZIP.

Go to file

,n B Clone @

HTTPS GitHub CLI
15¢ nttps://eit com/ e P O
ps://github.com/1homas/ise-postman-coll (15

W Use Git or checkout with SVN using the web URL
Ve

(33 Open with GitHub Desktop

[ Downlcad ZIP

3. Unzip ise-postman-collections-main.zip file vao may tinh ctia ban va ban c6 thé thiy rang
c6 ba tép JSON cho ISE ERS, MNT va pxGrid.

4. Trong Postman Collections panel, bAm Import, chon folder, chon folder chwa unzip
(ise-postman-collections-main), va bam Open.
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Import x

Select files toimport - 3/3 selected

NAME FORMAT IMPORT AS
Cisco ISE API - ERS Postman Collection v2.1 Collection
Cisco ISE API - MNT Postman Collection v2.1 Collection
Cisco ISE API - pxGrid 2.0 Postman Collection v2.1 Collection

5. Postman cho phép ban xem lai cic tép ma ban muén import trudc khi ban bAm
Import.
6. M& API collections méi ctia ban dé xem tat ca cac tai nguyén va hoat dong méi ma
ban c6 thé bt dau tht véi:
o Cisco ISE API - ERS
o Cisco ISE API - MNT
o Cisco ISE API- pxGrid 2.0

Cép nhat bién (Variables) trong ERS Collection

Diéu dau tién ban 1am sau khi import mot API méi 1a gi?

Ban di import thém ba API nita nén da dén lac phai dam bao rang ching hoat dong trong moi
truong cda ban..

1. O bén trai Postman, chon Cisco ISE API - ERS collection.
2. Kiém tra & Authorization tab d3 duoc cu hinh dung :

o Type: Basic Auth

o Username: {{rest_username}}

o Password: {{rest_password}} (E4 Show Password to preview the value)
A Pimg quén [[] Save (38+S hodc *+8) nhitng thay doi ctia ban.

3. Xem lai Variables tab va dam bao rang n6 phu hop voi méi trudng cta ban.

o Chii ¥ ring bién ise_pan c6 mot hostname khac. Ban co thé thay doi tinh thanh ise-
1.1ab.devnetsandbox.local hodc 10.10.20.77 nhung sau d6 né van tinh. Thay vao d6, hiy
thir sir dung { {server}} dé dién tir méi truong cua ban.

o rest_username va rest_password trung khdp voi thong tin dang nhép quan tri ISE cta
Lab nay nén ban c6 thé b qua nd. Tét hon nén dit cac gid tri ban dau thanh
{{rest_username}} va {{rest password}} tuvong g, dé ban c¢ thé sir dung moéi
trudng ciia minh. Ban c6 thé sir dung cac bién & nhiéu noi.

o[£ Save (38+S hoic "+S) cac thay ddi cua ban dé cac gia tri hién tai dwgc cip nhat.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol49




%Pm

CONG TY TNHH TU VAN VA DJCH Vy CHUYEN VIET

TRUNG TAM TIN HQC VNPRO

- 278 Ung Viin Khiém, P. Thanh My Tay, Tp. Ho Chi Minh

57 | Hotline: 0933427079 Email: vnpro@vnpro.org

Authorization @ Pre-request Script

Variables @

These variables are specific to this collection and its requests. Learn more about collection variables. 2

VARIABLE

(<)

server

(<)

port

baseUrl

80

rest_username

S

rest_password

<)

guestuser_username

(<

guestuser_password

INITIAL VALUE @
10.10.20.77

9060
https://{{server}}:{{port}}
{{rest_username}}
{{rest_password}}
guestapi

Clsco12345

CURRENT VALUE @
10.10.20.77

9060
https://{{server}}:{{port}}
{{rest_username}}
{{rest_password}}
guestapi

Clsco12345

4. Xéac minh cai dat bién méi cta ban hoat dong bang cach chon Cisco ISE API - ERS
» AdminUser ) GET adminuser tir Postman Collections panel, va chon Send.
Ban c6 thé xem danh sach tom tat vé nhirng nguodi dung quén tri ISE ctia minh.

*Note: Néu khong giri duoc GET request, ban nén kiém tra Response dé debug van dé.

Ban phai thuc hién twong tu bai tip nay cho cac API MNT va cac API pxGrid trude khi c¢b ging st

dung chung.

Tao ISE Internal User

Mot trong nhitng cau hoi thuong gip nhat vé API ISE 1a cach tao ngudi ding ndi bo va diém
cuoi. Trong Lab nay, ban c6 thé thay viéc nay dé dang nhu thé nao véi with Postman.

1. Trong Postman navigation, chon Cisco ISE API - ERS )) InternalUser ) GET
internaluser va bAm Send. Ban khong dugc c6 bat ky ngudi ding nao:
2. Chon POST internaluser (required attributes) va duplicate n6 (OOO ) Duplicate

hodc 36+D hoac ~+D).

Hay nhé rang ban phai giit ban gdc dé tham khao.
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internaluser (required attrib... eee

Add example

View Documentation

Rename
of Duplicate Ctrl+D
p.  Delete

3. DAi tén ban sao ctia ban thanh internaluser: employee.

internaluser: user £ &

4. Bam Body tab, va luu ¥ ring n6 chira cac truong bat budc tdi thiéu dé tao internaluser.
5. Thay vi thay thé bién internaluser V&1 cac gia tri tinh, bam Pre-Request Script tab, va
luu ¥ rang Postman cho phép ban stir dung JavaScript dé tao cac gia tri.

@ Viéc hiéu JavaScript va cac thu vién Postman dé thao tac véi cac bién nam ngoai
pham vi cua Lab nay. Néu day la thir ma ban quan tam, thi it nhat ban ciing biét rang
cac tuy chon ton tai va cach bat dau st dung no.

6. Thay doi gia tri username & dong #2 thanh employee va bam Send.
Ban s€ nhan dugce Status 201: Created xac nhan réng nguoi dung dugc tao. Chu y dén
Response Body tab tréng tron vi API ISE ERS khong tra vé JSON cho cac dbi tugng
méi dugce tao. Néu ban mudn xem tai nguyén mdi cua minh, ban phai yéu cau nd béng
cach su dung s6 nhan dang duy nhét cia nd, hodc id.

Params Authorization Headers (13) Eody @ Pre-request Script @
1 defaults = §
2 'username': 'employee',
3 ‘password’': 'Clscol2345',
il ‘description': '',
5 'iz _enabled': true,
G 'change_password': false,
7 'enable_password': 'Clscol234s’,
2] 'id store': 'Internal Users',
9 &
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7. Dé liy id méi, bam Response' Headers tab va kéo xudng key Location.
Ban thay id ¢ cu6i URL sau internaluser/.

Body Cookies (2) Headers (20) Test Results (1/1) @ status: 201 Created Time: 4785 Size: 1.25 KB Save Response

X-XSS-Protection @ 1; mode=block
Location @ https://10.10.20.77:9060/ers/configfinternaluser/ i o YA C Cr - M
5d02a419¢3d(]
Date @ Tue 18 Jan 2022 14:31:31 GMT
Set as variable ene
Content-Type @ = i-8
Content-Length @ 0
Keep-Alive @ timeout=60

8. Bam Request Tests tab. Luu ¥ ISE ERS API Postman Collection bao gdm JavaScript ¢6 ham
get id from location() dé parse gid tri id tir mi yéu cau khi c6 lién quan va dit né trong moi
truong ctia ban. N6 ciing in nd ra bang diéu khién dé debug. Piéu nay thuong cho phép ban
nhanh chéng chuyén tir hoat dong REST nay sang hoat dong REST khac ma ban khong can
phai chon va copy hodc thiét lap id.

Params Authorization Headers (13) Body @ Pre-request Script @ Tests @ Settings @

5 function get_id_from_location (location) {
[ splits = location.split('/'};
7 return splits[splits.length - 1]
8 I

9  location = pm.response.headers.get('Location');
10 if (location) H

11 uuid = get_id_from_location(location];

12 pm.environment.set("id", uuid);
13 console.log('UUID: '+uuid);
14

9. Bam Environment Quick Look icon (<0>) dé id vira duoc dit cho ban.

ET internaluser internalus... internalus... ® + oo8 DevNet ISE APIs Lab: ers-admir @
DevNet ISE APIs Lab: ers-admin Edit
VARIABLE INITIAL VALUE CURRENT VALUE
Server 10.10.20.77 10.10.20.77
rest_username ers-admin ers-admin
rest_password Clscol12345 Clsco12345
id 86b2755c-971a-4338-9a13-

5d02a419c3dc

Hy vong ring ban di c6 thé bat dau thay mot s6 loi ich ctia ISE ERS Postman Collection véi
tap 1énh.

Str dung Resource IDs
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Nhu ban vira biét, mi va moi c4 thé tai nguyén trong hau hét moi REST API déu duoc cung
cép mdt sb nhan dang ma ban cé thé su dung dé goi dén chung. V& mit k¥ thuat, identifier
GUID, hodc UUID, hoic ID, hodc, chi don thuin 1 id duoc goi la universally unique
identifier (UUID) va dai dién béng mot dinh dang chudi 8-4-4-4-12, XxXxXXXXXX-XXXX-XXXX-XXXX-
Xxxxxxxxxxxx, trong dé6 moi x 1a mot chir ) thap luc phan. Ban c6 thé da tha‘iy nhitng diéu nay
nhiéu 1an trude ddy vi ching phd bién trong Windows va duoc sir dung rong rii cho cac API
REST. Hiy str dung n6 dé ldy tai nguyén cta ban.

1. Trong Postman navigation, chon Cisco ISE API - ERS )) InternalUser ) GET
internaluser/{id} va bAm Send va ban c6 thé thdy employee. That 1a d& phai khong.

"InternalUser": §
"“id": "86b2755c-971a-4338-9a13-5d82a419¢c3dc”,
"name": "employee",
"enabled": true,
"password"”: "wkEwkxx"
"changePassword": true,
"expiryDateEnabled": false,
"customAttributes": 4%,

"passwordIDStore": "Internal Users",

"link": §
"rel": "self",
"href": "https://10.10.20.77:9060/exs/config/internaluser/86b2755¢-971a-4338-9a13-5d02a419c3dc",
"type": "application/json”

¥

2. Hay thtr né véi mot ngudn tai nguyén khac: chon Cisco ISE API - ERS )
HotspotPortal ) GET hotspotportal va bim Send.

3. Nhan thiy rang khong c6 nhiéu chi tiét vé HotspotPortal ngoai id, name, va description, phai
khong? Pay 1a vi du dién hinh cta yéu cau GET-all trong ERS. Dé biét chi tiét, ban phai sir
dung id.

4. Bé&m Environment Quick Look icon (<O0>mot 14n nita dé xem id d3 duoc thiét 1ap cho ban
hay chua Khong chiid ma conname va portalld.

int... int... ® GET inter... GET hots... X 4+ e DevNet ISE APIs Lab: ers-admir @
rest_password C1sco12345 Cl1sco12345
id 77b653c9-924d-41a5-a5c3-
1cd40cde7ab5a7
name Hotspot Guest Portal (default)
portalld 77b653c9-924d-41a5-a5c3-
1c40cde/aba’

Bay gio chon GET hotspotportal/{id} va bAm Send.

Cudn xubng qua Response Body tab va xem tat ca thong tin chi tiét vé HotspotPortal.

Hay thir né mot 1an nita bang cach chon SGT ) GET sgt va bim Send.

Bém Environment Quick Look icon (<0>) dé xemid va name nao tir danh sach 16 SGT da
duoc thiét 1ap. N6 nén la Auditor boi vi nod nam tha tu dau tién trong danh sach, 1a thir ma
script stt dung theo méc dinh.

© W
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9. Néu ban mubn biét thong tin chi tiét vé bat ky 15 SGT nao khac, hidy cudn xudng va
tim SGT ban muon lay theo id, ddnh dau ID day du, va sao chép gia tri do. Sau do,
ban vao <O> va stra lai gid tri ¢ id

Hotline: 0933427079 Email: vopro(@vnpro.org

i ® GET . GET h. GET h. GET 5. X G » 4 oo DevNet ISE APIs Lab: ers-admir @
DevNet ISE APIs Lab: ers-admin Edit
VARIABLE INITIAL VALUE CURRENT VALUE
server 10.10.20.77 10.10.20.77
rest_username ers-admin ers-admin
rest_password Cl1sco12345 Clsco12345
d
name Auditors

10. Bay git chon GET sgt/{id} va bdm Send.
Ban c¢6 thé xem chi ti¢t cho SGT cua ban.

Cap nhat tai nguyén voi PUT

Ban da str dung ID tai nguyén d¢ NHAN thong tin chi tiét vé tai nguyén, bay gid hay st dung
chiing dé¢ DAT hodc cép nhat tai nguyeén.

Hoat dong PUT thyc hién cap nhat hoan chinh toan bo tai nguyén. N6 thay thé hi¢u qua tai
nguyén hién cé béing mot trang thai cAu hinh méi. Ban c6 thé thém thudc tinh, x6a thudc tinh
va thay doi tat ca cac thudc tinh trong mot yéu cau duy nhét. Tuy nhién, ban phai can than, sy
vang mit cta cac thudc tinh trudc d6 ddng nghia vai viée xoa cac thudc tinh. Ngoai ra, néu
ban chi mudn thuc hién thay ddi mot ky tu trong tén hodc mo ta, ban phai gui toan bo ddi
tuong voi su khac biét mot ky tu do.

Co6 mot phuong thue REST khac dugc goi 1a PATCH chi hoat ddng trén cac thudc tinh duoc
chi dinh, tuy nhién hién tai phuong thirc d6 khong duoc hd tro trong ISE.

Q) Cac phuong thirc PUT ludn yéu ciu nhan dang duy nhét cia tai nguyén ma chung dang
cap nhat bang cach st dung id hoac name.

1. ChonSGT ) GET sgt va bim Send, lay tit ca SGT va dién vao Auditors id va name vao
madi trudng cua ban..

2. Chon GET sgt/{id} va bAm Send dé l4y thong tin Auditors SGT.

Sao chép hét output ctia Response Body's JSON.

4. Chon PUT sgt/{id} va dan Auditor JSON vao Body ) raw tab.

W
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PUT ~  {{baseUrl}}/ers/config/sgt/{{id} Send v
Params Authorization Headers (13) Body @ Pre-request Script Tests @ Settings ® Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON Beautify
101
2 sgt*: g
3 "id": "934557f0-8cO1-11e6-996C-525400b48521",
4 “name"
5 “description”: "Auditor Security Group",
6 "value": 9,
7 “generatienId": "0",
8 "propogateTeoApic”: true,
9 "link": §
10 "rel": "self",
11 "href": "https://10.10.20.77:9060/exrs/config/sgt/934557f0-8c01-11e6-996c-525400b48521",
12 "type": "application/json"

5. Chi thay doi tén tir Auditors sang Auditing va bAm Send.
Ban nhan duogc Status: 200 OK v&i Response Body cho ban biét chinh xac nhiing gi da

thay dbi.
Body Cookies (2) Headers (17) Test Results (1/1) @ Status: 200 OK  Time: 1442 ms  Size: 11TKB Save Response v~
Pretty Raw Preview Visualize JSON v = O Q
1 4 I
2 "UpdatedFieldsList": {
3 "updatedField": [
4 i
5 "field": "name",
6 "oldvalue” itors",
7 "newvValue": "Auditing”
8 3
9 ]
19 3
1 |
6. Chon SGT ) GET sgt hoic SGT ) GET sgt/{id} va bam Send to dé x4ac minh sy
thay doi.

Do 1a tit ca nhing gi c6 dbi voi phuong phap PUT..
Active Directory

Phan nay hudng dén ban cach tham gia ISE vao Active Directory..

Tham gia Active Directory

Khong ai mudn sao chép hoic tao lai tit ca nguoi dung va mat khau va nhém cua ho trong
ISE hoic trong bat ky may chu ndo. Vi 1y do nay, hau hét moi khach hang ISE déu co
Microsoft Active Directory (AD) trong méi truong ctia ho va muén sir dung n6é nhu mot Kho
luu trit danh tinh bén ngoai (External Identity Store) dé dua ra quyét dinh xac thyc va ty
quyén. Ban thdm chi c¢6 thé lam diéu nay thong qua APL..

1. Dé tham gia ISE vao Active Directory yéu cau tén mién Active Directory va thong tin dang
nhap quan trj vién mién. Thém ching dudi dang cac bién mdi truong bang cach nhap vao
Environment Quick Look icon <O> va bdm Edit cho méi trudng cia ban.

2. Thém cac gia tri sau, sau d6 Luu cac thay doi vé méi truong cia ban:

o ad _domain_name: lab.devnetsandbox.local
o ad_admin_username: administrator
o ad_admin_ password: Clscol2345
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A Pimng quén luu (2] Save hodc $8+S hoidc +S).

ad_domain_name default v~ lab.devnetsandbox.local lab.devnetsandbox.local
ad_admin_username default v~  administrator administrator
ad_admin_password default v Cl1sco012345 Cl1sco12345

3. Dé tao tai nguyén AD, hiy vao Postman Collections panel va chon Cisco ISE API -
ERS ) ActiveDirectory ) POST activedirectory, bam Send.

Ban c6 thé nhin thiy Status: 201 Created au 5-10 gidy.

4. Chon ActiveDirectory ) GET activedirectory/{id} va bam Send dé xac minh viéc tao va
cac thudc tinh ctia nd boi vi request's Test Script trude do s& tu dong dién id in your
environment.

5. DéISE tham gia vao mién AD, chon ActiveDirectory ) PUT
activedirectory/{id}/joinAllNodes, bAm Send, va xic minh rang ban nhan duoc a Status:
204 No Content. Néu vay, ISE da tham gia AD.

PUT ~ {{baseUrl}}/ers/config/activedirectory/{{id}}/joinAliNodes

Params Authorization Headers (13) Body @ Pre-request Script @ Tests @ Settings ® Cookies

Type Inherit auth f...
This request is using Basic Auth from collection Cisco ISE API - ERS.

Body Cookies (2) Headers (15) Test Results (0/1) @ Status: 204 No Content Time: 645 ms Size: 881B  Save Response v

Pretty Raw Preview Visualize JSON v = © Q

Thém Active Directory Groups

1. Xem danh sach cdc nhoém nguoi ding hién c6 bang cach chon ActiveDirectory )
PUT activedirectory/{id}/getGroupsByDomain va bam Send.
Kéo xubng dudi ciing, trong Response Body tab va ban c6 thé thay cac nhom:

Body Cookies (2) Headers (19) Test Results (1/1) @ Status: 200 OK
Pretty Raw Preview Visualize JSON =
104
2 "ERSActiveDirectoryGroups": {
3 "groups": [
- i
5 "name": "lab.devnetsandbox.local/Builtin/Administrators”,
[ "sid": "lab.devnetsandbox.local/S5-1-5-32-544",
7 "type": "BUILTIN, DOMAIN LOCAL"
8 i,
9 i
18 "name": "lab.devnetsandbox.local/Builtin/Usexs",
11 "sid": "lab.devnetsandbox.local/5-1-5-32-545",
12 "type": "BUILTIN, DOMAIN LOCAL"
13 i,
14 3
15 "name": "lab.devnetsandbox.local/Builtin/Guests",
16 "sid" s "Tah_devnetsandhox Tocal /S-1-5-32-R4/" .

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol49



CONG TY TNHH TU VAN VA DJCH Vy CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

6 8 Ung Viin Khiém, P. Thanh My Tay, Tp. Ho Chi Minh

nPro
A DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

2. Chon ActiveDirectory ) PUT activedirectory/{id}/addGroups va chon Body >
raw tab dé xem mau yéu cau thém danh sach nhém cua ching ta.

3. Thay thé danh sach cac nhom trong Body > raw tab voi danh séch cac nhém & trén.
Ban c6 thé tuy chinh danh sach véi cdc nhém bo sung ma ban mudn tir truy van
getGroupsByDomain.

A Néu ban thém cac nhom ciia minh vao danh sach hién c6 cling dwoc. Nhung hiy

can than vdi cac muc nhap trung 1ap hoac khong dat duoc dau ", gitra cac khdi nhom.
ISE dua ra 161 néu ban thuc hi¢én mot trong hai di€u nay.

Q Sau khi ban dan cic nhém ctia minh, néu JSON cua ban khong dugce can chinh,
hay nhan nat Beautify.

4. Bam Send va néu ban nhan dugc phan hdi Status: 204 No Content thi ban d3 sin sang su
dung nguoi dung va nhom dugc xac dinh trong Active Directory véi ISE Policy Sets.

PUT ~ {{baseUrl}}fers/config/activedirectory/{{id}}/addGroups

Params Authorization Headers (13) Body ® Pre-request Script @ Tests @ Settings ® Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v Beautify
104
2 "ERSActiveDirectory”: {
3
4
5
6
- -

Body Cookies (2) Headers (18) Test Results (0/1) @ Status: 204 No Content  Time: 1383 ms  Size: 114 KB Save Response

Kiém tra xac thwe ngwoi dung Active Directory

1. Xéc minh tham gia Active Directory trong ISE GUI béang cach di téi Administration )
Identity Management ) External Identity Sources ) Active Directory va bam muc
lab.devnetsandbox.local.

Ban c6 thé thay rang ISE la Standalone va tinh trang 1a £ Operational.
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Connection Allowed Domains PassivelD Groups Attributes Advanced Settings
——
* Join Point Name lab.devnetsandbox_local o

* Active Directory —

. lab.devnetsandbox.local (@]
Domain =
= Refresh Table
C] ISE Node -~ ISE Node R... Status Domain Controller Site
C] ise-1.lab.devnetsandbox_local STANDALONE Operationa WIN-CV1KOAPCRAD lab.devn . Default-First-Site-Name

2. Chon Groups tab dé xem tit cd cac nhom ma ban da thém.
3. Chon Connection tab lan nita, ISE node ctia ban trong list, va bam Test User.

Join | Leave 8 Test User = Diagnostic Tool .’:jf Refresh Table
(] ISE Node -~ ISE Node R... Status
a ise-1.lab.devnetsandbox. local STANDALCNE Operational

1. Nhap thong tin ddng nhap sau cho ngudi dung ciia ban va nhan nit Test.
= Username: cio
= Password: Clsco12345
2. Ban c6 thé xem lai két qua trong Authentication Result, Groups, va Attributes

tabs.

Q) Day 1a mot cach tuyét voi dé xac minh tu cach thanh vién nhém va cac
thudc tinh dé biét nhitng gi c6 thé duoc st dung trong cac chinh sach ISE cua
ban.
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Test User Authentication

* Username  cio
* Password

Authentication Type  MS-RPC

Authorization Data Retrieve Groups
Retrieve Attributes

Test
Authentication Result Groups Attributes
Test Uszername : cio
ISE NODE : ize-1l.lab.devnetsandbox.local
Scope : Default_Scope
Instance : lab.devnetsandbox.local
AEuthentication Result = SOCCESS
Aunthentication Domain : lab.devnetsandbox.local
User Principal Name : cic@lab.devnetsandbox. local

User Distinguished Mame : CH=cio,CN=Users, DC=lab,DC=devnestsandbox, DC=local

Adding an Endpoint

Mot cau hoi thuong gap 1a lam thé nao dé thém diém cudi trong ISE bang cach st dung API
REST. Diéu nay hiru ich dé quan 1y kho thiét bi theo dia chi MAC khi ban khong c6 ity chon
xéc thuc nao khac. Pidu ndy phirc tap hon mot chit so v6i viée thém mot ngudi dung co ban
vi trudc tién nod yéu cau thuc hién tra ciru dé tim groupld ma ban mudn dua no vao.

1. Trong Postman Collections panel, chon Cisco ISE API - ERS ) Endpoint ) GET
endpoint, bam Send. Khong c6 diém cudi theo mic dinh.

Body Cookies (2) Headers (19) Test Results (1/1) & Status: 200 OK
Pretty Raw Preview Visualize JSON v =)
1
2 "SearchResult": {
3 "total": O,
4 "resources": []
5 E
6 &
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2. Chon Endpoint ) POST endpoint: basic sau d6 bAm Request Body > raw tab dé
xem c6 gi ¢ do.
Ban c6 thé thay mot groupld va mat staticGroupAssignment.

Q The groupld 1a mdt UUID va khong phai 1a tén nhom thuc su. D61 khi ban tim théy
cac thudc tinh yéu cau s dung tham chi€u id, khong thuén tién cho con nguoi dé doc.
Dam bao st dung ding loai gia tri.

"ERSEndPoint" 1§
“name"  : "MyEndpoint",
"description” - : "MyEndpoint™,
"mac" : "11:22:33:44:55:466",
"groupId"” : "aal3bb4@-8bff-11e6-996c-525400b48521",
"staticGroupAssignment” : true

3. Sao chép groupld (aal3bb40-8bff-11e6-996¢-525400b48521) sau d6 bAm Send.
Ban nhan dugc Status: 201 Created.

4. Chon EndpointGroup ) GET endpointgroup va bam Send.

5. Vao Response panel va tim groupld bang@ hodic $8+F hoic +F va dan id.

Params @ Authorization Headers (11) Body Pre-request Script Tests @ Settings ® Cookies
Body Cookies (2) Headers (16) Test Results (1/1) @ Status: 200 OK  Time: 1535 ms  Size: 744 KB Save Response

Pretty Raw Preview Visualize JSON v = © Q
144 3, - -

as I aa13bb40-8bff-11e6-996¢-£ Aa abl * | 10f2 ™4y =X
146 "id": "aal3bb40-8bff-11e6-996c-525400b48521",

147 "name": "RegisteredDevices",

148 "description": "Asset Registered Endpoints Identity Group",

149 "link": §

150 "rel": "self",

151 "href": "https://10.10.20.77:9060/exs/config/endpointgroup/aal3bb4@-8bff-11e6-996c-525400b48521",

152 "type": "application/json”

153 i

6. Dé xac nhan diéu nay trong ISE, vao =) Context Visibility ) Endpoints, bdim dia chi
MAC cuia di€m cuoi cia ban trong danh sach, va nhan Attributes tab.
Ban c6 thé thay Identity Group Assignment: RegisteredDevices.

Eﬂ | 5 ANC Export mpaort
[ MAC Address Status IP Address Username Hostname Location Endpoint Profile Authentication Failur
. MAC Address Status IP Address Username Hostname Location Endpoint Profile Authentication Failure R
|:| 11:22:33:44:55:66 Unknown
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MAC ADDRESS: 11:22:33:44:55:66 R |
Username:
Endpoint Profile: Unknown
Current IP Address:
Location:
Applications Attributes Authentication Threats Vulnerabilities
I
Custom Attributes Other Attributes
Description MyEndpoint
Static Assignment false
Endpoint Policy Unknown

Static Group Assignment  true

Identity Group Assignment RegisteredDevices

7. Cudn xudng va ciing thiy rang:
o Hién tai khong c6 thudc tinh tuy chinh nao dugc xac dinh.
o EndPointSource 1a REST.
o Mot sb thude tinh c6 Unknown 1a gid tri vi diém cubi nay khong duoc ISE nhin thdy
trong mang.

Applications Attributes Authentication

General Attributes Custom Attributes Other Attributes

BYODRegistration Unknown
Description MyEndpaint

DeviceRegistrationStatus  NotRegistered

ElapsedDays 0

EndPointPolicy Unknown
EndPointProfilerServer ise-1.lab.devnetsandbox_local
EndPointSource REST

EndPointVersion 3

IdentityGroup RegisteredDevices
InactiveDays 0

MACAddress 11:22:33:44:55:66
MatchedPalicy Unknown

oul UNKNOWN

Tao cac thudc tinh tuy chinh cua diém cuoi
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Tru:ong Description khong cho ching ta blet nhiéu Ve Diém cudi va dia chi MAC ciing vay.
Nhiéu diéu moi ngudi mudn biét dya trén ciu tric to chirc, muc dich va trach nhiém giai trinh
dbi véi viée theo ddi ndi dung chtr khong phai cac thudc tinh dya trén mang:

Attribute Type Mo ta
Manufacturer String Nha san xuit thiét b
Model String Sb model cua thiét bi
(ON} String Hé diéu hanh va Phién ban
DeviceType String Loai thiét bi chung (camera, pump, centrifuge, v.v)
Department ~ String Tén bo phan hoac )
Owner String Tén nguoi dung email cua nguoi chiu trach nhiém
Where String Vi tri: Khu vye-Toa nha-Tang-Phong
Authorization String Authorization Profile s€ dugc ISE ap dung
Reason String Luu y vé 1y do tai sao thiét bj nay can Authorization
Created Long Thoi diém ciia qua trinh tao diém cudi, tinh bang gidy
Expired Long Thoi diém hét han cta diém cudi, tinh bang gidy

Diéu nay thuong quan trong ddi voi nhitng khach hang bat dau str dung ISE vi ho ¢6 thé c¢6
khoang khong quang cao dia chi MAC tinh hodac mot tap hop cac quan tri vién khac ma ho co
thé dya vao dé cap nhat néi dung khong xéc thyc. Ban cé thé tim ra mot dinh dang dién 1o dé
bao gdm tat ca cac mo ta trong nay nhung ching ta c6 mot cach tét hon: Customer
Attributes.

1. Chon=) Administration ) Identity Management) Settings) Endpoint
Custom Attributes.
1. O cubi trang, nhap mot s6 hodc tit ca Attributes va Types ma ban muén theo doi.
2. Dung '{',3 dé thém nhiéu thudc tinh.
3. Bam Save khi ban hoan thanh viéc thém céc thudc tinh.
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Endpoint Custom Attributes

Attribute Name Type

Manufacturer String ]
Maodel String ]
os String i
DeviceType String i
Department String i
Owner String ]
Where String ]
Authorization String ]
Reason String ]
Created Long 0]
Expired Long 1]

() Thir tu ban x4c dinh cac thudc tinh khong quan trong.

¥ Khong c6 API dé thém dinh nghia Thudc tinh tily chinh diém cubi - ban
phai str dung ISE GUI cho viéc nay.

A Céc chinh sach ISE khong thé so sanh c6 diéu kién v6i on Created hodc
Expired timestamps. Diéu nay hoan toan danh cho muc dich quan 1y tai san
ctia ban quan 1y bén ngoai dé biét khi ndo can huy uy quyén hoidc x6a cac
diém cudi da hét han.

Thém mot diém cudi véi cac thude tinh tuy chinh

Bay gio ban d tao cac thudc tinh tiy chinh, hiy sir dung ching véi cac diém cudi va chinh
sach.

1. Trong Postman Collections panel, chon Cisco ISE API - ERS ) Endpoint ) GET
endpoint, bam Send dé xem diém cudi cua ban va nhan id cta no.

2. Chon Cisco ISE API - ERS ) Endpoint ) PUT endpoint/{id} va xem lai Body >
raw n0i dung voi cac thudc tinh va gia tri:

"ERSEndPoint": {
"id": "f0c08010-d187-11eb-b156-ce78cd88a6c2",
"name": "Thomas-AP9130",
"description": "AP for ISE Demo",
"mac": "11:22:33:44:55:66",
"proﬁleIdH. HH’
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"staticProfileAssignment": false,
"staticProfileAssignmentDefined": true,
"groupld": "aal3bb40-8bff-11¢6-996¢-525400b48521",
"staticGroupAssignment": true,
"staticGroupAssignmentDefined": true,
"portalUser": "",
"identityStore":
"identityStoreld": '”',
"customAttributes": {
"customAttributes": {
"Manufacturer": "Cisco",
"Model": "C9130A",
"OS": "IOS-XE 16.12",
"Department": "TME",
"DeviceType": "AP",
"Owner": "thomas",
"Where": "SIC",
"Authorization": "Internet Only",
"Reason": "Demo",
"Created": 1234567890,
"Expired": 2134567890

3. Thoai mai tuy chinh cac gia tri ngoai trir mac va Authorization sau do bam Send dé cap
nhat thong tin diém cudi co ban véi tit ca cac thuc tinh méi nay.
Ban s€ nhan dugc Status: 200 OK.

4. Xem lai cac thay dbi ¢ trén Trong ISE GUI, vao =) Context Visibility ) Endpoints. Bim
vao dia chi MAC cua diém cudi ciia ban trong danh sach, va bam tab Attributes. Bay gio ban
c6 thé xem tét ca cac thudc tinh tiy chinh trong bang.
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Applications Attributes Authentication

General Attributes Custom Attributes Other Attributes

Attribute String Attribute Value
* Attribute String Attribute Value

Authorization Internet_Only

DeviceType AP

Owner thomas

Department TME

0s 105-XE 16.12

Model Co1304A

Manufacturer Cisco

Expired 2134567890

Where sJc

Reason Demo

Created 1234567890

Ban c6 thé xem cach mot tap 1énh hodc cong cu bén ngoai co6 thé sur dung cac API ISE ERS
dé tao, doc, cap nhat va xoa cac diém cudi cho kiém ké ndi1 dung va quan ly bao gom truy cap
tam thoi hodc cac ngoai 1€.

Tao Authorization Rule véi Thudc tinh tuy chinh

1. Trong Postman Collection panel, chon Cisco ISE API - ERS )
AuthorizationProfile ) POST authorizationprofile: Test, va bim Send dé thém
Authorization Profile dé chi gi¢i han diém cudi dbi voi Internet - khong c6 quyén truy
cap mang riéng.
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@

PUT endpoint/{id} authorizationprof... > + soe

Cisco ISE APl - ERS [ AuthorizationProfile [ authorizationprofile: Test

POST w {{baselUrl}}/ers/config/authorizationprofile

Params Authorization Headers (13) Body @ Pre-request Script

none form-data x-www-form-urlencoded @ raw binary

"AuthorizationProfile": £
"name": "Internet_Only",
"description™: - "",
"accessType": "ACCESS_ACCEPT",
"authzProfileType": "SWITCH",
"“trackMovement": false,
"agentlessPosture": false,

"serviceTemplate": false,

R o B B o & o I

2. Trong ISE,vao =) Policy ) Policy Sets ) Default Policy Set ) Authorization

.
Policy.
PO”C\,‘ Sets Reset Policyset Hitcounts
’&:- Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions
(] Default Default policy set Default Network Access <X] - 0 {@}

1. Bim vao ¥ ¢ cudi hang dau tién trong bang, va chon Insert New Row
Above va hoan thanh quy tac:
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t | 0 {{;3}

Insert new row above

Insert new row below

Duplicate above

Duplicate below

Delete

r 1 A FA

= Name: Internet_Only_Assets
» Conditions: EndPoints:Authorization EQUALS Internet_Only

Select attribute for condition

(o]=|ojs]e|r|w|p|=]n]H
Dictionary Attribute
EndPoints VX
E EndPoints AnomalousBehaviour
E EndPoints Authorization

E EndPoints M Authorization

EndPoints-Authorization

[ Equals v Internet_Only

Set to 'ls not' Duplicate m

= Profile: Internet_Only
= Security Groups: - (d€ no6 thanh Select from list)

2. . Quy tic Gy quyén phai gidng nhu thé nay:
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Results
Status Rule Name Conditions Profiles Security Groups Hits Actions
4
(] nternet_Only_Assets b EndPoints-Authorization EQUALS Internet_Only Intarnet_Only Select from list .{5}

3. Kéo xudng va nhin Save cho Policy Set.

D6 1a cach ban co thé st dung cac API dé tao va cap nhat cac diém cudi trong ISE.

Kiém tra quyén truy cip ISE Open API

Bay gio ban da thyuc hién kha nhié}l yéu cAu API, ban c6 thé kiém tra nhat ky API cho Khi
nao Ai da lam gi tir dau va nhu thé nao (When Who did What from Where va How). ISE ¢6
mot bao cdo dé kiém tra request cia OpenAPL.

1. TrongISE, vao2 =) Operations ) Reports ) Reports ) Audit va chon OpenAPI
Operations Report.

2. Ngo6 xung quanh dé xem lai tit ca cac thao tac ban da thuc hién voi the Open APIs.
Luu ¥ muac do chi tiét ban c6 thé thay bao gdom Request Body. Response, hoic bat ki
Error Message.

© Hién tai ISE khong c6 kiém tra quyén truy cip API ERS, MNT hoic pxGrid.
© Hién tai ISE thyc hién cac yéu cau ghi nhat ky tir tién ich Swagger trong ISE.

3. Bam Export To V va chon Local CSV néu ban mudn xem nd trong Excel hodc thuc
hién bat ky kiém tra nao thém.

POlle OpenApl Operatlons Add to My Reports Export To ~  Schedule
From 2022-01-19 00:00:00.0 To 2022-01-19 12:11:56.0
0 Repository (CSV)
Local (CSV)
Local (PDF) esh
Logged At API Category Request URL HTTP Method Request ID
X Today v X AP| Category Request URL HTTP Method Request ID

No data found

Xin chtic mimg! Bay gio ban da hoc vé cach tao ngudi ding ndi bo, thém Active Directory va
Endpoints trong ISE bang Postman. Trong Lab tiép theo, tim hi€u cach tao Téap 1énh Python
tr Postman va lam vi¢c bang ching.
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