CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
. TRUNG TAM TIN HQC VNPRO
8% 7% PC: 276 - 278 Ung Viin Khiém, P. Thanh My Tay, Tp. H6 Chi Minh
) ﬂFF ro =

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.or;

Lab — Steathwatch Basic
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e Bai lab nay dugc thyc hién trén LAB gia 1ap st dung cac IOL Switch i86bi_linux_12-
advipservicesk9, IOL Router L3-ADVENTERPRISEK9-M-15.4-2T va PC 4o.
e (Cdnge0/0 ctia R1: dia chiip 10.215.26.219/24
e Trén switch 2 thuc hién cau hinh Netflow.
e Két nbi Switch voi ddm may, dam may nay chinh 1a 2 thiét b stealthwatch cai dat trén hé
thong a0 hoa Vsphere hoic Vmware.
Trong mo hinh thi Stealthwatch FlowCollector c6 dia chi ip 1a 10.215.26.71 va tram quan tri
StealthWatch SMC c6 dia chi la 10.215.26.72.

Cic buwéc ciu hinh

Chung ta login vao giao dién web cta flow SMC va quan sat goc trén bén trai c6 biéu tugng
Desktop Client, ching ta sé& click vao biéu tuong d6. May tinh s& tién hanh download mét Java
App goi la Stealthwatch Management Console vao Windows (chi chay trén windows 64 bit).
Java App nay s€ gilip nguoi dung thao tac thuan tién hon.
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Sau khi download thanh cong, double click vao biéu tugng App SMC dé chay tmg dung. Can
nhép username va password ciia SMC va tré6 SMC server name 1a dia chi ip cia SMC.

CISCO
Stealthwatch
SMC
i |

SMC Server Name:
|10.215.26.?2 |

[] Enable Strict Hostname Verification

= Mersion 7,11
= Client Memory Allocation 1835 MEB
> Press [ESC] ko exit

Budéc tiép theo chung ta s& tién hanh cai dat giao thic Netflow trén thiét bi mang, cu thé A R1 va
Switch 2. R1 va Switch2 s& giri cac thong tin luu lugng IP vé Flow Collector.

TREN R1:

Dit ip cho cong e0/0

Rl (config) #interface Ethernet0/0
Rl (config-if)#ip address 10.215.26.219 255.255.255.0
Rl (config-if) #no shut

Tiép tuc cau hinh Netflow cho R1. Dau tién ching ta cau hinh Flow record.

Rl (config)#flow record FLOW-RECORD

Rl (config-flow-record) #description stealthwatch

Rl (config-flow-record) #match datalink mac source address input

Rl (config-flow-record) #match datalink mac destination address input
Rl (config-flow-record) #match ipv4 tos

Rl (config-flow-record) #match ipv4 ttl

Rl (config-flow-record) #match ipv4 protocol
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Rl (config-flow-record) #match transport source-port

Rl (config-flow-record) #match transport destination-port
Rl (config-flow-record) #match interface input

Rl (config-flow-record) #match interface output

Rl (config-flow-record) #collect transport tcp flags

Rl (config-flow-record) #collect counter bytes long

Rl (config-flow-record) #collect counter packets long

Tiép dén chiing ta s& cdu hinh Flow Exporter.

Rl (config) #flow exporter FLOW-EXPORTER

Rl (config-flow-exporter) #destination 10.215.26.71 //Trong destination cén
trd vé stealthwatch FlowCollector
Rl (config-flow-exporter) #source Ethernet0/0 //source trong exporter sé

chon cbéng e0/0 trén R1 cidn guii théng tin vé stealthwatch
Rl (config-flow-exporter) #transport udp 2055

Flow monitor s& 1a budc ciu hinh tiép theo.

Rl (config)#flow monitor FLOW-MON

Rl (config-flow-monitor) #exporter FLOW-EXPORTER

Rl (config-flow-monitor) #cache timeout inactive 60
Rl (config-flow-monitor) #cache timeout active 15
Rl (config-flow-monitor) #record FLOW-RECORD

Gan flow monitor vao cong va cau hinh bat ludng ingress va egress trén cong nay.

Rl (config) #interface Ethernet0/0

Rl (config-if) #ip flow monitor FLOW-MON input

Rl (config-if)#ip flow monitor FLOW-MON output

Rl (config-if)#ip flow ingress

Rl (config-if) #ip flow egress

Rl (config) #ip flow-export destination 10.215.26.71 2055

TREN SWITCH 2:

Tuong ty R1 thi chung ta ciing cau hinh Netflow trén Switch 2.

SW2 (config) #flow record FLOW-RECORD

SW2 (config-flow-record) #description stealthwatch

SW2 (config-flow-record) #match datalink mac source address input

SW2 (config-flow-record) #fmatch datalink mac destination address input
SW2 (config-flow-record) #match ipv4 tos

SW2 (config-flow-record) #match ipv4 ttl

SW2 (config-flow-record) #match ipv4 protocol

SW2 (config-flow-record) #match transport source-port

SW2 (config-flow-record) #match transport destination-port

SW2 (config-flow-record) #match interface input

—_— — — — — —— — ~—
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SW2 (config-flow-record) #match interface output

SW2 (config-flow-record) #collect transport tcp flags
( )
( )

SW2 (config-flow-record) #collect counter bytes long
SW2 (config-flow-record) #collect counter packets long

SW2 (config) #flow exporter FLOW-EXPORTER

SW2 (config-flow-exporter) #destination 10.215.26.71 //Destination s& tro vé
stealthwatch FlowCollector.

SW2 (config-flow-exporter) #transport udp 2055

SwW2
SW2
SW2
SW2

config) #flow monitor FLOW-MON

config-flow-monitor) #exporter FLOW-EXPORTER
config-flow-monitor) #cache timeout inactive 60
config)#ip flow-exporter destination 10.215.26.71 2055

— o~ o~ o~

Sau khi cau hinh Netflow, chiing ta s€ gan flow monitor va cau hinh bat luong ingress-egress trén
cac cong.

SW2 (config) #interface Ethernet0/0-2

SW2 (config-if-range)# ip flow ingress

SW2 (config-if-range)# ip flow egress

SW2 (config-if-range)# ip flow monitor FLOW-MON input

Tién hanh dung vPC dé ping dén dia chi 10.215.26.219 ctia R1.( vPC c6 dia chi ip tinh la
10.215.26.221 va dat gateway 1a 10.215.26.219)
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Dung 1énh show ip cache flow dé xem ludng dit liéu chay qua R1.

Rl#show ip cache flow
IP packet size distribution (165 total packets):

1-32 64 96 128 160 192 224 256 288 320 352 384 416 448
480

.000 .000 1.00 .000 .000 .000 .000 .000 .00O0 .000 .000 .000 .000 .000
.000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000

IP Flow Switching Cache, 278544 bytes
1 active, 4095 inactive, 1 added
167 ager polls, 0 flow alloc failures
Active flows timeout in 30 minutes
Inactive flows timeout in 15 seconds
IP Sub Flow Cache, 34056 bytes
0 active, 1024 inactive, 0 added, 0 added to flow
0 alloc failures, 0 force free
1 chunk, 1 chunk added
last clearing of statistics never
Protocol Total Flows Packets Bytes Packets Active (Sec)
Idle (Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow
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SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP
Pkts
Et0/0 10.215.26.221 Local 10.215.26.219 01 0000 0800
165

Chuyén sang Stealthwatch dé giam sat luu luong traffic.
Pau tién thay d6i monitor port ctia flow collector trong desktop client SMC

M¢ rong domain cia SMC, & phan FlowCollectors, ré chudt dén FlowCollector dé xem thong tin
va chon dung FlowCollector can chinh sura (Trong truong hop nay 1a 10.215.26.71.

g, StealthWatch Management Console (admin - 10.215.26.72)
File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help

!] DDoS Alarm Dashboard X g‘] DDoS Traffic Dashboard X | [¥) Interface Status X ﬂ

2 Enterprise
5 T SMC

3 N ¥ Filter Q Domain : .0rg Time : Last 5 minutes

“ (y StealthWatch Labs Intelligence Center
. R%merec‘o‘,s & Exporter : 10.215.26.219
_tg stealthway.org
V_El .}'.B Host Groups
Lo "g Inside Hosts
-

| 1] Table | [ shortList

Outside Hosts Client User Name % Client Host - Client Host Groups
10.215.26.221 Catch All

H- G,
i Q ‘5_‘: Bogon

Lo Q{ £, Command & Control Servers
P @ Tor

X ‘:5'-, Network Devices

! T ifindex-0

i - W ifIndex-1
- [# Maps
| e ™ Functional Map

! fIntem:tUsage

. &” Internet World Map
= {3 FlowCollectors
R

¥} (& Exporters

% FlowSe FlowCollector
- [ Identity Senvic FlowCollector for NetFlow VE
“ (i External Devic 10.215.26.71
Currently Active Alarms
None

Click chudt phai vao FlowCollector can chinh va chon Configuration > Properties

= E,J Maps

')‘ Functional Map

f Internet Usage

i g™ Internet World Map
=+ i FlowCollectors

=- b~ owCollectad

#- (& Exports i FlowCollector Dashboard
- g Flowse Status >
- (4 Identity Senvic -
. ﬁ—é External Devict Configuration » Properties
Expand All Ctrl+Shift+E Delete...
Collapse All Ctrl+Shift+C Mitigation Configuration...
el s FlowCollector Management Channel...
] Appliance Administration

Vao phan monitor port va chinh sira lai 2055 nhu s6 port khi c4u hinh
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g,' StealthWatch Management Console (admin - 10.215.26.72)

) ) ) . g, Properties for FlowCollector for NetFlow “FlowCollector” (10.215.26.71)1 X
File Edit View Top Status Security Hosts Traffic Reports
Monitor Port -
4 Enterprise ‘5
2- G sMC FlowCollector
(O stealthWatch Labs Intelligence Center ,} Port: 2055
ﬁ-} LDP Directors
=- ¥ stealthway.org Watch List
£ B Host Groups <'§
2] ?]nydemsrs Srondeast List .
- @), Outside Hosts roadcestLis B,
%, £ Bogon "§s |
@, gnmmand & Control Servers Ignore List | .
w st Tor
& (& Network Devices e
i~ W ifindex-0 Mitigation White List
- 1 ifindex-1 -
& [ Maps
& Functional Map Moni tor Port
& Intemet Usage o
& Internet World Map v
(£ 3 FlowCollectors Exporters & Interfaces
5% =%
- () Exporters
5 FlowSensors Svstev:\‘AJarms
(3 Identity Senices >
[ External Devices Synchronize
y'-l
Advanced

Bén gbc trai man hinh, c6 thé thdy Stealthwatch da nhén cac dia chi tir cac thiét bi cAu hinh
Netflow vé.( dia chi 10.215.26.219 cta R1).

Traffic Reports Flows Configuration Help

File Edit

View Teop Status Security Hosts

Search:

Interface Status X | Interface Status X Interface Status X Flow Table

DDoS Traffic Dashboard X Cyber Threats  x |

i+ (3 UDP Directors
= '!114 wpro.an ‘.Erﬂ

Host Groups
Current Uiization 71 | Gurrent Trafic (b 72| Masimum Ulization & | Masimum Traffic (-,
340

Network Devices -

e Interface Groups ifindex-1 Inbound 16 <0.01% N 0.01% N 125.45k
&= 10.215.26.216
= & 10.215.26.219
=
9 ifindex-1
g,;l Maps

(i FlowCollectors
.4 Identity Services
i [ External Devices

10.215.26.219 ifIndex-0 Outbound

L) —
1 —

10.215.26.219 ifindex-1 Outbound 16

[E) —
3 —|

10.215.26.219 ifIndex-0 Inbound 1G

Trong hinh trén, c6 thé thdy Stealthwatch d bat dugc ludng traffic tir vPC gui dén R1. Pé quan
sat va theo doi ky hon source va destination ip cling nhu dang application 1a gi chung ta thuc
hién tré chudt vao hang ip can theo déi = flow=> flow table( hoic néu ban dang xem & dang
biéu dd,thi thuc hién tré chudt vao biéu d6 can xem > flow—> flow table).

Két qua trong hinh dudi day cho thay source va destination ip ctia goi ICMP can theo ddi ciing
nhu luu lugng cua nd 1a bao nhiéu.

v -0 X

Traffic

File Edit View Top Status Security Hosts Reports  Flows Configuration Help

Search: -

ward X | DDo5 Traffic Dashboard % x

'_Es Enterprise

. ¥ Filter

- ( Stealthwatch Labs T
(3% UDP Directors
@ vnproan : = Time
Host Groups
Network Devices
w Interface Groups
= 10.215.26.216
2 &
L I ifindex-0
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w Maps

[ FlowCollectors

Server Host Groups % Duration
Catch All 00:31:30

Client Host Groups ¥ Server Host
Catch All 10.215.26.219

ClientHost %
10.215.26.221

Catch All 00:00:06 ICMP

Catch all Steal thWWatchManagamentConsole.s

(10.215.26.72)

10.215.26.219
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1889 Nov15, 2019 3:50:14PM ik 0% I
(53 minutes 40s ago)

icmp (Echo Request) 4 922,36k

Nhu vay chiung ta da co thé thuc hién viéc theo dbi traffic co ban béng giao thirc Netflow voi sy

hd tro cta Stealthwatch.
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