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Lab — Steathwatch két hop Cisco ISE

10.215.26.88/24 SMC:10.215.26.72
FLowCollector: 10.215.26.71
ISE: 10.215.26.49

-

m FlowCollector
Swi Vnpro Clou \\
DOT1x

Trong bai lab ndy, ching ta sé& tién hanh thyc nghiém qua trinh trao doi thong tin vé ngudi ding
giita Cisco ISE va Stealthwatch thong qua cdu hinh Wired Dotlx va Flexible NetFlow.

BUOC 1: Thuc hién cdu hinh Dotlx trén switch dé thuc hién xac thyc giita switch-client (méay
tinh Windows) va xéc thyc Radius gitra switch-Cisco ISE.
Trén cac cong cua switch cau hinh dua vé mode access va dit ip cho interface vlan 1

SW1 (config) #int range e0/0-2

SW1 (config-if-range) #switchport mode access

SW1 (config-if-range) #exit

SW1 (config) #int vlan 1

SW1 (config-if)#ip add 10.215.26.85 255.255.255.0
SW1 (config-if) #no shut

SWl#show ip int br

Interface IP-Address OK? Method Status Protocol
Ethernet0/0 unassigned YES unset up up
Ethernet0/1 unassigned YES unset up up
Ethernet0/2 unassigned YES unset up up
Ethernet0/3 unassigned YES unset up up
Vlanl 10.215.26.85 YES manual up up

SWl#show vlan br
VLAN Name Status Ports
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default active Et0/0, Et0/1, Et0/2,
Et0/3
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

SW1 (config) #aaa new-model

SW1l (config) #aaa authentication dotlx default group radius
SW1 (config) #dotlx system-auth-control

SW1 (config) #int e0/1

SW1 (config-if) #dotlx port-control auto

SW1 (config-if) #dotlx pae authenticator

SW1 (config-if) #authentication host-mode multi-auth

SW1 (config) #radius-server host 10.215.26.49

SW1 (config) #radius-server key Vnprol23

Céu hinh dia chi ip cho cong ¢0/0 cua R1 va tré default route vé ddm may ctia VnPro.

Rl (config) #int e0/0
Rl (config-if)#ip address 10.215.26.88 255.255.255.0
Rl (config) #ip route 0.0.0.0 0.0.0.0 10.215.26.1

Tiép theo, chung ta tiép tuc thye hién tao policy va chi dinh Switch cho cisco ISE chung thyc.
Chung ta tién hinh thyc hién cdu hinh Cisco ISE theo diy hinh bén dudi.

+ Administration

System Metwork Resources pxGrid Services
D.eplo';_ment Metwork Deces Feed Service
Licensing Metworl Device Groups Profiler
Certificates Metworl. Device Profiles
Logging External RADIUS Servers Threat Centric NAC
Maintznance RADIUS Server Sequences Third Party Vendors
Upgrade MNAC Managers

External MDM
Location Services

Backup & Restore
Admin Access

Settings Device Portal Management
Identity Management Blacklist

|dentities BYOD

Groups Ceriificate Provisioning

External Identity Sources
|dentity Source Sequences
Settings

/ edit f=2bAdd §f5ouplicate | @aimport & Export +

Client Provisioning

Mobile Device Management
My Devices

Custom Portal Files
Seftings

OceneratzPAC | X Delete

Name | IP/Mask Profile Name Location Type Description
[ 37s0x 102.168.3.111... b Cisco & All Locations All Device Types SGT
O Router 10.215.14.160... ; Cisco & All Locations All Device Types Router with TACACS+
O wLc-01 10.215.26.40/32 b Cisco & All Locations All Device Types
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* Name [swi

[P address | *IP: [10.215.26.8: | 1[E2]

©IPv6 is supported only for TACACS, At least ene IPv4 must be defined when RADIUS is selected

* Device Profile | g Cisco| v | &

Hodel Hams
Software Version |:|

* Network Device Group

Location [l Locations © | [ set To Defauk |
IPSEC [no © | [(Set To Defauk |

Device Type [all Device Types @ | |_Set To Defauk |

- RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS

CoAPert [1700 | (_set To Defaut: |

RADIUS DTLS Settings
DTLS Required [ &

Shared Secret |radius/dils

CoaPort [2083 ] [Set To Defaukt |

Issuer CA of ISE Certificates for CoA ‘Se\ezt if required (optional) hd | £

~+ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

* Shared Secret |Vnpro123 | [ Hide ]

Coa Port [ 1700 | [SetTo Default |

RADIUS DTLS Settings (i

DTLS Required []
Shared Secret |radius/dtls i

CoaPort [ 2083 | [[SetTo Default |
Issusr CA of ISE Cerlificates for CoA [Select if required (optional) -]
DNS Name | |

General Settings

Enable KeyWrap [T
* Key Encryption Key

Show
* Message Authenticator Code Key Show
Key Input Format = ASCI HEXADECIMAL

O |+ TacAcs Authentication Settings
[ » SNMF Settings

O » Advanced TrustSec Settings

(Reset)

Tiép tuc chung ta set policy dotlx va radius trén cisco ISE.Vao tab Policy = Policy Sets.

‘heek:  Identity Services Engine N e el - Polcy  ~Administration

» System  » Identity Management | ~Metwork Resources | » Device Portal Manageme| Profiling
= Network Devices  Network Device Groups  MNetwork Device Profiles  External RADIU  Posture Client P
— <) Software Version |: Policy Elements
Network Devices gi;:;i:i:zs

* Network Device Group
Default Device Results

Néu chua tao Policy cho wired dotlx thi click vao vong khoanh d6 = dién policy name >
Trong muyc condition bam vao diu + hoic ddu ciy but > kéo tha nhu anh duéi day.
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- Identity Services Engine Home

» Conlext Visibiity ~ » Operations.

Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements
Policy Sets

@ Status  Policy Set Name Description
Search

®@ Dot1x_Radius

@  Default Defautt policy set

Conditions Studio

Library Editor

Search by Name ‘

=|
PE0ese PRl ECLOE=

E F)ataIyst_Switch_LocaI_Weh_Authentical ®

i ion

i E Switch_Local Web_Authentication @
B Switch_Web_Authentication @
[E wired_802 1x @@
B wired_MAB @

i B wireless_802.1x 6]

i @ Wireless_Access 6]
B wireless_MAB @
Bl wLC_Web_Authentication @

» Administration » Work Centers

Caonditions

g

Wired_802.1X

Wired_802.1X

Set to'ls not'

New

License Wamning A

Allowed Protocols / Server Sequence  Hits  Actions  View
Default Network Access x w4 0 'Q‘ )
Default Network Access x v 4 0 Q )

(@)  Duplicate =

AND OR

Chon Use, sau d6 bam vao mili tén & cuoi hang.

Identity Services Engine Home

» Context Visibility

» Operations

Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements
Policy Sets

+/ Status Policy Set Name Description
Search

@ Dot1x_Radius

@  Default

Default policy set

« Policy

» Administration

Conditions

=]

Wired_802 1X

» Work Centers

License Waming & Q, ] (-] o

Allowed Protocols / Server Sequence  Hits  Actions  View

Default Network Access x v &

O

Default Network Access v 4 [} ﬂ >

Trong muc Authentication Policy > Tick chon diu “+” dé add policy = Trong muc Condition
kéo tha muc wired_802.1X tir bén trai qua bén phai nhu anh dudi day - Chon Use.
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Conditions Studio

Library Editor

Wired_802.1X

=

Set to'Is not!

PEOx2edRFPERECLOE =

Catalyst_Switch_Local_Web_Authenticat ®
ion

EAP-MSCHAPv2

EAP-TLS

MAC_in_SAN
Switch_Local_Web_Authentication
Switch_Web_Authentication
Wired_802.1X

Wired_MAB

Wireless_802.1X
Wireless_Access

Wireless_MAB

® ® ®& & © ©®© ® ©® © @ e

WLC_Web_Authentication

New

(@ Duplicate @

AND OR

Chuing ta c6 thé diéu chinh cac option dé hi€u chinh cho viéc xéac thuc, chang han néu xac thuc

fail thi s€¢ REJECT.

Wired_802.1%

ya @  Dotx =]

Internal Users xwv
¥ Options

11 Auth fail

REJEGT x>
If User not found

REJECT v
It Process fai

DROP xv

Chung ta tiép tuc set policy Authorization. Thyc hién nhu anh dudi day.
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¥ Authorization Policy - Global Exceptions

+ Authorization Policy (2)

Results
+
Status  Rule Name Conditions Profiles Security Groups Hits  Actions
Search
ra O] Dot1% B wired_802.1 * PermitAccess | | + Select from list - +
Default = DenyAccess + Select from list M [}

Nhu vy chung ta di set xong policy. By gid chung ta tién hanh tao user trén cisco ISE 2>
Chon tab Administration - Identity Management - Identities. Chiing ta tién hanh tao user
nhu 2 anh dudi day.

- Identity Services Engine Home  » Context Visibility » Operations + Administration » Work Centers
Policy Sets | Profiing  Posture  Client Provisioning  » Policy Elements System Network Resources. pxGrid Services
D.ep\oyment Network Dev!ces Feed Service
. . Licensing Network Device Groups Profiler
Policy Sets = Dot1x_Radius Certificates Network Device Profiles
Logging External RADIUS Servers Threat Centric NAC
Status  Policy Set Name Description Conditiong ~ Maintenance RADIUS Server Sequences Thire Party vendors
Upgrade NAC Managers
Search Backup & Restore External MDM
Admin Access Location Services
@ Dot1x_Radius @ Wir Settings Device Portal Management
Identity Management Blacklist
BYOD
Groups Certificate Provisioning
¥ Authentication Policy (2) External Identity Sources Client Provisioning
Identity Source Sequences Mobile Device Management
¥ Authorization Policy - Local Exceptions Settings My Devices
Custom Portal Files
Settings

¥ Authorization Palicy - Global Exceptions

¥ Authorization Palicy (2)
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» System | = Identity Management = » Metwork Resources » Device Portal Management  pxGrid Services » Feed Service

w|dentities  Groups  External Identity Sources  Identity Source Sequences  » Seitings
——
o
Users * Network Access User

Latest Manual Network Scan Resulis

¥ Threat Centric NAC

*MName | siealthwatch user

Status Enabled =

Email |

¥ Passwords

Password Type: | InternalUsers | =

Password Re-Enter Password

* Login Password ‘ nssaars

‘ |' Generate Password \ i

Enable Password ‘

‘ | Generate Password \ i

¥ User Information

First Name ‘ |

Last Name | |

¥ Account Options

Description ‘

Change password on next login O

w Account Disable Policy

O Disavle account if date exceeds 2020-01-21

w User Groups

[Select an item Q

(e

(yyyy-mm-dd)

Nhu vay chiing ta da tao dugc user va set policy cho wired dotlx trén Cisco ISE.

Trén PC chung ta tién hanh diéu chinh card mang cho viéc xac thuc dotlx. Dau tién, ta bam t6
hgp phim Windows+R = services.msc = Tim services Wired Autoconfig = Chudt phai tron
Properties > Trong tab General chon cac chi muc nhu anh dudi day.
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£, services i ] 5|
File Action View Help
@9 ||F|E ez | HFE >80 »
Bl © ey N
Gereral | Log On I F{ecovewl Dependencies I
Wired AutoC | Startup Type | Log On As | il
. ErmnTETEE Automatic (D... Local System
Stop the servid Manual Local System
Restart the se Digplay name: Wired AutoCorfig Manual Lacal System
B Description: = ‘r‘uﬁred ZutoCorfig l{DOTE’.SVC) e ;I Manual . Metwark S....
Description: sponsible for performing IEEE 802.1X LI Automatic Local Service
The ,""'"—?d Aut Automatic Local Service
SErvice is resp ) .
302, 1% auther Path to executable: Automatic (D...  Local Service
interfaces, If y C\Windows'eystem 32 svchost.exe 4 Local SystemMetworkRestricted Marial Local Service
deg'f&"‘gen; &r e - J Manual Local System
authentication artup type: Automati hd ]
chould be conf P yp I OMELc Automatic Local System
establishing La . . Manual Metwork 5...
L Help me configure service startup options.
Hf?*g'“gt‘acci Manual Metwark S...
Wired networl
. Manual Metwaork S...
802, 1 auther Service status:  Started
the DOT3ISVC « Manual Local System
Start: | Stop | Fause Fesume Manual Local Service
Manual MNetwark 5...
You can specify the start paremeters that apply when you start the service Automatic (D...  Local System
from hisrs. Manual Local Service
P —— I Automatic (D...  Local System
Manual Local Service
Automatic Local System
Manual Local System
QK I Cancel Apply | Manual Local System
- Automatic Metwork 5...
o6 WWAN AutoConfig This servic... Manual Local Service -
Extended A Standard /

Chuyén sang diéu chinh card mang, Chudt phai vao card mang dang chay - Prperties = Trong
tab Authentication tick chon nhu anh duéi day.
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Local Area Connection Properties |

"Metworking  Authertication |

Select this option to provide authenticated network access for
this Ethemet adapter.

¥ Enable IEEE 202 1X authentication

Choose a network authentication mathod:

II'v1icrosoﬂ: Protected EAP (PEAF) j Settings |

[~ Remember my credentials forthis connection each
time I'm logged on

™ Falback to unauthorized network access

Addtional Settings... |

ok | cancel |

Trong tab Choose a network authentication method Chon Settings = Bo tick Validate server
certificate (trong méi truong lab, chiing ta khong can windows xéac thuc chimg chi ciia Cisco
ISE) & Trong muc Select Authentication Method Chon Configure... = Bo tick Automatically
use my Windows logon name and password (do chiing ta khong ding domain nén khong can
ding dén muc nay)-> Chon Ok > Tiép tuc Ok dé quay lai tab Authentication.
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_r 1 Network Connections i ] |
‘ C)-C) | @ - Control Panel ~ All Control Panel Items ~ Network Connections - o m I Search MNetwork Connections E‘
(rnaniva_w  Tirshla thic nabunrk davica  Niscnnea thic sannarction me this connection » a: ~ ®
|i| Local Area Connection Properties r
Protected EAP Properties ll ction 3 = = Local Area Connection 4
"o _ Disabled
When connecting: t Secure Mobility Cli... i Cisco Systems VPN Adapter
—I validate server certificate
™| Commect to bhese servers: ‘
I EAP MSCHAPv2 Properties x|

Trusted Root Certification Authorities:

| W) Baltimore CyberTrust Root
Class 3 Public Primary Certification Authari

E e Tt Auﬁﬂ:rity ty r Automatically use my Windows logon name and

password (and domain if any).
O Microsoft Root Certificate Authority
O thawte Timestamping CA

[ verisign Class 3 Public Primary Certification Autharit QK I Cancel

‘When connecting:

I~ | Do not prompt user bo authorize new servers ar trusted
cethification autharities.

Select Authentication Method:

ISecured password ([EAP-MSCHAP vZ) ﬂ Configure... |

¥ Enable Fast Reconnect
I™ Enforce Network Access Protection

I™ Disconnect if server does not present cryptobinding TLY
™ Enable Identity Privacy

Service Pack:
Boot Time:
Netwrokinfo:

oK Cancel

Ta tiép tuc chon Additional Settings... = Tick chon Specify authentication mode = Chon user

authentication > Chon Save/Replace credentials dé nhap username/password d tao trén cisco
ISE.
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M N T : Kl
; . nection
Metworking Authentication
| ect Sec

x|

802, 1¥ settings |

—Iv Specify authentication mode

ILlser authentication j Replace credentials

[ Delete credentials for all users

— Enable single sign on for this netwark

{% | Eerform immediately before user [ogon

| Eerform immediately. after user logon

MMawimum delay (seconds): 10 =

V¥ allaw additional dislogs to be displayed during single
sigm o

r This mebwork uses separate virtual LaMs Far mackine
and wser authentication

Ok Cancel
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Internet Protocol Version 4 (TCP/IPv4) Properties | 7 |[Z3]

General

‘fou can get IP settings assigned automatically if vour network supparts
this capability. Otherwise, you need to ask vour network administrator
for the appropriate IP settings.

Obtain an IF address automatically

@ Use the following IP address

IP address: 10,215, 26 . 167

Subnet mask: 255,255,255 . 0

Default gateway: 0 .215. 26 . 88
Obtain DNS server address automatically

AU =1

@ Use the following DS server addresses:

Preferred DS server: 8 ] ] ]
Alternate DNS server: 3 3.4 .4
Validate settings upon exit | Advanced... |

[ Ok H Cancel |

iz | Administrator: C\Windows\system32\cmd.exe

WINS Proxy Enabhled. . . . . . . . = Mo

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Description . . . . . . . . .
Physical Address. . . . .

DHGE Enabled. . . . .
HuJ‘cunflguratlun Enahled
Link-local IPvt Address
IPv4 Address. . . . .
Subnet Mask . . . . .
Default Gateway . . .
DHCPve IAID . . . . .
DHCPuvE Client DUID. .

ntel{R> PRO-1880 MT Metwork Connection
B-29-00—A3-B8-868

I
5
Mo
Ye
PEBE::dd3a bc33ieeb2icc2bxll (Preferredd
18.215_26.167{Preferred)

255 255255 .A@

18.215.26 .88

248276480
A8-A1-8—@A1-1C-84-B5-64-52-54-A0-12-34-56

Trén cisco ISE chung ta c6 thé thdy PC d3 xé4c thuc thanh cong va truy cap duoc vao mang.
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INACTIVE ENDPOINTS @ (=1%] AUTHENTICATION STATUS © (=1} AUTHENTICATIONS @ [=1%] NETWORK DEVICES @

RowsPage | 3 v 1 1 Go  3Total Row

o 3 @ ANC-  Change Authorization Expot~  Import= YFi

MAC Address Status Pv4 Address Usemame Hostname Location Endpoint Profile Authentication Failure Reason  Authentication Policy ~ Authorization Policy  Authentication Protocol

BUQC 2: Cau hinh Flexible netflow trén switch va router.
Trén R1:
Flow Record dinh nghia cac thong tin Netflow, chang han nhu nhiing packet trong flow. Néu
chung ta mudn thiét 1ap 1 Flow Record tity chinh, thi chtng ta s& st dung t6 hop 1énh match va
collect dé chi dinh céc thong tin can gui di trong goi NetFlow PDU. “Match” sir dung cho dinh
nghia cac flow chinh(key flow), “Match” quyét dinh tinh duy nhat ciia flow. “Collect” chi chi
dinh nhiing thong tin thém-phu tro bao gém viéc cung cap nhiing chi tiét dén Stealthwatch
FlowCollector dé report va phén tich.
Nhitng thong tin trong t6 hop 1énh flow record bén duéi:
Tos: type of service.
TTL: time to live
Source port va destination port cia goi TCP hodc application chay trén nén tcp.
Interface vao/ra (input/output).
Ngoai ra con ¢6 thé cau hinh thém nhimng thong sé quan trong nhu ipv4 source address, ipv4
destination address....

Rl (config)#flow record FLOW-RECORD

Rl (config-flow-record) #description stealthwatch router
Rl (config-flow-record) #match ipv4 tos

Rl (config-flow-record) #match ipv4 ttl

Rl (config-flow-record) #match ipv4 protocol

Rl (config-flow-record) #match transport tcp source-port
Rl (config-flow-record) #match transport tcp destination-port
Rl (config-flow-record) #match interface input

Rl (config-flow-record) #match interface output

Rl (config-flow-record) #collect transport tcp flags

Rl (config-flow-record) #collect counter bytes long

Rl (config-flow-record) #collect counter packets long

— — — — — — — — — —

Rl (config) #flow exporter FLOW-EXPORTER

//Trong destination cdn trdé vé stealthwatch FlowCollector

Rl (config-flow-exporter) #destination 10.215.26.71

//source trong exporter ching ta sé& chon céng cidn gui théng tin vé
stealthwatch, dé 1la cbng e0/0 trén R1
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Rl (config-flow-exporter) #source Ethernet0/0
//Stealthwatch s& dung port 2055 dé nhan flow
Rl (config-flow-exporter) #transport udp 2055

Flow monitor ding dé lién két cac flow exporter va record hay cac céu truc khac cua flexible
netflow lai voi nhau. Ngoai ra trong flow monitor, ciu hinh cache timeout dugc khuyén dung vi
mic dinh stealthwatch chi dinh thoi gian nay 1a 30 phut. Trong c4u hinh nay thoi gian dwogc tinh
biang gidy.

Rl (config)#flow monitor FLOW-MON

Rl (config-flow-monitor) #exporter FLOW-EXPORTER

Rl (config-flow-monitor) #cache timeout inactive 60
Rl (config-flow-monitor) #cache timeout active 15
Rl (config-flow-monitor) #record FLOW-RECORD

Sau d6 chung ta can cho phép cac cau hinh netflow trén timg cong ma ching ta can phan tich
flow.

Rl (config) #interface Ethernet0/0

Rl (config-if)#ip flow monitor FLOW-MON input

Rl (config-if)#ip flow monitor FLOW-MON output

Rl (config-if)#ip flow ingress

Rl (config-if) #ip flow egress

Rl (config) #ip flow-export destination 10.215.26.71 2055

Trén Switch 1: Chang ta thyc hié€n twong tu trén router.

SW1 (config) #flow record FLOW-RECORD

SW1 (config-flow-record) #description stealthwatch

SW1 (config-flow-record) #match ipv4 tos

SW1 (config-flow-record) #match ipv4 ttl

SW1 (config-flow-record) #match ipv4 protocol

SW1 (config-flow-record) #match transport source-port
SW1 (config-flow-record) #match transport destination-port
SW1 (config-flow-record) #match interface input

SW1 (config-flow-record) #match interface output

SW1 (config-flow-record) #collect transport tcp flags
SW1 (config-flow-record) #collect counter bytes long
SW1 (config-flow-record) #collect counter packets long

— — e e e — — ~— ~—

SW1 (config) #flow exporter FLOW-EXPORTER
//Destination s& tré vé stealthwatch FlowCollector.
SW1 (config-flow-exporter) #destination 10.215.26.71
SW1 (config-flow-exporter) #transport udp 2055

SW1 (config) #flow monitor FLOW-MON

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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SW1 (config-flow-monitor) #exporter FLOW-EXPORTER
SW1 (config-flow-monitor) #cache timeout inactive 15
SW1 (config-flow-monitor) #cache timeout inactive 15
SW1 (config)#ip flow-exporter destination 10.215.26.71 2055

57 | Hotline: 0933427079 Email: vnpro@vnpro.org

SW1 (config) #interface Ethernet0/0-2

SW1 (config-if-range)#ip flow ingress

SW1 (config-if-range)#ip flow egress

SW1l (config-if-range)#ip flow monitor FLOW-MON input
SW1l (config-if-range) #ip flow monitor FLOW-MON output

TREN STEALTHWATCH-SMC:

s‘:lllslcllc‘)' Stealthwatch Dashboards Monitor Analyze Jobs Configure Deploy

Hosts

Security Insight Dashboard | Inside Hosts

Hast Groups

Alarming Hosts @

Concern Index Target Index Recon cac Exploitation DDoS Source DDos Target Data Hoarding Exfiltration Policy
0 0 0 0] 0 0 0 0 0
Top Alarming Hosts -7 Alarms by Type -7 Today's Alarms

No data to display

ltlllsléloh Stea“:hwa tch Dashboards Monitor Analyze Jobs Configure Deploy ‘
Jsers (1)
Current Filters Users
Inside Hosts Sorted by overall severity @
Clear All a . a a a - o a a a o
+ User Name Sessions < Cl T < RC ~ C&C ~ EP - Ds - DT - DH S EX
Filter Results By:
LOCATIONS v
1
RFC 1918 (1)
Select Multiple .

Thir d6i dia chi MAC hodc dung PC khéac dé login vao user khic ¢ card mang va di traffic bat
ky.

C6 thé thiy trong hinh dudi ddy, stealthwatch di bat dugc 3 user da login vao mang véi
username nguodi dung dugc gui tir Cisco ISE.
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'éll's'n“u“ Stealthwatch Dashboards Monitor Analyze Jobs Configure Daploy e @ e Desktop Client

Users (3)
ng
By default the list is sorted by alarm category severity, so
Current Filters Users the users with the worst alarms are at the top of the list
The order is based on the aggregate (combination) of
nside Hosts Sort by overall severity@ < alarm categories for each user. To change the sort, click
Clear All an arrow in any column heading. To restore the default

~ User Name sorting based on aggregate of alarm categories, click the - EP - bs Locations in 24 hours Devices - Las

link above the table.
Filter Results By: (More...)

P
steafthwatch_user fre1e1s 1 11/2€
& RFC 1918
LOCATIONS ~ [—
stealthwatch_user2 111 N 1 11/2¢
B RFC 1918
RFC 1918 (3)
Select Multiple o
khoinguyen 141 i S: 1312 1 11726
‘< »
Host Summary Traffic by Peer Host Group (last 12 hours) e

Host IP

] 10.215.26.1700

I Flows l I Classify l I History ]

Status: Multicast United Sta...
Hostname: - 10.215.26.170

Host Groups: Catch All

Location: RFC 1918

First Seen: 11/26/19 5:57 PM

Last Seen: 11/26/19 6:26 PM

Policies: Inside

MAC Address: 50:29:00:03:00:01

ISE ANC Policy: -~ Edit

Top Security Events for 10.215.26.170

No events were found. If you are sure this result is incorrect, contact your Stealthwatch administrator.

Users & Sessions Application Traffic

MAC Address: MAC Vendor: Unknown Device Type: Microsoft-

50:29:00:03:00:01 Workstation Application  Total % Sent Ratio Received
User Start End There are no application traffic details to display

khoinguyen  11/26/19 5:47 PM @

Chu6t phai vao duong flow tir 10.215.26.172 di US chon View Flows, ching ta c6 thé quan sat
flows di duoc tir client trén ma cuy thé 13 géi icmp di dén 8.8.8.8
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Host Summary Traffic by Peer Host Group (last 12 hours) «
Host IP
] 10.215.26.1700 Edn
Top Reports >
Flows | ‘ Classify History

Subject Host IP:

Status: Multicast 10.215.26.170 United Sta... #»
Hostname: -- Peer Host Group: United
States
Host Groups: Catch All from: 11/26 6:30 AM
Location: RFC 1918 to: 1126 5:30 PM
First Seen: 11/26/19 5:57 PM
Last Seen: 11/26/19 6:29 PM
Policies: Inside
MAC Address: 50:29:00:03:00:01
ISE ANC Policy: -- [Edit
° Manage Columns Summary Export v D
START DURATION SUBJECT IP AD... SUBJECT PORT... SUBJECT HOST.. SUBJECT BYTES APPLICATION TOTALBYTES PEER IP ADDRE... PEER PORT/PR... PEER HOSTGR.. PEER BYTES ACTIONS
=
Nov26,2019 28 215.26.1 icMp 128 icMp 128 8888 icMp inited States
> 6:2507PM
(2min 30s ago)
Nov 26, 2019 - 10.215,26.170 cmp Catch All 64 cmp 64 8888 icme United St -

b 5:50:00 PM
(28min 375 ago)

50 -

|8y StealthWatch Management Console (admin - 10.215.26.72)

File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help

DoS Traffic Dashboard X jber Threats X | [4) Interface Summary Dashboard  x | ) Interface Summary Dashboard X | [4) Interface Summary Dashboard X [ (4] Flow Table %

DDoS Alarm Dashboard X

5 Enterprise
B- T sme
( StealthWWatch Labs Intelligena
(3 UDP Directors
&~ By mproan
B, Host Groups
P Inside Hosts
p Catch Al 5 2h

™
- ¥ By Function
Do ClientHostGroups % | ServerHost & | SemerHostGroups # | Duration ~2| Application & | Service Summary % |Total Traff..?| TotalBytes ~!| Total Packets & | StartActive Time
<is 27% 340 :

P ByLocation
% protected Asset Monits dns google United States icmp (Eche Reply) :
.- 4P Protected Trapped Hos (88.85) (5 minutes 8s ago)
|

R, Outside Hosts
&, .. Bogon
- @, & Command & Control
&, L. Tor
G Network Devices
¥ Interface Groups
- & 10.215.1187
9 ifindex-0
W ifindex-1
- & 10.215.26.85

1 ifindex-214748367
< 192.168.3.79
(@ Maps
{5 FlowCollectors
% Flowcollector
3 Identity Services
@ CiscolSE
([ External Devices

Ngoai ra chung ta con c6 thé quan sat dugc nhitng dir liéu application khac hay cac transport
udp/tep.
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il Stealthwatch

w Search Results (4)

START DURATION SUBJECTIP A...

Nov 26, 2019 Tmin 13s 10.215.26.201 )
b 527:55PM

(3min 31s ago)

Nov 26, 2019 1min 6s 10.215.26.201 ()
> 5:28:00 PM

(3min 265 ago)

Nov 26, 2019 3s 10.215.26.201 @
> 528:19PM

(3min 7s ago)

Nov 26, 2019 == 10.215.26.201 (@)
b 52819PM

(3min 7s ago)

Dashboards Monitor Analyze Jobs
SUBJECT PO... SUBJECT HO... SUBJECT BYT... APPLICATION
138/UDP Catch All 275K NetBIOS

(unclassified)
51919/UDP Catch All 748 Undefined UDP
5353/UDP Catch All 120 Undefined UDP
IGMP Catch All 40 Undefined
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Configure Deploy

TOTAL BYTES PEER IP ADDR...

275K 10.215.26.255 ()
748 2240.0.252
120 22400251 O
40 2240.0.22 &)

youtube.com/@

Manage Columns

PEER PORT/P...

138/UDP

5355/UDP

5353/UDP

IGMP

Summ

PEER HOST G..

Catch All

Multicast

Multicast

Multicast
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