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Lab 1 — Security trén Switch

So do:

Interface VLAN 10

192.168.10.251/24

sSwi
FO/0 FO/11 FO/12 F0/0
R1 /192.168.10.1/24 192.168.10.2/24\_ R2
Host 3 Host 6
192.168.10.3/24 192.168.10.6/24
192.168.10.4/24 192.168.10.5/24
Hinh 1 — So d6 bdi Lab

Mo ta:

Bai lab gom 2 Router 2811, 1 Switch 2960 va cac PC duoc dau nbi voi nhau nhu hinh. Bai Lab
nay co thé duoc dung trén lab o hod sir dung cac IOL Router L3-ADVENTERPRISEK9-M-
15.4-2T, IOL Switch i86bi_linux_12-advipservicesk9, cac vPC.

Trong bai lab nay hoc vién thyc hién mét s6 tinh ning security trén switch.
Yéu ciu:
1. Ciu hinh ban dau

e Trén SWI thuc hién tao VLAN 10 va gan tat ca céac céng Fast Ethernet trén Switch vao
VLAN 10.
e Thuc hién cau hinh dia chi IP trén céac interface cua céc thiét bi theo quy hoach IP dugc chi
ra trén hinh 1.
Ciu hinh:

Trén SW1:

SW1 (config) #vlan 10
SW1 (config-vlan) #exit

SW1 (config) #interface range f0/1 - 24

SW1 (config-if-range) #switchport mode access

SW1 (config-if-range) #switchport access vlan 10

SW1 (config-if-range) #exit

SW1 (config) #interface vlan 10

SW1 (config-if)#ip address 192.168.10.251 255.255.255.0
SW1 (config-if) #exit
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R
Trén R1:

R1
R1
R1
R1

config) #interface f0/0

config-if) #no shutdown

config-if)#ip address 192.168.10.1 255.255.255.0
config-if) #exit

—_~ o~~~

Trén R2:

R2 (config) #interface £0/0

R2 (config-if) #no shutdown

R2 (config-if) #ip address 192.168.10.2 255.255.255.0
R2 (config-if) #exit

Kiéem tra:

Trén SW1 VLAN 10 di duoc tao ra va cic cong Fast Ethernet déu da duoc gan vao VLAN 10 (bai
Lab duoc thyc hién trén Switch 3560 c6 24 cong Fast Ethernet):

SWl#show vlan brief

VLAN Name Status Ports
1 default active Gi0/1, Gi0/2
10  VLANOO10 active Fa0/1, Fa0/2, Fa0/3, Fa0/4

Fa0/5, Fa0/6, Fa0/7, Fa0/8

Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24

1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

Interface VLAN 10 caa SW1 da active (up/up):

SWl#show ip interface brief vlan 10
Interface IP-Address OK? Method Status Protocol
V1anl0 192.168.10.251 YES manual up up

Céc dia chi IP cta cac Host trén VLAN 10 d3 c6 thé di dén nhau dugc:

Rl#ping 192.168.10.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Rl#ping 192.168.10.251
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.251, timeout is 2 seconds:
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Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

R2#ping 192.168.10.251
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.251, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

2. VLAN Access — List (VACL)
Str dung VACL trén VLAN 10 dé thuc hién chinh sach nhu sau:

e Gia thiét R1 1a mot web Server danh riéng. Thuc hién cAm moi hoat déng truy nhap web
dén Server R1, ngoai trir cac hoat dong truy nhap web xuét phat tur dia chi 192.168.10.2.
e CAm moi session telnet dén R2, ngoai trir cac session telnet dén tir dia chi 192.168.10.1
cua R1.
e RI va R2 khéng duogc phép chay dinh tuyén bang giao thirc OSPF qua VLAN 10.
e RI c6 thé ping dugc R2 nhung R2 khong thé ping duoc R1.
e Moi hoat dong trao ddi dix liéu khac qua VLAN 10 khong bi anh hudéng boi VACL da xay
dung.
Ciu hinh:
CAu hinh mot access — list voi tén goi “WEB_TO R1” dé cap dén (“permit”) moi luu lugng web
di dén Server 192.168.10.1 va thuc hién loai trir ra (“deny”) luu lugng web xuét phat tir dia chi
192.168.10.2:

SW1 (config) #ip access-list extended WEB TO Rl
SW1 (config-ext-nacl) #deny tcp host 192.168.10.2 host 192.168.10.1 eq 80
SW1 (config-ext-nacl) #permit tcp any host 192.168.10.1 eqg 80

(
(
(
SW1 (config-ext-nacl) #exit

Céc luu lugng dugc permit trong access — list vira tao s€ dugc ap hanh dong “drop” trong VLAN
Access — map:

SW1 (config) #vlan access-map VLAN10
SwWl
Sw1l
SW1 (config-access-map) #exit

config-access-map) #match ip address WEB TO R1
config-access-map) #faction drop

(
(
(
(

Tiép theo, viét mot access — list co tén goi “TELNET TO_R2” dé cap dén (“permit”) moi luu
lugng telnet di dén dija chi 192.168.10.2 cua R2 va thuc hién loai trir ra (“deny”) luu lugng telnet
xuét phat tir dia chi 192.168.10.1 ctia R1:

SW1 (config) #ip access-list extended TELNET TO R2
SW1 (config-ext-nacl) #deny tcp host 192.168.10.1 host 192.168.10.2 eq 23
SW1 (config-ext-nacl) #permit tcp any host 192.168.10.2 eqg 23

(
(
(
SW1l (config-ext-nacl) #exit
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Cac luu lugng dugc permit trong access — list vira tao s€ dugc ap hanh dong “drop” trong VLAN
Access — map:

SwWl
Swl
SwWl
Swl

config) #vlan access-map VLAN1O 20
config-access-map) #match ip address TELNET TO R2
config-access-map) #faction drop

—_~ o~~~

config-access-map) fexit

Tiép theo, viét mot access — list dé cap dén (“permit”) hoat dong dinh tuyén OSPF giita R1 va
R2:

SW1 (confiqg) #ip access-list extended OSPF R1 R2
SW1 (config-ext-nacl) #permit 89 any any <- Protocol - ID cua OSPF la 89
SW1 (config-ext-nacl) #exit

Luu luong OSPF dugc dé cap dén (permit) trong access — list vira tao s& dugc ap hanh dong drop
trong VLAN Access — map:

SW1 (config) #vlan access-map VLAN10 30

SW1 (config-access-map) #match ip address OSPF R1 R2
SW1l (config-access-map) #action drop

SW1 (config-access-map) #exit

Tiép theo, viét mot access — list permit cac goi ICMP Echo Request phat di tir R2 dén R1 va ap
hanh dong drop vdi cac goi nay trong VLAN Access — map:

SW1 (config) #ip access-list extended ICMP_R2 TO Rl
SW1l (config-ext-nacl) #permit icmp host 192.168.10.2 host 192.168.10.1 echo
SW1 (config-ext-nacl) #exit

Swl
SW1
SW1
Swl

config) #vlan access-map VLAN10O 40
config-access-map) #match ip address ICMP R2 TO R1
config-access-map) #action drop
config-access-map) ffexit

—~ e~~~

Tiép theo, viét mot entry dudi cing ciia VLAN Access — map thyuc hién hanh dong forward cho
moi luu luong con lai:

SW1 (config) #vlan access-map VLAN10 50
SW1 (config-access-map) #action forward
SW1 (config-access-map) #exit

Cubi cing, ap VLAN Access — map vira xdy dung 1én VLAN 10:

SW1 (config)#vlan filter VLAN10 vlan-list 10

Kiem tra:

Kiém tra lai VLAN Access — map vira tao:

SWl#show vlan access-map VLAN10
Vlan access-map "VLAN1O"™ 10
Match clauses:
ip address: WEB TO R1
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Action:
drop
Vlan access-map "VLAN10" 20
Match clauses:
ip address: TELNET TO R2
Action:
drop
Vlan access-map "VLAN10" 30
Match clauses:
ip address: OSPF _R1 R2
Action:
drop
Vlan access-map "VLAN1O" 40
Match clauses:
ip address: ICMP R2 TO R1
Action:
drop
Vlan access-map "VLAN1O" 50
Match clauses:
Action:
forward

SWl#show vlian filter
VLAN Map VLAN1O is filtering VLANs:
10

Trude hét kiém tra két qua thyc hién véi luu lugng web.

Thuc hién bat HTTP Server trén R1 dé gia 1ap R1 1a mot Web Server:

Rl (config) #ip http server

R2 ¢6 thé truy nhap web dén R1:

R2#telnet 192.168.10.1 80

Trying 192.168.10.1, 80 ... Open <- Truy nhdp thanh céng
hhh

HTTP/1.1 400 Bad Request

Date: Thu, 19 May 2016 10:18:29 GMT

Server: cisco-IOS

Accept-Ranges: none

400 Bad Request
[Connection to 192.168.10.1 closed by foreign host]
R2#

Thuc hién ddi lai dia chi IP trén R2:

R2 (config) #interface £0/0
R2 (config-if) #ip address 192.168.10.22 255.255.255.0
R2 (config-if) #exit

Luc nay, hoat dong truy nhap Web dén R1 khong con thanh cong nita:
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R2#telnet 192.168.10.1 80
Trying 192.168.10.1, 80

[)

% Connection timed out; remote host not responding

Sau khi thuc hién kiém tra xong, tra lai IP trén R2 lai nhu cii:

R2 (config) #interface £0/0
R2 (config-if) #ip address 192.168.10.2 255.255.255.0
R2 (config-if) #exit

Tiép theo, thuc hién kiém tra véi hoat dong Telnet qua VLAN 10.

Thuc hién ciu hinh telnet trén Router R2:

config)#line vty 0 4

R2 (
R2 (config-1line) #password vnpro
R2 (config-line) #login

R2 (

config-line) #exit

Tur dia chi 192.168.10.1 ciia R1 c6 thé thuc hién telnet dén R2:

Rl#telnet 192.168.10.2

Trying 192.168.10.2 ... Open

User Access Verification

Password:
R2>

Thuyc hién dbi lai dia chi IP trén R1 thanh mot dia chi khong duoc phép telnet dén R2:

Rl (config) #interface £0/0
Rl (config-if) #ip address 192.168.10.11 255.255.255.0
Rl (config-if) #exit

Luc nay, R1 khong thé telnet R2 duoc nita:

Rl#telnet 192.168.10.2
Trying 192.168.10.2
% Connection timed out; remote host not responding

Sau khi kiém tra xong, thyc hién tra lai IP cho R1 nhu cii:

Rl (config) #interface £0/0
Rl (config-if) #ip address 192.168.10.1 255.255.255.0
Rl (config-if) #exit

Tiép theo, thuc hién kiém tra voi giao thuc dinh tuyén.

Thuc hién bat dinh tuyén EIGRP trén cong FO/0 cia R1 va R2:

Rl (config) #router eigrp 100
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Rl (config-router) #no auto-summary
Rl (config-router) #network 192.168.10.0
Rl (config-router) #exit

config) #router eigrp 100
config-router) #no auto-summary
config-router) #network 192.168.10.0

R2 (
R2 (
R2 (
R2 (config-router) #exit

Hai Router chay dinh tuyén EIGRP thanh cong qua VLAN 10 va thiét 1ap dugc quan hé lang giéng
v61 nhau:

Rl#ishow ip eigrp neighbors
IP-EIGRP neighbors for process 100

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 192.168.10.2 Fa0/0 12 00:00:38 237 1422 0 3

R2#ishow ip eigrp neighbors
IP-EIGRP neighbors for process 100

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 192.168.10.1 Fa0/0 11 00:00:49 346 2076 0 3

G& bo EIGRP va thyc hién chay dinh tuyén OSPF trén hai Router:

R1
R1
R1
R1

config) #no router eigrp 100

config) #router ospf 1

config-router) #network 192.168.10.1 0.0.0.0 area O
config-router) #fexit

—_ e~~~

R2 (config) #no router eigrp 100

R2 (config) #router ospf 1

R2 (config-router) #network 192.168.10.2 0.0.0.0 area O
R2 (config-router) #exit

OSPF d bi chin trén VLAN 10 nén hai Router khong thé thiét 1ap quan hé lang giéng OSPF v&i
nhau:

Rl#show ip ospf neighbor

R2#show ip ospf neighbor

Cubi cung, thyc hién kiém tra R1 co thé ping duwoc R2 nhung R2 khong thé ping
duoc R1:

Rl#ping 192.168.10.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

R2#ping 192.168.10.1
Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

3. Protected port

e Sir dung tinh ning protected port dam bao Host 3 va Host 4 khong thé trao ddi duogc dir
lidu v6i nhau nhung hai Host ndy van c6 thé di d¢én duoc cac thiét bi khac.
Céu hinh:
Thuyc hién cu hinh tinh ning protected port trén cac cong F0/2 va F0/3 két ndi dén cac Host 2 va
Host 3:

SW1 (config) #interface range f0/3,f0/4
SW1 (config-if-range) #switchport protected
SW1 (config-if-range) #exit

Nhic lai réng cac céng duoc bat ché do protected s€ khong thé trao ddi duoc dit liéu véi nhau
nhung van c6 thé trao d6i dit lidu voi cac céng khong bat ché do nay. Mdc dinh ché do nay dugc
tat trén cac cong.

Tinh ning ndy gitup ngudi quan tri gidi han viéc trao doi dir liéu giita cac cong thude cing VLAN
trén néi bo mét Switch. Néu mudn gidi han vige trao doi gilra cac céng thudc cung mot VLAN
nhung dugc dit trén nhiéu Switch, can phai sir dung ky thuat Private VLAN.

Kiém tra:

Kiém tra Host 3 khong thé di dén duoc Host 4:

C:\>ping 192.168.10.4
Pinging 192.168.10.4 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Ping statistics for 192.168.10.4:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

(Cac Host 3, 4, 5,6 ¢6 thé 1a cac PC chay hé diéu hanh Window duogc két ndi vao cac cong tuong
g trén Switch dé thyc hién kiém tra Lab).

Tuy nhién, Host 3 van c6 thé di dén duoc cac Host nam trén cac cong khac cua Switch:

C:\>ping 192.168.10.1
Pinging 192.168.10.1 with 32 bytes of data:
Reply from 192.168.10.1: bytes=32 time=1lms TTL=255
Reply from 192.168.10.1: bytes=32 time=1lms TTL=255
Reply from 192.168.10.1: bytes=32 time=1lms TTL=255
Reply from 192.168.10.1: bytes=32 time=1lms TTL=255
Ping statistics for 192.168.10.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
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Approximate round trip times in milli-seconds:
Minimum = lms, Maximum = lms, Average = 1lms

C:\>ping 192.168.10.2
Pinging 192.168.10.2 with 32 bytes of data:
Reply from 192.168.10.2: bytes=32 time=2ms TTL=255
Reply from 192.168.10.2: bytes=32 time=1lms TTL=255
Reply from 192.168.10.2: bytes=32 time=Ims TTL=255
Reply from 192.168.10.2: bytes=32 time=1lms TTL=255
Ping statistics for 192.168.10.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 2ms, Average = 1lms

4. Private VLAN

e Gd bo cau hinh protected port da thuc hién ¢ yéu cau 3.
e Su dung tinh nang Private VLAN trén SW1 thuc hién chinh sach nhu sau:
o Cac Host 3 va Host 4 khong dugc phép trao ddi dit liéu véi cac Host 5 va Host 6.
o Host 5 va Host 6 van c6 thé trao doi duoc dit liéu v&i nhau; Host 3 va Host 4 khong thé
trao d6i duoc dit liéu véi nhau.
o Tat ca cac Host 3, 4, 5, 6 déu c6 thé di dén duoc cac Router cling nhu di dén dugc IP
trén interface VLAN 10 cta SW1.
Céiu hinh:

G& bo cau hinh protected port trén cac cong F0/3 va F0/4 da thuc hién:

SW1l (config) #interface range £0/3,£f0/4
SW1l (config-if-range) #no switchport protected
SW1 (config-if-range) #exit

Thyc hién cau hinh Private VLAN trén SW1 dé dap tmg cac yéu cau dit ra theo cac bude dudi
day.

Trudc hét, can chuyén SW1 sang hoat dong & mode Transparent vi Private VLAN chi duoc hd tro
trén Transparent Switch:

SW1 (config) #vtp mode transparent
Setting device to VTP TRANSPARENT mode.

Tao ra VLAN 34 1a mot secondary VLAN. VLAN nay sé& duoc sir dung dé két ndi cac Host 3 va
4. Can ct yéu cau dat ra, VLAN 34 s& 1a mot Isolated VLAN:

SW1 (config) #vlan 34
SW1 (config-vlan) #private-vlan isolated
SW1 (config-vlan) fexit

Tiép theo, thyc hién tao VLAN 56, 1a mot secondary VLAN danh cho cac Host 5 va 6. Can ci
theo yéu cau, VLAN 56 1a mot community VLAN:

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
ﬂPﬂW@ DC: 276 - 278 Ung Viin Khiém, P. Thanh M Ty, Tp. H Chi Minh
P\ DT: (028) 35124257

Hotline: 0933427079 Email: vnpro@vnpro.org

SW1 (config) #vlan 56
SW1 (config-vlan) #fprivate-vlan community
SW1 (config-vlan) #exit

VLAN 10 dugc khai bao thanh Primary VLAN hd tro hai secondary VLAN vira cdu hinh:

SW1 (config) #vlan 10

SW1 (config-vlan) #private-vlan primary

SW1 (config-vlan) #private-vlan association 34,56
SW1 (config-vlan) #exit

Tiép theo, thuc hién khai bao cac céng két ndi dén cac Host 3, 4, 5, 6 thanh cac Host port va gan
ching vao cac Secondary VLAN tuong ng:

SW1l (config) #interface range £0/3,£f0/4

SW1l (config-if-range) #switchport mode private-vlan host

SW1 (config-if-range) #switchport private-vlan host-association 10 34
SW1 (config-if-range) #exit

SW1 (config) #interface range £0/5,£0/6
SwWl
SwWl
SW1 (config-if-range) #exit

config-if-range) #switchport mode private-vlan host
config-if-range) #switchport private-vlan host-association 10 56

(
(
(
(

Tiép tuc khai bao promiscuous port trén SW1. Can chi y thém thao tac khai béo cho interface
VLAN cutia Primary VLAN:

SW1
Swl
SW1
SW1

config) #interface range £0/11,£0/12
config-if-range) #switchport mode private-vlan promiscuous
config-if-range) #switchport private-vlan mapping 10 34,56

—_~ e~~~

config-if-range) #exit
SW1 (config) #ip routing

SW1 (config) #interface vlan 10
SW1 (config-if) #private-vlian mapping 34,56
SW1 (config-if) #exit

Dén day, cau hinh Private VLAN theo yéu cau dit ra da hoan tat.
Kiém tra:

Thuc hién kiém tra ciu hinh Private VLAN d4 thuc hién:

SWl#show vlan private-vlan

Primary Secondary Type Ports
10 34 isolated Fa0/3, Fa0/4, Fa0/11, Fa0/12
10 56 community Fa0/5, Fa0/6, Fa0/11, Fa0/12

Két qua show cho thiy céac Private VLAN da duoc cdu hinh dang nhu yéu cau.

Tiép tuc kiém tra chinh sach trao ddi dit liéu giira cac Host da duoc thiét 1ap dung dan.
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Host 3 khong di dén dugc Host 4:

C:\>ping 192.168.10.4

Pinging 192.168.10.4 with 32 bytes of data:
Reply from 192.168.10.3: Destination host unreachable.
Reply from 192.168.10.3: Destination host unreachable.
Reply from 192.168.10.3: Destination host unreachable.
Reply from 192.168.10.3: Destination host unreachable.
Ping statistics for 192.168.10.4:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Host 3 khong di dén duogc cac Host 5 va Host 6:

C:\>ping 192.168.10.5

Pinging 192.168.10.5 with 32 bytes of data:

Reply from 192.168.10.3: Destination host unreachable.
Reply from 192.168.10.3: Destination host unreachable.
Reply from 192.168.10.3: Destination host unreachable.
Reply from 192.168.10.3: Destination host unreachable.

Ping statistics for 192.168.10.5:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

C:\>ping 192.168.10.6

Pinging 192.168.10.6 with 32 bytes of data:

Reply from 192.168.10.3: Destination host unreachable.
Reply from 192.168.10.3: Destination host unreachable.
Reply from 192.168.10.3: Destination host unreachable.
Reply from 192.168.10.3: Destination host unreachable.

Ping statistics for 192.168.10.6:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Host 3 c6 thé di dén duoc cac Router R1, R2 va interface VLAN 10 ctia SWI:

C:\>ping 192.168.10.1
Pinging 192.168.10.1 with 32 bytes of data:
Reply from 192.168.10.1: bytes=32 time=1lms TTL=255
Reply from 192.168.10.1: bytes=32 time=1lms TTL=255
Reply from 192.168.10.1: bytes=32 time=1lms TTL=255
Reply from 192.168.10.1: bytes=32 time=1lms TTL=255
Ping statistics for 192.168.10.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = lms, Maximum = 1lms, Average = 1lms

C:\>ping 192.168.10.2

Pinging 192.168.10.2 with 32 bytes of data:

Reply from 192.168.10.2: bytes=32 time=1lms TTL=255
Reply from 192.168.10. bytes=32 time=1lms TTL=255
Reply from 192.168.10. bytes=32 time=1lms TTL=255
Reply from 192.168.10. bytes=32 time=1lms TTL=255
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Ping statistics for 192.168.10.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 1lms, Average = 1lms

C:\>ping 192.168.10.251
Pinging 192.168.10.251 with 32 bytes of data:
Reply from 192.168.10.251: bytes=32 time<lms TTL=255
Reply from 192.168.10.251: bytes=32 time=1lms TTL=255
Reply from 192.168.10.251: bytes=32 time=1lms TTL=255
Reply from 192.168.10.251: bytes=32 time=2ms TTL=255
Ping statistics for 192.168.10.251:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 2ms, Average = 1lms

Host 5 va Host 6 thudc cing mot Community VLAN ¢6 thé di dén nhau dugc. Két qua ping tir
Host 5 dén Host 6:

C:\>ping 192.168.10.6

Pinging 192.168.10.6 with 32 bytes of data:

Reply from 192.168.10.6: bytes=32 time<lms TTL=255
Reply from 192.168.10. bytes=32 time=1lms TTL=255
Reply from 192.168.10. bytes=32 time=1lms TTL=255
Reply from 192.168.10. bytes=32 time=1lms TTL=255
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Ping statistics for 192.168.10.6:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = lms, Average = 0ms

C6 thé kiém tra twong ty rang Host 5 thudc community VLAN ciing c6 thé di dén dugc R1, R2 va
interface VLAN 10 cua SW1.
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