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Lab — Xac thue va phan quyén login béng giao thitc TACAS+ sir
dung Cisco ISE

1. So do:

FO/1 Fo/0 =1
- =]

Cisco 2800 Cisco ISE

o
a
=]
~+
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Hinh 1: So dé bai lab.
Mo ta:

So d6 gém 1 Router Cisco 2811 va 1 PC dugc d4u ndi véi nhau nhu trén hinh 1. Router duge
d4u ndi ra hé théng mang co két ndi t6i Server Cisco ISE. Bai lab nay co thé dugc thuc hién trén
LAB gia 1ap st dung cac IOL Router L3-ADVENTERPRISEK9-M-15.4-2T, gemu Windows 7
win-7-x86-1PCC.

PC Windows 7 vira 1a Client dé telnet t&i Router test viéc xac thuc vira dé cau hinh Cisco ISE.
Neéu da c6 thiét bi cau hinh Cisco ISE thi c6 thé thay thé PC thanh Router d¢ test telnet.

Bang quy hoach IP:
Tén thiét bi Interface IP/Netmask Gateway
Cisco ISE NIC 10.215.26.49 -
F0/0 DHCP -
Router
FO/1 192.168.99.1/24 -
Client NIC 192.168.99.99/24 192.168.99.1

IL. Yéu cau:
1. Céu hinh ban diu
- Thuc hién c4u hinh IP cho PC, Router, thuc hién NAT sao cho PC c¢6 thé ping théy ISE server.
2. Ciu hinh TACACS+:

- Tién hanh xac thuc va phan quyén privilege cho cac user truy cdp telnet dén Router nhu
sau (viéc xac thuc/phan quyén phai do Cisco ISE kiém soat):

e Username: guest, password VauPro@123, privilege 7

e Username: adminvnpro, password VnPro@123, privilege 15
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- CAu hinh xéc thuc local véi privilege cho cac user nhu trén dé khi hoat dong xac thuc voi

Cisco ISE khong thanh cong, chuyén sang phuong thirc xac thuc/phan quyén local.
II1. Huéng din:

C#u hinh IP cho Router

Router (config) #hostname R
R(config) #int £0/0
R(config-if) #ip address dhcp
R(config-if) #no shutdown

R(config)#int f0/1
R(config-if) #ip address 192.168.99.1 255.255.255.0
R(config-if) #no shutdown

Chu hinh NAT cho Router:

config) #access-1list 1 permit 192.168.99.0 0.0.0.255

config) #ip nat inside source list 1 interface £0/0 overload
config) #int £0/0

config-if) #ip nat outside

config) #int f0/1

config) #ip nat inside

R(
R(
R(
R(
R(
R(

Két nbi PC véi Router, dit IP va Gateway. Kiém tra két ndi toi ISE Server:

-

C:\Users\h

Pinging 18.21
Reply from 215 9: b time=2ms

y 2 time=2ms
time=1ms

32 time=2ms

Chi dinh TACACS+ Server cho Router: chi dinh dia chi IP cua cisco ISE va key dung chung
123abc

R(config) #tacacs-server host 10.215.26.49

R(config) #tacacs-server key 123abc

Céu hinh Router xic thwe véi ISE bing giao thive TACACS+:

Tao group server tén ISESRV dé gan vao phuong thirc xc thuc va phan quyén. Trong server
group co thé chi dinh nhiéu server va sé sir dung cdac server theo thir tu dugc chi dinh, néu server
dau tién that bai thi server thu hai s& thuc hién cong viéc xac thuc, phan quyén
R(config) #aaa new-model

R(config) #aaa group server tacacs+ ISESRV
R(config-sg-tacacs+) #server 10.215.26.49
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|R(config—sg—tacacs+)#exit |

Tao phuong thirc xac thyc dang nhap tén la VTY do group server ISESRV thuc hién, str dung
thong tin dang nhap ndi bd néu két nbi fail

R(config) #aaa authentication login VTY group ISESRV local

Tao phuong thirc phan quyén cho User EXEC terminal tén 1a VTY do group server ISESRV thuc
hién, néu server bi ngit, router s& lam ludn viéc phan quyén sir dung thong tin dang nhap ndi bd

R(config) #aaa authorization exec VTY group ISESRV local if-authenticated

CAu hinh telnet cho Router:

Router (config) #line vty 0 4
Router (config-line) #login authentication VTY

Router (config-line) #authorization exec VTY

(
(
(
(

Router (config-line) fexit

Bat tinh ning TACACS+ trén ISE:

Dau tién, ta mé trinh duyét va truy cap vao IP 10.215.26.49 (IP ctia ISE Server). Dang nhap bang
username va password duoc cung cap.
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Vao Administration — Deployment — Tich chon hostname cta Cisco ISE — Edit:

onfigure New Cisco ISE 24 Inst. X @@ Identity Services Engine x -+ 1

C A Notsecure | 10.215.26.49/admin/#administration/administration_system/administratiog’System_deploy

Identity Services Engine

Home » Context Visibility » Operations » Policy * Administration

stem b Identity Management  » Network Resources  » Device Portal Management  pxGnd S

System

wment  Licensing P Certificates  » Logging » Maintenance  Upgrade
I

» Backup & Res

Licensing
Certificates

Logging 2
Maintenance

Upgrade

Backup & Restore
Admin Access
Seftings

:ployment 3 Deployment Nodes

vk~ / 21‘,5’.{-

L ]
e’ Deployment
=2 PAN Failover

/ Edit Register | &) syncup | [ Dere
[] Hostname -
Cisco-ISE-2

Personas .
Identity Management

Identities

Groups

External Identity Sources

4 Identity Source Sequences
Seftings

Administral

o) phén Policy Service, chon Enable Device Admin Service va Save lai:

v+ Policy Service

v

v
|

Thém Router vao ISE:

Vao Work Centers — Device Administration — Network Resources — Network Devices —

Add:

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https

w Enable Session Services @

Include Node in Node Group  Mone ¥ G

Enable Profiling Service i
Enable Threat Centric NAC Service i
w» Enable SXP Service @

Use Interface GigabitEthernet 0 hd

. Enable Device Admin Service (i

Enable Passive Identity Service §

| pxGrid (i
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vilisi]ie
Cisco

Identity Services Engine Home » Context Visibility » Operations + Policy » Administration - Work Centers

» Metwork Access b Guest Access b TrustSec » BYOD + Profiler + Posture « Device Administration » PassivelD

» Overview  » Identiies  User Identity Groups ~ Extld Sources = Metwork Resources  » Policy Elements  Device Admin Policy Sets

o
Network Devices Metwork Devices
Metwork Device Groups
Default Devices yf Edit :ﬂ:Add Eh]uplicete @aImport gl Export © Generate PAC | 3 Delete
TACACS External Servers Name « | IP/Mask Profile Name Location

TACACS Server Seguence

Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access  » GuestAccess P TrustSec  » BYOD  » Profiler  » Posture  ~ Device Administration » PassivelD
» Overview  » Ildentities  User Identity Groups  Ext |d Sources  « Network Resources  » Policy Elements  Device Admin Policy Sets  Repor

: Network Devices List = New Network Device
Network Devices

Network Devices
Network Device Groups

Default Devices * Name
TACACS External Servers Description |:|

TACACS Server Sequence

P Address = "IP: | 1921883135 | 24 |

O phan TACACS Authentication Settings ta chi dinh chudi “Shared Secret” dé Router va ISE

giao ti€p vadi nhau.

O » RADIUS Authentication Settings

» TACACS Authentication Settings

Shared Secret

- | [ Show |

Enable Single Connect Mode [] ™~ 1 23abc

* | Legacy Cisco Device
TACACS Draft Compliance Single Connect Support

O » SNMP Settings

O » Advanced TrustSec Settings

| cancel |

Sau d6 bAm submit.

C#u hinh xic thwe/phin quyén bing TACACS+:
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Vao Work Center — Device Admin Policy Sets:

y Services Engine Home » Context Visibility » Operations » Policy ~ Administration ~ Work Centers
cess TrustSec Profiler Device Administration !
Overview Overview Overview |
Components Ext Id Sources Identities
TrustSec Policy Network Devices User Identity Groups
ces Policy Sets Endpoint Classification Ext |d Sources
2s0Urces SXP MNode Config MNetwork Resources
1ents Troubleshoot Feeds Policy Elements
Reports Manual Scans
ot Settings Policy Elements Reports |
BYOD Profiling Policies Settings

Daliru Qate

Chon Policy Elements — Result - TACACS Command Sets — Add:

C A Not secure | 10.215.26.49/admin/#workcenters/workcenter device_administration/workcenter device administratio

;e Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access » Guest Access ¥ TrustSec » BYOD » Profiler  » Posture | + Device Administration » PassivelD

b Overview  » ldentiies  User Identity Groups  Ext Id Sources » Network Resources  « Policy Elements  Device Admin Policy Sets  Report

(<]
TACACS Command Sets
Conditions 3 1
0 Selected
Network Conditions
2 Refresh + Add Duplicate M Trashv Edit 3 Import 2 Export
Resuits
= Name Description
Allowed Protocols
O DenyAllCommands Default Comn

TACACS Command Sets
TACACS Profiles \ 2

Tao command set cho user adminvnpro c6 thé dung day du cac 1énh khi telnet:
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TACACS Command Sets = CommandSet1

Command Set

Name CommandSet15

Description Full Privilege for Admin

Commands

Permit any command that is not listed below

=+ Add M Trash~ Edit Move Up Move Down Ee 2 4

= Grant Command Arguments

No data found.
4 »

Tich chon “Permit any command that is not listed below” va bdm Save.

Ta cling tao thém command set cho user guest c6 privilege 1a 7, khi user nay telnet vao router chi

dung dugc 1€nh cac 1énh show:

oaes:  Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access  » GuestAccess b TrustSec  » BYOD » Profiler  » Posture | ~ Device Administration » PassivelD
» Overview  » ldentities  User Identity Groups  Ext |d Sources  » Network Resources = Policy Elements  Device Admin Policy Sets  Reports
I
(<]
TACACS Command Sets = CommandSet?

» Conditions
Command Set

» Network Conditions
Name CommandSet?
¥ Results
Description Privilege level 7 for Guest
Allowed Protocols

TACACS Command Sets
Commands

TACACS Profiles

Permit any command that is not listed below |

+ Add m Trash~ Edit Move Up Move Down
= Grant Command Arguments
( PERMIT show™

Sau d6 bAm Submit.
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Tiép theo, ta vio TACACS Profiles — Add:

Identity Services Engine Home b Context Visibility ~ » Operations  » Policy  » Administration

» Network Access » Guest Access ¥ TrustSec » BYOD » Profiler  » Posture =~ Device Administration ¥ PassivelD

b Overview  p ldentities  User Identity Groups  Extld Sources  » Network Resources  « Policy Elements  Device Admin P

I
(<]
TACACS Profiles
» Conditions
0 Selected 2
» Network Conditions
2 Refresh =+ Add Duplicate m Trash~ Edit
* Results
= Name Type Description
Allowed Protocols
I Default Shell Profile Shell Default Shell Profile
TACACS Command Sets
TACACS Profiles [ Deny All Shell Profile Shell Deny All Shell Profils
\ 1 [ WLC ALL WLC WLC ALL
[ WLC MONITOR WLC WLC MONITOR

Tao

profile cho adminvnpro véi privilege 15:

‘Useo’ Identity Services Engine Home » Context Visibility » Operations » Policy » Administration  [RAUTTTe?

» Network Access  » Guest Access  » TrustSec » BYOD  » Profiler » Posture = v Device Administration » PassivelD

» Overview b Identiies  User Identity Groups  Ext |d Sources  » Network Resources  « Policy Elements  Device Admin Policy £

(<
TACACS Profiles > New
» Conditions
TACACS Profile
» Network Conditions
Name Shell 15
~ Results
Description Shell for user admin, privilege 15
Allowed Protocols
TACACS Command Sets

TACACS Profiles Task Attribute View Raw View

Common Tasks

Common Task Type | Shell v
« Default Privilege [15 v ‘ (Select 0 to 15)
« Maximum Privilege ‘ 15 v ‘ (Select 0 to 15)

Profile cho guest voi privilege 7:
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“diel Identity Services Engine Home  » ConfextVisibiity  » Operations  » Policy  » Administration

» Network Access » Guest Access » TrustSec » BYOD » Profiler  » Posture | ¥ Device Administration » PassivelD

» Overview  » Identities  User Identity Groups  Ext|ld Sources  » Network Resources  ~ Policy Elements  Device Admin Palicy €

(<]
TACACS Profiles > New
» Conditions
TACACS Profile
» Network Conditions
Name Shell 7
~ Results
Description Shell for user Guest
Allowed Protocols
TACACS Command Sets
TACACS Profiles Task Attribute View Raw View

Common Tasks

Common Task Type | Shell v
|« Default Privilege ‘7 v ‘ (Select 0 to 15)
[« Maximum Privilege ;7 W 1 (Select 0 to 15)

[ | Access Control List ‘ o ‘

Vao Administration — Groups — User Identify Groups — Add:

tity Services Engine Home » Context Visibility » Operations » Policy ~ Administration

~ldentity Management | » Network Resources b Device Portal Management  pxGrid ¥ system

3 Groups  External Identity Sources  Identity Source Sequences » Settings D.eploy.'ment
Licensing
Certificates
Logging
Identity Groups User Identity Groups Maintenance
U d
[ - ,O] pgrade
. Backup & Restore
VBT v J Edit  deAdd | M Delete v @uImport Admin Access
» || Endpoint Identity Groups | Seftings
— . Name .
» || User Identity Groups _ Identity Management
0 & ADmin7 Identities
] = Employee External Identity Sources
: Identity Source Sequences
R GROUP_ACCOUNTS (default) A
= Settings
0 2 GroupAdmin

Tao 2 group cho user adminvnpro va user guest:
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o ldentity Services Engine Home » Context Visibility

» Operations » Policy
System | ~ldentity Management » Network Resources  » Device Portal Management  pxGrid Serv
Identities  Groups  External Identity Sources

Identity Source Sequences b Settings
|
Identity Groups User Identity Groups = New User Identity Group
Identity Grou
(~ D) ty p
v =~ iéjv * Name ‘ Group_Admin
> Endpoint Identity Groups
= i ’ " Description ‘ Group for user admin
¥ || User Identity Groups
&L ADmIn7
- ub Cancel
5% ALL_ACCOUNTS (defaut) iy ( Concel |

o Identity Services Engine

Home » Context Visibility

» Operations » Policy
P System = ~ldentity Management | » Network Resources  » Device Portal Management  pxGnd S

b ldentities  Groups  External Identity Sources

Identity Source Sequences b Settings
|
Identity Groups User |dentity Groups = New User Identity Group
Identity Grou
(~ D) ty p
vk Q-éév * Name ‘ Group_Guest
> Endpoint Identity Groups
- ; . / g Description ‘Grc—up for user guest
v [ User Identity Groups
&L ADmin? —_
- Submit Cancel
FL ALL ACCOUNTS idefault) - |7|
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Vao Identities — Add — Tao user adminvnpro:
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» Policy ~ Administration » Work Centers

i Identity Services Engine Home b ContextVisibiity b Operations

» System | ~ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services ¢ Feed Service  » Threat Gentric NAC

v |dentities  Groups  External Identity Sources  Identity Source Sequences b Settings
I
(<]
Metwork Access Users List > New Network Access User

ers
w Network Access User

test Manual Network Scan Results
* Name ‘ adminvnpro

Status Enabled ~

Email ‘

w Passwords

Password Type: Internal Users

Re-Enter Password

s \VNPro@123 | | Generate Pz

Password

VnPro@123

s

* Login Password

Enable Password | ‘ | | | Generate Pe

» User Information
» Account Options
» Account Disable Policy

w User Groups

‘ Group_Admin Q‘

(Ganel)

Trong do:

e Password Type: Internal Users

e User Group: Group_Admin

Tuong tu, ta cling tao thém user guest véi User Groups la Group Guest:

w MNetwork Access User

* Name | guest

Status Enabled «

Email |

.youtube.com/@vnpro149
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w User Groups

| Group_Guest O|

(el

i+ Identity Services Engine Home  » Context Visibiity

SCO

» Operations » Policy * Administration
b System =~ ldentity Management » Network Resources » Device Portal Management  pxGrid Services ¢ Feed Service
w |dentities  Groups  External Identity Sources  ldentity Source Sequences  » Settings
I
(<]
Network Access Users

Users

Latest Manual Network Scan Results
J Edit e Add [[Jchange status ~  @aImport G Export » | 3 Delete ~ Ly Duy

Status Name De.. F.+ |LastNa.. | E.. User Identity Groups
[0 @ Enabled 2 adminvnpro Group_Admin
[0 @ Enabled @ guest Group_Guest

Tiép theo, ta vao Work Center — Device Admin Policy Sets — bam (+):

Home » Context Visibility » Operations » Policy » Administration ¥ Work Centers

tess » GuestAccess  » TrustSec  » BYOD » Profiler  » Posture | ~ Device Administration » PassivelD

b Identities  User Identity Groups  Ext |d Sources » Network Resources » Policy Elements  Device Admin Policy Sets R

- 1
Policy Sets
/ 3

+ Status Policy Set Name Description Conditions

s ©  PpolicyforTacacs ——— 2 Pt tén cho policy +
@ Default Tacacs Default policy set

Tao policy nhu sau:
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idio 1. Click vao chon DEVICE: Device Type

Editor /

Click to add an attribute

ARFPEMECLOER

Equals v Attribute value

:set filters.

2. Click vao chon All Device Types

New AND OR

2

3

Sau khi click “AND” ta chon “New” va thiét 1ap nhu sau:

DEVICE-Device Type
Equals v All Device Types v o
Network Access-Protocol
Equals v TACACS+ M
AND v
New AND OR
New AND OR
Set to 'ls not' Duplicate Save

Sau d6 bam “Use”, ta duoc két qua:
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» Policy » Administration ~ Work Centers

Home » Context Visibility » Operations

» Network Access b GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture | ~ Device Administration » PassivelD

» Overview  » Identities  User Identity Groups ~ Ext|d Sources  » Network Resources  » Policy Elements  Device Admin Policy Sets ~ Reports ~ Settings
————————

Click vao chon "Default Device

Policy Sets
H n
_ » - Admin
+ Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence
Searc
'i:g DEVICE-Device Type EQUALS All Device Types
v @ Policy for Tacacs AND Select from list v o+
i:g Network Access Protocol EQUALS TACACS+
® Default Tacacs Default policy set Default Device Admin L

Sau d6 save lai.

Sau d¢, ta click vao miii tén qua phai cta policy vira méi tao:

Allowed Protocols / Server Sequence Hits  Actions View

Default Device Admin x v = 0 'I:}

Default Device Admin x v dm 0 & p 2

O phan “Authentication Policy” ta chon Use: Internal Users:

» Administration ~ Work Centers

Identity Services Engine Home b ContextVisbilty b Operations b Policy

» Network Access b GuestAccess P TrusiSec  » BYOD » Profiler  » Posture =~ Device Administration } PassivelD o
ick he

» Overview  » Identities  User Identity Groups  Ext Id Sources  » Network Resources  » Policy Elements  Device Admin Policy Sets  Reports ~ Settings
———

Policy Sets = Palicy for Tacacs

Status  Policy Set Name Description Conditions Allowed Protocols / Server St

Search

E DEVICE-Device Type EQUALS All Device Types
Default Device Admin

@ Policy for Tacacs AND
Network Access-Protocol EQUALS TACACS+

¥ Authentication Policy (1)

+ Status  Rule Name Conditions Use
Search
Internal Users x v
a (@] Default
¥ Options

outube.com/@vnprol49
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Tiép theo, ta ciu hinh phan Authorization Policy:

W Authorization Policy (2)

1

/

Status Rule Name Conditions

/s  ®@  Admin Priviege 15 2 D3t tén +

@ Default

Cau hinh conditions nhu sau:
Conditions Studio

Library Editor

Search by Name
- ! © IdentityGroup-Name

CHFO2eRQERPEAECLOGER &

Equals v = User |dentity Groups:Group_Admin
E] Eeap-mscHAPV2 6] Set to 'ls not' Duplicate @
E eapTLs ®
El Guest_Flow @

New AND OR

@ Network_Access_Authentication_Passed ®

Sau d6 bam “Use” dé quay lai muc Authorization Policy, & muc bén phai, ta chon command set

la “CommandSet15” va shell profile 1a “Shell 15”.

Results
+
Status  Rule Name Conditions Command Sets Shell Profiles
Search
@ Admin Privilege 15 A IdentityGroup-Name EQUALS User Identity Groups:Group_Admin x CommandSet15 + Shell 15 x v 4
@ Default = DenyAllCommands + Deny All Shell Profile x v 4=

Tuong tu vy, ta cling tao Authorization Policy cho account guest:
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IdentityGroup-Name

a Equals v User Identity Groups:Group_Guest

Set to 'Is not' Duplicate @

New AND OR

Results
+ -
Status  Rule Name Conditions Command Sets Shell Profiles Hits  Actions
Va Guest Privilege 7 e IdentityGroup-Name EQUALS User Identity Groups:Group_Guest CommandSet? ek Shell 7 x v o
Admin Privilege 15 A IdentityGroup-Name EQUALS User Identity Groups:Group_Admin CommandSet15 o Shell 15 x v+ 0
Default DenyAllCommands + Deny All Shell Profile x v 4 0

Sau d6 ta save lai.

Ta dung PC telnet vao Router v6i username 1a adminvnpro password 1a VaPro@123:

CA\Windows\system32\cmd.exe

737]

118 Microsoft Corporation. All rights re

vang>telnet 192.168.9¢

U
P

Router#

GO “?” dé kiém tra cac Iénh user nay c6 thé s dung, ta thay user adminvnpro c6 thé dung tat ca

cac Iénh:
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CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
\ TRUNG TAM TIN HQC VNPRO
Y DC: 276 - 278 Ung Viin Khiém, P. Thanh My Tay, Tp. H6 Chi Minh
nPro hers

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Telnet 192.168.99.1

Us
Pa

ername:adminvnpro
5

sword:
Routerd#?

ion number to resume
e a temporary Access-List entry
e Apply user-profile to interface

access-template Create a temporary Access-List entry
alps ALPS exec commands
archive manage archive files
audio-prompt load ivr prompt
auto Exec level Automation
beep Blocks Extensible Exchange Protocol commands
bert Bit Error Rate Testing
bfe For manual emergency modes setting
calendar Manage the hardware calendar
call Voice call
ccm-manager Call Manager Application exec commands
cd Change current directory
clear Reset functions
clock Manage the system clock
cns CNS agents
configure Enter configuration mode
connect Open a terminal connection
copy Copy from one file to another
credential load the credential info from file
crypto Encryption related commands.
debug Debugging functions (see also "undebug')
delete Delete a file
dir List files on a filesystem
disable Turn off privileged commands
disconnect Disconnect an existing network connection
--More--

Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

Thur 1ai véi account guest ta théy account nay dugc st dung rat it 1énh va chi st dung dugc céc

1énh show:
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A ﬂ Pﬂ'/@ DC: 276 - 278 Ung Viin Khiém, P. Thanh My Tay, Tp. H6 Chi Minh
DT: (028) 35124257 3427079 Email: vnpro@vnpro.org

ow ip route
C - connected, 5 - static, R - RIP, M
D - EIGRP, EX - EIGRP external, O - ( ,
D" external type 1, N2 - OSPF NSS
2 PF external
L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter a
o - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.3.1 to network 0.8

24 is directly connected, FastEthernet

/0] wvia 192.168.

louter#cc
% Invalid input detected at '~' marker.

Router#g

Shutdown cong F0/0 ciia Router. Ta s& khong con telnet vao Router dugc nita vi da mat két ndi

dén ISE server:

% Authentication failed

Username:
% Username: timeout expired!

Connection to host lost.

Chu hinh xic thue/phan quyén local:

Keét ndi vao cong console ctia Router, ta dung céc 1énh sau:

R(config) #privilege exec level 7 show

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

Pr@ PC: 276 - 278 Ung Viin Khiém, P. Thanh My Téy, Tp. H6 Chi Minh
DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

R(config) #username adminvnpro privilege 15 password VnPro@1l23

Telnet lai vao Router, st dung account adminvnpro, ta thiy telnet thanh cong:

Telnet 192.168.99.1

 Access Verification

Username: adminvnpro
assk

sword:

P

Router#show privilege
Current privilege level is
louter#y

St dung account guest ta van khong két ndi dugce do khong két nbi duoc vai ISE va ta chua tao

account guest trong local:

erification

0y

% Authentication failed

Username:
Username: timeout expired!

Connection to host lost.

rs\hoang>

Bat tro lai cong FO/0 cua router, ta telnet lai 1an nita v&i account guest:

R(config) #int £0/0

R(config-if) #no shutdown
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nPro

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Telnet 192.168.99.1

Username: guest
ord:

Router#

Telnet thanh cong do két ndi dwoc véi ISE va dung user guest trén ISE.

*Chi ¥: Do st dung giao thtc DHCP nén khi bat lai céng F0/0 ctia Router c6 thé IP s& bi thay
ddi, c6 thé ta s& phai add lai thiét bi trén ISE Server.
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