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Lab — Cau hinh Dynamic Assign VLAN va 802 1X voi Clsco ISE

So do:
et ip address dhcp NAT
Y DHCP
Net B R1eDi1.10: 172.168.10.1/24
CISEO ISE el1.20: 172.168.20.1/24
el1.30: 172.168.30.1/24
no swltchp[:rt ~ _’
ip address dhcp » SW
!Ei
» Win
Mo ta:

e Sodd Lab gom 1 router, 1 switch layer 2, 1 Cisco ISE duogc dung trong dam may dong vai
tro 1a server RADIUS va 1 PC duoc d4u n6i nhu hinh. Bai Lab nay c6 thé dung trén lab ao
hoa st dung ciac IOL Router L3-ADVENTERPRISEK9-M-15.4-2T, IOL Switch
186bi_linux_12-advipservicesk9, gemu win-7-x86-IPCC

e Trén so d0 nay, hoc vién s& thuc tap cu hinh xac thyuc 802.1x va dynamic assign vlan cho
PC dam bao PC duoc xac thuc va phan quyén dya vao cac vlan khac nhau trén mé hinh.

Yéu cau:

1. Hoc vién thyc hién d4u ndi cac thiét bi va dat dja chi IP (trir PC) ciing nhu cac hostname

cua céc thiét bi duoc chi ra md hinh.

2. Trén switch cau hinh trunk trén interface €0/0, cu hinh tao ra thém cac vlan 10, 20 va 30

dat tén 1an luot 1a: IT, SALE, ACCOUNTING

3. Hoc vién tién hanh xin IP tir #am may Net trén cong €0/0 cia router bang cau 1énh ip address

dhcp, cdu hinh NAT Overload dam bao moi dia chi c6 thé di internet. Cau hinh DHCP dé cép

ip cho cac vlan 10, 20 va 30 va cu hinh router-on-stick trén router dé cac 16p mang c6 thé

ping thay nhau.

1. Cau hinh xin ip tir dhep cho switch dé giao tiép véi cisco ISE, xac thuc 802.1x trén switch
va Cisco ISE dam bao cac PC trong cac vlan 10, 20 va 30 c6 thé vao mang dugc.

2. Céu hinh dynamic assign vlan trén Cisco ISE dé PC vao duoc cac vlan 10, 20, 30.
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Thuwe hién:

Buwée 1: Két noi va cau hinh co ban:
Hoc vién thuc hién két noi thi€t bi va cau hinh co ban trén céc thict bi theo yéu cau dat ra.

Buéc 2: CAu hinh trunk va vlan trén switch:
Hoc vién thuc hién cau hinh trén switch theo yéu cau dat ra.

Buéc 3: Ciu hinh NAT, dhep va router-on-a-stick trén router:
Hoc vién thuc hién cau hinh trén router theo yéu cau da dait ra.

Budc 4: Chu hinh xac thwe 802.1x:
Cau hinh:

e Cisco ISE trong ddm may dd dwoc dung sin. Cau hinh IP trén cong ctia Switch dé c6 thé
giao tiep vai Cisco ISE

SW(config) #interface e0/2
SW(config-if) #no switchport
SW(config)-if)#ip address dhcp
SW(config-if) #no shutdown

SW(config-if)#do show ip interface brief

Interface IP-Address OK? Method Status Protocol
Ethernet0/0 unassigned YES unset up up
Ethernet0/1 unassigned YES unset up up
Ethernet0/2 172.168.1.10 YES DHCP up up
Ethernet0/3 unassigned YES unset up up

e CAu hinh bat xac thuc 802.1x trén switch:

SW (config) #aaa new-model

SW (config) #aaa authentication dotlx default group radius
SW (config) #aaa authorization network default group radius
SW (config) #dotlx system-auth-control

SW (config) #fexit

e CAu hinh thong tin radius server trén switch:

SW(config) #radius server Cisco ISE
SW(config-radius-server) #address ipv4 172.168.1.100
SW (config-radius-server) #key VnProl23

SW (config-radius-server) fexit

e Céhu hinh bat 802.1x trén interface e0/1:

SW1 (config) #interface e0/1
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SW1 (config-if) #switchport mode access

SW1 (config-if) #authentication port-control auto
SW1 (config-if) #dotlx pae authenticator
SW1l (config-if) #spanning-tree portfast

SW1 (config-if) #exit

* Truy cép vao Cisco ISE, truong hop nay Cisco ISE c6 dia chi 172.168.1.100 sau do céu
hinh network devices dé c6 thé trao doi véi switch: Vao Administration->Network

Devices->Add:

@ |dentity Services Engine X +
< C A Notsecure | 172.168.1.100/admin/
‘dsco Identity Services Engine » Confext Visibility ~ » Operations  » Policy [RFREINATETTMY
sumr  System Network Resources pxGrid Services
— Deployment Network Devices )
U _ T _ 5 Feed Service
icensing etwork | 'lice Groups
Profiler
METRI( Cerfificates Metwork Device Profiles
Legging External RADIUS Servers Threat Centric NAC ] .
Maintenance RADIUS Server Sequences Third Party Vendors jected Endpoir
Upgrade MNAC Managers
4 Backup & Restore External MDM
Admin Access Location Services
Settings Device Portal Management il
Identity Management Blacklist
ldantitiac PvVAn

"Hses:  Identity Services Engine Home  » ConlextVisibity  » Operations  » Policy [ CuliciC:

b Sysiem b |dentity Management w Metwork Resources » Device Portal Management  pxGrid Services » Feed Service
» Network Devices  Metwork Device Groups  MNetwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences
[ <]

Network Devices Network Devices

Default Device

Device Security Settings J Edit [fyDuplicate | i@oImport @ Export Ocenerat=Pac | X Del
me “

Nal a  IP/Mask Profile Name Location

e Céu hinh cac thong s6 nhu hinh rdi nhan submit:
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Identity Services Engine

Home

» Context Visibility » Operations » Policy

~ Administration

» Work Centers

» System

« Network Devices

» Identity Management

Metwork Device Groups

~ Network Resources

» Device Portal Management  pxGrid Services

Network Device Profiles  External RADIUS Servers

Network Devices List > New Network Device

Network Devices

Network Devices

Default Device

Device Security Settings

* Mame |Swi1
Description | ket noi voi switch 1

» Feed Service

RADIUS Server Sequences

» Threat Cen
Click here to do wireless s

NAC Manage:=

AT WITer o

“[paddress  v| *IP- | 172168110

[N |

* Device Profile | i Cisco | » | &3

Soflware Version l:l

* Network Device Group

Location [all Locations © ][ Set To Default |

IFSEC [1s IPSEC Device & | [ Set To Default |

Device Type [all Device Types © ][ Set To Default |

- RADIUS Authentication Settings

RADIUS UDP Settings

Protocol  RADIUS

* Shared Secret I [ vnPro123

| i Hige

Use Second Shared Secret [] 7

[ Show :,

CoAPort [ 1700

| [ Set To Default ]

RADIUS DTLS Settings (i

DTLS Required
Shared Secret

Oa

radius/dtls

CoAPort [ 2083

| [ Set To Default ]

Issuer CA of ISE Certificates for CoA

| Select if required (optional)

-]

DNS Name |

General Settings

Enable KeyWrap [ 7
* Key Encryption Key
* Meszage Authenticator Code Key
Key Input Format = ASCII

» TACACS Authenticafion Settings
» SNMP Settings

» Advanced TrustSec Settings

(e

Show

Show

HEXADECIMAL

CAu hinh tao ra cac group IT, SALE va ACCOUNTING trén Cisco ISE: Administration-
>Groups->User Identity Groups->Add:
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» Coniext Visibility

» Operations

+ Administration » Work Centers

sl |dentity Services Engine T
» System System
- Network De Deployment
| — Licensing
Ceriificates
Network Deviee ~ -°99"9
Maintenance
Default Device Upgrade

Backup & Restore
Admin Access
Settings

Device Security

Identity Management
|dentities

External Igtiw Sources

|dentity Source Sequences
Settings

sl Identity Services Engine

Home

» Context Visibility

Network Resources
Network Devices
Metwork Device Groups
Network Device Profiles
External RADIUS Servers
RADIUS Server Seguences
MAC Managers
External MDM
Location Services

Device Portal Management
Blacklist
BYOD
Certificate Provisioning
Client Provisioning
Mobile Device Management
My Devices
Custom Portal Files
Settings

» Operations

» Policy

pxGrid Services vice » Threat Cen
Feed Service ences  NAC Manage
Profiler I
Threat Centric NAC
Third Party Vendors
¥ Delete ~
stion
\ocations

« Administration » Work Centers

b System |« |dentity Management » Metwork Resources
b Identities  Groups  External Identity Sources
—
Identity Groups
14 )
v “;,a}v

* || Endpoint Identity Groups
* ||| User Identity Groups

. |dentity Services Engine

Identity Source Sequences

Home

» Device Portal Management

b Settings

User Identity Groups

pxGrid Services

» Feed Service  » Threat Cen

Click here to do

;f? Edit M Delete ~  @almport @ Export ~

Name

8L ALL_ACCOUNTS (default)

2 Employee

8% GROUP_ACCOUNTS (default)
£ GuestType_Contractor (default)
8 GuestType_Daily (default)

8 GuestType_Weekly (default)
81 OWN_ACCOUNTS (default)

oooOooooo

» Context Visibility

:i! GuesiType_SocialLogin (default)

» Operations

a | Description
Default ALL_ACCOUNTS (default) User Group
Default Employee User Group
Default GROUP_ACCOUNTS (default) User Grou
Identity group mirroring the guest type
Identity group mirroring the guest type
Identity group mirroring the guest type
Identity group mirroring the guest type
Default OWN_ACCOUNTS (default) User Group

» Policy * Administration » Work Centers

» Metwork Resources

» System |« ldentity Management
b ldentities  Groups  External Identity Sources
——
Identity Groups
- )
G Sy

» ] Endpoint Identity Groups
> @ User ldentity Groups

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https

|dentity Source Sequences

» Device Portal Management

pxGrid Services » Feed Service ¥ Threat Cen

b Settings

User Identity Groups = New User Identity Group

Identity Group

*Name | IT

Description | cho phong IT

Lo [
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Lam tuong tu cho group SALE va ACCOUNTING:

Identity Services Engine

Home

b System | ~ Identity Management » Metwork Resources

b Identities  Groups

External |dentity Sources

Identity Groups
4 )

» [ Endpaint Identity Groups

+ Context Visibility

Identity Source Sequences

aEv|kr 5. / Edit

» Operations » Policy
» Device Portal Management

b Settings

User Identity Groups

b Add

Name

¥ Delete «

» [ User Identity Groups I

2% ACCOUNTING |

8% ALL_ACCOUNTS (default)

A1 Employee

&% GROUP_ACCOUNTS (default)
S GuestType_Contractor (default)
2 GuestType_Daily (default)

S GuestType_SocialLogin (default)
:f’ GuestType_Weekly (default)

R]i |

OOooooocoogo

81 OWN_ACCOUNTS (default)

O

2% SALE |

~ Administration

pxGrid Services

+ Work Centers

» Feed Service  » Threat Cen

Click here to dow

@aimport G Export »

| Description
cho phong accounting
Default ALL_ACCOUNTS (default) User Group
Default Employee User Group
Default GROUP_ACCOUNTS (default) User Group
Identity group mirroring the guest type
Identity group mirroring the guest type
Identity group mirroring the guest type
Identity group mirroring the guest type
cho phong IT
Default OWN_ACCOUNTS (default) User Group
cho phong sale

Tao cac user cho cac group, d6i véi group IT tao username vlan10 pass VnPro@123, group SALE
username vlan20 pass VnPro@123 va group ACCOUNTING username vlan30 pass VnPro@ 123
bang cach vao Administration->Identities->Users->Add:

~ r

+ Coniexi Visibility

» Operations » Policy

+ Administration

AR DU STULIT |0 1O L U G R G DL G GRS S RS LAY S RIS L G D S LS LY LS IS e e %

» Work Centers

Identity Services Engine Home

External Identity Sources
Identity Source Sequences

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https

Certificate Provisioning
Client Provisioning
Mobile Device Management

b System System Network Resources DXGrid Services rvice b Threat Cen T —
b Identities Deployment Network Devices Feed Service
1 Licensing Network Device Groups Profiler
Certificates Network Device Profiles
| Logging External RADIUS Servers Threat Centric NAC
Identity ¢ Maintenance RADIUS Server Sequences Third Party Vendors
[ - Upgrade NAC Managers
- - Backup & Restore External MDM
@iz Admin Access Location Services |
r EEn Settings Device Portal Management en
| Us{ Blacklist ng accounting
BYOD ALL_ACCOUNTS (default) User Group

Employee User Group
GROUP_ACCOUNTS (default) User Group
group mirroring the guest type

Settings My Devices
Custom Portal Files group mirroring the guest type
Seftings group mirroring the guest type
LI 3 GuestType_Weekly (default) Tdentity group mirroring the guest type
O a7 cho phong IT
O 28 OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group
0O st saE cho phong sale
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itk Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy IRICILECEl * Work Centers

» System | ~ Identity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Cen
= |dentities  Groups  Extermal |dentity Sources  Identity Source Sequences b Settings
I
(<]

Network Access Users
Users

Latest Manual Metwork Scan Results ) - )
J Edit I'ﬁ'}‘ﬂd% I [ change status oImport @ Export v | 3 Delete [fyDuplicate

Status = Metwork Access Usars | Description First Hame Last Nam

Mo data available

itk Identity Services Engine Home  » ConfextVisbiity  » Operaions  » Policy [REdCLlrci-l * Work Centers

» System | ~ ldentity Management » Network Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Cen
Click here to do wirel

- |dentiies  Groups  External Identity Sources  Identity Source Sequences  » Seltings
I

o
Metwork Access Users List » New Network Access User
Users
¥ Metwork Access User
Latest Manual Network Scan Results

*Name | vlan10 |

Status Enabled =

Email |
~ Passwords @
Password Type: | Internal Users |
Password Re-Enter Password
* Login Password || sssssssss | I [—— I | Generate Password | i
Enable Password | | | [ Generate Password | i

Change password on next login [

* Account Disable Policy

[ Disable account if date exceeds | 2020-11-28 (yyyy-mm-dd}

* User Groups

@ \ Cancel :,

)

Lam tuong ty cho user vlan20 va 30.
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Home » Context Visibility » Operations » Policy « Administration » Work Centers

¥ System + |dentity Management » Metwork Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Cen
« |dentities  Groups  External Identity Sources  Identity Source Sequences » Seftings
I
o
Metwork Access Users
Users

Latest Manual Metwork Scan Results i - .
’-,f? Edit =ﬂ=-Add [ change Status » = @nImport @ Export v | M Delete ~ EEIDUD“cate

Status MName a | Description First Name Last Ma
O Enabled g vlan10
[ EEnabled g vlan20
O Enabled 2 vlan30

Tao policy dé xac thuc Policy->Policy Sets:

“teth Identity Services Engine Home  » ContextVisibiity  » Operations [IEREUSTEEESFYITSSURTEN ) Work Centers

» System |~ Identity Management | » Metwork Resources  » Device Portal Manageme| Policy Sets Profiling
1 E €
v ldentities  Groups  External Identity Sources  Identity Source Sequences  » Setting Posture Client Provisioning I
I 4 !
[<] Policy Elements
Users Network Access Users Dictionaries
Conditions
Latest Manual Network Scan Results | Results
p'? Edit ‘ﬁ'}‘ﬂdd @Change Status v | igaImp )
Status Name | Description First Name Last Name Email Adi
O Enabled @ vlani0
O Enabled @ wvlan20
O Enabled @ vlan30

Bam nit + dé tao ra 1 Policy méi dat tén 1a 802.1x

“Sute \denlity Services Engine Home  » ConlextVisbiity b Operations » Administration  » Work Centers

Policy Sets | Profiling Posture  Client Provisioning  » Policy Elements i .
Click here to do wirel

Policy Sets |
+ Status  Policy Set Name Description Conditions Allowed Protocols

Search
@ Default Default policy set Default Network Ac

Sau d6 bim + chd Conditions cuia Policy dé dit cac diéu kién cua Policy
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Identity Services Engine Home » Context Visibiity  » Operations » Administration  » Work Cenlers

Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements i .
Click here to do wireless setug

Policy Sets m

+ Status  Policy Set Name Description Conditions Allowed Protocols / Serve
Search
i @ 802.1x + Select from list
@ Default Default policy set Default Network Access

Conditions Studio
Library Editor

wire ~

an attribute

PEDeeREBRFERECALO@ER
Select attribute for condition

Bl wired_802.1X @ — -
i] o 0 offflz = c 4
. B Wwired MAB @ Dictionary Attribute ID
g Wireless_802.1X @ All Dictionaries v | Atfribute D
DEVICE
[E] wireless_Access @ &
=] DEVICE Model Name
Z Rl MAS @ = DEVICE Network Device Profile
=] DEVICE Software Version
= Microsoft MS-TSG-Device-Redirection 63
= Network Access Device IP Address
= Network Access NetworkDeviceName
= Radius Called-Station-1D 30
= Radius NAS-Identifier 2T

Conditions Studio

Library Editor
wire DEVICE Device Type
PHEDaclEFRFERECLOES [
= Equals M ! o
£ Wired 802.1X @ Set to'Is not'
Wired_MAB @
Wireless_802.1X @
[El wireless_Access @
El wireless MAB @
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Conditions Studio

Library Editor
wire
DEVICE-Device Type
CH0x e RODPSRECLOE S -
Equals v All Device Types
‘5] Wired_802.1X 16
Wired_802.1X

AND v g

Wired_MAB

]
®

" .
Wireless 802.1X @ New AND oR
Wireless_Access @

. Set to 'Is not'
£[E] Wireless_MAB @
Editor
DEVICE-Device Type
‘EBEECLO LR =)
Equals v All Device Types v m
@
AND v @ Wired_802.1X
6]
@ New AND OR
@
Set to 'Is not' Duplicate @
@

Sau d6 chinh stra Policy vira tao

Identity Services Engine

Home » Context Visibility » Operations + Administration » Work Centers

Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements

Click here to do wireless setup

T € €D

Actions View

Description Conditions Allowed Protocols / Server Sequence Hits
DEVICE-Device Type EQUALS All
AnEl B Devics Types Default Network Access x v &+ Eel
B wired_802.1X
Default policy set Default Network Access ,h > 0 [ >

Default Network Access
r ~
R
L 4
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Chd Authentication Policy

Identily Services Engine Home  » ConextVisibiity  » Operations » Administration  » Work Centers
Policy Setz | Profiling  Posture  Client Provisioning  » Policy Elements
Click here to do wireless setu
Policy Sets = 802.1x m
Status  Policy Set Name Description Conditions Allow
Search
I;! DEVICE-Device Type EQUALS All Device Types
®  so2x AND Defz
Wired_802.1X
I “ Authentication Policy (1) I
@ Status  Rule Name Conditions Use
Search
All_User_ID_Stor
®  Default
¥ Options

? Authorization Palicy - Local Exceptions

? Authorization Palicy - Global Exceptions

Identity Services Engine Home » Context Visibiity ~ » Operations » Administration ~ » Work Centers
Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements iy ap— ;
ICK here 0 wWireless setu
Policy Sets = 802.1x E
Status  Policy Set Name Description Conditions Allow
Search

I;] DEVICE-Device Type EQUALS All Device Types
Defz

® =021 AND
Wired_802.1X
I “ Authentication Policy (2) I
+ Status Rule Name Conditions Use
Search
Internal Users
= r ®  so2ix
¥ Options
All_User_ID_Stor
®  Default
? Options

¥ Authorization Policy - Local Exceptions

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt vw.youtube.com/@vnprol49
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Identity Services Engine 58.1.100/admin/#policy/policy_grouping_new °r e

Editer
= Wired_802.1X -
EFRECLOE= B SEITEmeE ® oupicate (TP
[6)
@ New AND OR

| cio==_J (U=

Chd Authorization Policy

Identity Services Engine Home  » ConfextVisibfity b Operations » Adminisiration  » Work Centers
Policy Set= | Profiing  Posiure  Client Provisioning  » Policy Elements
Click here to do wireless setug
+ Status  Rule Name Conditions —_—
Search
All_User_ID_Store
®  Default
¥ Options
? Authorization Palicy - Local Exceptions
¥ Authorization Policy - Global Exceptions
I W Authorization Policy (1) I
Results
Status  Rule Name Conditions Profiles Security Groups
Search
®  Defaul * DenyAccess + Select from list
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Identity Services Engine

Identity Services Engine 58.1.100/admin/#policy/policy_grouping_new

172.168.1.100

Home » Context Visibility » Operations » Administration » Work Centers
Policy Set= Profiing  Posture  Client Provisioning  » Policy Elementis i
Click here fo do wireless setur
+ Status  Rule Name Conditions S
Search
All_User_ID_Store
®  Defautt
¥ Options
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions
W Authorization Policy (2)
Results
+
Status  Rule Name Conditions Profiles Security Groups
Search
s ®  so2x @ Select from list + | Select from list
®  Defautt = DenyAccess = Select from list

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https

Editor
= Wired_802.1X
rmErECcLe L = Set to 'ls not' (@ Duplicate @
@
@ New AND OR
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Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets = Profiling  Posture  Client Provisioning  » Policy Elements

Conditions Use .
All_User_|ID_Stores = v
0 o
? Options
- Cisco_IP_Phones -
Cisco_Temporal_Onboard
Cisco_WebAuth
DenyAccess
NSP_Cnboard )
Conditions Security Groups Hits  Actions
Mon_Cisco_IP_Phones
PermitAccess
Wired_802.1X Select from list v &
* DenyAccess + Select from list i 0

1 »
Kiem tra:

Kiém tra ciu hinh 802.1x trén switch:

SWl#show dotlx all
Sysauthcontrol Enabled

Dotlx Protocol Version 3

Dotlx Info for Ethernet0/1

PAE = AUTHENTICATOR
QuietPeriod = 60
ServerTimeout =0

SuppTimeout = 30

ReAuthMax = 2

MaxReq = 2

TxPeriod = 30

Kiém tra server radius da cau hinh trén switch:

SWl#show radius server-group all
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Server group radius
Sharecount = 1 sg unconfigured
Type = standard Memlocks =1
Server (172.168.1.100:1645,1646)
Authen: 16 Author: O
Server auto test enabled: FALSE

Keywrap enabled: FALSE

FALSE

Transactions:

Acct: O

Kiém tra cau xac thuc trén PC winl:

E &

Administrator  Microsoft
Edge

@ 0h @

Best match

Services
A
App

fx
5]

Apps

». Component Services

Settings

= View local services

Search the web

L services - See web results

O serviceg
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L, Services — O x

Eile Action Miew Help

& | F Bz HE »wnwp

© Services (Local) . Services (Local)
Wired AutoConfig MName : Description Status Startup Type Log ™
{;}_;Windows Management Inst.. Providesac.. Running  Automatic Loc
Start the service -{;:)_;Windows Media Player Met...  Shares Win... Manual MNet
».‘::J_;Windows Mobile Hotspot 5. Provides th... Manual (Trig... Loc
Description: {.‘;}_‘;Windows Maodules Installer  Enables inst.., Manual Loc
The.Wir.ed AUtUC_U"'ﬁQ (DOTESVC_:' -&:)_;Windows Perception Service  Enables spa... Manual (Trig... Loc
ISEEEIEE.;;(esaiil:;btli::;roseimmmg \‘%;Windows Presentation Fou...  Optimizes p.. Manual Loc
Ethernet interfaces. If your current \.‘Jf_‘;Windows Push Matification... This service .. Running  Automatic Loc
wired network deployment enforces (5% Windows Push Motification...  This service ... Running  Automatic Loc
Egi:ii:tohjr;ti::tcig:;’ithe D;J;I'BSVC €}, Windows PushTolnstall Serv  Provides inf... Manual (Trig... Loc
for establishing Layerlgcir:ne:ti:riltr; -&;)_;Windows Remote Manage... Windows R... Manual MNet
and/or providing access to network £k Windows Search Provides co..  Running  Autematic (D.. Loc
resources. Wired networks that do S} Windows Time Maintains d... Manual (Trig... Loc
:zi;:fr:;:;;ebgﬂtlgXDasl_trgzﬁi:catio!"l are -{;:)_;Windows Update Enablesthe .. Running Manual (Trig.. Loc
yihe senviee {:J_;Windows Update Medic Ser... Enables rem... Manual Loc
CLWinHTTP Web Proxy Aute-... WinHTTP i... Running  Manual Loc

YWired AutoConfig The "."iSd AutoConfig (DOT35VC) service is responsik

L WLAN AutoCenfig authenl.gation, the DOT33VC service should be config
CLWMI Performance Adapter Provides pe... Manual Loc
o P P
f‘.‘l1ﬁfn.|’ Caldmem Thirm mmm i L. PR 1 | R
s Services — O *
File Action View Help
f— L
R e 4 E = HF
| | | Wired AutoConfig Properties (Local Computer) X h
~ Services (Local) ) Seni
- General lagOn R D denci
Wired Autof 0~ | TEcovey | ependenaes Status Startup Type Log ™
5 h Service name:  dot3sve Running  Automatic Loc
tart the serd
Display name: Wired AutoCorfig Manual Net
Manual (Trig... Loc
intion: Description: e Wired AutoConfig (DOT3ISVC) service is -
_?:sc]:ft';nh esciption F;:ponsiblefor performing IEEE 802.1X o Manual ) Loc
€ viire Manual (Trig... Loc
Service is res|
|EEE 802.1X & Path to executable: Manual Loc
Ethernet inted  C:\Windows\system32\evchost exe 4 Local SystemMNetwork Restricted ¢ Running  Automatic Loc
wired netwo Startup typ IAul - I’ Running  Automatic Loc
artup type:
f’gi‘r:ias;ﬁ]: PPe = Manual (Trig... Loc
for establishi Manual Net
and/or provi Running  Automnatic (0. Loc
resources. W) Service status:  Stopped Manual (Trig... Loc
not enforce ! -
R M | L
unaffected b| Start, I Stop Pausc Resume unning anual (Trig oc
E Manual Loc
You can specify the start parameters that apply when you start the service Running  Manual Loc
from here. Manual Loc
Start parameters: | Manual Loc
Manual Loc
Manual Loc
Cancel Anply Running  Automatic Met
Manual Loc v
< >
Extended /(Standard/’
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ﬁ‘-" Metwork Connections

Organize » Disable this network device Diagnose this connection Rename this connection =

u i E' <« Metwork and Internet » Metwork Connections

Ethernet

%F*? Authentication failed

T Intel(R ) Disable

Status

Diagnose

) Bridge Connections

Create Shortcut

& Delete

& Rename

IG Prﬁer’cis I

- O X

v O Search Metwork Connections @

vﬂo

1

letwork Connections

yN E‘ <« MNetwork and Internet » Metwork Connections

[ Ethernet Properties *

Netuorng

Select this option to provide autherticated network access for
thiz Ethemet adapter.

Choose a network authertication method:

Microsoft: Protected EAP (PEAF) v

Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network access

Additional Settings...

Cancel

TETTT TTCETIT SETE T

(leaanize = e e Dizanaca thic rannactipn Rename this connection  » B ~ mH 0

— O X

w 0 Search Metwork Connections @

f== =
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: twork C ctions — O x

- A ec Metwnrk and Internet s Netwnrd Connactinne w 0 Search Metwork Connections 2
w |

CIH n Rename this connection  » =+ [N o

EAP MSCHAP2 Properties * |

‘ When connecting: %
(w3\.com):
0 Automatically use my Windows logon name and

password {and domain if any).

Cancel ~

[ CIass SFUDmCFImary CErancauorT ATTToTTTy

[ bigiCert Assured ID Root CA

[ Digicert Global Root CA

[ bigiCert Global Root G2

|:| DigiCert High Assurance EV Root CA

[] DST Root CA X3 v
£ >

Notifications before connecting:

Tell user if the server’s identity can't be verified ~

Select Authentication Method:

Secured password (EAP-MSCHAP vZ) w

Enable Fast Reconnect
[ bisconnect if server does not present aryptobinding TLV
] Enable Identity Privacy

1l
- oK Cancel
& Network Connections — m} >
t I'EI « Metwork and Internet » MNetwork Connections w Search Network Connections 0
Q ira w Dicahla thic natwark dei Niannncs thic connecton Rename this connection » =+ [H o
W' Ethernet Properties x
Networking  Authertication
Select this option to provide authenticated network access for
this Ethemet adapter.
Enable |IEEE 802.1X authertication
Choose a network authentication method:
Microsoft: Protected EAP (PEAF) -
Bemember my credentials for this connection each
time I'm logged on
Fallback to unauthorized network access
QK Cancsl
1 reerrr TTEETTT SETEC T =z =
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i rf' <« Network and Internet » Metwork Connections w O Search Metwork Connections @

Nicahle thic netwnrk deics Niznnnce thic cannaction Rename this connection  » - ™ @

X

Net| Advanced settings

802, 1¥ settings

I Specify authentication modd

I User authentication VI Save credentials I

Delete credentials for all users

[ Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon

10 -
;‘a{llo';-.I additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

1 .ILEITT . |
Sl | Cancel

- O X

[E‘ letwork Connections

v 0 Search Metwork Connections O

- @ @

A UEF e Network and Internet + Network Connections
Nicahle thic nehunrk devics Niannnce thic cannection Rename this connection > £

X

(Qenanize

0 Ethernet Properties

W Et

802, 1¥ settings

| [A specify authentication mode
L

Windows Security

Save credentials

Saving your credentials allows your computer to connect to
the network when you're not logged on (for example, to
download updates).

I vlan10 I
I| ssssssass I
I 0K I Cancel
Lo} C

1 e

= -
Buéce 1: Cau hinh dynamic assign vlan:
Cau hinh:
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e Chu hinh trén switch:

SW1 (config) #aaa server radius dynamic-author
SW1 (config-locsvr-da-radius) #client 172.168.1.100
SW1 (config-locsvr-da-radius) #server-key VnProl23

SW1 (config-locsvr-da-radius) #exit

e Cau hinh trén Cisco ISE
Vao Policy->Results->Authorization->Authorization Profiles->Add:

i Identity Services Engine Home  » ContextVisbiily  » Operations » Administration  » Work Centers
Policy Setz  Profiling  Posture  Client Provizioning = = Policy Elements Policy Sets Profiling
Dictionaries ¢ Conditions = Results . Posture Client Provisioning
o . Policy Elements

Allowed Protocols Services Dictionaries

For Policy Export go to Administration = System = Conditions

Resuite],,

« Authentication

Allowed Protocols

Edit =|']=Add E"’_‘ljupllcate Delete
» Authorization
[ Service Name | Description
» Profiling [0 Default Network Access Default Allowed Protocol Service
» Posture

¢ Client Provisioning

“ties ldentity Services Engine Home  » ConiexiVisibiity  » Operations » Administraion  » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning = - Policy Elements i i
Click here o do wireless setup

Dictionaries  » Conditions  ~ Resulis

(<]
P GTETIEEE Standard Authorization Profiles
For Policy Export go to Administration = System = Backup & Restore = Policy Export Page
* Authorization
P )
J/ Edit dd Duplicate Delete Shov
I Authorization Profiles I ’ Raop X
[0 Name Profile & Description
Downloadable ACLs
[0 Blackhole_Wireless_Access Wk Cisco Default profile used to ble
uhing [ cisco_IP_Phones ik Cisco © Default profile used for Ci
» Posture O cisco_Temporal_Onboard Wk Cisco & Onboard the device with «
[ Cisco_WebAuth ik Cisco @ Default Profile used to ret
» Client Provi
R e T O wnsP_onboard Wk Cisco & Onboard the device with |
[J Won_Cisco_IP_Phones ik Cisco @ Default Profile used for N
O wvian1o iy Cisco &
[ vian20 i Cisco ©

Xem thong tin id va name trén switch bang 1énh show vlan brief:
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Identity Services Engine i » Adminisiration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning = = Policy Elements i .
Click here fo do wireless setug

Dictionaries  » Conditions  ~ Resulis

[<]
Authorization Profiles > vian10
» Authentication .
Authorization Profile
~ Authorization * Name |v\an10 |
Authorization Profiles Description [ assign vlan 10
.
Downloadable ACLs Aecess Typel [access_accepT -] I
» Profiling Network Device Profile it Cisco | »| @
» Posture Service Template ()

» Client Provisioning Track Movement (5

Passive Identity Tracking [ml

* Common Tasks @

Security Group

VLAN ITagID 10 I [ Edit Tag | ID/Name| IT |

* Advanced Attributes Settings

\
1~
<]

|Select an item

€

w Attributes Details

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-1D = 10:1T
Tunnel-Type = 10:13
Tunnel-Medium-Type = 10:6

[ =)

Tao profile twong tu cho vlan 20 va 30.

e Chinh lai policy:
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» Context Visibility » Operations » Administration » Work Centers
Policy Sets  Profiling  Posture  Client Provisioning ~ Paolicy Elements i i
| | Poli|jr Sets Profiling Bless setur
Dictionaries » Conditions - Results Posture Client Provisioning
[<] Policy Elements
Dictionaries
» Authentication
Security Group Condtions
Results
* Authorization
VLAN TagID 10 [ Edit Tag |1D/Name| IT

Authorization Profiles

Downloadable ACLs . . o
[CJ Woice Domain Permission
» Profiling

[CJ Web Redirection (CWA. MDM. NSP. CPP)
+ Posture

» Client Provisioning

¥ Advanced Attributes Settings

Select an item

0
n
<)

v Attributes Details

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-1D = 10:1T
Tunnel-Type = 10:13
Tunnel-Medium-Type = 10:6

Identity Services Engine

Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements
Click here to do wireless setup

ResetAll Hitcounts

Description Conditions Allowed Protocols / Server Sequence Hits  Actions View

DEVICE-Device Type EQUALS All
- Device Types
AND .

Default Network Access v 1 o @

B wired_802.1X

Default policy set Default Network Access = v+ 0 o >
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Identity Services Engine Home » Context Visibility » Operations » Administration » Work Cenlers

Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements i .
Click here to do wireless setuf

? Authorization Palicy - Global Exceptions

“ Authorization Policy (4)

Results
+
Status  Rule Name Conditions Frofiles Securnty Groups
Search
InternallUser Identity Group
A EQUALS User Identity
® 802.1x-vlan30 AND Groups:ACCOUNTING | *vian30 | + Select from list
Wired_802.1X
InternallUser Identity Group
&2 EQUALS User Identity
® 802. 1x-vlan20 AND Groups:SALE | *vian20 | + Select from list
Wired_802.1X
® 802.1x-vlan10 h CI; | = vian10 | ar Select from list
@ Default | * DenyAccess | + Select from list
4 »

_‘

Editor

Click to add an attribute

FERLRECLOE=

Select attribute for condition x

ed ® | _
JENE  BEEEE = ¢ 10t 7
CAlUebR: thendcatly - Dictionary Attribute D Info
All Dictionaries v | Affribute D
wn_Devices @
F CWA CWA_ExternalGroups @ -
@ @ IdentityGroup Description @
@ & IdentityGroup Mame @
|-l IdentityGroup [6) ‘
@
& PassivelD PassivelD_Groups @
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Editor

InternalUser-ldentityGroup

FERECLOE = a2,

Equals v Choose from list or type m
User |dentity Groups:GuestType_Daily (default) -
ed 6) Set 10 Is not [ save ]
User Identity Groups:GuestType_SocialLogin (default)
lpcal_\Web_Authenticat ® User |dentity Groups:GuestType_Weekly (defaulf)
L
User ldentity Group:IT
wn_Devices @ User |dentity GroupO‘."JNfACCOUNTS (default)
User |dentity Groups:SALE
®

User |dentity Groups:Test

3

Editor

InternalUser-ldentityGroup

PFERECLOE = a

Equals v * User Identity Groups:IT

6]

AND v @ Wired_802.1X

|_Web_Authenticat

®

New AND OR

Set o 'Is not' Duplicate @

®

n_Devices

®

]
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Identity Services Engine Home ) ConfextVisiblity Operations } Administration  » Work Centlers

Policy Sete | Profiling  Posture  Client Provisioning  » Policy Elements i .
Click here fo do wireless setu|

Results
Conditions Profiles Security Groups Hits  Actions
InternalUser-IdentityGroup
2 EQUALS User Identity
AND Groups-ACCOUNTING *ylan30 + Select from list - =+ 0 o
DenyAccess -
B wired_802.1X
NSP_Onboard

Mon_Cisco_IP_Fhones

InternalUser-IdentityGroup

A EQUALS User Identity Permithccess
AND Groups:SALE Select from list v & 0 o
B wired_802.1X
vlan20
& InternalUser IdentityGroup vian30 .
AND EQUALS User Identity Groups:IT viani0 + eect o lict B . a
B wired_s02.1x
* DenyAccess + Select from list - + 0 &

Lam tuong tu cho group SALE va ACCOUNTNG.
Kiém tra:

Nhap mat khau trén winl va kiém tra trén switch vlan c6 thay doi sang vlan 10 khong.

& Network Conne — m} had
1T E' << MNetwork and Internet » Network Connections v 0 Search Metwork Connections @
Qenanize w Dicahla thic netuard: deice Mizannce thic samnaction Rename this connection - [ @
| @ Et et Properties >
i
*
802, 1X settings
! Specify authentication made
1
Windows Security X
Save credentials
Saving your credentials allows your computer to connect to
the network when you're not logged on (for example, to
download updates).
I vlan10 I
I S80S0 I
I oK I Cancel
Lo} C
1 'ru:mJ 3= =
oK Cancel
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SWl#show vlan brief

VLAN Name

1 default
10 IT

20 SALE

30 ACCOUNTING

1002 fddi-default

1003 token-ring-default
1004 fddinet-default

1005 trnet-default

Status
active
active
active
active
act/unsup
act/unsup
act/unsup

act/unsup
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