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Lab — Céu hinh xac thwe 802.1X véi wired LAN

@—_’—@

I Switch

Mo ta:

Met

Bai lab nay c6 thé duoc thyuc hién trén LAB gia lap str dung cic IOL Switch i86bi_linux_12-

advipservicesk9, gemu win-7-x86-IPCC

Switch két ndi v6i ddm may net, trong dam mAy sé 1a hé thong mang, c6 Cisco ISE, DHCP

Server cap IP cho thiét bi

Trong bai Lab nay hoc vién thuc hién c4u hinh x4c thuc 802.1x trén Switch sir dung Cisco ISE

1. Chu hinh trén Switch

Switch (config) #aaa new-model

Switch (config) #aaa authentication dotlx default group radius

Switch (config) #dotlx system-auth-control

Switch (config)#interface Ethernet 0/1

Switch (config-if) #switchport mode access

Switch (config-if) #authentication port-control auto
Switch (config-if) #dotlx pae authenticator

Switch (config-if) #spanning-tree portfast

Switch (config-if) #exit

Switch (config)#interface vlan 1

Switch (config-if) #ip address dhcp

Switch (config-if) #no shutdown

Switch#show ip interface brief

Interface IP-Address OK? Method Status
Ethernet0/0 unassigned YES unset up
Ethernet0/1 unassigned YES unset up
Ethernet0/2 unassigned YES unset up
Ethernet0/3 unassigned YES unset up
Vlanl 192.168.3.149 YES DHCP up

Protocol

up

up

up

up

up

— Khai bao Radius Server

Switch (config) #radius-server host 10.215.26.50
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|Switch(config)#radius—server key VnProl23

2. Céu hinh trén Windows 10
CAu hinh bat xac thuc 802.1x trén Window 10 nhu sau:
- Tim Services

) 3] Filters \v/

Best match

Services
Desktop app

Apps »

».  Component Services
Search suggestions »

L services - See web results
Settings (1) »

Documents (4+) »

£ services
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Tim va double click vao Wire AutoConfig

£ Services - O *
File Action View Help

= |FEd=z HE »eonw®

,.c Services (Local) :‘, Services (Local)
Wired AutoConfig Name Description Status Startup Type Log *
-E:?;Windc-ws Perception Service  Enables spa... Manual (Trig... Loci
Stop the service E " - )
Restart the service n.,S?;W|ndows Perception Simul...  Enables spa... Manual Loci
& Windows Presentation Fou...  Optimizes p...  Running  Manual Loci
{j;_‘;Windows Push Motification... This service.. Running  Automatic Loci
_l[!:“].:rpt'gi Confia (DOTISVC £ Windows Push Motification... This service .. Running  Automatic Loci
& Hre uto en iq ) ».E}Windows PushTolnstall Serv... Provides inf... Manual (Trig... Loci
service is responsible for performing -
|EEE 802.1X authentication on &L Windows Remote Manage..  Windows R... Manual MNet
Ethernet interfaces. If your current i€ Windows Search Provides co... Running  Autornatic (..  Loc
wired network deployment enforces /&4 ywindows Security Service Windows Se.. Running  Manual Loci
B02.1X authentication, the DOT3SVC ™ Wind T Maintains d Disabled Loc,
service should be configured to run ""':? indows lime aintains d... 1able oci
for establishing Layer 2 connectivity EhWindows Update Enablesthe.. Running Manual (Trig.. Loci
and/or providing access to network (&) Windows Update Medic Ser... Enables rem... Manual Loci
resources. Wired networks that do s - . - )
WinHTTP Web P Auto-.. WinHTTPi.. R M I Loci
not enforce 802.1X authentication are e, ._ . ny vo I e I unnng » anuo - °c
unaffected by the DOT3SVC service, Vired AutoConfig The Wired A... Running Autematic
WLAM AuteCenfi The WLAMS...  Runnin Automatic Loci
., ] g
».,’,E;_‘;WMI Performance Adapter  Provides pe... Manual Loci
».E;_‘;Work Folders This service ... Manual Loci
h Waorkstation Creates and...  Runnin Automatic Met
% g
1 WWAN AutoConfi This service ... Manual Loci
% E]
-.F.E:?_;)(box Accessory Manageme... This service .. Manual (Trig... Loci
©). Xbox Live Auth Manager Provides au... Manual Loci ¥
i3 g
< >

Start dich vu

General Log On Recovery Dependencies

Service name: dot3sve

Display name: Wired AutoConfig

The Wired AutoConfif] (DOT3SVC) service is F3

Description: | E N
fresponsible for pe ing IEEE 802.1X v
Path to executable:
CAWINDOWS\system32\svchosifexe -k L IS nN rkRi icted
Startup type: Automatic b4
Service status: Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

it parameter

OK Cancel Apply

Tiép theo, m& CMD gd nepa.cpl dé vao Network Connection, click chudt phaivao Card Vao
giao dién card mang Ethernet -> chon Properties
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/& Network Connections

4 & > Control Panel > All Control Panel Items > Network Connections

Organize v Disable this network device Diagnose this connection Rename this connection Change settings of this connection
- Ethernet - Junos Pulse
& i A
- Network cable unplugged .
X @7 Intel(R) Ethernet Connection 1219- ® Disable apter
Status
Diagnose

G Bridge Connections

Create Shortcut
@ Delete

G Rename

IGmperﬂes

Qua tab Authentication, check Enable IEEE 802.1X authentication

[ Ethernet Properties =

MNetworking Authentication  Sharing

Select this option to provide authenticated network access for
this Ethemet adapter

Enable |IEEE 802.1X authentication 1

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) e Settings

[1 Remember my credentials for this connection each
time I'm logged on

[1 Fallback to unauthorized network access

Additional Settings...

bJ

Cance

Tiép tuc chon Additional Setting chon x4c thuc béng user authentication - > ok dé luu lai
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Advanced settings

802, 1¥ settings

Specify authentication mode

|User authentication w

Delete credentials for all users

Save credentials

["]Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon

Mazxirmum delay (seconds):

Allow additional dialogs to be displayed during single

sign on

This network uses separate virtual LAMs for machine

and user authentication

10 F

Cancel

3. CAu hinh Radius trén Cisco ISE

3.1 Khai bao thiét bi dé két ndi véi Radius Server nhu sau

- DPau tién 6 muc Administration -> Network Devices

~ Administration

» Operations

» Policy

+ Work Cenlers

b Identity Services Engine + Context Visiily
Summary Endpoints Guests Vulnerability
METRICS
Total Endpoints @

<|:|D

# NETWORK DEVICES @

Device Name

80X

Type  Locaton

Thuc hién ADD devices:

Website: www.vnpro.vn | Forum:

Active Endpoints @

N

Threat + System
Deployment
Licensing
Certilicates
Logging
Maintenance
Upgrade
Backup & Resfore

' Admin Access
Settings

Identity Management
Identities
Groups
External Identity Sources
Identity Source Sequences
Settings

& ENDPOINTS

Type  Profile

www.vnpro.org | Video: http

Network Resources

Neiwork Devices

pxGrid Services

- Feed Service
Network Device Groups

X Profiler
Network Device Profiles
External RADIUS Servers Threat Centric NAC

RADIUS Server Sequences Third Party Vendors
NAC Managers
External MDM

Location Services

Device Portal Management
Blacklist
BYOD
Cerfificate Provisioning
Client Provisioning
Mobile Device Management
Iy Devices
Custom Portal Files
Settings
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Identity Services Engine Home ) ConlextVisibiity  » Operaions  » Policy [ERGUTNEEWN » Work Centers License Waming

b System  » [denfity Management | =Mefwork Resources  » Device Portal Management  pxGrid Services  » Feed Service ¥ Threat Centric NAC ) )
Click here to do wireless setup and visibility

«Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers RADIUS Server Sequences  MAC Managers  ExfeMarwiow v covouun wsivies

N
[<]

Network Devices 1 Network Devices q
Default Device

I B iy -

J Edit Add Duplicat Import Export Generate PAC Delete v Show | Al
Device Security Settings s # Et] S e Sl i s

Name a | IP/Mask Profile Name Location Type Descriptiol
O su-Test 192.168.3.140. i Cisco 8 All Locations All Device Types

Tién hanh khai bao thong tin nhu sau:

Identity Services Engine Home  » ConlextVisibiity  » Operations  » Policy [l sl » Work Cenlers

» System b Identity Management = = MNetwork Resources b Device Portal Management  pxGrid Services  » Feed Service b Threat Centric NAC
Click here fo do wireless setup and visil

~ Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  MAC Managers  ExieMarwww — r covauun aeivives
—

[<] s .
. Nebwork Devices List > Sw-Test Dit tén cho thiet b}
Network Devices

Network Devices

ame [swrest ]

Description ‘ |

Default Device

Device Security Settings

[1Paddress  +| *1P- [192.168.3.149 | 1[32 ] Khaibdo diajchilP
ciia thiét bi

@ |Pv6 is supporied only for TACAGS, At least one IPv4 must be defined when RADIUS is selected

* Device Profile | Cisco| v &

Software Version l:l

* Network Davice Group

Tiép theo Click vao Radius Authentication Setting dé cau hinh Radius Server, tiép theo khai
béo Shared Secret cho Radius Server (Luu ¥ share key phai giéng nhau trén Switch va Radius) -
> Chon Submit dé Iwu cu hinh
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~Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  MAC Managers  ExteMarmwow v cocauwn

(<]
Network Devices + RADIUS Authentication Settings
Default Device
Device Security Seftings RADIUS UDP Settings
Protocol
* Shared Secret | (~Show |
CoaPort [ 1700 | [ setTo Defaut |
RADIUS DTLS Settings i
DTLS Required []
Shared Secret |radius/dtls i
CoAPort [ 2083 | set To Defautt |
Issuer CA of ISE Certificates for CoA |sg\ect if required (optional) = | i
DNS Name | |
General Settings
Enable Keywrap [ 7
* Key Encryption Key Show
* Message Authenticator Code Key Show
Key Input Format (& ASCII HEXADECIMAL
3.2 Tao policy
Chon Policy Sets
Identity Services Engine Home » Context Visibility » Operations ~ Policy ~ Administration » Work Centers icens|
» System  » Identity Management |~ Network Resources | » Device Portal Manageme| i
b D 2 ¢ Profiling were to do wireless setup al
~Network Devices  Network Device Groups  Network Device Profiles  External RADIU Posture Client Provisioning v Lutauun oiviees
—
(<] Policy Elements
Dictionaries
Network Devices Conditions
Deiault Device Results
Device Security Settings RADIUS DTLS Settings @
DTLS Required []
Shared Secret |radius/dils i
CoA Port | 2083 | [ Set To Default \
Iseuer CA of ISE Cerlificates for CoA |Select if required {optional) - | i

Click véo biéu tugng cdy bit dé ciu hinh x4c thyc mang ¢ day véi 802.1x

Identity Services Engine Home g » Operations

Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements
Click here to do wireless setup and visibility setup Do not show this again.

Policy Sets @ m

+ Status  Policy Set Name  Description Conditions Allowed Protocols / Server Sequence Hits  Actions  View

Search

/ @ B _ i i " ’ Q ?
® Default Default policy set Befault Network Access x v 4 6 o3 >
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Tai myc Library tim wire 802.1X va kéo vao muc editor-> Use

Conditions Studio

Library 1 Editor
wire -
DEVICE Device Type
P02 ERPIRECLOL S k
Equals v All Device Types v| m
Wired §02.1X 6]
Wired_802.1X 2
AND ¥ -
Wired_MAB @ =
™
Wireless_802.1X @ New AND OR
[B] Wireless_Access @
HE _f
Setto'ls not' Duplicate @
Wireless_MAB @

Sau khi xong tién hanh Luru lai va tiép tuc céu hinh cho Policy nay nhu sau:

ldentity Services Engine Home » Context Visibiity ~ » Operalions » Administration

Policy Sets | Profiling Posture  Client Provisioning  » Policy Elements
Click here to do wireless setup and visibility setup Do not show this again

Policy Sets @ m

+) Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits  Aclions  View
Search
2
E DEVICE-Device Type EQUALS All Device “
i, @ Radiusa021% AND Types Default Network Access Save or reset before navigation .

B wired 802.1%

@ Default Default policy set Default Network Access x v | o 6 £ 3>

Tai myc Authentication Policy va Authoriztion Policy, ta [am nhu sau:
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Home » Context Visibility » Operations » Administration License Waming A

» Policy Elements

Policy Sets | Profiing  Posture  Client Provisioning

Click here to do wireless setup and visibility setup Do not show this again

| ¥ Authentication Policy (2)

+ Status  Rule Name Conditions Use Hits  Actions
Search
Internal Users x v
®  dotix B wired 802.1x 0 o
¥ Options
All_User_ID_Stores x v
(O] Default 0 e
¥ Options
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions
¥ Authorization Policy (2)
Results
Status  Rule Name Conditions Profiles Security Groups Hits  Actions
Search
@ dot1x @ Wired_802.1X x PermitAccess + Select from list v 3 0
@ Default * DenyAccess. + Select from list v 0

Sau khi cdu hinh sau tién hanh luu lai: chon Save
3.3 Tao username va Password trén Radius Server d¢ xac thyc trong mang c6 day
Tai muc Administrator chon Identities

Ty \dentiy SenviceSENGINE  pome ) ContextVisiiiy  » Operctons IR (IR L ]
Folicy Sets | Profling  Posture  Client Provisioning  » Policy Elements System Network Resources pxGrid Services
o . . Deployment Network Devices Feed Service
’ Authorization PU‘IW - Local Exceptlons Licensing Network Device Groups Proiler
Certificates Network Device Profiles
¥ Authorization Policy - Global Exceptions Logging Extemal RADIUS Servers Threat Centric NAC
Maintenance RADIUS Server Sequences Third Party Vendars
o _ Upgrade NAC Managers
¥ Authorization Poiicy (4) Backun & Restore Extemal MDW
Admin Access Location Services
Setings Device Portal Management
t Identity Management Blacklist
Status Rule Name Candttions EYOD
Groups Cerfificate Provisioning
Search Extemnal ldentiy Sources Client Provisioning
|dentity Source Sequences Iobile Device Management
ra @ Dotx @ Wired_802.1X Settings My Devices
Custom Portal Files
Selfings
Chon ADD dé tao User
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ol ldenfity ServiceSENGINE  wome ) ContextVisibiity  » Operations » Poliy R+ Work Centers

» System = [dentity Management = » Metwork Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC ) ) o
Click here to do wireless sefup and visibil

w|denfities  Groups  External Identity Sources  |denfity Source Sequences v Setfings

I
0
Network Access Users
Users
Latest Manual Network Scan Results
/et | qpadd | B change status + | @otmport @ompurt v | Y Delete v L[30uplicate Show | Al
Status Network Accass Users & Destription First Name Lzst Name Email Address User Identity G
[0 @ Enabled 7 zammvnpro Group_Admin
[ mEnabled ¢ quest Group_Guest

0O menabled ¢ Loi

Dién thong tin username va Password

Luu y: Password phai di manh: bao gém cac ki tu chir hoa, thuong va ki tu dac biét

uhalve|dentlly SeVICeSENQINE  pome ) ContextVisibiity  » Operalions  » Foiicy [T aie el » Work Cenlers

b System | Ideniity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Click here to do wireless set

w|dentities  Groups  External dentity Sources  Identity Source Sequences  » Settings
I
0

Nefwork Access Users List = UVK
Users

¥ Network Access User

*Name |LM€1

Stalus [ Enabled +

Latest Manual Network Scan Results

Emai |
¥ Passwords
Password Type:  Internal Users M
Password Re-Enter Password
* Login Password | sasesese ‘ e | | Generate Password | i
Enahle Password | ‘ | | [Generate Password] i

Sau khi xong chon Submit dé luu cau hinh

4. Kiém tra
Tién hanh két n6i PC vao cong E0/1 ctia Switch da cau hinh xéac thuc Dot1 X

Ctra s6 yéu cau xac thyc dé st dung mang xuat hién, tién hanh nhap Username va Password khai
bao trén Radius server dé dang nhap vao mang

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https youtube.com/(@vnprol49




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
i TRUNG TAM TIN HQC VNPRO
w% DC: 276 - 278 Ung Viin Khiém, P. Thanh M§ Téy, Tp. Hé Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Password

Sau khi nhép ding Username va Password trén Radius Server, ta c6 truy cap duoc mang
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