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Lab — Control Plane Protection

10.1.11 10.1.1.2 121.1.2 12.1.1.1
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e S0 d0 bai Lab gom 3 Router duoc két ndi v6i nhau nhu hinh. Bai Lab nay c6 thé dung
trén lab 40 hoa stir dung cac IOL Router L3-ADVENTERPRISEK9-M-15.4-2T.
e Trén so dd, hoc vién thuc hién cau hinh va khao sat hoat dong ctua Control Plane Protection
trén cac thiét bi Cisco
Yéu cau:

Déu nbi thiét bi va dat IP nhu hinh v&.
CAu hinh dinh tuyén OSPF dam bao moi dia chi c6 thé di dén nhau dugc.
Céu hinh x4c thye OSPF ding password 1a VnPro123.
Céu hinh policing cho ICMP traffic 1a 8000bps. Néu luu luong vuot qua 8000 bps thi ICMP
traffic s€ bi drop.
5. Céu hinh R2 & loc (filter) telnet traffic.
6. Céu hinh dé loc non-IP packets (ARP).
Huéng din:

e

1. PAau ndi thiét bi nhw hinh vé. Pia chi IP nhu hinh vé.
Router 1:

Rl (config) #interface Ethernet0/0
Rl (config-if) #ip address 10.1.1.1 255.255.255.0

Rl (config-if) #no shutdown

Router 2:

R2 (config) #interface Ethernet0/0

R2 (config-if) #ip address 10.1.1.2 255.255.255.0
R2 (config-if) #no shutdown

R2 (config) #interface Ethernet(0/1

R2 (config-if) #ip address 12.1.1.2 255.255.255.0

R2 (config-if) #no shutdown
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Router 3:

R3 (config) #interface Ethernet0/0
R3(config-if) #ip address 12.1.1.1 255.255.255.0

R3 (config-if) #no shutdown

Kiém tra: Router 1 va Router 2 ping thiy nhau, Router 2 va Router 3 ping thy nhau.

R1#ping 10.1.1.2 B T T
Type escape sequence to abort.
sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/3 ms

R1#Q

R3#ping 12.1.1.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 12.1.1.2, timeout is 2 seconds:
Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/2 ms
R3#

Luc nay R3 va R1 chua ping thiy nhau vi chua cu hinh céc giao thirc dinh tuyén.

R3#ping 10.1.1.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

R3#H
Céu 2 va 3. C4u hinh giao thirc OSPF don viing, xac thuc OSPF ding password VnPro123.

Router 1

Rl (config) #router ospf 1
Rl (config-router) #network 10.1.1.1 0.0.0.0 area O

Rl (config-router) #farea 0 authentication ///c&du hinh bat xdc thuc dang
plain text cho cdc interface trong Area 0

Rl (config) #interface Ethernet0/0

Rl (config-if) #ip ospf authentication-key VnProl23 ///cdu hinh md bdo mat 1a
VnProl23 dé xdc thuc OSPF

Router 2

R2 (config) #router ospf 1

R2 (config-router) #network 10.1.1.2 0.0.0.0 area O
R2 (config-router) #network 12.1.1.2 0.0.0.0 area O
R2 (config-router) #area 0 authentication

R2 (config) #interface Ethernet0/0
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R2 (

config-if) #ip ospf authentication-key VnProl23
R2 (config) #interface Ethernet0/1

R2 (config-if) #ip ospf authentication-key VnProl23

Router 3

R3 (config) #router ospf 1

R3 (config-router) #network 12.1.1.1 0.0.0.0 area O
R3 (config-router) #area 0 authentication

R3 (config) #interface Ethernet0/0

R3(config-if) #ip ospf authentication-key VnProl23

Kiém tra tat ca cac Router da di dén duoc cac mang cua nhau sau khi bat xac thuc OSPF.

Kiém tra bang dinh tuyén R1:

10.0.0.0/8 1is variably subnetted, 2 subnets, 2 masks
C 10.1.1.0/24 is directly connected, Ethernet0/0
L 10.1.1.1/32 is directly connected, Ethernet0/0
12.0.0.0/24 1is subnetted, 1 subnets
12.1.1.0 [110/20] via 10.1.1.2, 00:01:00, Ethernet0/0

(0]
R1#j}

Kiém tra bang dinh tuyén R3:
Gateway of last resort is not set

10.0.0.0/24 1is subnetted, 1 subnets

0 10.1.1.0 [110/20] via 12.1.1.2, 00:02:03, Ethernet0/0
12.0.0.0/8 1is variably subnetted, 2 subnets, 2 masks

C 12.1.1.0/24 is directly connected, Ethernet0/0

L - 12.1.1.1/32 is directly connected, Ethernet0/0

R3

4. Ciu hinh policing cho ICMP traffic 1a 8000bps. Néu lwu lwgng vwgt qua 8000 bps thi
ICMP traffic sé bi drop.
Trudc khi ap Policy, R1 ping R2 dé kiém tra:
Rl#ping 10.1.1.2 o

Type escape sequence to abort.

sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
AREE

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms
Rl#ping 10.1.1.2 size 300 repeat 200
Type escape sequence to abort.

Ssending 200, 300-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
R R R R R RN R R R R R R R R R R R R R R R R R RN R R R A NN

success rate is 100 percent (200/200), round-trip min/avg/max = 1/1/5 ms

Ping thuong va ping 200 géi size 300 déu thanh cong.
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R2 ( )

config) #access-1list 100 permit icmp any any
R2 (config) #class-map cmapl

R2 (config-cmap) #match access-group 100

R2 (config-pmap) #class cmapl
R2 (config-pmap-c) #police 8000 conform-action transmit exceed-action drop
R2 (config) #control-plane

R2 (config-cp) #service-policy input pmapl

Tu R1 ping R2 theo 2 cach da test trudce khi ap Policy:
R1#ping 10.1.1.2 o o ' T
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
RN

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms
P¥E:p1ng 10.1.1.2 si1ze 300 repeat 200

Type escape sequence to abort.

sending 200, 300-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
R R A R I I e R N AN RN N

success rate is 80 percent (160/200), round-trip min/avg/max = 1/1/13 ms
R1#

Két qua: ping thuong khong xuat hién rét goi, tuy nhién khi ping size 16n xay ra hién tugng rét
goi.
5. Céu hinh R2 d¢é loc (filter) telnet traffic. (CAUTION: vao control plane bé cdc policy
dd dp trong ciu 4 dé tranh bi 16i khong can thiét khi dp policy trong cdu 5: no service-
policy input pmap1 )

R2 (config) #ip access-1list extended 101

R2 (config-ext-nacl) #permit tcp any any eq telnet
R2 (config) #class-map cmap?2

R2 (config-cmap) #match access-group 101

R2 (config-cmap) #exit

R2 (config) #policy-map pmap2

R2 (config-pmap) #class cmap?2

R2 (config-pmap-c) #drop

R2 (config-pmap-c) #1log

R2 (config) #control-plane host

R2 (config-cp-host) #service-policy input pmap2

Kiém tra:
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R2#show control-plane counters

Feature Path Packets processed/dropped/errors
Aggregate 990/40/0

Host 394/0/0

Transit 0/0/0

Cef-exception 556/0/0

R2#show control-plane features
Total 1 features configured

control plane host path features :

Trén R1 thyc hién telnet dén R2 dé kiém tra:

Rl1#telnet 10.1.1.2
Trying 10.1.1.2 ...
% Connection timed out; remote host not responding

Két qua hién thi trén R2 da drop go6i tin Telnet (port 23) tir R1

R2#

*May 24 17:09:20.444: %CP-6-TCP: DROP Control-plane pPolicing 10.1.1.1(57360) -> 10.1.1.2(23)
R2#

*I\zllgy 24 17:09:22.452: %CP-6-TCP: DROP Control-plane Policing 10.1.1.1(57360) -> 10.1.1.2(23)
R

*May 24 17:09:26.463: %CP-6-TCP: DROP Control-plane Policing 10.1.1.1(57360) -> 10.1.1.2(23)
R2#

*May 24 17:09:34.463: %CP-6-TCP: DROP Control-plane Policing 10.1.1.1(57360) —> 10.1.1.2(23)

Thuec hién lai c4u 1énh kiém tra show control-plane counters, két qua thdy c6 4 géi tin bi drop.

R2#show control-plane counters

Feature Path Packets processed/dropped/errors
Aggregate 1059/40/0

Host 398/4/0

Transit 0/0/0

Cef-exception 621/0/0

6. Céu hinh dé loc non-IP packets (ARP).
Tao class va match traffic

R2 (config) #class-map cmap3

R2 (config-cmap) #match protocol arp

Tao Policy map va dinh nghia hanh dong (drop)

R2 (config) #policy-map pmap3

R2 (config-pmap) #class cmap3
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R2 (config-pmap-c) #drop

R2 (config-pmap-c) #log

Ap Policy map vao Control plane cef-exception

R2 (config) #control-plane cef-exception

R2 (config-cp-cef-exception) #service-policy input pmap3

Kiém tra:

Trude khi clear bang ARP cache, thuc hién show arp dé kiém tra cac entry dang co:

R2#show arp

Protocol Address Age (min) Hardware Addr  Type Interface

Internet 10.1.1.1 50 aabb.cc00.1000 ARPA Ethernet0/0
Internet 10.1.1.2 - aabb.cc00.2000 ARPA Ethernet0/0
Internet 12.1.1.1 47 aabb.cc00.3000 ARPA Ethernet0/1

Internet 12.1.1.2 aabb.cc00.2010 ARPA Ethernet0/1

Thuc hién clear cache

R2#clear arp-cache

Tur R1 thuc hién ping R3

Rl#ping 12.1.1.1

Type escape sequence to abort. ] ]

sending 5, 100-byte ICMP Echos to 12.1.1.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)

R1#}

Két qua trén R2 xut hién hanh dong Drop ARP

R2#

*May 24 17:19:40.769: %CP-6-ARP: DROP cControl-plane Policing 12.1.1.2 -> 12.1.1.1
R2#

*May 24 17:19:42.775: %CP-6-ARP: DROP Control-plane Policing 12.1.1.2 -> 12.1.1.1
R2#

*May 24 17:19:44.777: %CP-6-ARP: DROP Control-plane pPolicing 12.1.1.2 -> 12.1.1.1
R2#

*May 24 17:19:46.780: %CP-6-ARP: DROP Control-plane Policing 12.1.1.2 -> 12.1.1.1
R2#

*May 24 17:19:48.784: %CP-6-ARP: DROP cControl-plane Policing 12.1.1.2 -> 12.1.1.1
Kiém tra lai thong tin trong bang ARP

R2#show arp ]

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.2 - aabb.cc00.2000 ARPA Ethernet0/0
Internet 12.1.1.2 - aabb.cc00.2010 ARPA Ethernet0/1
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