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Lab — CAu hinh GRE Over IPsec site-to-site VPN

So do:
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Mo ta:

e S0 dd bai Lab gom 3 Router 2911 va 2 Switch Layer 3 3560 duogc két ndi véi nhau nhur
hinh. Bai Lab nay c6 thé dung trén lab 4o ho4 sir dung cac IOL Router L3-
ADVENTERPRISEK9-M-15.4-2T, IOL Switch i86bi_linux 12-advipservicesk9.

e Trong bai Lab nay hoc vién thyuc hién Site to Site VPN thong qua GRE tunnel, két hop
IPsec bang phuong phap Crypto Map va IPsec Profile
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Bang quy hoach IP:
Device Interface IPv4 Address Default Gateway
R1 G0/0/0 64.100.0.2/30 N/A
G0/0/1 10.10.0.1/30
Tunnel 1 172.16.1.1/30
R2 G0/0/0 64.100.0.1/30 N/A
G0/0/1 64.100.1.1/30
LoO 209.165.200.225/27
R3 G0/0/0 64.100.1.2/30 N/A
G0/0/1 10.10.4.1/30
Tunnel 1 172.16.1.2/30
DI G1/0/11 10.10.0.2/30 N/A
G1/0/23 10.10.1.1/24
Lo2 10.10.2.1/24
Lo3 10.10.3.1/24
D3 G1/0/11 10.10.0.3/30 N/A
G1/0/23 10.10.5.1/24
Lolé6 10.10.16.1/24
Lol7 10.10.17.1/24
Lol8 10.10.18.1/24
Lo19 10.10.19.1/24
Lo20 10.10.20.1/24
Lo21 10.10.21.1/24
Lo22 10.10.22.1/24
Lo23 10.10.23.1/24
PCl1 NIC 10.10.1.10/24 10.10.1.1
PC3 NIC 10.10.5.10/24 10.10.5.1

Bdng 1 — Quy hoach IP cho so do Lab
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Yéu cau:
1. Xay dung mang, cdu hinh cai dit thiét bj co ban va dinh tuyén
2. Céu hinh GRE qua IPsec bang Crypto Maps trén R1
3. Cau hinh GRE qua IPsec bang IPsec Profile trén R3
4. Kiém tra GRE tunnel IPsec trén R1 va R3

Thuyc hién:

Phin 1: Xay dung mang, ciu hinh cai dit thiét bi co' ban va dinh tuyén
Buée 1: Cu hinh co ban cho cic Router.

Hoc vién tién hanh c4u hinh co ban céc thiét bi Router nhu bén duéi

Router R1

hostname R1

interface g0/0/0

description Connection to R2

ip add 64.100.0.2 255.255.255.252
no shut

exit

interface GigabitEthernet0/0/1
description Connection to D1

ip address 10.10.0.1 255.255.255.252
no shut

exit

router ospf 123

router-id 1.1.1.1

auto-cost reference-bandwidth 1000
network 10.10.0.0 0.0.0.3 area O
default-information originate
exit
ip route 0.0.0.0 0.0.0.0 64.100.0.1

Router R2

hostname R2

interface g0/0/0

description Connection to R1

ip add 64.100.0.1 255.255.255.252
no shut

exit

interface GigabitEthernet0/0/1
description Connection to R3

ip address 64.100.1.1 255.255.255.252
no shut

exit

int 100
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description Internet simulated address

ip add 209.165.200.225 255.255.255.224

exit

ip route 0.0.0.0 0.0.0.0 LoopbackO

ip route 10.10.0.0 255.255.252.0 64.100.0.2
ip route 10.10.4.0 255.255.252.0 64.100.1.2
ip route 10.10.16.0 255.255.248.0 64.100.1.2

Router R3

hostname R3
interface g0/0/0
description Connection to R2
ip add 64.100.1.2 255.255.255.252
no shut
exit
interface GigabitEthernet0/0/1
description Connection to D3
ip address 10.10.4.1 255.255.255.252
no shut
exit
ip route 0.0.0.0 0.0.0.0 64.100.1.1
router ospf 123
router-id 3.3.3.1
network 10.10.4.0 0.0.0.3 area O
default-information originate
exit

Switch D1

hostname D1
interface G1/0/11
description Connection to R1
no switchport
ip address 10.10.0.2 255.255.255.252
no shut
exit
interface G1/0/23
description Connection to PC1l
no switchport
ip address 10.10.1.1 255.255.255.0
no shut
exit
int Lo2
description Loopback to simulate an OSPF network
ip add 10.10.2.1 255.255.255.0
ip ospf network point-to-point
exit
int Lo3
description Loopback to simulate an OSPF network
ip add 10.10.3.1 255.255.255.0
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ip ospf network point-to-point
exit
ip routing
router ospf 123
router-id 1.1.1.2
network 10.10.0.0 0.0.3.255 area O
exit

Switch D3

hostname D3

interface G1/0/11

description Connection to R3

no switchport

ip address 10.10.4.2 255.255.255.252

no shut

exit

interface G1/0/23

description Connection to PC3

no switchport

ip address 10.10.5.1 255.255.255.0

no shut

exit

int Lolé6

description Loopback to simulate an OSPF network
ip add 10.10.16.1 255.255.255.0

ip ospf network point-to-point
exit

int Lol7

description Loopback to simulate an OSPF network
ip add 10.10.17.1 255.255.255.0

ip ospf network point-to-point

exit

int Lol8

description Loopback to simulate an OSPF network
ip add 10.10.18.1 255.255.255.0

ip ospf network point-to-point

exit

int Lol9

description Loopback to simulate an OSPF network
ip add 10.10.19.1 255.255.255.0

ip ospf network point-to-point

exit
int Lo20

description Loopback to simulate an OSPF network
ip add 10.10.20.1 255.255.255.0

ip ospf network point-to-point

exit
int Lo2l

description Loopback to simulate an OSPF network
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ip add 10.10.21.1 255.255.255.0
ip ospf network point-to-point

exit
int Lo22

description Loopback to simulate an OSPF network
ip add 10.10.22.1 255.255.255.0

ip ospf network point-to-point

exit
int Lo23

description Loopback to simulate an OSPF network
ip add 10.10.23.1 255.255.255.0

ip ospf network point-to-point

exit

ip routing

router ospf 123

router-id 3.3.3.2

network 10.10.4.0 0.0.1.255 area O

network 10.10.16.0 0.0.7.255 area 0

exit

Buwéc 2: Kiém tra bang dinh tuyén ciia R1 va R3.
Kiém tra bang dinh tuyén trén Router R1.

R1# show ip route ospf | begin Gateway
Gateway of last resort is 64.100.0.1 to network 0.0.0.0

10.0.0.0/8 is variably subnetted, 5 subnets, 3 masks

0 10.10.1.0/24 [110/11] wvia 10.10.0.2, 00:02:45, GigabitEthernet0/0/1
0 10.10.2.0/24 [110/2] via 10.10.0.2, 00:02:45, GigabitEthernet0/0/1
0 10.10.3.0/24 [110/2] via 10.10.0.2, 00:02:45, GigabitEthernetO/O/l

Bang dinh tuyén cta R1 chi chtra cac route OSPF cuc bg. Bang dinh tuyen xac nhan rang RIco
cac mang dugc két ndi voi D1. Tuy nhién, luu y rang R1 khong cé cac tuyén duong két nbi véi
mién OSPF phia R3 nhung PC1 van c6 thé di d¢én 10.10.5.0 ciia PC3 1a vi R1 ¢6 mot default
route dén R2. R1 chuyén tiép luu luong dén R2, R2 c6 mét static route dén mang 10.10.5.0 nay
n6 chuyén tiép dén R3.

Kiém tra bang dinh tuyén trén Router R3.

R3# show ip route ospf | begin Gateway
Gateway of last resort is 64.100.1.1 to network 0.0.0.0

10.0.0.0/8 is variably subnetted, 11 subnets, 3 masks

0 10.10.5.0/24 [110/11] via 10.10.4.2, 00:00:41, GigabitEthernet0/0/1
0 10.10.16.0/24 [110/2] via 10.10.4.2, 00:00:41, GigabitEthernet0/0/1
0 10.10.17.0/24 [110/2] via 10.10.4.2, 00:00:41, GigabitEthernet0/0/1
0 10.10.18.0/24 [110/2] via 10.10.4.2, 00:00:41, GigabitEthernet0/0/1
0 10.10.19.0/24 [110/2] via 10.10.4.2, 00:00:41, GigabitEthernet0/0/1
0 10.10.20.0/24 [110/2] via 10.10.4.2, 00:00:41, GigabitEthernet0/0/1
0 10.10.21.0/24 [110/2] via 10.10.4.2, 00:00:41, GigabitEthernet0/0/1
0 10.10.22.0/24 [110/2] via 10.10.4.2, 00:00:41, GigabitEthernet0/0/1
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‘O 10.10.23.0/24 [110/2] wvia 10.10.4.2, 00:00:41, GigabitEthernet0/0/1

Gidng nhu R1, bang dinh tuyén ctia R3 chi chira cac route cuc bo ciia no.

Buwéc 3: CAu hinh dit dia chi IP cho PC1 va PC3 va kiém tra két ndi.

Dit ip cho PC1 va PC3 theo bang quy hoach IP dong thoi dit gateway cho hai thiét bi.
Ping kiém tra 2 PC véi nhau

Phin 2: Ciu hinh GRE over IPsec sir dung Crypto Map trén R1

Buwéc 1: Trén R1, cAu hinh ISAKMP policy va pre-shared key.

Nhu cac VPN site-to-site sir dung crypto maps, GRE over IPsec ciing yéu cau mot ciu hinh
ISAKMP policy va pre-shared key.

Trong bai lab nay, ching ta sé& str dung ISAKMP policy 10 trén R1 véi cac thong sb:
Encryption: aes 256
Hash: sha256
Authentication method: pre-share key
Diffie-Hellman group: 14
Lifetime: 3600 seconds (60 minutes / 1 hour)
Céu hinh ISAKMP policy 10 trén R1:

Rl (config) #crypto isakmp policy 10

Rl (config-isakmp) #encryption aes 256

Rl (config-isakmp) #hash sha256

Rl (config-isakmp) #authentication pre-share
Rl (config-isakmp) #group 14

Rl (config-isakmp) #lifetime 3600

Rl (config-isakmp) #exit

Céu hinh pre-shared key 14 cisco123 trén R1. Cau 1énh nay tro dén dia chi ip cia R3 G0/0/0

Rl (config) # crypto isakmp key ciscol23 address 64.100.1.2

Bwée 2: Trén R1, cAu hinh transform set va VPN ACL.

Tao mot transform set c6 tén GRE-VPN béng cach st dung mat ma AES 256 v6i1 ESP va ham
bam SHA 256.

Khong giéng nhur VPN IPsec site-to-site, transform s& phai sir dung mode transport. Lénh mode
duoc su dung dé xac dinh loai duong ham sé duoc thiét 1ap. Méac dinh 1a mode tunnel. Tuy
nhién, GRE qua IPsec nén sir dung mode transport.

Rl (config) #crypto ipsec transform-set GRE-VPN esp-aes 256 esp-sha256-hmac
Rl (cfg-crypto-trans) #mode transport

Rl (cfg-crypto-trans) #fexit
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Tiép theo, tao ACL extended dit tén 1a GRE-VPN-ACL dé khép véi luu luong GRE tur IP source
to1 IP destination cia duong tunnel, Source cua tunnel 1a IP public bén R1, destination cua tunnel
la IP public bén R3, ACL nay s€ st dung lai trong Crypto map bén dudi.

Rl (config) #ip access-list extended GRE-VPN-ACL
Rl (config-ext-nacl) #permit gre host 64.100.0.2 host 64.100.1.2

Rl (config-ext-nacl) #exit

Bude 3: Trén R1, Ciu hinh crypto map va gin vao interface.

Tao b crypto map tén 1a GRE-CMAP sé goi lai GRE-VPN-ACL, transform set va peer toi [P
destination bén kia.

Rl (config) #crypto map GRE-CMAP 10 ipsec-isakmp
% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

1 (config-crypto-map) #match address GRE-VPN-ACL

1 (config-crypto-map) #set transform-set GRE-VPN
1 (config-crypto-map) #set peer 64.100.1.2
( )

1 (config-crypto-map) #exit

Cubi cng, ap crypto map vira tao 1én interface G0/0/0.

Rl (config) #interface g0/0/0

Rl (config-if) #crypto map GRE-CMAP

Vay luu luong di ra cong g0/0/0 s& dugc 4p crypto map GRE-CMAP, GRE-CMAP so sanh thay
khop luu lvong GRE tir 64.100.0.2 t6i 64.100.1.2 dugce khai bao trong ACL GRE-VPN-ACL
thi s& set transform set GRE-VPN, GRE-VPN s& ap cac ciu hinh ipsec dugc khai bao trong
transform set.

Buoc 4: Trén R1, CAu hinh GRE tunnel interface.

config) #interface Tunnell

config-if) #bandwidth 4000

config-if) #ip address 172.16.1.1 255.255.255.252

) #ip mtu 1400

config-if) #tunnel source 64.100.0.2

config-if) #tunnel destination 64.100.1.2

Rl(conflg if) #end

*Feb 19 17:54:21.381: SLINEPROTO-5-UPDOWN: Line protocol on Interface
Tunnell, changed state to down

*Feb 19 17:54:23.689: SLINEPROTO-5-UPDOWN: Line protocol on Interface
Tunnell, changed state to up

config-if

1
1
1(c
1
1
1

Phén 3: Ciu hinh GRE over IPsec sir dung mgt IPsec Profile trén R3
Buwéc 1: Trén R3, CAu hinh ISAKMP policy, pre-shared key, va transform set.
Céu hinh ISAKMP policy 10 trén R3:

R3 (config) #crypto isakmp policy 10
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R3 (config-isakmp) #encryption aes 256

R3 (config-isakmp) #hash sha256

R3 (config-isakmp) #authentication pre-share
R3 (config-isakmp) #group 14

R3 (config-isakmp) #lifetime 3600

R3 (config-isakmp) #exit

CAu hinh pre-shared key voi cisco123 gidng véi trén R1. Key nay sé tro dén dia chi ip trén cong
G0/0/0 cta remote peer R3.

R3 (config) #crypto isakmp key ciscol23 address 64.100.0.2

Tao mdt transform set m&i goi 18 GRE-VPN sir dung cing cac théng s bao mat va transport
mode da cau hinh trén R1.

R3 (config) #crypto ipsec transform-set GRE-VPN esp-aes 256 esp-sha256-hmac
R3 (cfg-crypto-trans) #mode transport

R3 (cfg-crypto-trans) #exit

Buwéc 2: Trén R3, cAu hinh IPsec profile.

Thay vi mét crypto map, chiing ta s& cau hinh mét IPsec profile goi 1a GRE-PROFILE goi t&i
transfom set GRE-VPN vira tao ¢ trén.

R3(config) #icrypto ipsec profile GRE-PROFILE
R3 (ipsec-profile) #set transform-set GRE-VPN

R3 (ipsec-profile) #exit

Buéc 3: CAu hinh tunnel interface.

Trén R3, C4u hinh GRE tunnel interface.

3(config) #interface Tunnell

3 (config-if) #bandwidth 4000

3(config-if) #ip address 172.16.1.2 255.255.255.252

3(config-if) #ip mtu 1400

3(config-if) #tunnel source 64.100.1.2
R3(conf1g—1f)#tunnel destination 64.100.0.2
*Feb 19 17:57:10.415: SLINEPROTO-5-UPDOWN: Line protocol on Interface
Tunnell, changed state to down
*Feb 19 17:57:12.660: SLINEPROTO-5-UPDOWN: Line protocol on Interface
Tunnell, changed state to up

Gan IPsec profile GRE-PROFILE vao cong Tunnel 1

R3 (config-if) #tunnel protection ipsec profile GRE-PROFILE
*Feb 19 17:58:09.299: %CRYPTO-6-ISAKMP ON OFF: ISAKMP is ON

R3 (config-if) # end
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Vay luu luong di qua cong tunnel s& duoc ap IPsec profile GRE-PROFILE, GRE-PROFILE
nay goi toi transform set GRE-VPN, GRE-VPN s& 4p cac cau hinh ipsec duoc khai bao trong
transform set.

Buwéc 4: Trén R1 va R3, bat tinh ning OSPF routing trén cong tunnel.
Trén R1, kiém tra ping dén dia chi 10.10.16.1 cia R3.

R1# ping 10.10.16.1 source 10.10.0.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.10.16.1, timeout is 2 seconds:
Packet sent with a source address of 10.10.0.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/2/3 ms

Ping thanh coéng. Trén R1, xac minh s liéu théng ké dugc ma hoa va giai ma IPsec SA.

Rl#show crypto ipsec sa | include encrypt|decrypt
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O

Khong c6 go6i nao dugc ma hoa.
T D1, theo doi duong din dén R3 c¢6 dia chi 10.10.16.1.

Dl#trace 10.10.16.1

Type escape sequence to abort.

Tracing the route to 10.10.16.1

VRF info: (vrf in name/id, vrf out name/id)
10.10.0.1 O msec 9 msec 0 msec
64.100.0.1 0 msec 8 msec 0 msec
64.100.1.2 0 msec 0 msec 9 msec
10.10.4.2 0 msec * 0 msec

Sw N

Trén R1, Cau hinh OSPF dé quang bé cac cong tunnel.

Rl (config) #router ospf 123

Rl (config-router) #network 172.16.1.0 0.0.0.3 area 0

Trén R3, Cau hinh OSPF ¢ quang ba cac cong tunnel.

R3 (config)# router ospf 123

R3 (config-router)# network 172.16.1.0 0.0.0.3 area O

R3 (config-router) #

*Feb 19 18:01:18.613: %OSPF-5-ADJCHG: Process 123, Nbr 1.1.1.1 on Tunnell
from LOADING to FULL, Loading Done

Phin 4: kiém tra GRE qua IPsec Tunnel trén R1 va R3
Budrc 1: trén R1 va R3, kiém tra cac cong tunnel.

Str dung cau 1énh show interfaces tunnel 1 dé kiém tra tunnel.

Rl#show interfaces tunnel 1
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Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 172.16.1.1/30
MTU 9976 bytes, BW 4000 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel linestate evaluation up
Tunnel source 64.100.0.2, destination 64.100.1.2
Tunnel protocol/transport GRE/IP
Key disabled, sequencing disabled
Checksumming of packets disabled
Tunnel TTL 255, Fast tunneling enabled
Tunnel transport MTU 1476 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Last input 00:00:01, output 00:00:04, output hang never
Last clearing of "show interface" counters 00:02:01
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue: 0/0 (size/max)

Trén R3, str dung cau Iénh show interfaces tunnel 1 dé kiém tra tunnel.

R3#show inter tunnel 1 | include is up|Internet address|Enc|Tunnel protocol
Tunnell is up, line protocol is up

Internet address is 172.16.1.2/30

Encapsulation TUNNEL, loopback not set

Tunnel protocol/transport GRE/IP

Buwéc 2: Trén R1 va R3, Kiém tra cac cai dit crypto.

Trén R1, st dung cdu 1énh show crypto session dé kiém tra hoat dong VPN tunnel.

Rl#show crypto session
Crypto session current status

Interface: GigabitEthernet0/0/0
Session status: UP-ACTIVE
Peer: 64.100.1.2 port 500
Session ID: O
IKEvl SA: local 64.100.0.2/500 remote 64.100.1.2/500 Active
IPSEC FLOW: permit 47 host 64.100.0.2 host 64.100.1.2
Active SAs: 4, origin: crypto map

Trén R3, str dung cau 1énh show crypto session dé kiém tra hoat dong VPN tunnel.

R3#show crypto session
Crypto session current status

Interface: Tunnell
Session status: UP-ACTIVE
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Peer: 64.100.0.2 port 500
Session ID: O
IKEvl SA: local 64.100.1.2/500 remote 64.100.0.2/500 Active
IPSEC FLOW: permit 47 host 64.100.1.2 host 64.100.0.2
Active SAs: 4, origin: crypto map

Budrc 3: Trén R1 va R3, kiém tra dinh tuyén OSPF.

Trén R1 and R3, kiém tra céng nao duoc ciu hinh cho OSPF béng cach st dung cau 1énh show
ip ospf interface brief.

Rl#show ip ospf interface brief

Interface PID Area IP Address/Mask Cost State Nbrs F/C
Tul 123 0 172.16.1.1/30 250 P2P 1/1
Gi0/0/1 123 0 10.10.0.1/30 1 BDR 1/1

R3#show ip ospf interface brief

Interface PID Area IP Address/Mask Cost State Nbrs F/C
Tul 123 0 172.16.1.2/30 250 P2P 1/1
Gi0/0/1 123 0 10.10.4.1/30 1 BDR 1/1

Trén R1 va R3, kiém tra OSPF lang giéng sir dung cau l1énh show ip ospf interface brief.

Rl#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
3.3.3.1 0 FULL/ - 00:00:32 172.16.1.2 Tunnell
1.1.1.2 1 FULL/DR 00:00:35 10.10.0.2 GigabitEthernet0/0/1

R3#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
1.1.1.1 0 FULL/ - 00:00:36 172.16.1.1 Tunnell
3.3.3.2 1 FULL/DR 00:00:36 10.10.4.2 GigabitEthernet0/0/1

Kiém tra bang dinh tuyén R1 cho cac tuyén OSPF.

Rl#show ip route ospf | begin Gateway
Gateway of last resort is 64.100.0.1 to network 0.0.0.0

10.0.0.0/8 is variably subnetted, 15 subnets, 3 masks
10.10.1.0/24 [110/11] via 10.10.0.2, 00:25:20, GigabitEthernet0/0/1
10.10.2.0/24 [110/2] wvia 10.10.0.2, 00:25:20, GigabitEthernet0/0/1
10.10.3.0/24 [110/2] wvia 10.10.0.2, 00:25:20, GigabitEthernet0/0/1
10.10.4.0/30 [110/251] wvia 172.16.1.2, 00:05:22, Tunnell
10.10.5.0/24 [110/261] via 172.16.1.2, 00:05:22, Tunnell
10.10.16.0/24 [110/252] wvia 172.16.1.2, 00:05:22, Tunnell
10.10.17.0/24 [110/252] via 172.16.1.2, 00:05:22, Tunnell
10.10.18.0/24 [110/252] via 172.16.1.2, 00:05:22, Tunnell
10.10.19.0/24 [110/252] wvia 172.16.1.2, 00:05:22, Tunnell

[
[
[
[

—~ O O O OO O O O O
)

Kiém tra bang dinh tuyén R3 cho cac tuyén OSPF.
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R3#show ip route ospf | begin Gateway
Gateway of last resort is 64.100.1.1 to network 0.0.0.0

10.0.0.0/8 is variably subnetted, 15 subnets, 3 masks

10.10.0.0/30 [110/251] via 172.16.1.1, 00:40:45, Tunnell

10.10.1.0/24 [110/261] via 172.16.1.1, 00:40:45, Tunnell

10.10.2.0/24 [110/252] via 172.16.1.1, 00:40:45, Tunnell

10.10.3.0/24 [110/252] via 172.16.1.1, 00:40:45, Tunnell
[

10.10.16.0/24 [110/2] wvia 10.10.4. 01:00:49, GigabitEthernet0/0/1

1
1
1
1.
10.10.5.0/24 [110/11] wvia 10.10.4.2, 01:00:49, GigabitEthernet0/0/1
2/
10.10.17.0/24 [110/2] via 10.10.4.2, 01:00:49, GigabitEthernet0/0/1

~ O O O O O O O

Kiém tra ring c6 mot lién két diém-diém hoat dong gitra R1 va R3 bang cach st dung cong
duong ham GRE.

Rl#show ip route 172.16.0.0
Routing entry for 172.16.0.0/16, 2 known subnets
Attached (2 connections)
Variably subnetted with 2 masks
C 172.16.1.0/30 is directly connected, Tunnell
L 172.16.1.1/32 is directly connected, Tunnell

R3#show ip route 172.16.0.0
Routing entry for 172.16.0.0/16, 2 known subnets
Attached (2 connections)
Variably subnetted with 2 masks
C 172.16.1.0/30 is directly connected, Tunnell
L 172.16.1.2/32 is directly connected, Tunnell

Budrc 4: Kiém tra GRE qua IPsec VPN tunnel.
Trén D1, kiém tra duong di dén cong ctia R3 véi dia chi 10.10.16.1.

Dl#trace 10.10.16.1

Type escape sequence to abort.

Tracing the route to 10.10.16.1

VRF info: (vrf in name/id, vrf out name/id)
1 10.10.0.1 2 msec 2 msec 2 msecC
2 172.16.1.2 3 msec 2 msec 2 msecC

3 10.10.4.2 4 msec * 3 msec

Trén R1, kiém tra thong ké cac goi tin dugc ma hod va gidi ma.

Rl#show crypto ipsec sa | include encrypt|decrypt
#pkts encaps: 296, #pkts encrypt: 296, #pkts digest: 296

#pkts decaps: 295, #pkts decrypt: 295, #pkts verify: 295
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