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Lab — VxLAN trén cluster Nexus VPC.
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Bai Lab nay dugc dung trén lab 4o hoa st dung cac gemu switch nexus nxosv9k-9.3.1, cac IOL
Router L3-ADVENTERPRISEK9-M-15.4-2T va cac vPC.

Khi trién khai VXLAN trén mot cluster vPC, chiing ta cAn quan tim dén mot s luu y sau:

- Dung mdt dia chi loopback cho NVE. Dia chi nay la riéng biét védi cac dia chi loopback
dang dugc stir dung cho céac dich vu khac, vi du loopback cho OSPF, BGP.

- Tang thoi gian khoi phuc ctia vPC (delay restore interface vlan) néu s lugng cac
interface vlan SVI 1a nhiéu. Vi du néu chiing ta ¢ 1000 VNI v&i 1000 SVI thi thong s6
thoi gian c6 thé ting 1én 45 gidy.

- Thiét lap cong loopback cho NVE dung hai dia chi. Dia chi IP chinh (Primary IP
Address) va dia chi IP phu (Secondary IP Address). Pia chi IP th{r hai s& sir dung cho tat
ca luu lwong VXLAN bao gdm ca Multicast va Unicast.

- Céc VPC Peer can phai duoc cau hinh giong nhau: VLAN phai duoc anh xa (mapping)
thong qua VN-Segment. NVE1 phai duoc lién két dén cong Loopback gidng nhau. Sir
dung cung dia chi IP phu (Secondary IP Address).Str dung khéc dia chi IP chinh (Primary
IP Address). Chéic chin rang VNI phai dugc anh xa (Mapping) dén Group. Day 1a cac
yéu cau dé vPC dam bao tinh cdu hinh nhat quan cta vPC cluster.

- DPbivéi luu luong Multicast, cac nut VPC nhén dugc (S,G) khi tham gia vao RP
(Rendezvous point) s€ trd thanh DF (Designated Forwarder).
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Ddi voi thiét bi st dung VPC, luu lvgng BUM (Broadcast, Unknow-unicast va Multicast)
tir host s& duogc truyén trén két ndi Peer-Link ctia vPC.

Dbi véi VPC, khi cong Loopback c6 2 dia chi IP bao gdm dia chi IP chinh (Primary IP
Address) va dia chi IP phu (Secondary IP Address).-Dia chi IP chinh 14 dia chi duy nhét va
duogc sir dung boi giao thic 16p 3. Dia chi IP phu trén Loopback 13 can thiét vi cong NVE
s& str dung cho dia chi IP VTEP. Pia chi IP phu phai giéng nhau trén ca 2 vPC Peers.
vPC Peer-gateway feature phai dugc bat (Enable) trén ca 2 Peers (Vi day la Switch Nexus
nén can phai sit dung Feature dé bat cac tinh ning mo rong trén Switch).

Can str dung Peer-switch, Peer Gateway, IP Arp Sync, cdu hinh Ipv6 Nd Sync cho viéc cai
thién toc d6 hoi tu trong mo hinh VPC.

Khi NVE hay Loopback shut trong VPC configurations: + Néu NVE hay Loopback
chi shut trén VPC switch dau tién (Primary VPC switch), thi toan bo VXLAN VPC khi
kiém tra tinh nhat quan s& 1a fails. Sau d6 NVE, Loopback va VPCs bi down trén VPC
switch phu.

Néu NVE hay Loopback chi Shut trén VPC switch phy, thi toan bd VXLAN VPC kiém tra
tinh nhat quan ciing sé& 13 Fails. Sau d6 NVE, Loopback, va Switch phu s& duoc chuyén
sang down trén secondary. Luu lugng sé tiép tuc chuyén ludn théng qua VPC switch chinh.
Dbi v6i cach dat dugce két qua tot nhat, chiing ta can gitt ca 2 NVE va Loopback phai UP
trén cd VPC switch chinh va phu.

CAu hinh Anycast RPs du phong trong Network cho Multicast Load-Balancing va RP du
phong phai dugc hd trg trong mo hinh VPC VTEP.

Thuc hién Lab

Phén 1. Ciu hinh Virtual Port Channel (vPC).

Str dung day két ndi giita e1/2 cia NXO01 va el/2 ctia NX02 dé giri cac goi keep alive duy tri két
nbi VPC.

NX01 (config)#int mgmt O
NX01 (config-if)#vrf member management
NX01 (config-if) #ip add 172.16.12.1/24

NX02 (config) #int mgmt O
NX02 (config-if) #vrf member management
NX02 (config-if)#ip address 172.16.12.2/24

Tién hanh bat tinh ning vpc va lacp trén cac switch nexus.

NX01 (config) #feature vpc
NX01 (config) #feature lacp

NX02 (config) #feature vpc
NX02 (config) #feature lacp
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CAu hinh dé hai cong e1/3 va e1/4 trén NX01 va NX02 tham gia vao channel 100 tao thanh mot
b6 etherchannel 100 va cip day nay sé la dudng peer link (peer-link duoc sir dung dé dong bo
hoa trang thai giita 2 thiét bi vPC thong qua cic goi diéu khién vPC ).

NX01 (config) #int el/3-4

NXO01 (config-if-range) #switchport mode trunk

NX01 (config-if-range)#channel-group 100 mode active
NX01 (config-if-range) #no shut

NX02 (config) #int el/3-4

NX02 (config-if-range) #switchport mode trunk

NX02 (config-if-range)#channel-group 100 mode active
NX02 (config-if-range) #no shut

Tao mot vpc domain v6i ID=100, trong domain nay chung ta can cau hinh cac thong tin nhu peer
device ( trong lab nay 1a peer-switch), duong link keep alive (chi dinh 2 ip cong mgmt 0 ctia
NX01 va NX02), thoi gian reload néu c6 1 dudng bi down ( delay restore <1-65535>)...

NX01 (config) #vpc domain 100

NXO01 (config-vpc-domain) #peer-switch

NX01 (config-vpc-domain) #peer-keepalive destination 172.16.12.2 source
172.16.12.1 vrf management

NX01 (config-vpc-domain) #peer-gateway

NX01 (config-vpc-domain) #layer3 peer-router

NX01 (config-vpc-domain) #ip arp synchronize

NX01 (config-vpc-domain) #delay restore 5

NX02 (config) #vpc domain 100

NX02 (config-vpc-domain) #peer-switch

NX02 (config-vpc-domain) #peer-keepalive destination 172.16.12.1 source
172.16.12.2 vrf management

NX02 (config-vpc-domain) #peer-gateway

NX02 (config-vpc-domain) #layer3 peer-router

NX02 (config-vpc-domain) #ip arp synchronize

NX02 (config-vpc-domain) #delay restore 5

Trén interface portchannel 100 chung ta thyc hién cau hinh trunk dé trao d6i thong tin giita cac
vlan va chi dinh day la cdp day peer link.

NX01 (config)#int port-channel 100

NXO01 (config-if) #switchport

NX01 (config-if)#switchport mode trunk

NX01 (config-if) #spanning-tree port type network //Lénh nay dé active tinh
ndng bridge assurance

NX01 (config-if)#vpc peer-1link

NX02 (config)#int port-channel 100

NX02 (config-if) #switchport

NX02 (config-if) #switchport mode trunk

NX02 (config-if)#spanning-tree port type network
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| NX02 (config-if) #vpc peer-link

Tao vlan 10 va access port e1/2 trén ca 2 switch Nexus vao vlan 10. Ciing nhu c4u hinh gom 2
port e1/2 cia NX01 va e1/2 ctia NX02 vao 1 channel group c6 id 1a 10 ( day chinh 1a diém dic
trung cua virtual port channel).

NX01 (config) #vlan 10

NX01 (config) #int el/2

NX01 (config-if) #switchport

NX01 (config-if) #switchport access vlan 10
NX01 (config-if) #channel-group 10 mode active
NX01 (config-if) #no shut

NX02 (config) #vlan 10

NX02 (config) #int el/2

NX02 (config-if) #switchport

NX02 (config-if) #switchport access vlan 10
NX02 (config-if) #channel-group 10 mode active
NX02 (config-if) #no shut

Trén interface port channel 10, chung ta tién hanh gan port-channel 10 ndy vao vpc 10 va access
vlan 10.

NX01 (config)#int port-channel 10

NXO01 (config-if) #vpc 10

NX01 (config-if) #switchport mode access

NX01 (config-if) #switchport access vlan 10
NX01 (config) #port-channel load-balance src ip

NX02 (config) #int port-channel 10

NX02 (config-if) #vpc 10

NX02 (config-if) #switchport mode access

NX02 (config-if) #switchport access vlan 10
NX02 (config) #port-channel load-balance src ip

Trén switch access, ching ta gan port e0/0 va e0/1 trén ca hai switch Nexus vao etherchannel.
Etherchannel nay c6 id 14 10 va & ché do access vlan 10.

Switch Access(config)#vlan 10

Switch Access (config)#int range e0/0-1

Switch Access (config-if-range)#switchport access vlan 10
Switch Access (config-if-range)#channel-group 10 mode active
Switch Access (config) #port-channel load-balance src-ip

Thuc hién kiém tra cdu hinh vPC qua céu 1énh show vpc hodc show vpe detail.

NX01 (config)# show vpc
Legend:

(*) - local vPC is down, forwarding via vPC peer-link
vPC domain id : 100
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Peer status
VvPC keep-alive status

vPC Peer-1ink status
id Port

1 Pol100 up 1,10

vPC status

: peer adjacency formed ok
: peer is alive

Configuration consistency status success

Per-vlan consistency status success

Type-2 consistency status success

vPC role : primary

Number of vPCs configured 1

Peer Gateway Enabled

Dual-active excluded VLANs -

Graceful Consistency Check Enabled

Auto-recovery status Disabled

Delay-restore status Timer is off. (timeout = 30s)
Delay-restore SVI status Timer is off. (timeout = 10s)
Operational Layer3 Peer-router Enabled

Virtual-peerlink mode Disabled

10 Pol0 up

success success 10

Chu ¥ nhitng thong tin duoc in dm, néu cac trang thai portchannel 10 va 100 13 up duong
peerlink alive thi cdu hinh da thanh cong.

Phin 2. CAu hinh PIM va vxlan

Trong bai Lab vé VxLan overlay network Multicast, ching ta da cau hinh vxlan két hop véi pim
(1a giao thirc dinh tuyén multicast). Dia chi ip ctia multicast group tao bai 3 router R1-R2-R3 1a
230.1.1.1 va Rendezvous Point (RP) c6 dia chi ip 1a 10.1.1.1 1a R1 loopback.

Mot luu ¥ & hai interface loopback 0 trén NX01 va NX02 (nhu da néi ¢ phan I), Pia chi IP chinh
200.200.200.1 12 dia chi duy nhat va duoc sir dung boi giao thire 16p 3.

Dia chi IP phu 100.100.100.1 trén Loopback 14 can thiét vi cong NVE s& sir dung cho dia chi IP
VTEP. Dia chi IP phy phai giéng nhau trén ca 2 vPC Peers.

NX01 (config) #feature nv overlay

NX01 (config) #feature vn-segment-vlan-based

NX01 (config) #feature ospf

NX01 (config) #feature pim

NX01 (config) #router ospf 1

NX01 (config-router) #router-id 200.200.200.1

NXO01 (config)#ip pim rp-address 10.1.1.1 group-list 224.0.0.0/4
NX01 (config) #int 100
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NXO01 (config-if)#ip add 200.200.200.1/32
NXO01 (config-if)#ip address 100.100.100.1/32 secondary
NX01 (config-if)#ip router ospf 1 area 0
NX01 (config-if)#ip pim sparse-mode
NX01 (config) #int el/1
NX01 (config-if)#no switchport
NX01 (config-if)#ip add 20.1.1.1/30
NX01 (config-if)#ip router ospf 1 area 0
NX01 (config-if)#ip pim sparse-mode
NX01 (config) #int nve 1
NX01 (config-if-nve) #no shut
NX01 (config-if-nve) #source-interface loopback 0
NX01 (config-if-nve) #member vni 10000 mcast-group 230.1.1.1
NX01 (config-if-nve) #vlan 10
NX01 (config-vlan) #vn-segment 10000

NX02 (config) #feature nv overlay

NX02 (config) #feature vn-segment-vlan-based

NX02 (config) #feature ospf

NX02 (config) #feature pim

NX02 (config) #router ospf 1

NX02 (config-router) #router-id 200.200.200.2

NX02 (config)#ip pim rp-address 10.1.1.1 group-list 224.0.0.0/4
NX02 (config) #int 100

NX02 (config-if)#ip add 200.200.200.2/32

NX02 (config-if)#ip address 100.100.100.1/32 secondary
NX02 (config-if) #ip router ospf 1 area 0

NX02 (config-if) #ip pim sparse-mode

NX02 (config) #int el/1

NX02 (config-if) #no switchport

NX02 (config-if)#ip add 20.1.1.5/30

NX02 (config-if)#ip router ospf 1 area 0

NX02 (config-if) #ip pim sparse-mode

NX02 (config) #int nve 1

NX02 (config-if-nve) #no shut

NX02 (config-if-nve) #source-interface loopback 0

NX02 (config-if-nve) #member vni 10000 mcast-group 230.1.1.1
NX02 (config-if-nve) #vlian 10

NX02 (config-vlan) #vn-segment 10000

NX03 (config)#feature nv overlay

NX03 (config) #feature vn-segment-vlan-based
NX03 (config) #feature ospf

NX03 (config) #feature pim

NX03 (config) #router ospf 1

NX03 (config-router) #router-id 100.100.100.2
NX03 (config)#ip pim rp-address 10.1.1.1 group-list 224.0.0.0/4
NX03 (config) #int 100

NX03 (config-if)#ip add 100.100.100.2/32
NX03 (config-if)#ip router ospf 1 area 0
NX03 (config-if) #ip pim sparse-mode
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NX03 (config-if)#int el/1

NX03 (config-if)#no switchport

NX03 (config-if) #ip add 30.1.1.1/30

NX03 (config-if)#ip router ospf 1 area 0

NX03 (config-if)#ip pim sparse-mode

NX03 (config) #int el/2

NX03 (config-if) #switchport

NX03 (config-if) #switchport access vlan 10

NX03 (config-if)#no shut

NX03 (config) #int nve 1

NX03 (config-if-nve) #no shut

NX03 (config-if-nve) #source-interface loopback 0
NX03 (config-if-nve) #member vni 10000 mcast-group 230.1.1.1
NX03 (config-if-nve) #exit

NX03 (config) #vlan 10

NX03 (config-vlan) #vn-segment 10000

Trén céc router multicast, chiing ta cau hinh ip va dinh tuyén ospf két hop dinh tuyén multicast
v6i giao thirc PIM.

R2(config) #ip multicast-routing

R2 (config) #router ospf 1

R2 (config-router) #router-id 2.2.2.2

R2 (config)#int e0/1

R2 (config-if) #ip add 20.1.1.2 255.255.255.252
R2(config-if) #ip ospf 1 area 0

R2 (config-if) #no shut

R2 (config)#int e0/0

R2 (config-if)#ip add 40.1.1.2 255.255.255.252
R2 (config-if) #ip ospf 1 area 0

R2 (config-if) #no shut

R2 (config)#int range e0/0-2

R2 (config-if-range) #ip pim sparse-mode
R2(config) #ip pim rp-address 10.1.1.1

R2 (config)#int e0/0

R2(config-if) #ip igmp join-group 230.1.1.1

R3(config)#ip multicast-routing
R3(config)#router ospf 1

R3(config-router) #router-id 3.3.3.3
R3(config)#int e0/0

R3(config-if) #ip add 30.1.1.2 255.255.255.252
R3(config-if) #ip ospf 1 area 0

R3 (config-if) #no shut

R3(config) #int e0/1

R3(config-if)#ip add 50.1.1.2 255.255.255.252
R3(config-if) #ip ospf 1 area 0
R3(config-if) #no shut

R3(config)#int range e0/0-1
R3(config-if-range) #ip pim sparse-mode
R3(config)#ip pim rp-address 10.1.1.1
R3(config)#int e0/1
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|R3(config—if)#ip igmp join-group 230.1.1.1

Rl (config)#ip multicast-routing

R1 (config) #router ospf 1

Rl (config-router) #router-id 1.1.1.1

R1 (config)#int 100

Rl (config-if)#ip add 10.1.1.1 255.255.255.255
Rl (config-if) #ip pim sparse-mode

Rl (config-if) #ip ospf 1 area 0

R1 (config) #int e0/0

Rl (config-if) #ip add 50.1.1.1 255.255.255.252
Rl (config-if) #ip ospf 1 area 0

Rl (config-if) #ip pim sparse-mode

Rl (config) #int e0/1

Rl (config-if) #ip add 40.1.1.1 255.255.255.252
Rl (config-if) #ip ospf 1 area 0

Rl (config-if) #ip pim sparse-mode

Rl (config)#ip pim rp-address 10.1.1.1

3. KIEM TRA CAU HINH
Dung 1énh debug nve < > v&i cac mode hd trg dé c6 thé xem log cac goi vxlan dong/mo.

NX01l#debug nve packet
NX02#debug nve packet
NX03#debug nve packet

Duéi day 1a mot log entry mau dé chiing ta co thé thdy 1 goi tin nao d6 dang di qua NX01 dang
duoc decapsulate goi vxlan co layer 4 port 1a 4789, VNI 1a 10000, c6 source ip 1a 100.100.100.2
la ip VTEP NX03 giri dén dest 1a multicast 230.1.1.1.

NX01# 2019 Dec 20 04:14:56.942057 nve: nve ip udp decapsulate: VxLAN
Packet - UDP Port: 4789 VNI: 10000 VTEP: 0x49000001 Source: 100.100.100.2
Dest: 230.1.1.1

Ngoai ra, ching ta c6 thé thuc hién cac 1énh show nve vni — dé theo ddi trang théi interface nve
v6i cac thong sé VNI, show nve peers — dé quan sat peer cia thiét bi chung ta g5 1énh, show nve
interface — qua Iénh nay chiing ta c6 thé quan sat interface nve trén 1 VTEP ding dong géi
VxLan véi su két hop VPC.
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NX03# show nve vni

Codes: CP - Control Plane DP - Data Plane
UC - Unconfigured SA - Suppress ARP
SU - Suppress Unknown Unicast
Xconn - Crossconnect

MS-IR - Multisite Ingress Replication

Interface VNI Multicast-group State Mode Type [BD/VRF] Flags

nvel 10000 230.1.1.1 Up DP L2 [10]
NX02# show nve vni

Interface VNI Multicast-group State Mode Type [BD/VRF] Flags

nvel 10000 230.1.1.1 Up DP L2 [10]

NX01 (config)# show nve peers
Interface Peer-IP State LearnType Uptime Router-Mac

nvel 100.100.100.2 Up Dp 01:40:15 n/a

NX01 (config)# show nve interface
Interface: nvel, State: Up, encapsulation: VXLAN

VPC Capability: VPC-VIP-Only [notified]

Local Router MAC: 5001.0001.0007

Host Learning Mode: Data-Plane

Source-Interface: loopbackO (primary: 200.200.200.1, secondary:
100.100.100.1

NX02 (config)# show nve interface

Interface: nvel, State: Up, encapsulation: VXLAN

VPC Capability: VPC-VIP-Only [notified]

Local Router MAC: 5001.0002.0007

Host Learning Mode: Data-Plane

Source-Interface: loopback(O (primary: 200.200.200.2, secondary:
100.100.100.1)

NX03# show nve interface
Interface: nvel, State: Up, encapsulation: VXLAN

VPC Capability: VPC-VIP-Only [not-notified]

Local Router MAC: 5001.0003.0007

Host Learning Mode: Data-Plane

Source-Interface: loopback(O (primary: 100.100.100.2, secondary: 0.0.0.0)

NX01# show nve vni data-plane

Codes: CP - Control Plane DP - Data Plane
UC - Unconfigured SA - Suppress ARP
SU - Suppress Unknown Unicast
Xconn - Crossconnect
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MS-IR - Multisite Ingress Replication

Interface VNI Multicast-group State Mode Type [BD/VRF] Flags

nvel 10000 230.1.1.1 Up DP L2 [10]

Dung PC9 véi ip 192.168.1.11 ping PC8 192.168.1.10 ta c6 thé thay goi ICMP da chay thong
sudt. Sau do chung ta thyc hién 1€nh trace dé xem cac thiét bi ma g6i ICMP da di qua khi PC9
giri di. Co thé thiy rang, mic du giira 2 PC phai di qua rit nhiéu hop 1 cac switch, cac router c6
dia chi ip thudc cac 16p mang khac nhau nhung khi thuc hién trace thi ta chi c6 thé thiy goi
ICMP di thang t&i hop 1a destination cua géi tin ICMP d6, giéng véi cach ma ta ping ndi bd
trong 1 16p mang LAN ma khong can dén su dan dudng cua router, va d6 cung 1a dic trung ma
VxLan tao ra.

VPCS> trace 192.168.1.11
traceroute to 192.168.1.11, 8 hops max
1 192.168.1.11 0.001 ms
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