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BAO CAO PIEU TRA VA PHAN TiCH SU CO MA POC
RAT-20260122T041817Z-3-001

I. THONG TIN MOI TRUONG
1. P6i twong bi anh huéng
o Hostname: DESKTOP-KF7SGRB
o IPAddress: 192.168.56.129
« He¢ diéu hanh: Windows 10 (Architecture: x64)
e Vai tro: May tram cua nguoi dung
2. Cong cu giam sat & Thu thap
« Hg théng SIEM: Wazuh Security Platform.
e Module str dung: File Integrity Monitoring (FIM) va EventLog.

e Wazuh Server: wazuh-server.

II. PHAN TiCH MOI PE DQA

Trudce khi di sau vao phan tich hanh vi trén may, chiing ta s& thuc hién tra ctru mau ma
doc dya trén ma bam (Hash) thu thap duogc.

« Sample Hash SHA-256:
6da3064773edf0941014b7aal3f2e3f74634162552a91{88bf306f962bbf0563

« Ngudn tham chiéu: VirusTotal Analysis

Két qua nghién ciru cong dong:

Dua trén co so dit liéu moi de doa toan cau, mau ma doc nay duoc xac dinh 1a cong cu
"Defender Control" (dControl.exe) hoac mét bién thé cta no.

1. Phan loai: HackTool / PUA (Potentially Unwanted Application). Mac du doi
khi dugc dung badi quan tri vién, nhung trong ngir canh nay, né dong vai tro 1a vii
khi Defense Evasion (Lan tranh phong thi).

2. Hanh vi dic trung:
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https://www.virustotal.com/gui/file/6da3064773edf094f014b7aa13f2e3f74634f62552a91f88bf306f962bbf0563
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o Cong ddng bao mat ghi nhan cong cu ndy chuyén nhim vao viéc vo hiéu
hoa vinh vién Windows Defender thong qua Registry va Group Policy.

o N6 thudng dugc cac nhom tin cong (Threat Actors) sit dung & Giai doan
diu (Initial Phase) cua chudi tin cong dé "don duong" cho cac ma doc
nguy hiém hon (RAT, Ransomware) xdm nhap ma khong bi phat hién.

II1. DONG THOI GIAN TAN CONG
Duya trén dir liéu log gdc tir Wazuh, cudc tAn cong dién ra theo trinh ty sau:
o 16:45:33: Giai doan 1 - LAm mu hé thong (Blinding).
o Mﬁ doc VQ hi¢u hoa dich vu Windows Defender (WinDefend). Day 1a budc
dau tién dé tranh bi phat hién.
« 17:02:07: Giai doan 2 - Cim chdt (Persistence).
o Ma doc ghi d¢ vao khoa khai dong Run Key. Diéu nay dam bao no sé song
sot sau khi khéi dong lai may.
o 17:08:36 - 17:09:07: Giai doan 3 - Mé cong hau (Backdoor Networking).

o Mi doc thuc hién hang loat thao tic (Thém/Xo6a) vao ciu hinh Windows
Firewall (SharedAccess). Muc dich 1a tao cac quy tic ngoai 18 dé cho phép
luu lugng doc hai di qua tuong Iva.
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M6 hinh cudc tin cong khi ngudi dung kich hoat virus

IV. PHAN TiCH KY THUAT CHI TIET
1. PHAN TiCH HANH VI TAN CONG WINDOWS DEFENDER

Ma doc khong chi don gian la tat hodc ngung dich vu ma n6 thuc hi¢n 2 k¥ thuét can
thiép sdu vao Registry dé ngin chin kha nang phuc hdi ciia hé théng.

1.1. K¥ thuit: Service Recovery Sabotage (Pha hoai co ché phuc hoi)
« Giai thich k¥ thuit:

o Trong Windows, mdi dich vu déu c6 ciu hinh Recovery (Phuc hdi). Néu
dich vu bi crash hodc bi tat dot ngdt, Windows s€ tu dong khoi dong lai nd.

o Mi doc did chén thém gié tri FailureCommand. Diéu nay c6 nghia 13: Néu
Windows Defender bi dung, thay vi khdi dong lai nd, hay chay mdt Iénh
khéc (do virus chi dinh).

o Day 1a k¥ thuat tinh vi d& dam bao Defender s& bi ngit hoan toan va khong
khoi dong trd lai sau khi bi tit.

« Bing ching:
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"location”: "syscheck",
"decoder”: {
"name"” : "syscheck_registry_value_added”

|8

"id": "1769247933.748858",

"full_log": “"Registry Value "[x32]
HKEY_LOCAL_MACHINE\\System\\CurrentControlSet\\Services\\WinDefend\\FailureCommand'
added\nMode: scheduled\n”,

"timestamp”: "2026-81-24T89:45:33.558+0068"

},
"fields": {
"timestamp”: [
"2026-81-24T09:45:33.558Z"

Log ID 1769247933.740850 xdc nhdn ma doc da thém gia tri FailureCommand vao cdu
hinh dich vu WinDefend. Hanh vi nay nham chiém quyén diéu khién quy trinh khéi phuc
16i, ngan can Windows Defender tu khoi dong lai.

1.2. K¥ thuit: ACL Tampering (Can thiép quyén truy cip)
o Giai thich ky thuat:

o Mbi dich vu Windows dugc bao vé boi mot "Security Descriptor" (Mo ta
bao mat), quy dinh ai (User/Admin/System) c6 quyén Bat/Tat dich vu.

o Log cho thidy mi doc d3 thay dbi Kich thuéce (Size) va Ma bim
(Checksum) cua key Security.

o Muc dich: N6 ghi dé quyén han dé tuc quyén ciia Administrator va
SYSTEM, khién cho ngay ca khi ban 1a Admin, ban cling khong thé bat lai
Defender dugc (Access Denied).

« Bing chirng:

"location”: "syscheck”,
"decoder”: {

"name”: "syscheck_registry_value_modified”
I

"id": "1769247933.737258",

"full_log”: "Registry Value "[x32]
HKEY _LOCAL _MACHINE\\System\\CurrentControlSet\\Services\\WinDefend\\Security\\Security’
modified\nMode: scheduledi\nChanged attributes: size,md5, shal,sha256\nSize changed from '244°
to '268'\n0ld md5sum was: '2dca7e8c159a70bBf248e2e4e2017971 \nNew md5sum is
'9ef374d54e998c234082525¢7253da783 "' \n01ld shalsum was:
'69cBe7/fe9b21acBa421ea981a00249c876T34d58 \nNew shalsum is :
"6f7cb4ee194759b12023a31523276b1eB882dc9d6 ' \n01ld sha2h6sum was:
'BedBPedfBa’alc/27cfbdf9c58bcBBeB52Bbb38f51ecabBbd37b90f98R7c966T ' \nNew sha256sum is
"1fd2fc1da2bd386144334c8ccc860e571cB7081443b925866224bdfda9b4c22d \n”

"timestamp”: "2026-81-24T89:45:33.551+0068"
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Log ID 1769247933.737258 cho thdy Security Descrlptor cua dlch vu da bi thay déi kich
thuwdc va ngi dung. Day la dau hiéu ciia viéc tdn cong ha cap quyén han (Permission
Downgrade) hodc khéa quyén truy cdp (Lockout) doi véi quan tri vién.

2. PHAN TiCH HANH VI TAN CONG TUONG LUA (FIREWALL)

M3 doc thue hién chién thuat "Mo ctra hau" (Backdoor) thong qua viéc thao ting céc
Rule (Luat) trong Registry.

2.1. K¥ thuat: Rule Injection
e Giai thich ky thuat:

o Windows Firewall luu trir cac luat cho phép/chan két ndi tai Registry Key
FirewallPolicy.

o Mai doc dd Am tham chén mot luat méi véi dinh danh GUID la: 52a39caa-
tb18-4e0c-8355-ab73852f67¢7.

o Viéc chén truc tiép vao Registry giup no tranh bi phat hién boi giao dién
nguoi dung (GUI) thong thuong.

« Bing chimng:

Table JSON

B etimestamp Jan 24, 2626 @ 17:08:36.968

t _index wazuh-alerts-4.x-2026.01.24

agent.id ]

agent.ip 192.168.56.129

agent.name DESKTOP-KF7SGRB

decoder . name syscheck_registry_value_added

full_log Registry Value "[x32] HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Configurable\System\52a39caa-fbf8-4eBe-8355-ab7
385267c7" added
Mode: scheduled

Log ID 1769249316.780058 ghi nhdn mét quy tdc twong liva méi dwoe thém vao véi dinh
danh GUID 52a39caa.... Quy tdc nay hoat déng nhw mét gidy phép théng hanh, cho phép
ma déc két noi ra may chi diéu khién (C2) ma khéng bi twong lira chan.

2.2. Ky thuat: Security Disarmament
« Giai thich ky thut:

Website: www.vnpro.vn | Forum: www.vnpro.org | Youtube: https://www.youtube.com/@VnPro079




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

R
/ mrP!rj@ DPC: 276-278 Ung Vin Khiém, P. Thanh My Tay, Tp. Ho Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

o Ngay sau khi thém luat cua minh, ma dgc thuc hién hanh vi x6a (deleted)
mot luat khac co GUID {7AOBBEFE...}.

o Day c6 thé 14 hanh vi x6a luat chin mic dinh ciia Windows, hodc x6a dau
vét ciia chinh no sau khi da thiét 1ap xong két noi (Cleanup).

« Bing chimng:

Table JSON

£ @timestanp Jan 24, 2026 8 17:09:07.423

t _index wazuh-alerts-4.x-2026.01.24

t agent.id ee1

t agent.ip 192.168.56.129

t agent.name DESKTOP-KF7SGRS

t decoder.name syscheck_registry_value_deleted

t full_log Registry Value '[x32] HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\RestrictedServices\Configurable\Systen\{7A8BBEFE-F149-4EFE-91E9-B

TAES3EC150}" deleted
Mode: scheduled

Log ID 1769249347.790880 xdc nhdn hanh vi xéa bo cau hinh tuwong lwa hién co. Viéc
xéa Registry Key nay lam suy yéu 16p bdo vé mang ciia hé diéu hanh.

V. KET LUAN

Heé thong phong thii cia may DESKTOP-KF7SGRB d bi that thi hoan toan:
1. Windows Defender: D3 bi tt.
2. Twong lira: DBa bi vo hiéu hoa (SharedAccess).

3. Hién trang: May tinh dang nam dudi sy kiém soat cuia ké tan cong thong qua co
ché Persistence.
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