CCNP Enterprise: Core Networking

Wireless Infrastructure

Ha tang mang khéng day chuyén nghiép



TONG QUAN CHUONG TRINH

Kién trdc WLAN (Autonomous & Lightweight)

MG hinh Split-MAC & CAPWAP Tunneling .
Muc tieu
Quy trinh khdm pha va két n6i WLC
Nam virng cach xay duwng ha tang mang

Phan tich cac ché dd hoat déng clia AP khéng day quy mé doanh nghiép véi quan ly

A tap trung.
Nguyén Iy Ang-ten va M hinh birc xa A g



KIEN TRUC AP: AUTONOMOUS VS LAP

1. Autonomous AP (AP tu'tri)

Hoat dong nhu moét thiét bi don |é. Cung cap két noi
trwe ti€p tlr SSID sang VLAN théng qua cong Trunk.
2. Lightweight AP (AP nhe - LAP)

Dwa trén Split-MAC. AP xtr Iy cac tac vu thoi gian
thuwe, trong khi WLC xtr Iy quan ly va chinh sach
mang.

Trunk VLANSs 10, 20, 30
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Trunk VLANSs 10, 20, 30

Management IP: g &
192.168.10.10 “;:"
SSID: £ SSID:
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| CAU TRUC SPLIT-MAC & CAPWAP

Trunk
VLANs 10, 20,30 _#2
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Management |P:
192.168.10.1

Pudng ham CAPWAP
@ Control Tunnel: Truyén tai théng tin quan |y,

1-_.3#
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Distribution

dwoc ma hdéa bang DTLS.

CAPWAP

Data Tunnel: Chuyén ti€p di¥ liéu ngudi dung

>
4 Access

qua mang c6 day.

Co ché nay cho phép quan Iy hang ngan AP tir mot
Lightweight AP

diém duy nhat, don gidn hba viéc trién khai VLAN.

SSID: % SsID;
WIFI-VLAN20 / . WIFI-VLAN30




CAC MO HINH TRIEN KHAI WLC

Centralized Embedded
WLC nam & 16i mang, quan Phan mém WLC chay truc
ly Ién dén 6000 APs. Phu ti€p trén Switch Catalyst
hop cho Campus lén. 9000. HO tro 200 APs.

Mobility Express

Mot AP chay phan mém
WLC dé quan ly cac AP
khac. HO tro dwdi 100 APs.



KHA NANG MG RONG TOI bA

6000 200 100

Sw lwva chon mé hinh phu thubc vao quy mé va mat doé nguoi dung cua té churc.




7 BUGC KHOI PONG VA KET NOI AP
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1. Khéi dong 2. Discovery 3. CAPWAP 4. WLC Join 5. Image DL 6. Config DL 7. RUN

Boot IOS, nhan IP. Tim kiém WLC. Thiét lap duwong ham. GUlri yéu cau gia nhap. Pong bd Firmware. Tai cau hinh. San sang phuc vu.



CO CHE KHAM PHA WLC (DISCOVERY)

LAPs tim WLC nhu thé nao?
Broadcast: GU¥i tin nhan qua subnet |6p 2.

NVRAM: Danh sach WLC da lwu tu trwoc. "Str dung DHCP Option 43 |la phwong thirc

DHCP Option 43: Cung cép IP clia WLC théng pho bién va hieu qua nhat trong doanh

qua ban tin DHCP. nghiep.

DNS: Phan giai CISCO-CAPWAP-CONTROLLER.



CAC CHE DO HOAT PONG (AP MODES)

Ché do Chirc nang

Local Mé&c dinh, phuc vu ngurdi ding va giam sat nhiéu.
Monitor Khéng phat séng, chilam cadm bién IDS/Rogue AP.
FlexConnect Tw chuyén mach tai chi nhanh khi mat két néi WLC.
Sniffer Bat géi tin RF glri vé may tinh phan tich.

Bridge/Mesh Két ndi Point-to-Point gilra cac tda nha.



LY THUYET ANG-TEN

Mo hinh birc xa song (Radiation)

Ang-ten khéng tao ra nang lvong, né chi tap trung
séng RF. Do loi (Gain) do bang dBi.

Mat phang H (Azimuth): Géc pht séng ngang.
Mt phang E (Elevation): Géc phu séng dirng.

Hi€u vé mo hinh blrc xa gitp ky s mang t6i wu
héa viung phl séng va gidam nhiéu.

w.Antenna Radiation Pattern Analysis



| CAC LOAI ANG-TEN VA UNG DUNG
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Omnidirectional Directional (Patch) Yagi / Parabolic
Dang banh Donut, phu séng Tap trung nang lvong vé mot binh hwdng cwc manh. Dung
360 do. Dung trong van phong. hwédng. Dung cho hanh lang, cho két nOi khoang cach xa.
tran cao.
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