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We designed the new CCHA program fo prepare you for today's associate-level job roles in [T fechnologies. CCHA now includes security
and automafion and programmahbility. The program has one cerification that covers a-broad range of fundamentals for IT careers, with one
exam and one fraining course to help you prepare.

Mewdy retooled for the latest technologies and job roles, the CCMA training course and exam give you the foundation you reed o take your
career in any direction. CCNA cerdification covers a breadth of fopics, including:

+ Network fundamentals

« Metwork access

« IP connectivity

+ IP senvices

= Security fundamentals
« Automation and programmability

Practice




CCNA (200- 301)

Exam Description: CCNA Exam v1.0 (CCNA 200-301) is a 120-minute exam associated with the CCNA
certification. This exam tests a candidate's knowledge and skills related to network fundamentals,
network access, IP connectivity, IP services, security fundamentals, and automation and
programmability. The course, Implementing and Administering Cisco Solutions (CCNA), helps candidates
prepare for this exam.

20% 1.0 Network Fundamentals

1.1 Explain the role and function of network components

1.2 Describe characteristics of network topology architectures

1.3 Compare physical interface and cabling types

1.4 Identify interface and cable issues (collisions, errors, mismatch duplex, and/or speed)

1.5 Compare TCP to UDP

1.6 Configureland verify IPv4 addressing and subnetting
1.7 Describe the need for private IPv4 addressing

1.8 Configure and verify IPv6 addressing and prefix

1.9 Compare IPv6 address types
1.10 P parameters for Client OS (Windows, Mac OS, Linux)
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CCNA — Cisco Certified Network Associate

. . Co ban vé mang
. 1‘béi, 120 phut bai kiem tra
dau vao trinh do ky nang e
két ndi mang va céng nghé - Kétndi IP

- Dich vu IP

. Co ban vé bao mat

- Tw déng hda va lap trinh

- Truy cap mang



CCNA

Kién thirc co’ ban vé mang

Nhiém vu

1.1 Mb ta vai trd va chirc ndng clia cac thanh phan mang

1.2 M ta& dac diém cla cac kién tric t6-pd mang

1.3 So sanh céc loai giao dién vat ly va hé théng cap

1.4 Xac dinh sy ¢ giao dién va cap (xung dot, 16i, sai khép song cong va/hodc tbc do)
1.5 So sanh TCP v&i UDP

1.6 C4u hinh va xac minh dia chi IPv4 va chia mang con

1.7 M6 t& nhu ciu st dung dia chi IPv4 riéng

1.8 Céu hinh va xac minh dia chi IPv6 va tién t6

1.9 So sanh cac loai dia chi IPv6

1.10 X&c minh théng s6 IP trén hé diéu hanh may khach (Windows, macOS, Linux)
1.11 M6 ta& cac nguyén tdc mang khoéng day

1.12 Giai thich cac nguyén téc co ban clia &o héa (may o)

1.13 M6 ta cac khai niém chuyén mach




Gap Jenny

Jenny mé&i bat diu sw nghiép trong linh vee IT va da thi
dat CCNA trwdce khi gia nhap mot cong ty truyén thong.
HAm nay, mot van phong ban hang méi @@ mé va ho can
thiét lap két ndi mang tlr van phong ban hang dén tru s&
chinh dé co thé chia sé tai liéu ban hang.

Jenny dwoc yéu cau cau hinh két ndi IPv4 gitra 2 router
trong mang clia c6 ay. bBay la phan cia [inh vire 1 trong 16
trinh CCNA, vi vay Jenny da chuan bj san sang!




Céau hinh Mang con

Subnet Range
192.168.10.0/24

Router R1

conf t
|

interface gi0/1
ip address 192.168.10.9 255.255.255.252

no shut
|
. exit
\,.{_4-{’ 192.168.10.5 192.168.10.6 (> r !
= wIr mem
Router R3
Dé c4u hinh két nbi IPv4 gitra hai router nay, Jenny can biét: conf t
|
Cai gi IP Dja chi pham vi la danh riéng vi c6 ay interface gi0O/1
router. C6 ay pham vi la: 192.168.10.0/24 ip address 192.168.10.10 255.255.255.252
no shut
Dai dia chi IP nao dwoc danh riéng cho cac router ctia ¢ dy? Dai cla c¢d Ay la: !
192.168.10.0/24 exit
Co ay khong thé str dung 192.168.10.0/30 & 192.168.10.4/30 mang con vi N6 !
Puoc st dung qua khac thiét bi/giao dién trén cé ay mang. Wr mem

Mot mang con /30 sé& cung cap cho c6 &y 2 dia chi IP ¢ thé s dung cho cac
thiét bi, giup tiét kiém dia chi IP.



CCNA — Cisco Certified Network Associate

Truy cap mang

CAu hinh va xac minh VLAN (pham vi normal) trai dai qua nhiéu switch

CAu hinh va xac minh két néi lién switch
CAu hinh va xac minh giao thirc Layer 2 discovery (Cisco Discovery Protocol va LLDP)
CAu hinh va xac minh EtherChannel (Layer 2/Layer 3) (LACP)

Mb ta nhu cau va cac hoat ddng co ban cliia Rapid PVST+ Spanning Tree Protocol va xac dinh cac hoat
dong co ban

So sanh kién tric wireless ctia Cisco va cac ché do AP
Mb ta cac két ndi co s& ha tang vat ly clia cac thanh phan WLAN (AP, WLC, cdng truy cap/trunk va LAG)

Mb ta cac két ndi truy cap quan ly AP va WLC (Telnet, SSH, HTTP, HTTPS, console, va
TACACS+/RADIUS)

CAu hinh cac thanh phan ctia mang,LAN khong day dé két ndi véi khach hang chi st dung GUI, chag
nhw tao WLAN, thiét 1ap bao mat, cau hinh QoS, va cac cai dat WLAN nang cao



Jenny giam thiéu ru
ro

Jenny c6 mot Nhiém vy maoi. Téi qua, cac thanh vién tw
phong marketing & mot toda nha khéng thé tai tép 1én may
chd cong tac & mot tda nha khac. Cac ky sw cho biét cd
mot sy ¢b lién két don gitra hai switch layer 2 trén mang.

Jenny dwoc yéu ciu ciu hinh mét EtherChannel LACP
gitra hai switch dé dam bao diéu nay khéng xay ra niva.
bay la phan cua linh vire 2 trong khoa hoc CCNA cla c6
ay, vi vay cb ay da san sang hanh dong!




C4u hinh LACP

Swlishow etherchannel summary

Flags: D - down P - in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
LACP U - in use f - failed to allocate aggregator
Gil/0/1 c y u - unsuitable for bundling
\I} /0/ Gi1l/0/1 \I}‘ w - waiting to be aggregated
Swl ™ - — Sw2 d - default port
229 Gi1/o/2 | cir/o/2 WAk

Number of channel-groups in use: 1

Number of aggregators: 1

Layer 2 EtherChannel Group Port-channel Protocol Ports
_________ + + e 8
1 Pol (SU) LACP Gil/0/1(P) Gil/0/2(P)

LACP duoc st dung dé nhom céac lién két vat ly lai véi nhau dé tao thanh mét lién
két Ethernet logic duy nhét, cung cap kha nang chiu 16i va lién két tbc dd cao hon
gitra cac thiét bi.

Céc giao dién ndo dwoc két ndi vat ly gitra cac switch trong mang cua co ay.
Cach tao cac nhom kénh.

Céch thiét [ap giao thirc LACP.




CCNA — Cisco Certified Network Associate

IP Két ndi

Giai thich cac thanh phan cta bang dinh tuyén

3.1.a Routing protocol code 3.1.b Prefix
3.1.c Network mask 3.1d Next hop
3.1.e Administrative distance 3.1.f Metric
3149 Gateway of last resort

Xac dinh cach ma mét router dwa ra quyét dinh chuyén tiép theo mac dinh

32a Longest match 3.2b Administrative distance
3.2.c Routing protocol metric

CAu hinh va xac minh dinh tuyén tinh IPv4 va IPv6

3.3.a Default route 3.3.b Network route
3.3.c Host route 3.3d Floating static

CAu hinh va xac minh OSPFv2 cho mét khu vuc (single area)

3.4.a Neighbor adjacencies 3.4.b Point-to-point
34.c Broadcast 34.d Router ID

M6 ta muc dich cta First Hop Redundancy Protocol (FHRP)



Cuéc phiéu lwu tiép tuc

Cudc phiéu lwu ctia Jenny tiép tuc. Té chirc cia Jenny
dang chuyén tw dinh tuyén tinh sang dinh tuyén dong.
C6 dang ho trg trwdng nhom ctia minh trong viéc lap
tai liéu mang.

C6 da dwoc yéu cau cung cap Gateway of last resort
cho R3.

Day |a phan cua ITrJh vire 3 trong khoa hoc CCNA cua
c6, vi vay co co thé bat tay vao nhiém vu!




Xac dinh Gateway of Last Resort

R3#show ip route
Codes: L - local, C - connected, 5 - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0O - OSPF, IA - OSPF inter area
N1 - OSPF N554 external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - 0O5PF external type 2
i - IS-IS5, su - IS-IS summary, L1 - IS-IS lewvel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, ¥ - next hop override, p - overrides from PfR

192.168.20.1/30 192.168.20.2/30 Gi0/1
192.168.30.1/30

Gio/0
192 168.30.2/30

Gateway of last resort is 192.168.36.1 to network 0.8.8.0
10.1.1.1/24

5% 8.6.8.8/8 [1/8] via 192.168.38.1
192.168.38.68/24 is wvariably subnetted, 2 subnets, 2 masks

2 . . N Lz C 192.168.230.8/30 is directly connected, GigabitEthernetB,/8
bé xac dinh Gateway of last resort, Jenny can biét: L 192.168.30.2/32 is directly connected, GigabitEthernet8/@

Gateway of last resort |a gi:

Gateway of last resort la mot tuyen dwdng ma router st dung khi khong co tuyén duong nao
khac dwoc biét dén dé chuyen tiep lwu lvgng. Day la tuyen dwong dy phong dwoc str dung khi
khéng cé tuyen duong cu thé cho dia chi dich.

Router ndo ¢6 can dang nhap dé tim théng tin:

C6 can dang nhap vao router R3 de tim théng tin vé Gateway of last resort.
Lénh show nao c6 can st dung dé xac dinh Gateway of last resort:

St dung Iénh show ip route dé xac dinh Gateway of last resort. Lénh nay sé hién thi bang dinh
tuyén cua router, va Gateway of last resort sé dwoc liét ké dwdi phan "Gateway of last resort".




CCNA — Cisco Certified Network Associate

IP Dich vu

CAu hinh va xac minh bén trong nguén NAT st dung tinh va pool

CAu hinh va xac minh NTP diéu hanh trong Mét khach hang va may chi mode

Giai thich cac vai tro ciia DHCP va DNS & trong cac mang

Giai thich cac chirc nang cda SNMP trong mang hoat dong

Mb ta cac st dung cla nhat ky hé théng déc trung bao gdm co sé va cap do

CAu hinh va xac minh DHCP khach hang va relay

Giai thich cac chuyén tiép mdi buwdc nhay hanh vi (PHB) cho QoS nhw la
bang phan loai, danh dau, queuing, tranh tac nghén, policing, shaping

C4u hinh mang thiét bi cho xa truy cap st dung SSH

Mb ta cac kha nang va chirc nang cia TFTP/FTP trong cac mang



Jenny ctru van tinh thé

Céng ty ctia Jenny dang I&n ké hoach nang cap
|OS trén tat ca cac router cia ho. Co tham dy
mét cude hop, noi ddi ngll dang dw dinh di dén
tng dia diém dé tai thi cdng céc hinh anh tir
laptop |&n cac router. Diéu nay sé& dan dén chi
phi I&n cho viéc di lai.

Jenny da Ién tiéng va hoi liéu ho co xem xét viéc
st dung TFTP dé cho phép déi ngii ndng cap
cac router tir xa hay khong. Trwdng nhém cua
c6 da yéu cau cd giai thich vé TFTP cho doi
nga.

Pay 1a phan cua linh vwc 4 trong khoa hoc
CCNA cua cb, vi vay Jenny co thé chirng minh
gia tri cia minh cho déi nga!




Giai thich TFTP

dé giai thich cac vai tro cua TFTP, Jenny

can biét:

- Giao thtre Trivial File Transfer Protocol
(TFTP) cung cap co ché deé sao chep cac
tap tin twr thiét bi nay sang thiét bi khac
qua két néi mang.

- Thiét bj nao sé dwoc sir dung lam TFTP
Server va dia chi IP cua né.
Cung cap cho déi ngii cac loi ich cda viéc st
dung TFTP:
- Loai béd chi phi di lai:
- Giam th&i gian ngirng
hoat dong
- Giam thoi gian truyén tai
tap tin

Atlanta San Jose London

Raleigh

5.

TFTP May chu véi
iOS tai liéu dé 1a
da str dung.
192.168.20.1




CCNA — Cisco Certified Network Associate

Co ban vé bao mat

5.1 Dinh nghia cac khai niém bdo mat chinh (mbi de doa, 16 hdng, khai thac, va cac ky thu$

5.2 Mb ta cac yéu té clia chwong trinh bao mat (nhan thirc clia ngwdi dung, dao tao, va kiém s¥
cap vat ly)

5.3 C4u hinh kiém soat truy cap thiét bi bang cach st dung mat khau cuc bo

5.4 M0 ta cac yéu t0 cla chinh sach mat khau bao méat, chang han nhu quan ly, do phirc tap, va cac
chon thay thé mat khau (xac thyc da yéu to, chirng chi, va sinh trac hoc)

5.5 M6 ta truy cap tlr xa va VPN gilra cac site

5.6 C4u hinh va xac minh danh sach kiém soat truy cap

5.7C4u hinh cac tinh ndng bdo mat Layer 2 (DHCP snooping, kiém tra ARP déng, va bao mat cong
5.8 Phan biét cac khai niém xac thuwe, Gy quyén, va ké toan

5.9 M6 ta cac giao thirc bao mat khong day (WPA, WPA2, va WPA3)

5.10 C4u hinh WLAN str dung WPA2 PSK qua GUI



Jenny tién buwéc

Jenny d3 tao dwng dwoc danh tiéng va tré
thanh mét tai san quy gia cho céng ty cua co.
HAm nay, mét nhan vién méi bat dau lam viéc
va sé lam viéc tlr xa tai nha. Day la nhan vién
lam viéc tlr xa dau tién ctia cong ty.

Jenny dwoc yéu cau hwéng dan cach thiét
lap may tinh cGia nhan vién méi dé cd 4y co6
thé truy cap va chuyén tap tin mét cach an
toan tlr van phong tai nha.

Pay 1a phan cua linh vwe 5 trong 16 trinh
CCNA cta ¢6, vi vay Jenny c6 thé dé xuét st
dung truy cap twr xa va VPN gilra cac site nhw
la giai phap!




VPN truy cap tw xa va Site-to-site

- D& mo ta truy cap tir xa va VPN gitra cac site,
Jenny can biét:

- VPN truy cap tw xa cho phép nguwdi dung ca
nhan thiét lap mot két n6i bdo mat bang cach st
dung mang céng cdng.

- VPN gilra cac site cho phép cac van phong &
nhiéu dia diém thiét 1ap két ndi bdo mat véi nhau
bang cach sir dung mang céng cong.

- VPN két nbi qua cdng VPN bang cach s dung
céac giao thirc ma hoa va tao dwérng ham.

- GRE (Generic Routing Encapsulation) thwdng
dwoc st dung dé tao dworng ham dé truyén
théng tin.

- IPSec ma hoa dir liéu trwéde khi truyén tai dé
dam bao rang “ké tan cong” khdng thé danh
chan va danh cap di¥ liéu cla ban.

Branch
Site

Remote User

Headquarters
o ;:.wfs‘f:s;f:f%:fi

VPN Gateway
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Tw dong hoa va lap
trinh

Giai thich tac déng cla tw ddng héa dén quan ly mang:

So sanh mang truyén théng véi mang controller-based:

Mb ta cac kién trac controller-based va software-defined (overlay, underlay, va fabric)
So sanh quan ly thiét bi trong mang campus truyén thdng véi quan ly thiét bi dwoc
kich hoat b&i Cisco DNA Center

M6 ta dac trng clia dwa trén REST API (CRUD, HTTP dong twr, va di¥ liéu ma hoéa)

Nhan dién kha n&ng ctia cac co ché quan ly ciu hinh nhw Puppet, Chef va Ansible

Giai thich di¥ liéu dwoc ma héa bang JSON (JavaScript Object Notation).



Jenny thang tién

Jenny biét nhiéu hon vé 13p trinh mang va tw
dong hoa so v&i bat ky ky s mang cap junior
nao trong céng ty cta cbé ay. Nguwdi quan ly cua
c6 da moi co tham gia vao nhém DevNet cua
cong ty.

Trong mot cudc hop DevNet, Jenny biét rang ho
sap bat dau st dung Ansible d& quan ly cau
hinh cho viéc trien khai yng dung.

bay la phan cua Iinh vy 5 trong 16 trinh CCNA,
vi vay Jenny c6 thé déng gép vao cudc trd
chuyén!




Demo trwce tiép
Lablet




2.1 Céu hinh Va xac minh VLAN (pham vi normal) trai dai nhiéu switch
a. Truy cap cbng (data and voice)
o} Default VLAN
C. InterVLAN connectivity
Truy Cép : Cau hinh va xac minh két nai lién switch.

a. Trunk port
o} 802.1Q
C. Native VLAN

mang

Céu hinh va xac minh giao thirc Layer 2 discovery.
Céu hinh va xac minh (L&p 2/Lép 3) EtherChannel (LACP)




>

>

>

Show VLAN

Show run interface e0/1

Show run interface e0/2

Show run interface e0/0

Show interfaces trunk



CCNA Lablet - Hwéng dan

Guidelines Topology Tasks PC1 R1 Swi

pC1#(]

Guidelines

This is a lab item in which tasks will be performed on virtual devices.

« Refer to the Tasks tab to view the tasks for this lab item.
» Refer fo the Topology tab to access the device console(s) and perform the tasks.
« Console access is available for all required devices by clicking the device icon or
using the tab{s) above the console window.
« All necessary preconfigurations have been applied. ”
« Do not change the enable password or hostname for any device.
+ Save your configurations to NVRAM before moving to the next item.
» Click Next at the bottom of the screen to submit this lab and move to the next
question.
+ When Next is clicked, the lab closes and cannot be recpened.
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CCNA Study Group
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Home = Leaming Center > CCNA Training Videos

(https://learningnetwork.cisco.com T i
/community/learning_center) CUNA Training Videos

Log in to follow, share, and parficipale in this community. Not a member? Join Now!

¢ Déo tao Vldeo CCNA Training Videos

°® We b i n a r Welcome to the CCMA Training Videos page, a collection of five webinar recordings conducied on the Cisco
Leaming Metwork IT you find a video that you like in paricular or want fo share the enfire series, we'd encourage

you to use the social sharing buttons at the top of each page to share cut to vour favoriie social network

Live and recorded webinars are accessible by registered communify members. Regisier now for a free membership
and click fhe "Follow” butfon on the right o receive nofifications when new content is added.

e

Recorded CCNA Training Videos

Logim Required fo View Recorded Webinars

Jumpstart Your CCNA 200-301: OSPFv2 with Wendell Odom Hige Tilles ~

Lesson 1: 2102 L]
O5PF Interface Configuration

Lesson 2: 10:42 [,
OSPF Router ID

Lesson 3: 08:50 ]
O5PF Passive Interfaces



DevNet
Phong thi nghiém

https://developer.cisco.com
« Phong lab tw hoc cho
lap trinh vién & moi trinh
doé ky nang.

Leaﬂ"lr‘.g LabS Davhet Exprass Tracks Modulas Labs Challenges Help Faedback

Introduction to DevNet

Weicome DeviNet beginnars! This reck covers the fundamemals of coding with Python alang with Network Programmability and i & 4 Modulsa
Callaharation technologiss. Each moduls within thia track containg labs thet provide = detailad sxplanstion of the technalogy slong
B ¥ 18 Leaming Labs
with stepe showing how 1o get started with tha technology.
© 5 Hours 50 Minutes

Choose a module to start leaming

@ Plasss login to ses your progresa.

Overview & Devilet Resources Beginner
A quick overview of the DevNet Beginner track, how to join DeviNet, and how to access useful resources.
@ 15 Minutsa

1§ Overview of DeviNet
Lesm sbout Deviet's festures end partnaring resources.

J Overview of Developer Relationa and Ciaco DevNet
Leam about ths topics coverad in the Intro to DeviNet leaming track.

Login to Start Moduls

Programming Fundamentals
Don't know Python? We got you covered. We'll cover all the essentials you need to get staried, work through the labs and complete the

Missicns! From intro an intro to Git to parsing JSON with Python, you'll be coding in no time.
2 Hours 15 Mimutes:

7 Intro to Coding and APls
| design and mansgs nstworks of sll sizes. | use IEEE 8021w, Pw4, [PvE, OSPF, and BGP to build communications networks that would make Bob Kshn-and Vint Carf proud. Why

should | lsam to code?

G A Brief Introduction to Git
Clons, branch, commit... We arsn't telking sbout your family trea. Leern how to use git to download, edit and revies source code!

{ Intro to Python - Part 1
Besic dsta types, verisbles, conditionala end functions - we'l tesch you the building blocks on which &ll grest apps ars built
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Cloud.cisco.com

Experence Cisco Why dCloud? Easy to get started

Huge catalog of demos. training and sandboxes for Fully scnpred, customizable environments available Login using your Cisco.com account and run your first
every Cisco architecture almost instantly in the cloud for fres! session today
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dCloud Cisco ADN Trung tam Demo
(dcloud.cisco.com)

Cisco DNA Center Demos

Get 360-degree contextual insights across users, devices, and applications. Learn more and gain hands-on experience with Cisco DNA Center now.

=
( Explore live demo webinar )
b ’_/‘

Take demos to the next level

Self-guided demo: Cisco DNA Walk-through: Cisco DNA Live instant demo: Cisco DNA
Center Center Center



Hay két ndi véi chung toi
trén hanh trinh hwéng to...




