
OSPF Troubleshooting



OSPF Data Structures



OSPF Link-state database

• Stores full topology info for a 
specific OSPF area.

• A router in multiple areas keeps 
one database per area.

• All routers in an area must hold 
identical link-state databases.



OSPF Operation

• OSPF is a link-state protocol 
receiving LSAs from adjacent 
routers.

• Dijkstra SPF algorithm computes 
shortest paths from LSA data.



OSPF Operation

• Large OSPF networks are split 
into multiple areas.

• A backbone area 0 must exist; all 
areas connect to it.

• Use a virtual link if an area is not 
adjacent to area 0.



OSPF Metric

• OSPF metric = cost, based on 
bandwidth.

• Formula: cost = 100,000,000 / 
bandwidth (kbps).



Designated Router

• Multiaccess networks can host 
many routers on one segment.

• Instead of full mesh, a 
Designated Router (DR) is 
elected.

• Other routers form adjacency 
only with the DR.



Designated Router

• DR elected by highest router 
priority.

• Tie-break: highest OSPF router 
ID.

• Router ID = loopback IP, highest 
active IP, or static config.



Backup Designated Router

• A Backup DR (BDR) is also 
elected.

• Routers form adjacency with the 
BDR for failover when DR fails.



Designated Router Adjacencies



OSPF Router Types

• Internal router: all connected 
networks in the same area.

• ABR: connects multiple areas, 
holds a database per area.

• Backbone router: at least one 
interface in area 0.

• ASBR: connects OSPF to 
another autonomous system.



OSPF LSA Types



OSPF Network Types



Forming an OSPF Adjacency

• Routers form adjacency via Hello 
packets — key timers must 
match.

• Hello timer: 10s (broadcast/p2p), 
30s (NBMA/p2mp).

• Dead timer: 40s (broadcast/p2p), 
120s (NBMA/p2mp).



Forming an OSPF Adjacency

• Interface down or not running 
OSPF

• Mismatched timers, area, or 
network type

• Different subnets or duplicate 
router IDs

• Passive interface or MTU 
mismatch

• Authentication mismatch



Adjacency States



Adjacency States



Tracking OSPF Advertisements 
Through a Network
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Route Redistribution 
Troubleshooting



Route Redistribution Overview

• Redistribution injects routes 
learned one way (static, 
connected, or via a protocol) into 
another routing protocol.



Route Redistribution Overview

• A boundary router sits between 
routing domains.

• It can redistribute static, 
connected, or protocol-learned 
routes into another protocol.



Boundary Router



Metric

• Each routing protocol uses a 
different metric type.

• When injecting a route, attach a 
metric the destination protocol 
understands.



Differing Metric Parameters Between 
Routing Protocols



Seed Metric

• Seed metric: the value assigned 
to a route entering another 
protocol.

• It expresses relative reachability 
between dissimilar protocols.

• Set it three ways: default-metric, 
redistribute metric, or route map.



Seed Metric

• Without a seed metric, defaults 
apply.

• RIP and EIGRP default metrics 
are unreachable.

• Always set a seed metric when 
redistributing into RIP or EIGRP.



Route Redistribution Overview

• Protocols like EIGRP, OSPF, IS-
IS tag routes as internal or 
external.

• Internal routes get priority, 
preventing redistribution loops.



Route Redistribution Overview

• Two prerequisites for 
redistribution:

• The route must be in the router's 
IP routing table.

• The destination protocol needs a 
reachable metric for the route.



Route Redistribution Between Two IP 
Routing Protocols



Troubleshooting Targets for Route 
Redistribution



Troubleshooting Targets for Route 
Redistribution


