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EVE-NG Requirements (Cisco SD-WAN)

1. Default Requirement (64G Ram,16 vCPU)
2. EVE-NG version: 2.0.3-105
3. QEMU version: 2.4.0
4. Add image
e Windows Server 2012 (2 vCPU,8G RAM)
e VvIOS Advance Enterprise k9(2 vCPU,2G RAM)
e CSR1000vng-ucmk9.16.12.1d-sdwan (2 vCPU,4G RAM)
e Viptella Controller version 19.3
= vManage (4 vCPU,24G RAM)
= vBond (2 vCPU,2G RAM)
= vSmart (2 vCPU,2G RAM)
= vEdge (2 vCPU,2G RAM)

SD-WAN LAB Diagram on EVE-NG
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Add Viptela Controller on EVE-NG

https://www.eve-ng.net/index.php/documentation/howtos/howto-add-cisco-viptela-images-set/

Deployment of Cisco Viptela vManage 19.3 image

1- SSHto EVE and login as root, from cli and create image directory on the EVE:

mkdir /opt/unetlab/addons/gemu/vtmgmt-19.3

2- Upload the downloaded viptela-vmanage-19.3-genericx86-64.qcow2 image to the
/opt/unetlab/addons/qemu/vtmgmt-19.3 using FileZilla or WinSCP
3- Go to image location and rename uploaded image to hda.qcow2

cd /opt/unetlab/addons/qemu/vtmgmt-19.3

mv viptela-vmanage-19.3-genericx86-64.qcow2 hda.qcow2

4- IMPORTANT: Create additional (Second!) storage 100Gb HDD hdb.qcow2

/opt/qgqemu/bin/gemu-img create -f qcow2 hdb.qcow2 100G

Deployment of Cisco Viptela vSmart 19.3 image

5- SSH to EVE and login as root, from cli and create temporary working directory on the EVE’s
root:

mkdir /opt/unetlab/addons/gemu/vtbond-19.3

1- Upload the downloaded viptela- smart-19.3-genericx86-64.qcow2 image to the
/opt/unetlab/addons/qgemu/ vtsmart-19.3 using FileZilla or WinSCP

2- Go to image location and rename uploaded image to hda.qcow2

cd /opt/unetlab/addons/qemu/vtbond-19.3

mv viptela-edge-19.3-genericx86-64.qcow2 hda.qcow2
cd

Deployment of Cisco Viptela vBond 19.3 image

3- SSHto EVE and login as root, from cli and create image directory on the EVE:

mkdir /opt/unetlab/addons/qemu/vtedge-19.3

1- Upload the downloaded viptela- smart-19.3-genericx86-64.qcow2 image to the
/opt/unetlab/addons/qemu/ vtsmart-19.3 using FileZilla or WinSCP

2- Go to image location and rename uploaded image to hda.qcow2
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cd /opt/unetlab/addons/gemu/vtedge-19.3

mv viptela-edge-19.3-genericx86-64.qcow2 hda.qgcow2
cd

3- Fix permissions

cd

/opt/unetlab/wrappers/unl_wrapper -a fixpermissions

Add WAN-Edge on EVE-NG

Add Viptela vEdge 19.3 image on EVE-NG

1- SSH to EVE and login as root, from cli and create working directory on the EVE’s root:

mkdir /opt/unetlab/addons/qgemu/vtedge-19.3

2- Upload the downloaded viptela-edge-19.3-genericx86-64.qcow2 image to the
/opt/unetlab/addons/qemu/vtedge-19.3 using FileZilla or WinSCP.
3- Go to image location and rename uploaded image to hda.qcow2

cd /opt/unetlab/addons/qgemu/vtedge-19.3

mv viptela-edge-19.3-genericx86-64.qcow2 hda.qcow2
cd

Add CSR1000v SD-WAN on EVE-NG

1- SSHto EVE and login as root, from cli and create image directory in the EVE:

mkdir /opt/unetlab/addons/qemu/ CSR1000vng-ucmk9.16.12.1d-sdwan

2- Upload the downloaded CSR1000vng-ucmk9.16.12.1d-sdwan image to the EVE using for
example FileZilla or WinSCP.
3- Go to image directory and rename original filename to virtioa.qcow2:

cd /opt/unetlab/addons/qemu/CSR1000vng-ucmk9.16.12.1d-sdwan

4- Rename original filename to virtioa.qcow2

mv csrl@eov-ucmk9.16.12.1d-serial.qcow2 virtioa.qcow2

5- Fix permissions:

cd
/opt/unetlab/wrappers/unl wrapper -a fixpermissions
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Windows Server Active Directory & Certificate Server

Pre requirement for Active Directory Certificate Server

1. Add Node Windows Server 2012 with2 Ethernet
2. Start Windows Server 2012 Node, Then Login to Windows Server 2012

ADD A NEW NODE

Template

Windows Server

Number of nodes to add Image

1 winserver-2012R2
Name/prefix

Winserver
Icon

@ Serverpng -

V1)

CPULImit []

Py RAM (MB) Ethernets
2 8192 2]

3. Set Static IP Address for Lab & Net Network Adaptor

Note: LAB network adapter used for connecting SD-WAN lab and Net network adapter for connection
to your host

Server Manager * Dashboard &) Manage Tools View  Help
Network Connections bl -
Ly | E' < Metwork and Internet » Network Connections v & | | Search Network Connections @ |
ii All Servers Organize Disable this network device  Diagnose this connection  Rename this connection  » ﬂ: - E .@

ii File and Storage Se L-- Net L-. LAB
S Unidentified network ~=m*  Unidentified network
2 -

@ Intel(R) PRO/1000 MT Network C... 5 Intel(R) PRO/1000 MT Network C..

4. On Server Manager > Local Server change Computer Name (Restart required)

= Server Manager [= o] x
System Properties
>
Server Manager > Local Server Conputer Nome | Fardwars | Advanced | Remcte |
- il | Windows uses the following information to identify your computer
_ ] PROPERTIES (Mg Vindons uses
158 Dashboard For DCT
i Local Server i a Computer description:
= EETT N GEE bct For example: "1IS Production Server” or
W& All Servers Workgroup WORKGROUP "Accourting Server”.
ii File and Storage Services P Full computer name: DC1
Workgroup: WORKGROUP
Windows Firewall Public: On To rename this computer or change its domain or Ch
A _ange. .
Remote management Disabled workgroup., click Change _
Remote Desktop Disabled
NIC Teaming Disabled
MNet 192.168.1.100, IPvg
Operating system version Microsoft Window:
Hardware information QEMU Standard Pi
< m
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Active Directory Installation

1. OnServer Manager -> Dashboard
2. SelectAdd Role and Feature

Server Manager * Dashboard | P View  Help
{5 Dashboard WELCOME TO SERVER MANAGER
i Local Server
ii All Servers - -
- 0 Configure this local server
g File and Storage Services b -
QUICK START
i 2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
= 4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE

3. On Before You Begin Page Select Next

= Add Roles and Features Wizard I;‘i-

Before you begin

Before You Begin

Installation Type

Server selection

DESTIMATION SERVER
DC1

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hasting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Befare you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

< Previous Mext = Install Cancel

4. On Installation type page, select Role-base or Feature-base Installation then Select Next
5. On Server selection page, select DC1 Server then select Next
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DESTIMATION SERVER

Select destination server =

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
) Select a virtual hard disk

Server Roles Sarver Pool

Features

Filter: |

Name IP Address Operating System

192.168.1.100 Microsoft Windov

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

<Previous | | Next> | | nsiall || Cancel

6. on Server Role page, select Active Directory Domain Services then click Add Feature

EI

Add Roles and Features Wizard = =] =

DESTINATION SERVER

Select server roles bet
- X

Select one or more roles to install on the selected server.

Roles Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this infermation available to users
and network administrators, AD DS
uses domain controllers to give
Add features that are required for Active Directory e e ==l pemmified

. - resources anywhere on the network
7 -
Domain Services: through a single logon process.

[[] Active Directory Certificate Services

W/ ctive Directory Domain Services|

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tocls
4 Role Administration Tools
4  AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

e Au::k:lFeatl.lrﬁ| ‘ Cancel ‘
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7. Select Next on Features and AD DS page, then click Install

= Add Roles and Features Wizard = [ =
Confirm installation selections I

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, elick Previous to clear

Server foles their check boxes.
Faatures

AD D5 Active Directory Domain Services

Remaote Server Administration Tools
Rele Administration Tools
AD DS and AD LDS Teols
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Previous Mext = Install | | Cancel

8. Click notification on server manager, select Promote this Server to a domain Controller

Server Manager * Dashboard > | FA Manage

|, Post-deployment Configura... |

Configuration required for Active Directory Domain

i D1
° C' Promote this server to a domain controller I

o Feature installation

B Local Server
BE All Servers

il ADDs

#§ File and Storage Services P QUICK START

|
2 Configuration required. Installation succeeded on
DC1.
3 Add Roles and Features
LA LR 4 Task Details
5 Connect this server to cloud services
LEARN MORE
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9. SelectAdd a new Forest. Root Domain name: sdwan.lab

Deployment Configuration TARGET SERVER

guration i
= Select the deployment operation
Domain Controller Options

() Add a domain controller to an existing domain
Additional Cpticns

) Add & new domain to an existing forest
Paths > @ Add a new forest
Review Options

Specify the domain information for this operation
Preraguisitas Chack

Root domain name: l |sdwan.lab

More about deployment configurations

< Previous. | | Next > |

10. on Domain Controller Options, Type DSRM Password then click Next

. . TARGET SERVER
Domain Controller Options el

Deployment Configuration . .
Select functional level of the new forest and root domain

DNS Options Forest functional level: | Windows Server 2012 R2 | = |

Additional Options Domain functional level: | Windows Server 2012 R2 -]

Paths Specify domain controller capabilities

ReviEwlCpions Domain Name System (DNS) server

Prerequisites Check Global Catalog (GC)
nstallation [ Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: [TITITTITY

Confirm passwaord: sssssass

More about domain controller options

< Previous || Mext > |

Deployment CISCO SD-WAN LAB ON EVE-NG

10



11. Select Next onDNS Option page
12. On Additional option page, Check NetBIOS Domain name

Additional Options e

Deployment Configuration

Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Centroller Options

The NetBIOS domai : SDWAN
DNS Options omain name:

Paths
Review Cptions

Frereguisitas Check

Mare about additional options

|<Previuus|| Next = |

13. On Paths and Review Check page, select Next
14. On Prerequisites Check page, if same in the picture, select Install

TARGET SERVER

Prerequisites Check pci

|| @& All prerequisite checks passed successfully, Click ‘Install’ to begin installation, I Show mare X

Deployment Configuration B ) N . o .
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options | computer

DM5 Options Rerun prerequisites check
Additional Options
Paths ~ View results

Review Options ‘ Windows Server 2012 R2 domain controllers have a default for the security setting
named "Allow cryptography algorithms compatible with Windows NT 4.0" that prevents
weaker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/7Linkld=104751).

A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server, If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain "sdwanlab”, Otherwise, no acticn is required.

/0 If you click Install, the server automatically reboots at the end of the promotion operation.

Meore about prerequisites

<Previous | | Nec> | [ nstall || cancel

Deployment CISCO SD-WAN LAB ON EVE-NG
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Active Directory Certificate Server Installation

15. Now login to windows server AD Domain
16. OnServer Manager -> Dashboard
17. Select Add Role and Feature

Server Manager * Dashboard | ' orsge  Tooks  view

8% Dashboard WELCOME TO SERVER MANAGER

i Local Server
i' All Servers . .

o _ 0 Configure this local server
W File and Storage Services b -

QUICK START

Add roles and features

(K9]

(V)

Add other servers to manage

WHAT'S NEW >
4 Create a server group

5 Connect this server to cloud services %
LEARN MORE e
1. Base Steps 9-12 Select Next
2. on Server Roles page, Select Active Directory Certificate Server
3. Then select Add Features
Select server roles SELEE

= X
Select one or more roles to install on the selected server.
Roles Description

Active Directory Certificate Services
RDLLS) is used to create
lation authorities and related

Server Roles

s Add Roles and Features Wizard

rvices that allow you to issue

pnage certificates used in a
Add features that are required for Active Directory of applications.
Certificate Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4 Remote Server Administration Tools
4 Role Administration Tools
4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

Install Cancel

Include management tools (if applicable)

e — ‘Md Features‘ ‘ Cancel ‘ ‘

4. Select Next on Features page
5. On AD CS Role Services page, select Certificate Authority Web Enrollment, then select
Add Features

Deployment CISCO SD-WAN LAB ON EVE-NG 12



[

Add Roles and Features Wizard = | =] =

DESTIMATION SERVER

Select role services B
X

Select the role services to install for Active Directory Certificate Services

Role services Description

e . Certification Authority Web
Certification Authority Enrollment provides a simple Web
[] Certificate Enrollment Policy Web Service interface that allows uszers to

[] Certificate Enrallment Web Service perform tasks such as request and

(MR Certification Authority Web Enrollment] new c_erllﬁcabes, Lo Cetshcate

revacation lists (CRLs), and enroll for
H certificates.

Add features that are required for Certification
Authority Web Enrollment?

You cannot install Certification Authority Web Enrellment unless the
following role services or features are also installed.

4 Web Server (lIS)
4 Management Tools

4 |15 6 Management Compatibility

115 6 Metabase Compatibility —

[Tools] 15 Management Console

4 Web Server

4  Application Development

ASP
ISAPI Extensions

Include management tools (if applicable)

—> ‘AddFeathsH Cancel |

DESTIMATIOM SERVER

Select role services e

Before You Begin Select the role services to install for Web Server (115)

Installation Type Role services Description

Server Selection = Web Server provides support for
4 Neb Serve i t
Server Roles HTML Web sites and optional

4 [ Common HTTP Features support for ASP.NET, ASP, and Web
Reatlies Default Documeant server extensions. You can use the

. . Web Server to host an internal or
ADCS | Directory B
. rectory srowsing external Web site or to provide an
Role Services HTTP Errors environment for developers to

Web Server Role (1IS) Static Content create Web-based applications.
HTTP Redirection
[[] WebDAV Publishing
4 Health and Diagnostics
HTTP Logging
[] Custom Logging
Logging Tools
[[] ODBC Logging
Request Monitor

—_ - .

Confirmation

Deployment CISCO SD-WAN LAB ON EVE-NG
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7. OnConfirmation Page Select Install

= Add Roles and Features Wizard = = -

DESTIMATION SERVER

Confirm installation selections e

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Typa [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server foles their check boxes.

Features
AD C5 Active Directory Certificate Services ~
i Certification Authority
Role Services
Certification Authority Web Enrollment
Web Server Role (15)
T — Remate Server Administration Tools
(01 ~ervices Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Toels
Web Server (IIS)
Management Tools
1IS 6 Management Compatibility
. hd

Export configuration settings
Specify an alternate source path

< Previous Mext > Install | | Cancel

8. Select Notification, then select Configure Active Directory Certificate Service on th..

N -
Server Manager * Dashboard X FA Marage  Tooks  View

1, Post-deployment Configura... |
% Dashboard WELCOME TO SERVER MANAGI h |
= Configuration required for Active Directory
_l Local Server Certificate Services at DC
Wi All Servers 0 C‘ Configure Active Directory Certificate Services en th...
B2 ADCS _ _
. o Feature installation
Iil ADDS RIS L ——
&2 DNS 2 Configuration required. Installation succeeded on
- X X DC1.sdwan.lab.
HE File and Storage Services > -
_ El Add Roles and Features
@ s

WEATS HEW 4 Task Details
=TI I

9. On Credential page Click Next
10.0nrole services page selectCertificate Authority and Certificate Authority Web
Enrollment

Deployment CISCO SD-WAN LAB ON EVE-NG 14



Role Services

Credentials

Setup Type

Ch Type

Private Key
Cryptography
CA MName
Walidity Peried

Certificate Database

Confirmation

DESTINATION SERVER
DCl.sdwan.lab

Select Role Services to configure

Certification Authority

Certification Authority Web Enrollment
[] Online Responder

[ Metwaork Device Enrollment Service

[ Certificate Enrollment Web Service

[[] Certificate Enrollment Policy Web Service

More about AD CS Server Roles

|<Pnzviuus|| Next > | |CDnﬁgure || Cancel

11. On Setup type page Select Enterprise CA then click Next

Setup Type

Credentials
Role Services
| sewpipe
CA Type
Private Key
Cryptography
CAMame

Validity Pericd
Certificate Databasze

Confirmation

DESTINATION SERVER
DCl.sdwan.lab

Specify the setup type of the CA

Enterprise certification authonties (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

® Enterprise CA

Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

() Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
D5 and can be used without a network connection (offling).

Maore about Setup Type

Deployment CISCO SD-WAN LAB ON EVE-NG
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Credentials
Role Services

Setup Type

Private Key
Cryptography
CA Name
Validity Period

Certificate Dzatabase

Confirmation

Private Key

Cradentials
Role Services
Setup Type
CA Type

Cryptography

CA MName

validity Period
Certificate Database
Confirmation

12. On CA Type SelectRoot CA and Click Next

DESTINATION SERVER
DCl.sdwan.lab

Specify the type of the CA

When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKl hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

® Root CA
Root CAs are the first and may be the only CAs configured in a PK] hierarchy.

O Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA abowve them in the hierarchy.

More about CA Type

13.OnPrivate Key page selectCreate a new Private key

DESTINATION SERVER
DCl.sdwan.lab

Specify the type of the private key

To generate and issue certificates to clients, a certification authority (CA) must have a private key.

(®) Create a new private key
Use this option if you do not have a private key or want to create a new private key.

() Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.

() Select a certificate and use its associated private key

Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.

() Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

Deployment CISCO SD-WAN LAB ON EVE-NG
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14. On Cryptography Select Next

15. On CA name page, Select Next (Nothing Change)
16. OnValidity Period page select Next

17.0n Certificate Database page select Next

18. On Confirmation page Click next an configure

. . . . DESTIMATION SERVER
Confirm installation selections et
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [[] Restart the destination server automatically if required
server selection Optional features (such as administration tools) might be displayed on this page because they have
| been selected automatically. if you do not want to install these optional features, click Previous to clear
=
SR T = their check boxes.
Features
AD CS Active Directory Certificate Services -
. Certification Authority
Role Services =
Certification Authority Web Enrollment
Web Server Role (115)
| . Remote Server Administration Tools
Fole services Reole Administration Tools
Confirmation Active Directory Certificate Services Tools
Certification Authority Management Tecls
Web Server (115}
Management Tools
15 & Management Compatibility
IRIEn ~
Export configuration settings
Specify an alternate source path
| < Previous | | Mext = | | Install | | Cancel

19. Before Get Certificate go to Active Directory user and Services

Server Manager * Dashboard - @ | P wemge oo view e
Active Directory Administr
Active Directory Domains

Active Directory Medule for Windows PowerShell

i Local Server Active Directory Sites and Services
5 Al Servers . . Active Directory Users and Computers I
B e o Configure this local server EET

o - Certification Authority
Ial AD DS QUICK START

DNS 2 Add roles and features

—— WELCOME TO SERVER MANAGER

= Component Services

- Computer Management

F% File and Storage Services b 3 Add other servers o manage Defragment and Optimize Drives
io s DNS

WEHATS NEw 4 Create a server group Embedded Lockdown Manager
Event Viewer

5 Connect this server to cloud services Group Policy Management

Internet Information Services (1IS) Manager
LBy [0E iSCS! Initiator

Local Security Policy
Microsoft Azure Services
QDEBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

ROLES AND SERVER GROUPS

Roles:5 | Servergroups:1 | Servers total: 1
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20.In Built-in select IIS_IUSRS, then add administrator User

| Active Directory Users and Computers
File Action View Help
e 2nE 8 XEo: B 2aETds
] Active Directory Users and Com|| Name Type Description
b [ Saved Queries B2, Access Cont... Security Group... Members of this group ... | General | Members | Member OF | Managed By |
A ﬁ 5_‘5“"3”-'3{3 %Account Op... Security Group... Members can administe.., Members:
.:_'I Builtin 52, Administrat... Security Group.. Administrators have co... - — = =
3 n:_'l Computers 2, Backup Ope... Security Group... Backup Operators can o... Ngr;: - ﬂi‘l‘ve P‘;ﬁﬁw DomenISewoss boldey
b ‘i_" Domain Controllers B2, Certificate 5...  Security Group... Members of this group .. intrator. - scwanlsb/Lsers
F ‘_—j ForeignSecunt._',rPrincipaI! %Cryptograph... Security Group... Members are authorized...
b 'j.. Managed Service Accour %Distributed ... Security Group... Members are allowed to...
b [ Users % Event Log R... Security Group... Members of this group ...
%Guests Security Group... Guests have the sameac...
82, Hyper-V Ad... Security Group... Members of this group ..
82, 115_IUSRS Security Group... Built-in group used by l...
%Incoming Fo.. Security Group... Members of this group ...
%Network Co.. Security Group... Members in this group c..
% Performanc... Security Group... Members of this group ...
% Performanc...  Security Group... Members of this group ...
82, Pre-Window... Security Group... A backward compatibilit...
% Print Operat... Security Group... Members can administe..,
52, RDS Endpoi... Security Group... Servers in this group run... Add... | | e ‘
%RDSManage... Security Group...  Servers in this group can..
% RDS Remote.., Security Group..  Servers in this group ena..
< m > %Remote Des... Security Group... Members in this group a... | oK | | sl | | Aoply |

://localhost/certsrv/ 0O - & || @ Microsoft Active Directory ... %

ctory Certificate Services — s n-DC1-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your
identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you
request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation

Select a task:
Request a certificate
View the status of a pending cerificate request
Download a CA certificate, certificate chain, or CRL
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Cisco Smart Account
Login Smart Account

1- Navigate to https://software.cisco.com
2- Select Plug and Play Connect
3- Select Default Virtual Accounts.

n Order ~

Software Download
Download new software or updates to your current software

Plug and Play Connect
Gy gh Plug and Play Connect portal

eDelivery Learn about Network Plug and Play
Get fast electronic fulfillment of software, licenses, and Training, documentation and videos
documentation

Product Upgrade Tool (PUT)

Order major upgrades to software such as Unified
Communications

Upgradeable Products
Browse a list of all available software updates.

Add Controller Profile

4- Select Controller Profiles.

Download & Upgrades ~ Provisioning ~ License ~ Administration ~
* eg
L}
Download & Upgrade Network Plug and Play License

Traditional Licensing
Generate and manage PAK-based and other device licenses,
including demo licenses

Smart Software Licensing
Track and manage Smart Software Licenses.

Enterprise Agreements
Generate and manage licenses from Enterprise Agreements.

Plug and Play Connect

Devices Controller Profiles Network Certificates Manage External Virtual Account

Feedback Support Help

L]
I 4 Add Devices... || 4 Add Software Devices... | / Edit Selected... i Delete Selected... | Enable External Management... l C',
o Serial Number Base PID Product Group Controller Status Actions
I x I [ x I lAny v I lAny v l I B Select Range - I lAny v l | Clear Filters

No Devices to display.

5- Select Add Profile.

Plug and Play Connect

Devices | Controller Profiles | Network | Certificates | Manage External Virtual Account

| | [ any -

No items found.
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+ Add Profile... # Edit Selected... i Delete Selected... v Make Default... B Show Log... C‘,
. ]
() Profile Name Controller Type Default Description

Feedback Support Help

Used By Download

No Records to Display



https://software.cisco.com/

1- Change the controller type to VBOND then select Next.

Add Controller Profile X

STEP 1

Profile Type Conditional Steps

Choose the type of Profile to be created:

* Controller Type: VBOND v

2- Enter the vBond details and select Next.

Note: The organization Name will need to be unique, the IP address can be anything.

Add Controller Profile

STEP 1 W STEP 2 STEP 3 STEP 4

Profile Type Profile Settings Review Confirmation

Profile Seftings:

* Profile Name: | sowen-Lag I
Description: l SD-WAN Training LAB in EVE-NG I
Detault Profiie: ves v
o

= »| | owsw || 1e21ee.100.12

Server Root CA: IMummupw!MB«mummmmumerﬂ
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3- Select Submit.

Add Controller Profile X
STEP 1 v STEP 2 v STEP 3 STEP 4
Profile Type Profile Settings Review Confirmation

Review the following options to make sure they are correct before you Submit the changes.

Profile Type:

Controller Type: VBOND

Profile Settings:

Profile Name: SDWAN-LAB

Description: SD-WAN Training LAB in EVE-NG
Primary IPv4 Address: 192.168.100.12

Primary Protocol: dtls

Primary Port: 12346

Organization Name: sdwanlab-webinar

SP Organization Name:

]

4- Select Done.

Add Controller Profile X

STEP 1 v STEP 2 v STEP 3 v STEP 4

Profile Type Profile Settings Review Confirmation

The controller profile "SDWAN-LAB" was successfully created.

5- You should see your newly created controller profile in the list.
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Add Virtual Edges cloud & CSR1000v

1- Navigate to Devices and select + Add Software Devices.

Plug and Play Connect Feedback Support Help
Devices Controller Profiles Network | Certificates Manage External Virtual Account
-
| + AddDevices... || + Add Software Devices... | / EditSelected.. || il Delete Selected... || Enable External Management.. | | G
CEEEE—
(m] Serial Number Base PID Product Group Controller Last Modified Status Actions

I x I [ x l lAny v l lAny - I [@ Select Range - I IAny - ] | Clear Filters

No Devices to display.

No Records to Display

2- Select + Add Software Device.

Plug and Play Connect Feedback Support Hel

Devices Controller Profiles Network Certificates. Manage External Virtual Account

Add Software Device(s)

STEP 1 STEP 2 STEP 3

Identify Device(s) Review & Submit Results

Identify Devices
Enter device details by clicking Add Software Device button and click Next to proceed to the next step. © Al | @ vaid | @ Erors | ([ Existing

| + Add Software Device...

Row Base PID Quantity Controller Description Actions

No Devices to display.

No Records to Display

3- Enter the PID VEDGE-CLOUD-DNA for VEdges, specify the desired quantity and select Save.

Identify Device X

* Base PID VEDGE-CLOUD-DNA l
* Quantity 10
Controller Profile SDWAN-LAB v I
Description Enter short optional description for this device.

Cancel Save
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4- Select again + Add Software Device.

5- Enter the PID CSR1KV for vEdges, specify the desired quantity and select Save.

Identify Device X

* Base PID GSR1KV l
* Quantity 10

Controller Profile | SDWAN-LAB v I

Description Enter short optional description for this device.

Cancel Save

6- Select Next.

Plug and Play Connect Feedback Support Help

Devices Controller Profiles Network Certificates Manage External Virtual Account

Add Software Device(s)

STEP 1 STEP 2 STEP 3

Identify Device(s) Review & Submit Results

Identify Devices

Enter device details by clicking Add Software Device button and click Next to proceed to the next step. @Al @ vaid @ Errors | (@ Existing
<+ Add Software Device...
Row. Base PID Quantity Controller Description Actions
1 VEDGE-CLOUD-DNA 10 SDWAN-LAB - / ﬁiii
2 CSR1KV 10 SDWAN-LAB - / [i]

Showing 2 Record
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7- Select Submit.

Plug and Play Connect Feedback Support Help

Devices Controller Profiles Network Certificates Manage External Virtual Account

Add Software Device(s)

STEP 1 v STEP 2 STEP 3

Identify Device(s) Review & Submit Results

Review & Submit

Submit action will submit following 1 newly identified device(s).

Row Base PID Quantity Controller Description
1 VEDGE-CLOUD-DNA 10 SDWAN-LAB -
2 CSR1KV 10 SDWAN-LAB -

Showing 2 Record

8- Select Done.

Plug and Play Connect Feedback Support Help

Devices = Controller Profiles | Network | Certificates | Manage External Virtual Account

Add Software Device(s)

STEP 1 Vv STEP 2 v STEP 3

Identify Device(s) Review & Submit Results

Attempted to add 1 device(s)

0 Add Devices request is recorded!
Your request will be processed in background and an email will be sentto, == = 0 = once process is completed.

9- Once added devices will be in a Pending for publish state.

Plug and Play Connect Feedback Support Help

Devices Controller Profiles Network Certificates Manage External Virtual Account

[ + Add Devices... ][ + Add Software Devices... J / EditSelected.. || i Delete Selected... [ Enable External Management... J &
(m] Serial Number Base PID Product Group Controller Last Modified Status Actions
[ X l I x ] lAny - I [Any - I Im Select Range v l IAny - l [ Clear Filters

a CSR1KV Router SDWAN-LAB Show Log...
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10- After a few minutes they will transition to the Provisioned state.

Plug and Play Connect

Feedback Support Help

Devices Controller Profiles Network Certificates Manage External Virtual Account

| <+ Add Devices... || 4 Add Software Devices... | /# Edit Selected... i Delete Selected... | Enable External Management... | C‘,‘
(] Serial Number Base PID Product Group Controller Last Modified Status Actions

I % l [ X ] [Any - I IAny - I [ 2 Select Range v I IAny - l | Clear Filters
o VEDGE-CLOUD-DNA Router SDWAN-LAB Show Log... w

Serial File

1- Navigate to Controller Profiles and select Provisioning File.

Plug and Play Connect

Feedback Support Help

Devices | Controller Profiles | Network | Certificates | Manage External Virtual Account
L]

4 Add Profile... / Edit Selected... i Delete Selected... + Make Default... B Show Log...

()  Profile Name Controller Type Default Description Used By Download
l X I [ Any v
() SDWAN-LAB VBOND v SD-WAN Training LAB in EVE-NG 20

Provisioning File
N

Showing 1 Record

2- Select 18.3 and Newer from the dropdown and then select Download. Save the file to a safe
location to import into the vManage at a future time.

Download Provisioning File X

* Controller Versions 18.3 and newer - I
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SD-WAN Controller Configuration on EVE-NG

vManage

1- start VManage and attach to a virtual console.

2-

When see System Ready, login with the username/password admin

vmanage login: admin

Password:

Welcome to Viptela CLI

admin connected from 127.0.0.1 using console on vmanage

Available storage devices:

hdb 100GB

1) hdb

Select storage device to use: 1

Would you like to format hdb? (y/n): y

3- Once this is done the VM will reboot. Login again and apply the bootstrap configuration.

config
system
system-ip 100.1.1.11
site-id 100
organization-name "sdwanlab-webinar"
clock timezone Asia/Tehran
vbond 192.168.100.12
I
ntp
server 172.16.32.10
version 4
prefer
exit

vpn @

ip route 0.0.0.0/0 192.168.100.1
interface ethe
ip address 192.168.100.11/24
ipv6e dhcp-client
no shutdown
I

I

commit and-quit
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4- Login http://192.168.100.11:8443 (Chrome browser)
5- *Windows Server IP Address =192.168.100.10

il Cisco vManage x | NewTab x| +

& C A Notsecure | 192.168.100.11:8443/welcome.htmi?nocache=1600765354987

Cisco SD-WAN

afvanfe
CISCO

Cisco vManage

Dashboard
Monitor
Configuration
Tools
Maintenance

Administration

Settings

7- Change Organization name and vBond IP address

Organization Name sdwanlab-webinar

vBond 192.166.100.12 : 12346
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8- Open URL http://localhost/certsrv (IE Browser)
9- Select Download a CA certificate, certificate chain, or CRL

O~ @ Certificate error ) @ Microsoft Active Directory ..

Microsoft Active Directory Cerlificate Se - sdwan-DC1-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program_ By using a certificate, you can verify your identity to
people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other
security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view
the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificatl: Services Documentation

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate _certificate chain, or CRL

10- Select Base 64 Then Download CA Certificate
11- Change name root.cer

@ Microsoft Active Directory .. *

Microsoft Active Directory Certificate Services — sdwan-DC1-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Encoding method:

O DER
(® Base 64
Download CA cerificate
Download CA ceificate chain
Download latest base CRL
Download latest delta CRL [%

12-In vMange menu select Administration/Setting
13- Select Controller Certificate Authorization
14- Select Enterprise Root Certificate
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15- Upload Root.cer file

Controller Certificate Authorization Enterprise

Certificate Signingby:  (C) Cisco Automated (Recommended) () Symantec Automated () Manual (@) Enterprise Root Certificate

Certificate B selectafile

MTRaMEMxEzARBgoJkiaJk/IsZAEZFgNsYWLFTATEgo kia Jk/IsZAEZFgVzZHdh -
bJEVMBMGATUEAXMMCZRIVWHREMxLUNBMIIBIANBgkghkiGIwOBAQEFAADCAQBA
MIIBCgKCAQEAWFQROSC2VYow TIWBJkdZUwj+cXepiK+tpamIKeChRsYJHGDY 1xR
mymnwwitePNZgLob+L+FTbfLz3G0cBDHPmMEsn7WGEOXOascYNjdKzmjw2SeNYXNedf
PBWOCe6Z0XI2/VqwgGaGh7hf47eQG3XNxgFBJGMXzdiVSVBwaBMaWVINpsglSxF3
HqSPoitpLeEGRAULsVCWES[zKbMZojzDQZHZIRHUGBYS TUPI2U19TJ JzSdE4MCIW
FpHa%6faDLws3WF1004LgLFxYzm1CHII/EfkneVe3Dg0TVIICeaHPmQBnZVgFSNr
aN4fwXt+UcBxUZUX6/GxMUcICC2ryIMbEwIDAQABo 1 EwTZALEgNVHQBEBAMCAY Yw
DwYDVROTAQH/BAUWAWEB,/zAdBEgNVHQAEFgQUj7 Dy+cUPUVZr1/DE3NIKZ,/ frelgw
EAYJKwYBBAGCNxUBBAMCAQAWDQYJKoZIhve NAQEFBQADQIEBALE3PgRMOMxd3PXY
wY1syTmwAHVE5QX6KedNII%oZ 5gjBBJUFNT n/cTeoVd+dkgHBCI2IGUVIPYQNA 1S
woJKzI7TmAUFBW/ Ko+JaDLyRurmXJKHEz 3u'YgvfU/6 SITna0ejXnpYj94t2+EMHgHT
PVY5L71Az0iBCvpjCHwLNhtNICk3aVSgvCEQ43fW+u3egol2uZs 3H7pBVx/Indeelo
FuLl+fasxXABERAQNIPYgzM-+yvSxriZWikupEGDUHAS1B5wOL98HgFuSDW+ENar
9fNbpL7QinsTasgE7cEN 1WyxQIFPIM3V+3/qr8PGU+aABIC5055MzTrQCGeJ0G
3YyWaxDg=

—END CERTIFICATE—

I Activate Windo

[%] Set CSR Properties Go to System in C

ol Panel to activate

Domain Name

16- Mark Set CSR properties
17-Fill Text boxes base of Picture

[] et CSR Properties

Domain Name

Organizational Unit Secondary Organizational Unit Organization

City State

Email 2-Letter Country Code

Validity [l Exact Text Match
e b [ Base Your Crganiztion

Import & Save

18- Click import and Save
19- Open new browser tab, then enter
https://192.168.100.11/dataservice/system/device/sync/rootcertchain

Wy https://192.168.100.11/dataservi. X

« > C A Not secure | 192.168.100.11/dataservice/system/device/sync/rootcertchain

{"syncRootCertChain”:"done"}
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20- on vManage, select menu Configuration->Certificate->Controllers

21-Click ... then select generate CSR

= £ CONFIGURATION | CERTIFICATES

WANEdgeList  Controllers

™ Send to vBond

Configuration

Dev oL+ 1=

Search Options Total Rows: 1
Certificates
-_m_-ﬂ-
vManage vmanage 100.1.1.11 No certificate installed - LEL L
View CSR

View Certificate

Generate CSR

Reset RSA
Invalidate

22-Copy PEM format of Certificate

IP Address:  100.1.1.11

BEGIMN CERTIHCATE REQUEST— -

Close

23-Open Certificate Authority web enrollment URL http://localhost/certsrv

(& Microsoft Active Directory ... *

Microsoft Active Directory Certificate Services — sdwan-DC1-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to

people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other
security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view
the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL
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24-Click on request a certificate
25-Click advance certificate request

e Microsoft Active Directory .. *

Microsoft Active Directory Cerlificate Services — sdwan-DC1-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

26-Select submit a certificate request by ....

e Microsoft Active Directory .. *

Microsoft Active Directory Certificate Sewvices — sdwan-D

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:

Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded
PKCS #7 file.

27- Paste CSR and select certificate Template Web Server the click Submit

,e Microsoft Active Directory ...

Microsoft Active Directory Certificate Services — sdwan-DC1-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by
an external source (such as a Web server) in the Saved Request box.

Saved Request:

FXPhVNclwYcQ2uVPItlnolBGnLTo+ARS0wSTUIHY:
Base-bd-encoded TTuaSTGoduPNm+jRSanUAIa‘3sZ'TivJIu..’MAo/ZjlA
certificate requ%t Z1HB8oZtZGEgZEwibegHGgYCklZeJmpSimt aZMeIFE:

{CMC or +01nhgVyJhz01CICSx4fgrT70uZfpCIg&lCgo=
PKCS #10 or
PKCS #7):

Certificate T« |

\WebSenver 4

Additional Attributes:

Attributes:
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28-Download base 64 encoded Corticate and change name vmange.cer

e Microsoft Active Directory .. *

Microsoft Active Directory Certificate Services — sdwan-DC1-CA

Certificate Issued

The certificate you requested was issued to you.

O DER encoded or ® Base 64 encoded

Download certificate
Download certificate chain

29- Navigate vManage GUI then Configuration/certificates/Controllers click install
Certificate import vmange.cer then click install

Certificate Text B selectafile
—BEGIN CERTIFICATE— =
MIIFg/CCBJKgAWIBAGIThWAAAAT. akahkiGOwOBAQUF
ADBDMRMwEQYKCZImiZPyl GOBGRYDbGFIMRUWEWYKCZImiZPyl GOBGRYFc2R3YW4x
FTATBgNVBAMTDHNkd2FULURDMS1DQTAeFwOyMDA TMTQxNDEyMjZaFwlyMATMTOx
NDEyMjZaMIHFMQswCQYDVQQGEwJJUJEPMAOGATUECBMGY GVoemFuMQ8wDQYDVQQ
H
EwZUZWhyYW4xFDASBgNVBAoTC3ZJUHRIbGEgSW5jMRgwFgYDVQQLEWSzZHdhbmuxh
YilyYWZhdGkxQTA/BgNVBAMTOHZIYWShZ2UtOWFMmUYZWOtYz0SYy0ONjFKLWES
MTMtOGY0OZmMzNTVKNZRKLT AucZR3YW4ubGFiMSEwHwYJKoZIhwvcNAQKBFhJtLnJh
ZmF0aUBzZHdhbi5sYWIwggEIMADGCSgGSIb3DQEBAQUAAMBDWAWQIEKACIBAQCD
s7ecJiTeFhHdehQgOHTT1wbalrYJbC3n0x0RVh5Yidb1LbJ4PWGjgaPZoh TWob4P
xcQdQaKzRVkvm1ruZ3p0oBa4X635qteqvBGjxcmB08cigfvgNZ0S0eA7CDCpsiAN
mBftCnKyl8/ITJVW1ufhentir8GgAG2g8s2AYs66U1/3VbSgQeZ2gM+H32L 67 +V3
+UQThPizAZETwkKIkwREB+v+HSvKPOORREDV935Li+rUQM+zzSTPWOYSVGES AWK

—> R e

30-successfully install certificate

@ Success Successfully synced vEdge |..  vManage 9ac?eZed-c49c-461d-a713-..  100.1.1.11 100.1.1.11
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vBond

1- Start vBond node on EVE-NG

2- Once you see the message System Ready login with the username/password admin and apply the

following bootstrap config.

config
system
system-ip 100.1.1.12
site-id 100
organization-name "sdwanlab-webinar"
clock timezone Asia/Tehran
vbond 192.168.100.12 local
I
ntp
server 172.16.32.10
version 4
prefer
exit

vpn @
ip route 0.0.0.0/0 192.168.100.1
interface ge0/0
ip address 192.168.100.12/24
no tunnel-interface

3- Navigate to the devices page to add the vBond to the vManage.
Configuration --> Devices --> Controllers --> Add Controller --> vBond

Cisco vManage

Dashboard > 1t CONFIGURATION | DEVICES

WAN Edge List Controllers

Monitor >

A onrler -
T T change

Devices vSmart

r———

Certificates vManage vmanage 100.1.1.11 100 oL

Network Design

Templates
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4- Enter the vBond details add click Add.

Add vBond

vBond Management IP Address

192.168.100.12

Username

admin

Password

Generate CSR

v
1

Navigate to the certificates page to getthe vBond CSR text.
Configuration --> Certificates --> Controllers --> vBond --> ...
6- select View CSR

Cisco vManage - =] a° @ admin ~

D = % CONFIGURATION | CERTIFICATES % |nstall Certificate
- WAN Edge List |_Controllers
Monitor —
P Send to vBond
Configuration
o o) 1=
Search Options ~ Total Rows: 2
Certificates
-—m-—m—-—-
vBond 02416.. CSR Generated No certificate installed s
wManage vmanage 100.1.1.11 13 May 2027 6:56:25 PM +0430  9acZe.. vBond Updated 100 6F0of View CSR

View Certificate
Generate CSR
Reset RSA
Invalidate

7- Continue as vManage section 21-25
8- Download base 64 encoded Corticate and change name vbond.cer

9- Navigate vManage GUI then Configuration/certificates/Controllers click install Certificate

import vbond.cer then click install
10- vBond Should Successfully install

B L L R L

@ Success Successfully synced vEdge |...  vBond 02416bb3-45a2-4d5b-88a5-... - 100.1.1.11
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11-Now go to vManage CLI and

vmanage# show control local-properties

personality vmanage
sp-organization-name sdwanlab-webinar
organization-name sdwanlab-webinar
root-ca-chain-status Installed

certificate-status Installed
certificate-validity Valid
certificate-not-valid-before May 13 14:26:25 2020 GMT

certificate-not-valid-after May 13 14:26:25 2022 GMT

dns-name 192.168.100.12
site-id 100

domain-id 0

protocol dtls

tls-port 23456
system-ip 100.1.1.12

12- Configure VPN @ tunnel interface

vpn @
interface etho
tunnel-interface
allow-service all
commit

13-Now go to vBond CLI
14- Check certificate on vBond command: show orchestrator local-properties

vBond# show orchestrator local-properties
personality vbond
sp-organization-name sdwanlab-webinar
organization-name sdwanlab-webinar
system-ip 100.1.1.12
certificate-status Installed
root-ca-chain-status Installed

certificate-validity Valid

certificate-not-valid-before May 14 02:18:48 2020 GMT
certificate-not-valid-after May 14 02:18:48 2022 GMT
chassis-num/unique-id 02416bb3-45a2-4d5b-88a5-c54dad99b652
serial-num 6F0000000621358062D89EDO28000000000006
number-active-wan-interfaces 1

protocol dtls

INSTANCE INDEX PORT VSMARTS VMANAGES STATE
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15- Configure VPN @ Tunnel interface

vpn @
interface ge@/0
tunnel-interface

encapsulation ipsec
allow-service all
commit

16- Now the connection between vManage and vBond should UP
vBond: show orchestrator connections

vManage: show control connections

PEER PEER
PEER PEER SITE DOMAIN  PEER PRIVATE  PEER PUBLIC REMOTE ORGANIZATION
PROTOCOL  SYSTEM IP PRIVATE IP PORT PUBLIC IP STATE UPTIME

vmanage 100.1.1.11 192.168.100.11 192.168.100.11 default sdwanlab-webinar 0:00:00:05
vmanage 100.1.1.11 192.168.100.11 192.168.100.11 default sdwanlab-webinar 0:00:00:03

vmanage 100.1.1.11 192.168.100.11 192.168.100.11 default sdwanlab-webinar 0:00:00:03

vmanage 100.1.1.11 192.168.100.11 192.168.100.11 default sdwanlab-webinar 0:00:00:03
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vSmart

17-Start vSmart node on EVE-NG
1- Once you see the message System Ready login with the username/password admin and apply the

following bootstrap config.

config
system
system-ip 100.1.1.13
site-id 100
organization-name "“sdwanlab-webinar"
clock timezone Asia/Tehran
vbond 192.168.100.12
I
ntp
server 172.16.32.10
version 4
prefer
exit

vpn @
ip route 0.0.0.0/0 192.168.100.1
interface etho
no shut
ip address 192.168.100.13/24

1- Navigate to the devices page to add the vSmart to the vManage.
2- Configuration--> Devices--> Controllers--> Add Controller--> vSmart

Cisco vManage

Dashboard > X CONFIGURATION | DEVICES

WAN Edge List Controllers

S eooo

Search Options ~ Total Rows: 1
-

vmanage 100.1.1.11 100 CLI - n Sync nstalled

Monitor >

Certificates vManage

Network Design

Templates

Deployment CISCO SD-WAN LAB ON EVE-NG 37



3- Enter the vSmart details add click Add.

vSmart Management IP Address

144110013

Username

admin

Password

Protocol Port

OTLs =

Generate CSR

m Cance'

4- Navigate to the certificates page to get the vSmart CSR text.

Configuration--> Certificates--> Controllers--> vSmart --> ...--> View CSR

Cisco vManage - =] A= (7] admin
~ €% CONFIGURATION | DEVICES

WANEdge List  Controllers

Configuration > ®©00

Search Options Tatal Rows: 3
Devices
—_—mm——-m-
vManage vmanage 1001111 In Sync Installed
vSmart = = cu = Not Installed =
vBond vBond 100.1.1.12 100 cu - In Sync Installed -

5- Continue as vManage section 21-25
6- Download base 64 encoded Certificate and change name vsmart.cer

7- Navigate vManage GUI then Configuration/Certificates/Controllers click install Certificate
import vsmart.cer then click install

8- vSmart Should Successfully install

B R R R = o

@ Success Successfully synced vEdge l...  vSmart 688d430f-1792-48df-8c04-6... - 100.1.1.11
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9- Navigate vSmart CLI

vsmart# show control local-properties

personality vsmart
sp-organization-name sdwanlab-webinar
organization-name sdwanlab-webinar
root-ca-chain-status Installed

certificate-status Installed
certificate-validity Valid
certificate-not-valid-before May 14 ©03:56:31 2020 GMT

certificate-not-valid-after May 14 ©3:56:31 2022 GMT

dns-name 192.168.100.12
site-id 100

domain-id 1

protocol dtls

tls-port 23456
system-ip 100.1.1.13

10- Configure VPN © tunnel interface

vpn @
interface etho
tunnel-interface
commit

11- show connection in vSmart show control connections

PEER  PEER SITE pomAIN PEER PEER REMOTE
PROT  SYSTEM IP PRIVATE IP PUBLIC IP COLOR STATE UPTIME

dtls 192.168.100.12 12346 192.168.100.12 default 0:00:00:21
vmanage dtls 100.1.1.11 0 192.168.100.11 12346 192.168.100.11 default 0:00:00:03
vbond dtls 0.0.0.0 0 192.168.100.12 12346 192.168.100.12 default 0:00:00:20
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SD-WAN WAN Edges Configuration on EVE-NG

Navigate to the devices page and upload the serial file from the location you save it to previously. Keep the
box ticked to validate the list and send to controllers.

1- Configuration > Devices > Upload WAN Edge List

'WAN Edge List Choose File |sdwan-testlab.viptela

Validate the uploaded vEdge List and send to controllers

Cancel

2- A success message looks similar to the below

Cisco vManage = admin ¥

Tl B TAsKVIEW
Push vEdge List Initisted By: admin From: 144.1.200.4

]
Total Task: 3| Success : 3
o
N ee
a Q Search Options Total Rows: 3

T L L R = U

= > @ Success Pushed serial list to vSmart-... vSmart vsmart 100.1.1.13 100 100.1.1.11
o ¥ @ Success Pushed serial list tovMana... vManage vmanage 100.1.1.11 100 100.1.1.11
@ Success Pushed serial list to vBond-... vBond vBond 100.1.1.12 100 100.1.1.11
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vEdge Cloud

To add a virtual edge you need to generate a bootstrap file. Navigate to the devices page.

1- Configuration--> Devices--> WAN Edge List--> A vEdge Cloud--> ... --> Generate
Bootstrap Configuration

Cisco vManage
L H £} CONFIGURATION | DEVICES
WAN Edge List ~ Controllers
[ | —
. eoe
Q Search Options Total Rows: 7
Q
I I e T [ S
o 5 CSR1000v CSR-5126ED58-179D-GEGE-ICC2-71CB...  Token - deabalbdeblc...
. 5 CSR1000w CSR-5CD18441-D9DB-9F1E-1E60-FIFB... Token-2241720d041f.. NA NA =
- (1 CSR1000w CSR-9AB27DFE-4A46-8694-C520-EEB3...  Token-f3118f6b40864.. NA NA -
[ 5 CSR1000w CSR-A4BDBICE-533D-9CFA-DO23-DFD...  Token - S0cadbf00a206... NA NA =
3 vEdge Cloud DeclbI9de-da9b-5705-dd00-3d98e7cafl... Token - B4BbJeef3120c.. NA NA -
§ CSR1000v CSR-52A31120-3E6E-5180-943F-62223 .  Token - 993ee0942049f . NA NA =
3 vEdge Cloud b398a3d7-e80d-1cab-abh9-72a2376f7. Token - 8067f51ba%13.. NA NA -

2- For KVM select Cloud-Init. (VMWare uses Encoded String). Then click OK.

Bootstrap Configuration: (@) Cloud-Init () Encoded String

-

3- You can either download the file and SCP it across to the host server, or copy and paste the contents
via a terminal to the server. Use the method you are most comfortable with.
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p Configuration

* Download

#cloud-config
vinitparam

- uuid : OecOb%de-da%b-5705-dd00-3d98eTcafl5e
-vbond : 144.1.100.12

- otp - B48b9eef3129c32190e2944fd65021e1

- org : sdwanlab-rafati

-ree :true
ca-certs

remove-defaults: false

Trusted:

—BEGIN CERTIFICATE—
MIIF7DCCBNSgAwIBAgIObsx6pacD| Amdzrz06VLUKTANBgkqhkiGIwOBAQUFADCB
VIELMAKGA1UEBhMCVVMxFzAVEaNVEAoTDIZIemITaWduLCB.JbmMuMRBWHOYDYOOL

4- Boot up vedge and Once you see the message System Ready login with the username/password
admin and apply the following bootstrap config.

system

host-name vEdge

system-ip 102.1.1.2

site-id 102

organization-name "sdwanlab-webinar"
clock timezone Asia/Tehran

vbond 192.168.100.12

ntp

server 172.16.32.10
version 4
prefer

exit

|
vpn @
interface geo/0
ip address 172.16.102.2/24
tunnel-interface
allow-service all
I

no shutdown
|

ip route 0.0.0.0/0 172.16.102.1
|

commit

5- Copy root.cer on windows server to vEdge with command or Filezila or Winscp
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6- Navigate vEdge cli then request install root cetificate

vEdge# request root-cert-chain install /home/admin/root.cer
Uploading root-ca-cert-chain via VPN ©

Copying ... /home/admin/root.cer via VPN ©
Updating the root certificate chain..
Successfully installed the root certificate chain

7- check root certificate install

vEdge# show certificate root-ca-cert | inc lab
Issuer: DC=lab, DC=sdwan, CN=sdwan-DC1-CA
Subject: DC=lab, DC=sdwan, CN=sdwan-DC1-CA

8- Now activate the vEdge using the chassis number and the one-time password from the cloud-init file

vEdge# request vedge-cloud activate chassis-number XXXXX token
XXXX

9- It will take a minute or two, but confirm that the control connections are active to the vManage, vBond
and vSmart.

CONTROLLER
PEER SITE  DOMAIN PEER PEER

SYSTEM IP PRIVATE IP PUBLIC IP PROXY UPTIME

vsmart 100.1.1.13 192.168.100.13 192.168.100.13 default 0:00:03:03

vbond 0.0.0.0 192.168.100.12 192.168.100.12 default - 0:00:03:04

vmanage 100.1.1.11 192.168.100.11 192.168.100.11 default 0:00:03:03
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cEdge

1- Navigate to the devices page to generate the bootstrap config for the cEdge.

Configuration > Devices > WAN Edge List > A cEdge Cloud > ... > Generate
Bootstrap Configuration

Cisco vManage

£ CONFIGURATION | DEVICES

WANEdgelList  Controllers

jm
o [z change Mode ~ | % Upload WAN Edge List | % Export Bootstrap Configuration | 2 Sync Smart Account @ 9 e
Search Options Total Rows: 7
0\
-— e T S S
a CSR1000v CSR-5126ED58-179D-6E6E-ACC2-71CB...  Token - deabal64eblc...
- 13 CSR1000v CSR-5CD1B441-DIDS-SF1E-1ESO-FIFB..  Token-2241720d041f.. NA MNA
= Running Cenfiguration
3 CSR1000v CSR-9A827DFE-4A46-8694-C520-EEE3...  Token- f3118f6b40864... NA NA .
Local Configuration
@ ¥ CSR1000v CSR-A4BD89CE-533D-9CFA-DO23-DFD...  Token - 50cadbf00a206.. NA NA Delete WAN Edge
‘-;-‘ vEdge Cloud OecOb9de-da9b-5705-dd00-3d98eTcaf0... F522BC3C NA NA Generate Bootstrap Configuration
§ CSR1000v CSR-52431120-3E6E-5180-943F-62223...  Token - 993ee094e049f.. NA NA Template Log
Device Bring Up
I3 vEdge Cloud b398a3d7-80d-1cab-abbd-72a2376f7. Token - B067f51ba%13.. NA MNA

2- For KVM select Cloud-Init. (VMWare uses Encoded String). Then click OK.

Bootstrap Configuration: (@) Cloud-Init () Encoded String
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3- You can either download the file and SCP it across to the host server, or copy and paste the contents
via a terminal to the server. Use the method you are most comfortable with.

Generate Bootstrap Configuration

¥ Download

#cloud-config
vinitparam:
- uuid : CSR-5126ED58-179D-6E6E-9CC2-71CBBD105EA2
-vbond : 144.1.100.12
- otp : deabal64e61ceb3e5dbodeds86a7a0bs
- org : sdwanlab-rafati
- rcc - true
Ca-Cens:
remove-defaults: false
trusted:

—BEGIM CERTIFICATE—
MIIF7DCCBNSgAwIBAgIQbsx6pacDlAm4zrz06VLUKTANBgkghkiGIwIBAQUFADCE
viFl MAKGATLIFRhMCVVMyF7 AVEONVRAN TN lemITaWdul CR.IbmMUMRRWHOYDVOO!

4- Boot up cEdge and Once you see the message System Ready login with the username/password
admin and apply the following bootstrap config.

config-transaction

I

system

system-ip 103.1.1.2

site-id 1e3

organization-name "sdwanlab-webinar"
vbond 192.168.100.12

I

hostname cEdge

username admin privilege 15 secret admin
interface GigabitEthernetl

no shutdown

ip address 172.16.103.2 255.255.255.0
exit

interface Tunnel®
no shutdown
ip unnumbered GigabitEthernetl
tunnel source GigabitEthernetl
tunnel mode sdwan
exit
sdwan
interface GigabitEthernetl
tunnel-interface
allow-service all
encapsulation ipsec
exit
exit
ip route 0.0.0.0 0.0.0.0 172.16.103.1
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5- Install the Root CA cert by SCP it from the vManage via the GigabitEthernetl interface.

HOR1# copy scp://admin:admin@192.168.100.11 bootflash:
Address or name of remote host [192.168.100.11]1°?
Source username [admin]?

Source filename [root.cer]?

Destination filename [root.cer]?

viptela 19.3.0

Sending file modes: C0644 1254 root.cer
|

1254 bytes copied in 0.607 secs (2066 bytes/sec)

6- Now install the Root CA certificate

HQOR1# request platform software sdwan root-cert-chain install
bootflash:root.cer

# output

Uploading root-ca-cert-chain via VPN 0

Copying ... /bootflash/ROOTCA.pem via VPN 0
Updating the root certificate chain..
Successfully installed the root certificate chain

7- Now activate the vEdge using the chassis number and the one-time password from the cloud-init file
8- using the the chassis number and the one-time password from the cloud-init file

HQR1# s XXXXXX Token XXXXXX

9- It will take a minute or two, but confirm that the control connections are active to the vManage, vBond
and vSmarrt.

# show control connections
CONTROLLER

PEER DOMAIN PEER PEER

SYSTEM IP PRIVATE IP PUBLIC IP COLOR PROXY  STATE UPTIME

vsmart 100.1.1.13 192.168.100.13 192.168.100.13 default

vbond 0.0.0.0 192.168.100.12 192.168.100.12 default

vmanage 100.1.1.11 192.168.100.11 192.168.100.11 default 0:00:03:03

Note: For HQR1, HQR2 same process but different Bootstrap config
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SD-WAN Templates

Controllers Templates

Cisco vManage ) admin v

L CONFIGURATION | TEMPLATES

Device Feature

jmm
3 ®e
.\ Template Type | Non-Default  ~ Search Options Total Rows: 14
m—m—— n

] CTRL_V.. CTRL_VPNO_vBOND_GE0/0 WANE.. vEdge Cloud admin 21 Jul 2020 4:24:
2= CTRL_V... CTRL_VPNO_VMAMNAGE E.. vManag... vManage 1 1 admin 21 Jul 2020 3:47-...

WAN_E... WAN_EDGE_SYSTEM WAN E.. CSR1000v|vEdge Cloud 5 4 admin 25 Jul 2020 2:23:...
m CTRL_V... CTRL_VPNO vSmart ... vSmart|vManage 2 2 admin 21 Jul 2020 3:40:...

WAN_E... WAN_EDGE_VPNTO0_INTF WAN E... CSR1000v|vEdge Cloud 4 3 admin 25 Jul 2020 3:17:...

WAN_E... WAN_EDGE_VPNS512_INTF WAN E... CSR1000v|vEdge Cloud 4 3 admin 25 Jul 2020 2:47:...

CSR1k_. CSR1k_AAA AAA CSR1000v 0] 0 admin 16 Jul 2020 4:21:...

WAN_E. WAN_EDGE_VPNO_PUBLIC.. WANE.. CSR1000v|vEdge Cloud 4 3 admin 25 Jul 2020 2:44:...

CTRL_S.. CTRL_SYTEM vSmart ... vSmart|vManage 2 2 admin 21 Jul 2020 3:28:...

WAN_E. WAN_EDGE_VPN512 WANE.. CSR1000v|vEdge Cloud 5 4 admin 25 Jul 2020 2:22:...

WAN_E.. WAN_EDGE_VPN10 WAN E.. CSR1000v|vEdge Cloud 4 3 admin 25 Jul 2020 3:14:...

WAN_E.. WAN_EDGE_VPNO WAN E... CSR1000v|vEdge Cloud 5 4 admin 25 Jul 2020 2:22:...

CTRL_V.. CTRL_VPN512_vBOND_ET.. WANE.. vEdge Cloud 1 1 admin 21 Jul 2020 4:33:...

CTRL_V... CTRL_VPNO_VSMART_ETHO vSmart... vSmart 1 1 admin 21 Jul 2020 4.05:...

» Configuration --> Template --> Feature --> Add template --> vManage & vSmart
--> Select

System Feature

1- Template Name: LAB _CTRL_SYSTEM

2- Template Description: LAB_SYSTEM_CTRL
3- Select System

4- Change Time zone Asia/Tehran

5- Click Save

VPN Feature

Template Name: LAB_VPNO_CTRL
Template Description: LAB_VPN@_CTRL
Select VPN
Basic Configuration
4.1. Select VPNO
4.2. Select Name Global: Write Description
5. DNS
5.1. Primary Address Global: Write DNS Server
6. IPv4 Route
6.1. Write Prefix Default and set Next hop
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6.2. Click add
7. Click Save

» Configuration --> Template --> Feature --> Add template --> vManage

--> Select
1

VPN Interface Ethernet feature

1. Select --> VPN Interface Ethernet
2. Template Name: LAB _VMANAGE_INT _ETHO
3. Basic Configuration

3.1. Shutdown: Global & NO

3.2. Interface Name: ethe

3.3. Description: VPN@ INT
4. IPV4 Configuration

4.1. Static (192.168.100.11/24)

4.2. IPV4 Address: Device Specific “vpn@_if_ip_address”
5. Tunnel

5.1. Tunnel Interface: Global & on

5.2. Allow Service: A1l

» Configuration --> Template --> Feature --> Add template --> vSmart

--> Select _l

VPN Interface Ethernet feature

1. Select --> VPN Interface Ethernet
2. Template Name: LAB _VSMART_INT _ETHO
3. Basic Configuration

3.1. Shutdown: Global & NO

3.2. Interface Name: ethe

3.3. Description: VPN@ INT
4. IPV4 Configuration

4.1. Static (192.168.100.13/24)

4.2. IPV4 Address: Device Specific vpno_if_ip_address
5. Tunnel

5.1. Tunnel Interface: Global & on

5.2. Allow Service: A1l

» Configuration --> Template --> Feature --> Add template --> vEdge Cloud(vBond)

--> Select _l

System Feature

1- Template Name: LAB _WEDGE_SYSTEM

2- Template Description: LAB _WEDGE_SYSTEM
3- Select System

4- Change Time zone (Base on Location)
5- Click Save
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VPNO Feature

1. Template Name: LAB_WEDGE_VPNO
2. Template Description: LAB_WEDGE_VPN®O
3. Select VPN
4. Basic Configuration
4.1. Select VPNO
4.2. Select Name Global: VPN@ Overlay
5. DNS
5.1. Primary Address Global: 192.168.100.10
6. IPv4 Route
6.1. Write Prefix 9.0.0.0/0 and set 192.168.100.1
6.2. Click add
7. Click Save

VPN512 Feature

Template Name: LAB_WEDGE_VPN512
. Template Description: LAB_WEDGE_VPN512
Select VPN
Basic Configuration
4.1. Select VPN512
4.2. Select Name Global: VPN512 MGMT
5. Click Save

BN

VPNO Interface Ethernet feature

1. Select --> VPN Interface Ethernet
2. Template Name: LAB_VMANAGE_INT _GEO@/0
3. Basic Configuration
3.1. Shutdown: Global & NO
3.2. Interface Name: ge@/0
3.3. Description: VPN@ INT
4. 1PV4 Configuration
4.1. Static (192.168.100.12/24)
4.2. IPV4 Address: Device Specific “vpn@_if_ip_address
5. Tunnel
5.1. Tunnel Interface: Global & on
5.2. Color: Global & public-internet
5.3. Allow Service: A1l
5.4. PMTU Discovery: On

VPN512 Interface Ethernet feature

1. Select --> VPN Interface Ethernet
Template Name: LAB_VMANAGE_INT _ETHO
3. Basic Configuration

3.1. Shutdown: Global & NO

3.2. Interface Name: ethe

3.3. Description: VPN512 MGMT
4. IPV4 Configuration

4.1. dhcp
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WAN Edge Templates

» Configuration --> Template --> Feature --> Add template --> CSR1000v & vEdge Cloud

--> Select _l

System Feature

1- Template Name: LAB_WEDGE_SYSTEM

2- Template Description: WEDGE_SYSTEM

3- Select System IP, Site ID, Hosthame Device Specific
4- Change Time zone (Base on Location)

5- Click Save

VPNO Feature

8. Template Name: LAB_WEDGE_VPN®@
9. Template Description: LAB_WEDGE_VPN@
10.Select VPN
11.Basic Configuration
11.1. Select vPNe
11.2. Select Name Global: Write Description
12.DNS
12.1. Primary Address Global: write DNS Server
13.1Pv4 Route
13.1. Write Prefix Default and set Next hop
13.2. Click add
14.Click Save

VPN512 Feature

1. Template Name: LAB_WEDGE_VPN512
2. Template Description: LAB_WEDGE_VPN512
3. Select VPN
4. Basic Configuration
4.1.Select vPN512
4.2.Select Name Global: Wwrite Description
5. Click Save
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VPNO Interface Ethernet feature vEdge Cloud

6. Select --> VPN Interface Ethernet
7. Template Name: LAB_VEDGE_GE®/0_INET
8. Basic Configuration
8.1.Shutdown: Global & NO
8.2.Interface Name: geo/0@
8.3.Description:
9. IPV4 Configuration
9.1.Static
9.2.IPV4 Address: Device Specific vpne_if_ip_address
10.Tunnel
10.1. Tunnel Interface: Global & on
10.2. Color: Global & public-internet
10.3. Allow Service: All
10.4. PMTU Discovery: 0On

VPN512 Interface Ethernet feature vEdge Cloud

5. Select --> VPN Interface Ethernet

6. Template Name: LAB_VMANAGE_INT_ETH@

7. Basic Configuration
7.1.Shutdown: Global & NO
7.2.Interface Name: ethe
7.3.Description: VPN512 MGMT

VPNO Interface Ethernet feature CSR1000v

11.Select --> VPN Interface Ethernet
12. Template Name: LAB_VEDGE_G1_INET
13.Basic Configuration
13.1. Shutdown: Global & NO
13.2. Interface Name: GigabitEthrentl
13.3. Description:
14.1PV4 Configuration
14.1. Static
14.2. IPV4 Address: Device Specific vpne_if_ip_address
15.Tunnel
15.1. Tunnel Interface: Global & on
15.2. Color: Global & public-internet
15.3. Allow Service: All
15.4. PMTU Discovery: 0On
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Device Template
Controllers

» Configuration --> Template --> Device --> Create template -->

--> Select _l

Device Model: vManage

1- Template Name: vManage

2- System: LAB_CTRL_SYSTEM

3- VPNO: LAB_CTRL_VPN®@

4- Click @ VPN Interface

5- VPN Interface: LAB_INT_VMANAGE_ETHO
6- Click Create

%X CONFIGURATION | TEMPLATES
Basic Information Transport & Management VPN Additional Templates
System * LAB_SYSTEM_CTRL - Additional System Templates
@ Archive
I_ il * -
0gging Factory_Default_Logging_Template © NTP
AAA* Factory_Default_ AAA_Template -
Security * Factory_Default_vSmart_vManage_Security_.. ~
Transport & Management VPN
VPNO* LAB_VPNO_CTRL - Additional VPN 0 Templates
© VPN Interface
VPN Interface LAB_INT_VMANAGE_ETHO - @
— Activate Windows
m Cancel Go to System in Control Panel to ac]
Windows.

Deployment CISCO SD-WAN LAB ON EVE-NG



7- Click on ...

L2 CONFIGURATION | TEMPLATES o

Device Feature View

Delete

© Create Template ~ cony
Search Options Attach Devices

Detach Devices

___ Faport o5V

vBond vBond Feature  vEdge Cloud 10 Change Device Values

vManage vManage Feature  vManage 7 1 " admin aes r

8- Select Attach Device
9- add vManage form Available Device to Selected Device

Attach device from the list below 1 ltems Selected

All - O Al ~| Q
Name Device IP Name Device IP
vmanage 100.0.0m
9
e

m ca nce'

10- Click Attach
11-Click on ... then Edit Device template

£ CONFIGURATION | TEMPLATES
Device Template | vManage

00

Search Options v Total Rows: 1

u——-

bbdcb77e-8173-40e4-9fec-0257f685¢ca78 100.1.1.11 vmanage . —

Edit Device Template
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12- Fill require Field then Click Update

Variable List (Hover over each field for more information)

Chassis Number
bbdcb77e-8173-40e4-9fec-0257f685¢ca78
System IP
100.1.1.11
Hostname
vmanage
IPv4 Address(vpn0_if_ip_address)
Hostname(system_host_name)
System IP(system_system_ip)

Site ID(system_site_id)

192.168.100.11/24

vManage
100.1.1.11

100

13- Review the Configuration and click Configure Device

'Configure’ action will be applied to 1 device(s)
attached to 1 device template(s).

viptela-system:system

L CONFIGURATION | TEMPLATES

Device Template Total
vManage 1

Device list (Total: 1 devices)

device-model vmanage
Filter/Search host-name vManage

system-ip 188.1.1.11

site-id 189

admin-tech-on-failure
sp-organization-name sdwanlab-webinar

bbdch77e-8173-40e4-9fec-0257f685¢ca78
vManage|100.1.1.11

organization-name sdwanlab-webinar
clock timezone Asia/Tehran
vbond 192.168.108.12 port 12346
aaa

auth-order local radius tacacs
usergroup basic

task system read write

task interface read write

!

usergroup netadmin

!

usergroup operator

task system read

task interface read

task policy read

Back Configure Devices Caneel

Configure Device Rollback Timer
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Device Model: vSmart

1- Template Name: vSmart

2- System: LAB_CTRL_ SYSTEM

3- VPNO: LAB_CTRL_VPNO

4- Click @ VPN Interface

5- VPN Interface: LAB_INT_VMANAGE_ETHO

6- Click Create

7- Click on ...

8- Select Attach Device

9- add vSmart form Available Device to Selected Device
10-Click Attach
11-Click on ... then edit Device template and fill require Field then Click Update
12- Review Configuration and click Configure Device

Device Model: vBond

1- Template Name: vBond

2- System: LAB_WEDGE_SYSTEM

3- VPNO: LAB_WEDGE_VPN@

4- Click @ VPN Interface

5- VPN Interface: LAB_INT_WEDGE_GEO®/©_ INET

6- VPN512: LAB_WEDGE_VPN512

7- Click @ VPN Interface

8- VPN Interface: LAB_VMANAGE_INT_ETHO

9- Click Create

10-Click on ...

11- Select Attach Device

12-add vBond (vEdge) form Available Device to Selected Device
13- Click Attach

14-Click on ... then edit Device template and fill require Field then Click Update
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WAN Edges

» Configuration --> Template --> Device --> Create template -->

Select -- > _l

Device Model: vEdge Cloud

1- Template Name: vEdge Cloud

2- System: LAB_WEDGE_SYSTEM

3- VPNO: LAB_WEDGE_VPNO

4- Click @ VPN Interface

5- VPN Interface: LAB_WEDGE _GE@/@© _INET

6- VPN512: LAB_WEDGE_VPN512

7- Click @ VPN Interface

8- VPN Interface: LAB_VMANAGE_INT_ETHO

9- Click Create

10- Click on ...

11- Select Attach Device

12- Move vEdge form Available Device to Selected Device
13- Click Attach

14- Click on ... then edit Device template

15- Fill require Field then Click Update

16- Review the Configuration and click Configure Device

Device Model: CSR1000v

1- Template Name: vEdge Cloud

2- System: LAB_VEDGE_SYSTEM

3- VPNO: LAB_WEDGE_VPN®@

4- Click @ VPN Interface

5- VPN Interface: LAB_VEDGE_G1_INET

6- Click Create

7- Click on ...

8- Select Attach Device

9- Move cEdge form Available Device to Selected Device
10- Click Attach

11- Click on ... then edit Device template

12- Fill require Field then Click Update

13- Review the Configuration and click Configure Device

Deployment CISCO SD-WAN LAB ON EVE-NG



	EVE-NG Requirements (Cisco SD-WAN)
	SD-WAN LAB Diagram on EVE-NG
	Add Viptela Controller on EVE-NG
	Deployment of Cisco Viptela vManage 19.3 image
	Deployment of Cisco Viptela vSmart 19.3 image
	Deployment of Cisco Viptela vBond 19.3 image

	Add WAN-Edge on EVE-NG
	Add Viptela vEdge 19.3 image on EVE-NG
	Add CSR1000v SD-WAN on EVE-NG

	Windows Server Active Directory & Certificate Server
	Pre requirement for Active Directory Certificate Server
	Active Directory Installation
	Active Directory Certificate Server Installation

	Cisco Smart Account
	Login Smart Account
	Add Controller Profile
	Add Virtual Edges cloud & CSR1000v
	Serial File

	SD-WAN Controller Configuration on EVE-NG
	vManage
	vBond
	vSmart

	SD-WAN WAN Edges Configuration on EVE-NG
	vEdge Cloud
	cEdge

	SD-WAN Templates
	Controllers Templates
	WAN Edge Templates
	Device Template
	Controllers
	WAN Edges



