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DevNet Workshop

Extreme automation: Meraki APIs and the
Alexa virtual assistant.

Session ID

DEVNET-2129

Speakers:
Juan Antonio Castilleja

Uriel Arriaga Alvarado
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Upon completion of this lab, you will be able to:

e Understand the flow of Alexa request
e How to create python code into Lambda
e Create new skills to call personalized code

Scenario

Meraki
Cloud

|

Audio response

Lambda code
I identify

&

request and

Alexa converts text-to-speech
O Respond to Intent make al? APl
Through text ¢
PSS
- alexa y
Audio stream is sent Identifies Skill & Recognizes Intent A e t>
exa sends Inten
User makes to Alexa ;H Lambda
a request
Figure 1. Lab scenario

Prerequisites

Have experience on:

1. Meraki APIs Knowledge
2. Basic Programing skills

Account details and logins will be provided during the lab.

HCiscolivel A

2|Page



iMAG :ENE

ascollVe! T

Task 1: Create an Alexa Skill

Go to developer.amazon.com

Click in “Developer Console”

Login as Prompted. Credentials will be given to you by the instructor.
Click on Alexa, then Click on Alexa Skill Kit

amazon

Notificatio A vore service Announcements
All Crucar Alexa Presentation Language Mov 20, 2018 Alexa Hosted Skills (Preview) Mov 15, 2018
Skill Certification is Available
No Nofifications. Nowt
Test Multi-Turn Nov 15, 2018 Alexa and Echo Devices Now Nov 7, 2018
Conversations using the CLI Available for Pre-order by
and SMAPT Customers in Mexico
Music Skill AP Now Generally Nov 2, 2018 Now Available: Alexa Nov 1, 2018
Available Reminders API
amazonalexa amazon amazon
S S~ services
Build for voice with Alexa, Amazons voice service Build Android apps and games for Amazon Fire TV, Dash Replenishment Console; manage existing
and the brain behind the Amazon Echo Fire tablet, and Amazon's mabile app store. devices and set new devices

5. Click the create skill button

Make Money with Your Alexa Skills

Enrich your skill with in-skill purchasing, available for skills in the US. Deliver premium experiences with consumables, one-time purchases, and subscriptians. You define your product offering and price, and we handle the

voice-purchasing flow. You must use the ASK Command-Line Interface to build premium skills.

Welcome to the Alexa Skills Kit Developer Console

Visit our to learn about new feature and tools. Curious about what's new? or

Skills Earnings Payments

Alexa Skills

SKILL NAME LANGUAGE TYPE MODIFIED STATUS ACTIONS

-
& 9
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6. Fill the “Skill Name” with “Meraki”, put the “Default language” to “English (US)” and select
the “Custom” Option As a model for the skill. Then Click “Create skill”

Create a new skill B

Skill name

Meraki
6/50 characters
Default language
English (US) v

More languages can be added to your skill after ereatior

Choose a model to add to your skill
There are many ways to start building a skill. You can design your own custom model or start with a pre-built model. Pre-built models are
interaction models that contain a package of intents and utterances that you can add to your skill.

Custom Flash Briefing Smart Home Video

Design a unique experience for your
users. A custom model enables you
to create all of your skill's

Give users control of their news feed.
This pre-built model lets users
control what updates they listen to.

interactions.

“Alexa, what's in the news?"

Give users control of their smart
home devices. This pre-built model
lets users turn off the lights and
other devices without getting up.

"Alexa, turn on the kitchen lights”

7. Choose “Start from Scratch” as a template, an click “choose”

Choose a template

Select a quick start template to get started with a predefined skill or simply "Start from scratch”

Fact Skill

Provided a list of interesting facts
about a topic, Alexa will select a fact
at random and tell it to the user
when the skill is invoked. Includes 1
custom intent, and 4 built-in intents.

Start from scratch

Design a unique experience for your
users and define your custom model
from scratch.

HCiscolivel A

Quiz Game Skill

Provided a list of interesting facts
about a topic, Alexa will quiz a user
with facts from the list. Includes 1
custom intent with 1 slot, and 6
built-in intents.

Let users find and consume video
content. This pre-built model
supports content searches and
content suggestions.

“Alexa, play Interstellor”

High-Low Game Skill

Try to guess the target number. Alexa
tells the player if the target number
is higher or lower than their current
guess. Includes 2 custom intents with
5 slots, and 5 built-in intents.
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8. Click “JSON Editor”
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‘ @ English (US) o

W Skill builder checklist

Complete these steps to be able to test your skill using the simulator in the test tab,
or with your echo device

1 Interaction Model

Invocation

1. Invocation Name > °
Enter an invocation name for your skill

~ Intents (5)

~  Built-in Intents (5)
AMAZON.Falibackintent

AMAZON.Cancellntent

AMAZON Helpintent

AMAZON.Stopintent

Resources
AMAZON.NavigateHomelntent

Make Money #

Learn how to add In-Skill Purchasing (ISP) to your skill using the Command Line
Interface (CLI).

Slot Types (0) © Ac

Documentation &

Refer to our technical documents for detailed guides on building custom skills.

Sample Alexa Projects &

9. Copy and Paste the JSON Available in intentJSON.txt within
https://github.com/Momovyactly/Extreme-automation and click “Save Model”

B save Model ¥ Build Model

JSON Editor

to learn more about the schema definition for interaction models

‘ & English (US) v

CcusToM

53 Interaction Model

Invocation
Drag and drop a .json file
~ Intents (5) © Add e e e amccesoaaaamemssmnnaaResSsmnASSARSmSAmASAaRSaSAmAa S ana_S e a—a R Son st oA e A et e et e e e S S e 4 S e £ S e 4 s e ]
« Built-In Intents (5) BT
- “interactionModel”
- “lenguageModel”: {
AMAZGN, Follbackintent "invocationName™: "meraki”,
- "intents": [
AMAZON.Cancellatent o
“nome": “AMAZON.FallbackIntent”,
AMAZON Helpintent R “samples®: [
- {‘
AMAZON.Stopintent “name": “AMAZON. CancelIntent",
“samples”: [
AMAZON.NavigateHomeintent 1.
& {
Slot Types (0) @ add “name”: "AMAZON.HelpIntent”,
¢ “samples”: [
JSON Editor . L
“name”: "AMAZON. StopIntent”,
"samples”: [0
h
- {
: “name": “AMAZON.NavigateHomeIntent",
& Endpoint 7 “samples”: []
}
e
454 1atent Histary types': [
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10. if everything ins Ok you should see a green message in the inferior right corner, and in the
left side the “Intent tree” Should look like in the image below.(Checkpoint)

| & English (US) ™

[ save Model X Build Model

CcusToM

JSON Editor

@ itsechciioce to learn more about the schema definition for interaction models.

Invocation
| Drag and drop a .json file
v Intents (16) © Add LI s s e iy e s P S A e B B A R S5
e ¥
WhoAreYou W 77 “how many clients are connected",
“how many clients are currently connected",
. “how many clients are online”,
GetLicenseStatus o] how many clients are currently online”,
“how many devices are connected”,
WhyinternetSlow W how many devices are currently connected”,
“how many devices are online”,
"how many devices are currently online”,
BlockMaxUser ) “how many client devices are connected”,
“how many client devices are currently connected”,
DeleteAllNetworks o] “how many client devices are online”,
: "how many client devices are currently online",
= “what is connected”,
GetNetworkStatus ] “what is currently connected",
"what is online",
GetDeviceStatus B “what is currently online",
“who is connected",
T “who is currently connected",
etClientDevices i L - .
o “who is online”, Interaction Model Saved Successfully X
¢ "who is currently online”
WarnUserDevice o 1 The interaction model has been saved without errors.
}’ The Model must be successfully built for changes to
GetRoadmap w "name": "WarnUserDevice", take effect
“slots™: [, Sunday, November 25, 2018, 10:57 PM
FinishLab ol > saplest: [
203 “warn the user”, ‘

11. Click Endpoint in the right Panel, then click “AWS Lambda ARN” In the “Default Region” field
we will copy the ARN given to us by Lambda in the next task, so we will come back to this
Screen.

[ save Endpoints

‘ & English (US) ~

CUSTOM

Endpoint

$ Interaction Model

Invocation
The Endpoint will receive POST requests when a user interacts with your Alexa Skill, The request body contains parameters that your service can use to
» Intents (16) o Add perform logic and general SON-formatted response. Learn more about AWS Lambda endpoints You can host your own HTTPS web service endpoint
as long as the service meets the requirements described |
Slat Types (0) © Add
JSON Editor

Service Endpoint Type

Select how you will host your skill's service endpoint.
Endpoint

‘Your Skill ID amzn1.ask.skil.64c870f8-123c-4Bdf-94f6-e34f0564f486

Intent History
‘Hf Copy to Clipboard

@ Display &

Default Region
(Required)
ACCOUNT LINKING

PERMISSIONS North America

(©ptional)
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Task 2: Create the Lambda function

Nam nec lacus luctus, vestibulum ex non, convallis elit. Pellentesque habitant morbi tristique
senectus et netus et malesuada fames ac turpis egestas. Mauris ultrices lorem mauris

1. Loginto AWS.amazon.com
2. Click Services in the upper bar, then type lambda, and click the lambda option that appears.

ce Groups ~ Lambda DynamoDB *

History

lambda] Group  A-Z
Lambda
Lambda
Console Home Run Code without Thinking about Servers
EC2 Amazon Lex
Build Vaice and Text Chatbots
1AM

CodeBuild
Build and Test Code

CloudWatch

API Gateway
IoT 1-Click
Trigger AWS Lambda functions from simple devices

AWS Organizations

AWS Single Sign-On

Storage Ceriificate Manager

83 Key Management Service

EFS CloudHSM

53 Glacier Directory Service

Storage Gateway WAF & Shield

Artifact

% Database

RDS 07 Mobile Services

~ close
TP AT T AR AOAATT T e TPy A TS T T TS ITATTT e T T AT T T ST T AT

@ Feedback (@ Espaiiol
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3. Make sure that you are in US East. Then click “Create a function”

Lamb DynamecDB %

AWS Lambda X | US East
Resources for US East (N. Virginia)

US East (Ohio}
Dashboard US West (N. California)
Applications Lambda function(s) Code storage
US West (O
) 1 299 bytes (0% of 75.0 GB) (©regon)

Functions Asia Pacific (Mumbai)

Full account concurrency Unreserved account concurrency Asia Pacific (Ssoul)

1000 1000

Asia Pacific (Singapore)

Asia Pacific (Sydney)

Asia Pacific (Tokyo) —
Canada (Centraly
Account-level metrics EU (Franktur)
EU (Ireland)
The charts below show metrics across all your Lambda functions in this AWS Region.
EU (London)

th 8h 12y  EUPais)
South America (S0 Paulo)
Errors, Availability (%) Throttles Invocatio...

1.00 100 1.00 1.00

Feedback (@ English (US)

4. Choose “Autor from scratch”, write Meraki in the “Name” field, select “Python 3.6” in
“Runtime”. Then click “Create a custom role” in the “Role” menu. You will be taken to
another window and the you will come back.

aws

Lambda
. — @
Author from scratch -] Blueprints AWS Serverless Application Repository
Start with a simple "hello world" example. Chaose a preconfigured template as a starting point for your Find and deploy serverless applications published by AWS, AWS
Lambda function. partners, and other developers.
= &
= Y- |
Author from scratch o
Name
Meraki
Runtime
Python 3.6 v
Role
Defines the permissions of ctian. Note that new roles may nat be available for a few minutes after creation. Learn more about Lambda execution role
Choose an existing role v

Choose an existing role

Create a new role from one or more templates Jissions

Create a custom role

HCiscolivel A
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5. Select a “Create a new IAM Role”, and write “lambda_basic_execution” in the “Role name”.
Then click “Allow”

DynamoDE %

AWS Lambda requires access to your resources

AWS Lambda uses an IAM role that grants your custom code permissions to access AWS resources it needs.

+ Hide Details

Rale Summary ©@

Role Description Lambda execution role permissions

IAM Role Create a new 1AM Role ]

Role Name  lambda_basic_execution

» View Policy Document

ceneel

6. Choose “Choose an existing role” in the “Role” menu, and choose “lambda_basic_execution”

,that we just created, from the “Existing role” menu. Then click “Create function”.

daws

Lambda DynamoDB %
. — @
Author from scratch -] Blueprints AWS Serverless Application Repository
Start with a simple “hello world" example. Chaose a preconfigured template as a starting point far your Find and deploy serverless applications published by AWS, AWS
Lambda function partners, and other developers,
= o
= =
Author from scratch o
Name
Meraki
Runtime
Python 3.6 v
Rale
Defines the permissions of your function. Note that new roles may not be available for  few minutes after creation. Learn more about Lambda execution roles
Choose an existing role v
Existing role
lambda_basic_execution v

caneet

ck @ English US)
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7. Click in “Alexa Skill Kit”

N E
V

=

Lamb DynamoDB

Lambda Functions Meraki ARN - arn:aws:lambda:us-east‘unmon:mrakl
v Test

Meraki Throttle H Qualifiers ¥ H Actions ¥ Select o te:

Configuration Monitoring

¥ Designer

Add triggers yel
c trigger from the list below a Meraki
0 your function

AP| Gateway

Add triggers from the list on the left ‘ Amazon CloudWatch Logs

AWS loT

Resources that the function's role has access to appear here
Alexa Skills Kit

Alexa Smart Home

CloudFront

CloudWatch Events

@ Feedback @ English (US)

8. Click were it says “Configuration required” and the field “Skill ID” copy the value we get in
the previous task. The click “ADD”

aws

Resource Groups v Lambda DynamoDE  *

= Meraki | Throttle H Qualifiers ¥ H Actions ¥ Select a test event v

AP1 Gateway Alexa Skills Kit ‘ Amazon CloudWatch Logs
n ]
AWS loT ® =
Resaurces that the function's rale has access ta appear here
Alexa Skills Kit Add triggers from the list on the left

Alexa Smart Home

CloudFront

Configure triggers

@ Skill ID verification is an easy way to verify the SkillID in an incoming request from a Skill. To set this up, enter the Skill ID (also called Application ID) of your skill located in your Alexa Skills Kit dashbaard, Learn more. b%s

Skill 1D verification
© Enable (recommended)
Disable

Skill ID

Lambda wil add th y for Amazon Alexa to invoke your Lambda function from this trigger. Learn more about the Lambda permissions model.

Cancel

HCiscolivel A
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9. Inthe same page in the upper part, click “SAVE” the copy the ARN value

= @
Lambda > Funcions > Meraki | ARN - arn:awstambdaus-east function:Meraki |
Meraki rooste | [~ avatters v | [ acions v | [sovcoroen v ||| |
Configuration Monitoring
¥ Designer
Add triggers Ic
99 e
(003 3 trigger from tha it bals a Meraki
e funetor
API Gateway O Alexa Skills Kit ‘ Amazon CloudWatch Logs
insaved change
WS 0T ® unsaved changes
Resaurces that the function's rale has access ta appear here
Alexa Skills Kit Add triggers from the list on the left

Alexa Smart Home

CloudFront

Alexa Skills Kit

New trigger 1

10. Click in the lambda button of “Meraki”, choose “Upload a .Zip file” an click Upload to add th
code available in: https://github.com/Momovyactly/Extreme-automation Then click “Save”

Res:

Lambda DynamoDB %

= Meraki | Throttle H Qualifiers ¥ H Actions ¥ 1 Select a test event v - @

UG yyE s

anse a trigger from th I | a Meraki I

API Gateway O Alexa Skills Kit ‘ Amazon CloudWatch Logs
@ saved
AWS laT
) Resources that the function's role has access to appear here

Alexa Skills Kit Add triggers from the list on the left
Alexa Smart Home
CloudFront
Function code 1
Code entry type Runtime Handler info

Upload a zip file v Pythan 3.6 v lambda_function lambda_handier

Function package*

[ upload

Environment variables

@ Feedback @ English
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Task 2: Integrate Alexa with Lambda

Nam nec lacus luctus, vestibulum ex non, convallis elit. Pellentesque habitant morbi tristique
senectus et netus et malesuada fames ac turpis egestas. Mauris ultrices lorem mauris

1. Return to developer.amazon.com in the menu “Endpoints” and paste the ARN value in the
“Default Region” field

‘ & English (US) v Y save Endpoints

CUSTOM

Endpoint

$ Interaction Model

Invocation s
I@: The Endpoint will receive POST requests when a user interacts with your Alexa Skill. The request body contains parameters tha service can use to
~ Intents (16) o Add perform logic and generate a JSON-formatted response. Learn more about AWS Lambda endpoints You can host your own HTTPS web service endpoint
as long as the service meets the requirements described here
WhoAreYou ]
GetlicenseStatus o
WhyInternetSlow o] Service Endpoint Type
BlockMaxUser & Select how you will host your skill's service endpaint
DeleteAllNetworks w O Aws Lambda ARN
(Recommended)

Your Skill ID amzn.ask.skil
GetNetworkStatus W ") Copy to Clipboard
GetDeviceStatus o]

Default Region
GetClientDevices o] (Required)
WarnUserDevice jmj
GetRoadmap m North America

(©ptionaly

FinishLab

HCiscolivel A
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Task 3: Test with Alexa!
Nam nec lacus luctus, vestibulum ex non, convallis elit. Pellentesque habitant morbi tristique
senectus et netus et malesuada fames ac turpis egestas. Mauris ultrices lorem mauris

1. Goto “Test”, “Enable test for this skill” and say or write “ask Meraki to get network status”

vaur Skills Vorak Bui t Distributior Certificat nalytics
|- Tes:isenableaformlsskm| Skill 1/0 Device Display | | Device Log

Alexa Simulator Manual JSON Voice & Tone

English (US) sk Meraki to get network statug

 First, open your skill with your Skill 1/O is available only for speech requests to skills you have created.
invocation name. Then start testing

your dialog.

Challenge: Add a new skill to create a new network

All the documents mentioned are available in: https://github.com/Momoyactly/Extreme-

automation
An updated version with the new skill is available in the folder newSkillVersion.

HCiscolivel A

13 |Page


https://github.com/Momoyactly/Extreme-automation
https://github.com/Momoyactly/Extreme-automation

i MAGENE
INTUITIVE

Cisco [l'l/&/

1. Modify the Json in the “Alexa Developer Console” with the code in jsonNewSkill.txt. Then
build an save the skill

2. Addthe method available the updateLambdaFuction.txt in the lambda_Fuction.py in
lambda. Then Save the function.

3. Modify the on_intent method in the lambda_Fuction.py in lambda. An example is available
in updateLambdaFuction.txt. Then Save the function.

4. Try the new Skill.
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