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So @b cAu hinh VPN SITE TO SITE TU LAN 192.168.2.0 DPEN LAN 172.16.2.0
Véi cac ddy dia chi ip dugc hoach dinh nhu anh | ta tién hanh cau hinh.

Buwéc 1: Dit ip cho cac thiét bi router theo hoach dinh.
Budc 2: Dat ip cho céac firewall ASA nhu sau :

ciscoasa(config)# hostname ASA3

ASA3 (config)# int e4

ASA3 (config-if)# nameif DMZ

INFO: Security level for "DMZ" set to 0 by default.

ASA3 (config-if)# security-level 50
ASA3 (config-if)# main-loop: WARNING: I/O thread spun for 1000 iterations

ASA3 (config-if)# ip address 192.168.3.2 255.255.255.0
ASA3 (config-if)# no shut
ASA3 (config-if)# exit

Céc cong con lai ta tién hanh cdu hinh tuong ty.



Buwéc 3: Tién hanh cdu hinh dinh tuyén ¢ nhanh Lan cua ASA3

Rl (config) #irouter ospf 1

Rl (config-router) #inetwo

Rl (config-router) #network 192.168.2.
Rl (config-router) #network 192.168.5.
Rl (config-router) #exit

255 area 0

0 0.0.0.
0 0.0.0.255 area 0

Dinh tuyén trén router R1 cac I6p mang 192.168.2.0 va 192.168.5.0

ASA3 (config) # router ospf 1
ASA3 (config-router)# network 192.168.5.0 255.255.255.0 area 0

Trén firewall ASA3 ,chlng ta chi nén quang ba 1 I6p mang thudc Inside
192.168.5.0 , khdng nén thém cac quang ba loép mang vung DMZ va management
lan vao ospf.

[OK]
ASA3 (config) # route outsidel 0.0.0.0 0.0.0.0 100.0.0.3

Trén firewall ASA 3 va 4 ta tién hanh ciu hinh default route sang next hop 1a R2 (
& day duoc xem la ISP router).

Trén router ISP 13 R2 , chling ta khéng cau hinh thém bat ky tap Iénh nao vé route
nira.Va bang dinh tuyén R2 nhu sau :

Bt dau cau hinh vpn + ipsec



Buéc 4 (pha 1): Chang ta ciu hinh lya chon viéc van chuyén khéa mat ma giira 2
firewall VPN . O day ta chon IKEV1 véi céng ra outsidel , st dung preshare key
duoc ma hoa 3des va ham bam md5.

ASA3 (config)# crypto ikevl enable outsidel

ASA3 (config)# crypto ikevl policy 2

ASA3 (config-ikevl-policy)# authentication pre-share
BSA3 (config-ikevli-policy)# encryption 3des

ASA3 (config-ikevl-peolicy)# hash md5

ASA3 (config-ikevl-policy)# group 2

ASA3 (config-ikevl-policy)# lifetime 3600

ASA3 (config-ikevl-policy)# exit

ASA3 (confiq)#

Tiép theo ta cau hinh Ipsec theo mode tunnel (121 tc vpn lan to lan ), chi dinh tro
vao ip public cua phia vpn router d6i phuong ( & ddy 1a ASA4) véi preshare key
ciscol23.

ASA3 (config)# tunnel-group 220.0.0.4 type ise

ASA3 (config)# tunnel-group 220.0.0.4 type ipsec-121

ASA3 (config)# tunnel-group 220.0.0.4 ipsec

ASA3 (config)# tunnel-group 220.0.0.4 ipsec-attributes
ASA3 (config-tunnel-ipsec)# ikevl pre-shared-key ciscol23
ASA3 (config-tunnel-ipsec)# exit

Buéc 5: Tao 2 object chi dinh 2 16p mang Inside va 16p mang tro toi bén Lan d6i
phuong.

ASA3 (config) # object network INSIDE NETWORK

ASA3 (config-network-object)# subnet 192.168.2.0 255.255.255.0
ASA3 (config-network-object)# exit

ASA3 (config) # object network REMOTE NETWORK

ASA3 (config-network-object)# subnet 172.16.2.0 255.255.255.0
ASA3 (config-network-obiject)# exit

Buwéc 6: Tao 1 access list permit 2 16p object trén

Cau Iénh la access-list VPN_TRAFFIC extended permit ip object
INSIDE_NETWORK object REMOTE_NETWORK

access-list VPN_TRAFFIC extended permit ip object INSIDE NETWORK object REMOTE N
ETWORK



Buwéc 7 ( pha 2): Thuc hién cau hinh giao thirc dong goi bao vé IPSEC & day
chung ta chon ESP (Encapsulation security protocol) véi giao thic ma hoa AES
256 bit va ham bam SHA . Sau d6 map voi access list vira tao & trén va cong thiét
lap Tunnel ra( noi bat dau ciu tao duong ham) 1a outsidel.

crypto ipsec ikevl transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
crypto map TO BRANCH 1 match address VPN _TRAFFIC
crypto map TC BRANCH 1 set pfs groupb
crypto map TC BRANCH 1 set peer 220.0.0.4
1
1

crypto map TO BRANCH set ikevl transform-set ESP-AES-256-SHA
crypto map TO BRANCH set security-association lifetime seconds 1800
crypto map TC BRANCH interface outsidel

Bwéc 8: Tién hanh cau hinh twong ty cho firewall ASA2

Buéc 9: Cau hinh permit ICMP ( cho phép ping) trén ca 2 firewall ASA.
IASAB-fconfig‘] # policy-map global policy

‘ASAE (config-pmap) # class inspection_default
ASA3 (config-pmap-c)# inspect icmp
ASA3 (config-pmap-c) # exit

Nghiém thu : Tién hanh kiém tra giao thicc VPN d4 thiét lap thanh cong hay chwa
bang cach ping ( giri g6i tin ICMP) tir mang lan site 1 192.168.2.0/24 sang lan site
2172.16.2.0/24
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Recycle Bin

B C\Windows\system32\cmd.exe

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix H
Link—-local IPv6 Address . . . = feB8A::5101:19c5:9761:d4a8#11
Autoconfiguration IPv4 Addr . = 169.254.212.168
Subnet Mask . . . . = 255.255.8.9
Default Gateway . . -l
C:\Users\admin>ncpa.cpl
C:\Users\admin>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Link—-local IPv6 Address . . . . = feB80::5101:19c5:9761:d4a8z11

IPv4 Address. . . LR TR . = 192.168.2.10
Subnet:Mask’ ¢ v e enw . = 255.255.255.0
Default Gateway . T TR . = :192.168.2.1

C:\Users\admin>
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Recycle Bin

Bl C\Windows\system32\cmd.exe

Mindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHNE Suffix

Link-local IPv6 Address felB::25%db:di6f :a3?8:b?0cx11
IPv4 Address. . . . . . 172.16.2.18

Subnet Mask . . . . . . 255.255.255.8

Default Gateway . . . . 1?72.16.2.4

C=~Userssadmin>ping 172.16.2.4

Pinging 172.16.2.4 with 32 hytes of data:
Reply from 172.16.2.4: bhytes=32 time=16%9ms TTL=25L5
Reply from 172.16.2.4: hytes=32 time=17ms TTL=255

Ping statistics for 172.16.2.4:

Packets: 8ent = 2, Received = 2, Lost = B (Bx loss>,
Approximate round trip times in milli—seconds:

Minimum = 1Yms,. Maximum = 16%ms. Average = 73ms
Control-C

C:xUserswadmin>

#P AsAz - [m]
[OK]

ASA3# ping 220.0.0.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echeos to 220.0.0.3, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
ASA3# ping 220.0.0.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 220.0.0.4, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
ASA3# show cryp

AsSA3# show crypto ikevl sa

Windows\system32\cmd.exe - ping 17216210 -t

IKEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 220.0.0.4
Type L2L Role : initiator
Rekey i no State : MM ACTIVE
ASA3#

O hinh trén ta c6 thé quan sat dugc ca 2 16p mang da thong nhau va firewall bao
log vé da thiét lap van chuyén khoa thanh cong sang peer 220.0.0.4( chinh la ASA



4). Bé chitng minh VPN hoat dong theo dang duong ham ma khéng phai di theo
dang thong thudng thiéu an toan , ta xem viéc bat gai tin qua Wireshark.

6 2.887748 228.08.90.4 160.8.08.2 ESP 134 ESP (SPI=@xbbla7389)
7 3.114448 lee.@.8.2 228.8.8.4 ESP 134 ESP (SPI=Bxcc23asc?)
8 3.125582 228.8.8.4 1a6.8.8.2 ESP 134 ESP (SPI=@xbbla73@9)
9 4,156437 lee.@.0.2 228.8.8.4 ESP 134 ESP (SPI=@xcc23a5c?)
18 4.166574 228.8.8.4 188.8.8.2 ESP 134 ESP (SPI=@xbbla73@9)
11 5.287292 lae.e.8.2 228.8.8.4 ESP 134 ESP (SPI=@xcc23a5c?)
12 5.214565 228.8.8.4 1a6.8.8.2 ESP 134 ESP (SPI=@xbbla7389)
13 6.243615 lae.@.@.2 228.8.8.4 ESP 134 ESP (SPI=@xcc23a5c?)
14 6.251881 228.8.8.4 166.8.8.2 ESP 134 ESP (SPI=@xbbla73e9)
15 7.247@98 lae.a.0.2 228.8.8.4 ESP 134 ESP (SPI=@xcc23asc?)
16 7.251872 228.8.8.4 1e6.8.8.2 ESP 134 ESP (SPI=@xbbla7389)
1
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Frame 6: 134 bytes on wire (1872 bits), 134 bytes captured (1872 bits) on interface @
Ethernet II, Src: aa:bbi:cc:98:20:00 (aa:bb:cc:08:20:00), Dst: 50:00:00:03:00:81 (50:90:00:03:00:01)
v Internet Protocol Version 4, Src: 220.8.06.4, Dst: 196.6.6.2
e18e .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
Differentiated Services Field: @x@® (DSCP: CS@, ECN: Not-ECT)
Total Length: 128
Identification: @x7395 (29589)
¥ Flags: ox0000
- = Reserved bit: Mot set
B vive wev. w... = Don't fragment: Not set
caBe viee wees .. = More fragments: Not set
...0 0208 G202 B082 = Fragment offset: @
Time to live: 63
Protocol: Encap Security Payload (58)
Header checksum: @xc7b8 [validation disabled]
[Header checksum status: Unverified]
Source: 228.8.8.4
Destination: 180.8.0.2
~ Encapsulating Security Payload
ESP SPI: @xbbla73@9 (3139872777)
ESP Sequence: 116

a

aaTan

Nhu ta da quan sat o trén, goi ICMP chung ta gui di ( khi ping tir may tinh
192.168.2.10 sang 172.16.2.10) da dugc dong goi an toan qua giao thirc IPSEC bao
mat ESP . Mode IPSEC VPN & déy 14 Tunnel ( duong ham) vi goi tin da duoc
dong goi lai mot IP header mai (Ip source va dest ) chinh Ia ip public cia 2 cong
outsidel cua ASA3 va outside cia ASA4 thay vi source 192.168.2.10 va dest
172.16.2.10.






