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Security for a cloud first world

Security to get Security for Security for
to the cloud SaaS apps your apps

Secure Internet User, data and app security Application & Workload Security

Gateway (SIG)



Challenges in securing
cloud-native
applications



Application architecture is changing

Traditional approach

App one — 3 tier
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Microservices approach

App one App two
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450+ microservices
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Microservices in real world

500+ microservices

NETFLIX

500+ microservices




Protecting a moving target: applications

Two worlds Many challenges

1 Applications arechanging
“and run everywhere

o Lack of visibility
Application “and consistency of controls

Compute, —
Storage, Network | Application deployments

drive infrastructure

Application security Application teams
= Iinfrastructure problem . “outnumber security 100:1

How to protect a workload in the cloud?



“SECURITY PREFERS A
SYSTEM POWERED OFF

AND UNPLUGGED’
- DEVELOPER

“...THOSE STUPID
DEVELOPERS”

- SECURITY PERSON



Imagine a world where security and DevOps cooperated
What would this world look like?

Developers Deployment Operations Security Operations

RN

Deployment Production

Pre-deployment

Outcomes

World Peacel!!!




Cisco’s Approach



Cisco framework for application first security

Development,

Pre- Deployment artifact security,

Security and approval , ° .
-Userto App |
App - BEiEer to internet
Run Time L R —' o
Secu rlty ) v Application/ 4
HQ Branch  Roaming workload ntegrity App -
office  /mobile : . to App
Threat ! Infra monitoring
Out- of- Band scanning | '\ Infra posture

Control Points



App/workload security products today

Product

Control point coverage

User to Service App Vulnerability
Service to Internet Infra monitoring

Infra monitoring

Application segmentation and risk
management

Threat visibility with high precision alerts for
private networks and public cloud

App Behavior V V v V v

App Monitoring

Application performance monitoring and
management

User to Service v V v v

Establish user-device trust and secure
access to applications




Add control points to “shift

security left”



Continuous

Tailored to app

Project: Cisco AG

Deployment Production

Development Audit

Security
Operations

00E2



SaaS Delivered Security Service

Multiple Services

Visibility, App- level Threat Detection,
Compliance Protection Response

Developer
CI-CD
Monitoring
SecOps
Threat Models,
Threat Feeds

Extensible

Multi- cloud




Project AG in a nutshell

New $ Rce)?istration leicxnc:ﬁplc:]yment 1
application Potey arggt moﬁltgrlng
+ Remediation
. . | gJ ﬁ CSP1
] Blg)
DC 1
Continuous Deployment
(ClICD)
Vour Your y Security
o our delivered &
applications deplocyi/rrllent environments
models operated by
Cisco




Use cases



Demo application

Application
User Ratings Microservices

User Reviews

Google Cloud
Speech API

Billing BookPage

BookDetails

Demo Setup

' ibili App -level Threat
Compllance Protectlon Detection,

Policy
Guardrails

) GitHub

Threats
OWASP

A Istio

AppDynamics







Use case: App visibility and APl Governance

How to continuously visualize the app; validate compliance, APl usage?

Application External API service

Google Cloud
Speech API

Microservices

Cloud services evolve rapidly
*  App architecture evolve rapidly
* Micro-services and DevOps are
accelerator of this trend

Demo application

Data compliance issue: Certain Google Speech APl downloads customer data to Google Cloud



AG pre-production workflow

Report and Remediate

Create olicy blueprint
P y P Dashboard e
@ Track pre-production issues

Without AG o App Security Profile Discovered
Tedious process

Point in time compliance, ﬂ ﬂ
risk assessment Learn ’ Learn '

App Design App Test App Prod

e [ o
App Project On-boarded OGitHub ‘D.x&’




Use case: Threat detection, Response

How to filter out the noise, pinpoint the application breaches?

AuthenticatedServices
(App Security Profile)

App-level encryption hides
threats

Increased attack vectors due to
open, distributed app
architectures

Threat detection and

response — demo for
OWASP top 10




App In production: threat detection, response

Indicators of

compromise
(IP, URL, Domain,
APls, OWASP,
Vulnerabilities,
custom)

Threat Intelligence,
Investigation

vtfear]ee Tawos Umprelia

CISCO  Threat Grid
3rd party plugins
Custom @)owWAsP

Cisco AG

Contain

Dashboard (AG or SOC)

Detect, Report

App Prod

Multi-cloud and public domains

Alerts:

App-level Threat Sighting
Action

App-level containment

Known Threat
(IP, URL,
Domain)



AG using agents adopted by DevOps

Cisco AG

Ak
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AppDynamics

RASP security agent, provides task-level
visibility inside app transactions

RASP emulation Detects Top OWASP attacks, app transactions
(Runtime indicating interaction with external threats
Application Self
Protection) Platform agnostic, native app agent can be

distributed separately or as an APM extension




Use case: App protection in multi-cloud

How to block lateral movement across cloud domains?

Segmentation problem

distributed across multi-cloud
* No infrastructure controls for
serverless, external APls

Infrastructure, Perimeter-based o= e

+ Cloud native apps require open B/ y | @

multi-cloud communication C/\N \L [rone | X\ [ons | foms

 Dynamic micro-services b N | -
y ’ \U/ : -

f\ FrontEnd BackEndC

Intemnal

[

InfoSec and application lead Customer 2

Customer 1

Trust zones demo: Zero Trust, multi-cloud environment



App in production: AG identity, policy-centric protection

Application
Knowledge,

Policy Rules

Alerts:
Unauthorized communication
Unauthorized API Usage

Trust Zones
External to DMZ allow SSL (443)
DMZ to Protected allow http

(80)

Privacy Label to zone mapping

Public to External e

Normal to DMZ

Confidential to Protected Contain Detect, Report

Unauthorized

Unauthorized AP @ggggiz‘i{:.““
PN Source / Flow

usage, interaction

Multi-cloud and public domains



How policy is determined and layered

Think of onions — every one starts with a skin (guardrails) and has layers
(derived and tweaked) policy

Determined by
« SecOps
« Automation

« App Teamor
SecOps




How policy is implemented — trust zones example

Security persona

Guardrails — all app projects

Automatic discovery

Application
User Ratings ___Microservices

I~
) WA

User Reviews._

Bo&betails

Learned app profile
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Automatic enforcement
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User Rating ‘o
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. BookDetail

Derived app segmentation



AG using agents adopted by DevOps

Cisco AG

Al Istio
o | [ wer | ciacer |

Discovery &  Policy checks, ~Orchestrate
Configuration telemetry Key & Certs

Open source software supported by Cloud
Community, deployed for 4 years in Webscale

Provides L7, APl infrastructure for handling
service-to-service/lInternet communication

Platform agnostic, native Envoy agent delivers
with the app code DevOps and security tools

Kubernetes Pod ' data plane tunneling, " Kubernetes Pod

Serwce 4-»@ encryption ‘ﬂ Serwce

control p
plane ,




Recap

- Embed security early and continuously in application lifecycle —
ride along with CI/CD

« Application-level enforcement regardless of where the app runs

« Continuously monitor app behavior, detect and react to
deviations

...and all of this while providing value to the
developers AND security teams



Project AG Value Proposition

Embeds security
into application
life cycle

Rich micro-
service, code,
and app level

visibility

Consistently
minimizes attack
surface anywhere

the app runs

Behavior & threat

models used to

detect app level
attacks

CSO becomes
a Business
Enabler




